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Abstract. This paper investigates the security problem of consensus-based dis-
tributed system under false data injection attacks (FDIAs). Since the injected false
data will spread to the whole network through data exchange between neighbor
nodes, and result in continuing effect on the system performance, it is significant
to study the impact of the attack. In this paper, we consider two attack models
according to the property of the injection data, the deterministic attack and the
stochastic attack. Then, the necessary and sufficient condition for the convergence
of distributed system under the attack are derived, and the attack feature making the
system unable to converge is provided. Moreover, the convergence result under
resource-limited attack is deviated. On the other hand, the statistical properties
of the convergence performance under zero-mean and non-zero-mean stochastic
attacks are analyzed, respectively. Simulation results illustrate the effects caused
by FDIAs on the convergence performance of distributed system.

Keywords: Consensus-based distributed system - False data injection attack
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1 Introduction

Recently, the consensus-based distributed system has been received wide attention with
the widespread use of wireless networks [1]. For a distributed system, each node is treated
equally, and the load of each communication link is almost balanced. The distributed
structure can reduce communication load, computation burden and energy consumption
compared to the traditional centralized structure [2, 3]. Furthermore, the distributed
structure is flexible for dynamical network topologies [4, 5].
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However, due to the open characteristic of the distributed system, it is vulnerable to
malicious attacks [6]. The false data injection attack (FDIA) is one of typical attacks for
the distributed system, which injects false data into the unprotected procedure during
information exchange process, intending to degrade the performance and threat the
security of the distributed system.

In recent years, researchers have been beginning to pay attention to the impact of
random or artificial injected false data on the system performance. In [7], the neces-
sary and sufficient condition to guarantee the convergence of distributed system under
bounded noise is proved, and the closed expression of the relationship between the noise
bound and the consensus accuracy is derived. In [8], the expression of weighted least-
squared error of nodes when the distributed system reaches the steady state under noise
is deduced. In [9], the author further explored the influence of noise on performance
of distributed system under different topologies on the basis of [8], and indicated that
the error caused by noise is related to the depth of the graph. In [10] and [11], authors
analyzed the effects of zero-mean random noise and non-zero-mean random noise on
the convergence performance of the broadcast-based consensus algorithm, and derived
the upper and lower performance bounds under noise interference. In [12], the stability
of the distributed detection system under the interference of two kinds of energy limited
signals is discussed for the resilient consensus problem.

In this paper, we study the security problem of the consensus-based distributed system
and analyze the impact of FDIA on the system performance. Two types of FDIAs, the
deterministic attack and the stochastic attack, are considered in the fusion phase of
distributed system. The effect of the deterministic attack and the stochastic attack on the
convergence performance of distributed system is analyzed in detail. For the distributed
system under different FDIAs, some interesting theoretical results are derived. Finally,
the theoretical results are verified by simulations.

The rest of the paper is organized as follows. Section 2 describes the system model.
Section 3 analyzes the impact of the FDIA on the performance of distributed system.
Section 4 gives simulation results and discussions. Finally, the paper is concluded in
Sect. 5.

Notations: Boldfaced capital and lower-case letters represent matrices and vectors,
respectively. I, denotes the identity matrix of dimension n x n. 1, denotes the n-column
vector with all elements to be 1. A/ (pc, 02) denotes the normal distribution with mean
and variance o2. Besides, det(-) denotes the determinant operation. diag(-) denotes the
creation operation of the diagonal matrix with supplied elements.

2 System Model

2.1 Network Model

Considering a distributed network consisting of N sensor nodes, where the topology
structure is connected, and communication links are steady. The network is described by
an undirected graph G = (v, &), where V represents the set of nodes in the network, and
V = {v1, v2, ..., vn}, € represents the set of edges in the network, and e € V x V. If
(vl-, v j) € ¢,node i and node j are adjacent and they can exchange information with each
other. Hence, the neighboring set of node i is defined as \; = {v i E€VN (vi, v j) € ¢}.
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The characteristics of a network can be expressed using a set of matrices. Adjacent
matrix A denotes the neighborhood relationship. If node i and node j are adjacent, the
corresponding entry in A is a;; = 1; otherwise, a;; = 0. Degree matrix D is a diagonal

matrix whose diagonal element d; is the sum of neighbors of node i, d; = |N;| and
D = diag(dy, da, ..., dy). Laplacian matrix L is defined as L = D — A. That is, the
element is /;; = d;; if i = j; otherwise, [;; = — a;;.

2.2 Attack Model

It is assumed that there exists malicious attacker(s) in the distributed network. In order
to degrade the performance of the distributed system, an attacker captures part of unpro-
tected sensor node(s) and makes them be malicious node(s). Malicious sensor nodes will
launch the FDIA to degrade the system performance.

The operation of the distributed system over the network includes three phases: local
measurement, distributed fusion and distributed inference (detection, classification and
estimation). In this work, we focus on the FDIA in the distributed fusion phase.

As the FDIA is launched by malicious node(s), the false data are added to the state
update step in the distributed system. Let ), be the set of malicious sensor nodes, and
V, € V. Let Vs be the set of normal sensor nodes, and Vs = V\V,.

In the fusion phase, each sensor node exchanges information with its one-hop neigh-
boring nodes. The local state of the target will be updated until the whole network
reaches a consensus if there is no attack. When malicious nodes launch the attack, the
state update process can be denoted as

£
xi(k+1>=xi<k>+;ij§ [x (k) — x; (k)] + ui (), (1)

where x;(k) is the state of the target at sensor node i at the kth iteration, ¢ is the iteration
step, and w; is the weight coefficient at sensor node i. In order to ensure the convergence
of the algorithm, the iteration step needs to satisfy 0 < & < min(w;/d;). The injection
data u;(k) = 0 if node i is normal; otherwise, u;(k) # O if node i is malicious.

For convenience, the update process in (1) can also be represented in the form of
matrix as:

x(k + 1) = Wx(k) + u(k), 2)
where x(k) is the state vector, and x(k) = [x1(k), xa(k), ..., xn (k)]T, W is the weight
matrix, and W = Iy — e diag(1/wq, 1/wa, ..., 1/wy)L.

Let the weight coefficient vector be wl = [w, wa, ...,wN]T. Thus, W =

Iy — e diag(1y/w")L. We assume that the weight matrix W is invariant.

FDIA can be divided into two categories based on the injected data of the attacker, the
deterministic attack and the stochastic attack. For the deterministic attack, the injected
data of the attacker is a deterministic variable. And in the stochastic attack, the injected
data of the attacker is a random variable.
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3 Performance Analysis of Distributed System Under FDIAs

In this section, we analyze the effect of different FDIAs on the performance of the
distributed system.

3.1 Performance Metrics

We introduce the definition of the convergence and consensus of the distributed system.

Definition 1: For the distributed system x(k + 1) = Wx(k) with any initial state x(0),
Ix* € RV, if limy_, o0 x(k) = X*, the system is convergent.

Definition 2: For the distributed system x(k + 1) = Wx(k) with any initial state

x(0), Ix* € R, if limg_ oo x(k) = x*1y, i€, limg_ o x; (k) = x*, the system is
consensus.
Lemma 1: For the consensus-based distributed system x(k+ 1) = Wx(k), the

convergence is equivalent to the consensus.

Proof: 1. If the distributed system is consensus, i.e., when k — oo, x(k) — x*1y,
where x*1, is a constant vector. Hence, the system is convergent according to the
Definition 1.

2. If the distributed system is convergent, i.e., when k — 00, x(k) — x", where X" is a
constant vector. Since lim x(k+1) = lim Wx(k) = Wx* = x*, and according to

k—o00 k—o00

the definition of weight matrix W, Wx* — x* = ¢ diag(1y/w)Lx* = 0, Lx* = 0,

N N
HTLx* = 3 ) (x] — )c;.‘)2 =0 for any x . That is, xF = x;f, Vi,j e V,ie,
i=1j=1

* = x*1y. Hence, the system is consensus. [ |

X

3.2 Under Deterministic Attack

The attack may make the distributed system unable to reach consensus or converge to a
wrong result.

First, we derivate the necessary and sufficient condition for the convergence of the
distributed system.

Theorem 1: The necessary condition for the convergence of the distributed system is
that limy_ oo (k) = 0.

Proof: Assume that the convergent state of nodes is constant x*, the state vector is
x* = x*1y. When k — oo, lim x(k + 1) = lim (Wx(k) + u(k)).
k— o0 k— 00

Since limg_ oo X(k + 1) = limg_ o X(k) = x*1y and the weight matrix is
a stochastic matrix, Wly = 1y,x*1y = Wx*1y + limpoouk) = x*1y +
limy s oo w(k), limy_, o u(k) = 0. |
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Theorem 2: The sufficient condition for the convergence of the distributed consensus
system is that limy_, 0 Z];:O [lu(z)|| = C, where C € R.
T _

Proof: According to Perron-Frobenius Theorem, limg_, » Wk = 1ynT, where n
(wT1y)~'wT. When k — oo,

k
li k+1)= lim W¢tx(0) + 1 wk-t
Jm x(h D = lim WSO + fim ) W (o
k

= 1yn"x(0) + li W Tu(o). 3
Nnx(>+kggo;) u(r) 3)

Using the properties of norms, we have

k

. _ T : k—1
Jim fIxk+ Dl = |1y x(0)+k15202(:)w u(t)
T=

k
< [t + im 3 [WErun |
= | + Jim Y [wrue *)
=0
Since limy_s o Zi:o [lu(o)|] = C, img_ oo Zi:o u(t) = ¢, where ¢ € RY, and

limg_, o u(k) = 0. According to Cauchy criterion, Ve > 0,3IM > O, |lu(7)|] <
ewhent > M; Vv > 0,3IN > 0, ||[W* — anT|| < v, when t > N. Therefore,

[IW?|| <1+ ||[1yxT]||.Sincek—N >> M whenk — oo, |jutk — N)||, ..., [luk)|| <
e. Hence,
k
tim | S" WA Tu(o)| < lim (HW" H la ()]l + ...+ HWN“H lutk — N — )|
k—o00 | k— 00
+HWN HHu(k — NI+ )
N
< (v—i—H Iyn® H)C +e Z W
=0
Moreover, norm and spectral radius of matrix satisfy that |[W|| >
p(W) = 1. When |[|W|] = 1, SZiV:o [IWT|| < eN. When ||W| >
Le YN JIIWT|| = (1 — [[W]N*1)(1 — [|[W|])~". Hence, Eq. (4) is convergent.
Therefore, when the attack vector satisfies limg_, o Zf:o [lu(k)|| = C, the norm
of state vector is convergent, i.e., the states of all nodes converge. ]

In Theorems 1 and 2, the necessary condition and sufficient condition to convergent
for the distributed system under FDIA are proved, respectively. Therefore, the attack
strategy making the network unable converge should have

lim 3 () =cc. )



488 X. Zheng et al.

That is, when the series of vectors are not converge, the system cannot reach
consensus although the iteration step increases.

From (2), we find that the impact of FDIA on the performance of distributed sys-
tem is continuous. That is, once the attacker launches the attack (although the attack
subsequently stops), the injected false data will spread to the surrounding nodes during
nodes exchange information. The false data injected by the attacker will remain in the
convergence result. Hence, it is necessary to analyze the deviation between the wrong
convergence result and the normal convergence result under the FDIA.

Theorem 3: When the attack vector series converge, limy_, ZI;:O u(r) =candc €
RY the convergence result of nodes is

Jim x(k) = 1y (x(0) + ¢). (6)

Proof: According to (2), the convergence result of state vector under FDIA is
k
lim x(k 4+ 1) = 1yn"x(0) + 1 W Tu(r).
Jim x(k+1) =1y X()+kirr§o;) u(r)
As t™W = T, xTWk = xTWk-1 = | = xTW = nT. And then,
k
n! lim Zwk—fu(r) = lim © ' Wu©) +...+ n"Wuk — 1) + ' u(k)
k— 00 — k— o0
= lim ®T[u@0) +...+uk — 1) +uk)]=n"c

k—o00

As b = limg_ 00 XX _o W Tu(z), 1™b = nTe. When limg_oo Y5 _ju(r) =c,
the states of nodes are convergent. Thus, b; = b;,Vi, j € V. If b = bly, brlly =

nlc, i.e., b = n¥c. Therefore, we have

. k k—1 _ T
Jim Z,ZOW u(t) =1yn’e. (7)

From (7), one finds that the series of injected attack vector will directly affect the
convergence result of the distributed system. ]

Lemma 2: 1f and only if the weighted average of attack vector series converges to zero,
limy s pom’ Zf:o u(r) = 0, the convergence result will be the weighted average of
initial states of nodes.

3.3 Under Stochastic Attack

When the injection attack vector is random, we consider the case of Gaussian ran-
dom variable. That is, the malicious node i injects false data u;(k) at step k, u; (k) ~
N (ui, 02i), and the attack vector satisfies u(k) ~ AN (p, X).

To facilitate the subsequent derivation, we introduce the nature of normal-
ized weighted average matrix, Q = 1ym', and its relationship with the weight
matrix W.
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Property 1: The normalized weighted average matrix Q has the following properties:

(1) Q= limg- o Wk;

(2 QW = Q;
(3) WQ = Q;
@ Q*=Q;

5) (W-Qk=W—Q;
6 W-QFfIy—-Q) =W-Q;
7 p(W-Q) < 1.

Since the injected attack vector is random, the state vector under its influence is
also random. In the view of the statistical characteristics, we analyze the impact of the
stochastic attack on the performance of distributed system.

The divergence vector of current nodes’ state is defined as

(k) = x(k) —Qx(k), ®)

which can be used to measure the convergence performance of distributed system. The
system state converges as the divergence is zero. The larger the divergence vector, the
more obvious the divergence of distributed system.

Lemma 3: The divergence vector 8(k) satisfies the recursive relationship as

8k +1) = (W—Q)8(k) + (In — Quk). )
Proof: According to the definition of 8(k) and the properties of matrix Q, we have
3k +1) = x(k+ 1) — Qx(k + 1) = Wx(k) + u(k) — QWx(k) — Qu(k)
= (W —-Q)x(k) + Iy — Qu(k).
While (W — Q)Qx(k) = (WQ—Q?)x(k) = 0,
3k +1) = (W-Q)x(k) — (W—-Q)Qx(k) + Iy — Qu(k)
= (W= Q)(x(k) — Qx(k)) + (Iy — Q)u(k)
= (W-Q)dk) + Iy — Qu(k). u

First, we analyze the mean of divergence vector, E[8(k)] or Z_S(k).
Using the recursive relationship in (9), we have

k
3k+1)=W-Q 80+ W-Q Uy —Quk—1).  (10)

=0

Since 8(0) =x(0) —Qx(0) = (Iy —Q)x(0),

k
3k+1)=W-Q" Iy —Qx0)+ Y (W-—Q) Uy —Quk —1). (11)

=0



490 X. Zheng et al.

Since the mean of attack vector is E[u(k)] = u, k € N, taking expectation and
limitation on both sides of (11), we get

k
lim E[8(k+ D]= 1 - Q)(Iy — Qu. 12
Jim BI8(k + 1)] ki“éo;)(w Qy — Qi (12)
As o(W—-Q) < 1 the series is convergent and

limg_ o0 Zf:o (W—-Q)" = [Iy — (W—Q)]~!. Hence, the mean of divergence vector
is convergent, and the convergence result is

Jim E[3(k)] = [Iy — (W — QI 'y — Qu. 13)

From (2), we find that, as the number of iterations increases, the mean of the diver-
gence will converge, and the convergence result is related to the mean of attack vector.
If the mean of attack vector is non-zero, the mean of divergence is also non-zero, which
means that the state of nodes cannot converge.

Second, we analyze the covariance of divergence, ®(k).

Suppose that 8(k) is independent of u(k) and the covariance of u(k) is X, the
covariance can be further simplified as

Pk+1)=W-—QehW - Q" +Iy — QZdy - Q" (19
Then,
ok +1)=(W — Q@)W — Q!
k
Y W-Q Iy - QZdy - QW - QTI".  (15)
=0

Since 8(0) = x(0) — Qx(0) = §(0) and ®(0) =0,
k
Jim @k +1) = lim 3 (W — Q" (Ily -~ QZdy — QW — QI (16)
=0

As p(W—-Q) < 1, the series is convergent, limy_, Zi:o (W—-Q)" and
limg— oo Zfzo [(W — Q)T]T are convergent. Hence, the covariance of divergence vector
is also convergent. Moreover,

Jim (W — Q@ (k + (W — Q' = lim @k +1) — Ay - QZ(y - Q.

Suppose that the convergence result is X = limy_ o ®(k), F = W—-Q,and G =
Iy —QX(y —Q)". That is,
X - FXF' = G. (17)

The formula of (17) is a discrete Lyapunov equation. To resolve the equation, the
Kronecker product, vectorization function and Matricization function will be used.
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Theorem 4: For m x n dimension matrix A, n X p dimension matrix B, p x ¢ dimension
matrix B,

vec(ABC) = (CT ® A)vec(B).

For convenience, we vectorize both sides of matrix equation X — FXFT = G.
According to Theorem 4, we have (I — F®F)vec(X) = vec(G). Since det(Iy2: —F®
F) #0,vecX) = Iy —F® F)~'vec(G). Using the matricization function, we get the
convergence result of covariance matrix as

Jim @ (k) = unveey, v{[Iy2 — (W - Q) & (W - Q!

svec[(Iy — Q) Ty — Q)T1}. (18)

According to the steady-state expression of the covariance matrix of divergence
vector, we find that when the covariance matrix of attack vector is zero, the covariance
of divergence is also zero. When the covariance matrix of attack vector is non-zero,
the covariance of divergence is also non-zero. It means that the deviation will fluctuate
around its mean. The larger the covariance of attack vector, the more dramatic the
fluctuation.

Furthermore, to analyze the impact of stochastic attack on the system convergence
results, the deviation vector is defined as @(k) = x(k) — Qx(0), which represents the
deviation from the state of the kth step and the weighted average result of the initial
state.

Lemma 4: The deviation vector @(k) satisfies the recursive relation as
ok +1) = Weo(k) +u(k). (19)
Proof: According to the definition of @(k) and the property of matrix Q, we have

ok +1) =x(k + 1) — Qx(0) = Wx(k) + u(k) — WQx(0)
= W[x(k) — Qx(0)] + u(k) = Wo(k) + u(k). (]

First, we calculate the mean of the deviation vector, E[¢@(k)] or @(k).
Using the recursive relation,

k
ok +1) = Wtlo©) + > Wruk — 7). (20)
=0

Since ¢(0) = x(0) — Qx(0),

k
ok +1)= (W' —Qx(0) + ) Wik — ). @
=0

Calculating the expectation both sides of (21), we have

k
lim E[e(k + 1)] = Ii Wi 2
Jim El@(k+ D] kirrgog i (22)
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As p(W) = 1, the matrix series Zi:o WT is not convergent. Thus, only when the
mean of injected attack vector is zero, the mean of deviation is convergent to zero. More-
over, the state of nodes converges to the convergence result without attacks; otherwise,
the state of nodes cannot converge.

Second, we calculate the covariance of deviation vector, ¥ (k).

Suppose that @(k) is independent to u(k), and the covariance of u(k) is X,

Uk +1)=WUhWT + X, (23)

According to recursive relation, we have

k
Uk + 1) = W o) (WTFH! ZW’):(WT)f. (24)
=0

Since ¢(0) = x(0) — Qx(0) = @(0) and ¥(0) =0,

k
lim Wk +1) = li Wiz (WhH, 25
Jim W (k + 1) kir‘éog wWh 25)

As p(W) = 1, the matrix series lezo WIZ(WT)t is not convergent When ¥ #
0. Thus, the range of deviation between the node state and the true convergence result
is always changing, and the range of deviation is increasing. The series converges to
zero when X = 0, which means that the deviation between the node state and the true
convergence result is fixed.

4 Simulation Results and Discussions

The impact of FDIA on the system convergence are simulated. Suppose that there are
10 nodes in the network, among which there are several malicious nodes.

Considering a network with 10 nodes, as shown in Fig. 1, among which several nodes
are malicious. It is assumed that the communication channel is error-free. The initial
state of nodes is randomly set as x(0) = [18.13, 19.90, 24.34, 18.50, 23.72, 12.65, 7.33,
21.04, 21.32, 13.96]T. The weight coefficient of all nodes is 0.1. Thus, the theoretical
convergent value is the weighted average of initial state is 18.09.

Fig. 1. Network model.



Performance Analysis of Consensus-Based Distributed System 493

4.1 Under Deterministic Attack

Figure 2 shows the convergence performance of distributed system under deterministic
attack. In the figures, the solid line denotes the state of each node, the dash line indicates
the state of malicious node, and the orange horizontal dotted line indicates the theoretical
convergence result.
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Fig. 2. The convergence performance of distributed system under deterministic attack.

Figure 2(a) shows the convergence performance of distributed system without attack.
From Fig. 2(a), we observe that the state of nodes gradually converges as the number
of iterations increases. After iterating 18 times, the state of each node converges to the
desired weighted average of 18.09.

Figure 2(b) shows the convergence performance of distributed system under attack,
where the attack series is not convergent, nodes 1, 2 and 3 are malicious, and the
injected false vector is m(k) = [3 x 0.8%, =2 x 0.5, 0.6’<]T, k € N. From Fig. 2(b),
we observe that when the distributed system encounters the attack with non-convergent
series, the system state cannot converge although the number of iterations increases.
Hence, Fig. 2(b) verifies that the attack with non-convergent series will make the system
state unable to converge.

Figure 2(c) shows the convergence performance of distributed system under attack,
where the attack series is convergent, nodes 1, 2 and 3 are malicious, and the injected
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false vector is m(k) = [1, —1, 11T, k € N. From Fig. 2(c), we observe that when the
distributed system encounters the attack with convergent series, the system state will
reach convergence as the number of iterations increases. The convergence result is about
19.44, which is different from the expected convergence result without attack, 18.09.
That is, the convergent attack will cause the system state to converge to a wrong result,
and the convergence result deviation equals to the weighted average of attack vector
series.

4.2 Under Stochastic Attack

In the following simulations, we assume that the covariance of injected attack vector is
an identity matrix.

Divergence can be used to measure whether the system converges or not. When the
divergence is zero, the system state converges.

bl
)

N
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S
°

E[5(k)]

Var (k)]

o

I
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g
>

40 45 50

(a) mean (b) variance

Fig. 3. The divergence performance of distributed system under zero-mean stochastic attack.

Figure 3 shows the divergence performance of distributed system under zero-mean
stochastic attack, where Fig. 3(a) and (b) gives the mean and variance of divergence,
respectively. From Fig. 3(a), we observe that the divergence tends to zero as the number
of iterations increases, which means that the node state converges. Moreover, from
Fig. 3(b), we observe that the variance of divergence first increases, and then stabilizes
as the number of iterations increases. This indicates that the fluctuation of divergence at
each node gradually stabilizes as the number of iterations increases.

Figure 4 shows the divergence performance of distributed system under non-zero-
mean stochastic attack, where Fig. 4(a) and (b) gives the mean and variance of divergence,
respectively. From Fig. 4(a) and (b), we observe that as the number of iterations increases,
the mean of divergence at each node converges to a non-zero value, and the variance of
divergence also converges. Moreover, the mean of divergence at each node converges
different value, which means the node state cannot converge. According to the theoretical
results, the divergence convergent value is [— 2.57, 3.43, 15.32, —9.43, —10.28, —5.14,
2.85, 1.22, 0.81, 3.78]T, which is the same as simulation result.
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When the deviation equals to zero, the system state converges to the true result. The
deviation can be used to measure how convergence result deviates from the true result.

Figure 5 shows the deviation performance of distributed system under non-zero-
mean stochastic attack, where Fig. 5(a) and (b) gives the mean and variance of deviation,
respectively. From Fig. 5(a), we observe that the mean of deviation tends to zero as the
number of iterations increases, which means that the node state converges to the true
value. Thus, the theoretical analysis is verified. However, from Fig. 5(b), we observe
that the variance of deviation increases as the number of iterations increases. The results
in Fig. 5(b) indicate that the internal fluctuation increases gradually although the node
state converges to the true result as expected.
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Fig. 4. The divergence performance of distributed system under non-zero-mean stochastic attack.
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Fig. 5. The deviation performance of distributed system under zero-mean stochastic attack.

Figure 6 shows the deviation performance of distributed system under non-zero-mean
stochastic attack, where Fig. 6(a) and (b) gives the mean and variance of divergence,
respectively. From Figs. 6(a) and (b), we observe that the mean and variance of deviation
at each node do not converge as the number of iterations increases. The results in Fig. 6
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indicate that the node state gradually deviates from the true result under the interference
of non-zero mean stochastic attack. Hence, the theoretical analysis is verified.
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Fig. 6. The deviation performance of distributed system under non-zero-mean stochastic attack.

5 Conclusions

We studied the problem of FDIA in the consensus-based distributed system in this paper.
According to the malicious behavior of the attacker, the attack is classified into two types,
deterministic attack and stochastic attack. The impact of the FDIA on the performance
of distributed system is emphatically analyzed. Under the deterministic attack, we first
addressed the necessary and sufficient condition for the system convergence, and derived
the attack characteristics making the network unable to converge. Moreover, the conver-
gence result with limited attack resources is deduced. On the other hand, we analyzed the
statistical properties of the convergence performance and convergence result at nodes
under zero-mean and non-zero-mean stochastic attacks, respectively. Finally, the effects
of deterministic attack and stochastic attack on the performance of distributed system
are verified by simulation results. In the future, we will study the defense strategy against
FDIA in the consensus-based distributed system.
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