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Abstract. The digital signature scheme is essential for electronic commerce and
e-government security authentication. With the rapid advancement of mobile inter-
net technologies, safe key storage in mobile terminals has become a new challenge.
To solve the leak of the signature private key, a method for generating a two-party
cooperative signature has been proposed. That is, each participant generates the
signature secret key and shares it with the other after which the signature is gen-
erated interactively. The method is robust because one party cannot recover the
secret key, which not only guarantees the correctness of the signature but can
resist the security implications caused by the corruption of a single mobile termi-
nal. Considering the threat from quantum computing technology to conventional
public-key cryptographic algorithms, in this paper, the lattice-based post-quantum
digital signature algorithm, Aigis-sig, published in the international conference on
public-key cryptography is discussed. Furthermore, the two-party Aigis-sig sig-
nature protocol is proposed. The protocol contains two sub-protocols: distributed
secret key generation and collaborative signing protocol. In addition, the homo-
morphic encryption scheme is introduced in the protocol to ensure that the inter-
mediate of the protocol does not reveal the private key information. The evaluation
demonstrates that the protocol has correctness and feasibility. In the case that both
parties are honest, the cooperative signature is existential unforgeability against
the chosen-message attack.

Keywords: Post-quantum algorithm - Digital signature - Homomorphic
encryption - Aigis-sig - Cooperative signature

1 Introduction

The digital signature is applied in identity authentication, data integrity, nonrepudiation,
and anonymity. The signer uses the private key to generates the message’s signature,
and the verifier uses the public key to verify the signature’s validity. However, some
mobile terminals’ security in the mobile internet application is poor, and the storage
security of the private key is difficult to guarantee. Therefore, this paper introduces
a two-party cooperative digital signature generation method. Two-party collaborate to
generate a digital signature, namely, the generation of the private key and signature
is distributed. The signing procedure is realized by the interaction of the two-party,
and any participant cannot recover the integrated private key, which ensures both the
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correctness of the signature and the security of the signature private key. The verification
process can be performed by a user using the authentication public key. The two-party
cooperative generation of the digital signature can achieve better robustness and resist
the weakness brought by one-party corruption. Even if one party’s share of the signature
key of one party is leaked, the private key of the signature will remain secure. Currently,
some two-party and multiparty schemes based on the elliptic curve signature algorithm
(ECDSA) have been proposed in [1, 2], and [3]. However, for post-quantum digital
signature schemes, such as the CRYSTALS-Dilithium [4] and its improved algorithm
Aigis-sig [5], no researchers have proposed two-party or multiparty signing schemes.

In this paper, we consider a two-party digital signature protocol based on Aigis-sig.
We describe how one can build a distributed key generation and collaborative signing
protocol for Aigis-sig. Our protocol achieves coordinative generating Aigis-sig signature
resorts to homomorphic encryption [6] by two-party. In Sect. 2, the specific interaction
process of the protocol is given and the correctness of the signature protocol is proved. In
Sect. 3, the efficiency of the protocol is analyzed and the unforgeability of the cooperative
signature is proved.

2 Preliminaries

2.1 Aigis-sig

Aigis-sig is a lattice-based signature scheme [5], constructed using the Fiat-Shamir
heuristic [7, 8], whose security is based on the hardness of the asymmetric module
learning with errors (AMLWE) problem and the asymmetric module small integer solu-
tions (AMSIS) problem [5]. Compared with the Dilithium scheme [4], the Aigis-sig
scheme can achieve better comprehensive efficiency without changing the security, and
the lengths of the public key, private key, and signature are smaller. Considering both
security and efficiency, the template version of the scheme without compressing the pub-
lic verify key has been chosen in our protocol. The scheme includes three algorithms:
Key generation, signing procedure, and verification, described as follows:

Key Generation Algorithm. Aigis.sig — KeyGen(1¥): At first, the « is defined as the

secure parameter. The key generation algorithm randomly chooses a seed p & {0, 1}2%
and generates a matrix A = Expand(p) € RSXZ , each of whose entries is a poly-
nomial belong to the ring R, = Z4[X] / (XN +1). Afterward, the algorithm sam-

ples random secret key vectors (s, §2) & S,’;l X S,’n. S, denotes a polynomial set in

R =7Z[X] / (X" 4 1), each polynomial’s coefficient belongs to a finite set {—1, ..., n}
in S;. Finally, the public key is computed as t = As| + 5, € Rk, and the digest of the
public key tr = CRH (pk) € {0, 1}*%* is produced through a collection-resistant hash
function CRH: {0, 1}* — {0, 1}°%*. The key generation algorithm returns pk = (p, t)
and sk = (p, tr, s1, §2). All algebraic operations in this scheme are assumed to be over
the polynomial ring R,.

Signing Algorithm. Aigis.sig — Sign(sk, M ): Given the secret key sk = (p, tr, 51, 52)
and message M, the signing algorithm computes the digest u = CRH (tr||M) of the
message, and performs the following steps:
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— Sample random vector y <i SJZ/I 1

— Compute w = Ay € R’; and wi = HighBits,(w, 2y»);

— Compute the challenge ¢ = H(u,w1),z =y + ¢s1, and u = w — ¢s3. Denote B, as
the set element of R that have t coefficients are either —1 or 1 and the rest are 0, and
the hash function is defined as H : {0, 1}* — B;.

— Compute (r1, ro) = Decompose,(u,2y,);

— The potential signature is then computed as o = (z, ¢), if the rejection sampling
condition ||z]lso < ¥1 — B1, IF0llee < ¥2 — B2, and ri = w is satisfied. If not, restart

. $
the procedure from the sampling random vectory < S 31/1 _1

The signing algorithm returns the signature o = (2, c).

Verification. Aigis.sig — Verify(pk, M, o). Given the public key (p, ), message M,
and signature ¢ = (g, c), the verifying algorithm computes A = Expand(p),
w = CRH(CRH (pk)||M), w' = HighBits;(Az — ct,2y»). Later, the hash value
¢’ = H(u,w'y) is computed. Then algorithm returns 1 if ||z]|o < y1 — B1 and ¢’ = ¢,
otherwise returns 0 (Table 1).

Table 1. Decompose algorithm in Aigis-sig scheme

Decomposey(r, a):

-r=rmodTq

-rg = rmod*a

-ifr—rg=qg—1

-thenr; =0;r9g =19 — 1

-elsery = (r—rg)/a

- return (rq, rp)

According to (r1,79) = Decompose,(r, ), the ri = HighBits,(r,a) and ryg =
LowBits,(r, a) have been defined to extract the “higher-order” bits and “lower-order”
bits from the element 7 in Z.

For an even positive integer «, the Aigis-sig scheme defines ¥’ = r mod*a as the

unique element in the range (— 5, %] such that ' = r mod a. For an odd positive integer

@, the scheme defines ¥ = rmod= a as the unique element in the range [—%, %]
such that ' = r mod «. For any positive integer o, the scheme defines ' = rmod™ o
as the unique element in the range [0, @) such that ¥ = rmod o. When the above
algorithm is applied to a polynomial, the implication is that the corresponding operation
is applied independently to each coefficient of the polynomial. The following lemma
claims a crucial property of the above supporting algorithm, which is necessary for the

correctness and security of the Aigis-sig scheme.
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Lemma 1 [4] . if ||s|lo < B and | LowBits,(r,y) |, < % — B. we have:

HighBits,(r, y) = HighBits,(r +s, y)

2.2 Homomorphic Encryption Scheme

Homomorphic encryption is a cryptographic primitive that allows users to perform arith-
metic operations on encrypted data without decrypting it. if it allows arbitrary boolean
or arithmetic circuits to be homomorphically evaluated, it is called fully homomorphic
encryption. The first fully homomorphic encryption scheme was invented by Gentry in
2009 [9], and since then many efficient results have been introduced, such as Bral2 [10],
BGV [11], GSW [12], FHEW [13], and CKKS [6].

In general, ahomomorphic encryption scheme is a group of probabilistic polynomial-
time (PPT) algorithms as follows (is the security parameter):

Key Generation. KeyGen(k, L): The inputs are the security parameter « and the level
parameter L, and it outputs an public encrypted key pk, a public evaluation key evk, and
a secret decrypted key sk.

Encryption Algorithm. Enc, (m): The inputis public key pk and plaintext m, it outputs
the ciphertext ct.

Decryption Algorithm. Decg(ct): The input is the secret key sk and ciphertext ct, it
outputs the plaintext m.

Ciphertext Homomorphic Addition Evaluation. Add,,(ct;, ct;): The input is the
ciphertext ct; and ct, of the plaintext m; and my. It outputs the ciphertext ct,44 of the
my + mo.

Ciphertext Homomorphic Multiply Evaluation. Mult,(ct1, ct2): The input is the
ciphertext ¢t and ctp of the plaintext m1 and m;. It outputs the ciphertext m - my of the
Clypuls-

Homomorphic Evaluation. HomEvalpg (evkpg, f, cty, ..., cty): Using the evaluation
key evkyg applies a function f to ciphertexts ct;(i = 1, ..., g) and outputs a ciphertext
ctr, where f is an arithmetic circuit with addition and multiplication. We denote ct; &
cty as the homomorphic addition of the ciphertexts ct; and cty, and the homomorphic
multiplication is denoted as ct| ® ct>.

2.3 Definition of Security

Assume that a standard digital signature scheme is denoted as 7@ =
(KeyGen, Sign, Verify). The security of standard digital signatures is defined as follows
[5]:



Research on Two-Party Cooperative Aigis-sig Digital Signature Protocol 57

EXPERIMENT 1.3.1. ( Expt — Sign,, (1))

1. (pk,sk) < KeyGen(1*)

2.(M",07) « S (ph)

3. Let Q be the set of all (M,o) queried by & to its oracle. Then, the output of the
(M",0")=1

experiment equals lif and only if (M",6")¢ O and Verify

pk

Definition 1.3.1. If for every PPT adversary S, there exists a negligible function A such
that for every «,

Pr(Expt — Signg (1) = 1] < A(x)

We announce that the digital signature scheme  satisfies the strongly existential
unforgeability against adaptive chosen-message attack (SUF-CMA).
Next, we define the security of a distributed signing protocol.

EXPERIMENT 1.3.2. ( Expt — DistSign , ,(1°))

= (KeyGen,Sign,Verify) is a standard digital signature scheme.

1. (M",0") < A" (pk)

2. Let Q be the set of all M queried by .4 to its oracle. Then, the output of the ex-
periment equals 1if and only if M" ¢ Q and Verify (M",6)=1,

If the adversary A conducts adaptive chosen-message cooperative signature queries
with polynomial times and can forge the cooperative signature of the message that has
not been inquired, the experiment returns 1, that is, the adversary wins the experiment
and corrupts the scheme.

Definition 1.3.2. If for every PPT adversary .4, there exists a negligible function " such
that for every «,

PrlExpt — DistSign 4 n(1¥) = 1] < X' (k)

Then, we state that the two-party signing protocol IT that based on the signature
scheme 7 is security.

3 Two-Party Aigis-sig Signing Protocol

In this section, based on the Aigis-sig scheme [5], we present our two-party Aigis-sig
signing protocol resort to homomorphic encryption [6]. The protocol includes two sub-
protocols: the distributed key generation protocol and the collaborative signing protocol.
Without loss of generality, we mark the two participants as P and P,, respectively. Before
proceeding with the two protocols, P; and P, conduct the homomorphic key generation
algorithm and distributed the key. That is, P performs the key generation algorithm of
a homomorphic encryption scheme to obtain the key (pkyr, evkyg, skug), and sends
(pkug, evkyg) it to Ps.
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3.1 The Distributed Key Generation Protocol

$ $
P; samples random seed p < {0, 1}, vectors (s11,8512) < th x S,ln, computes

A = Expand (p) € RI;XI, ty = Asq1 + 512, and sends (¢1, p) to P».
P, samples random vectors (s21, $22) <i S,’;I X Sflz,
Asp1 + 822, and send £, to Pq.

Py and P; computes ¢, =t +1;, respectively. Finally, Py stores ((sl 1,8512)s Epks skHE),
and P, stores (($21,522), tpk, pkuE, evkpe) (Fig. 1).

compute A = Expand(p), t, =

R P,
Homomorphic key (lpkHE.ekaE,skHE) Homomorphic key(Pk‘HEs evky; )
Sample seed 2, vectors (8y;.5,) Sample vectors (8y,.55,)
Compute A = Expand(p) € R;xi R A sends (4,P) Compute 4 = Expand(p) ,
4 =As,+sp, P, sends t, [, = ASy + 5y,
Compute 7, =4, +1,. Compute 7. =4 +1,.

Fig. 1. Distributed secret key generation protocol

3.2 Collaborative Signing Protocol

First, P1 samples random vector y, <i SZV1 ,computes Wi = Ay, c1 = Encpjy; (W1),
n_

1

and sends c¢; to P». P> samples random vector y, <i S lﬂf , computes Wy = Ay,,

1
c2 = ¢1 ® Encpry (W2), 3 =HomEval(evkug, Frighirs,( (*, 2y2), ¢2), and sends ¢3
to Py.

Second, Py decrypts the ciphertext wi = Decgy,, (c3) = HighBit,(W1 + W3, 2y,),
computes the challenge ¢ = H(u, w1) in which u = CRH (CRH (pk)||M ), and M is
the message to be signed. Then Py computes z; = y; + cs11, and verifies whether the
following condition is satisfied or not [5]:

1
l21lloo < 5 = B (1)

If the condition is held, Py computes uy = Ay, — ¢s12, c4 = Encpjy, (u1), and sends
. $
Z1, ¢, c4 to P If not, P restarts the procedure from sampling random vectory; < S lyl -
0o
Similarly, P> uses the challenge ¢ to compute zo = y, + ¢s21, and conducts the
verification of the rejection sampling conditions [5]:

1
nm@<%—m @)

If the condition is held, P, computes uy, = Ay, — c$22, ¢5 = c4 @ Encpiy, (U2),

c¢ = HomEval (ekaE, F||L0WBitsq()|| (*,2y2), C5>, and sends 2z, ¢5 to Py If not, P;

. $
restarts the procedure from sampling random vector y, < Sly1 .
2
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Py utilizes the secret key to decrypt cg, ||[Folloe = ”LowBitsq(ul +uy, 2y7) ”oo =
Decgpy, (c6). Next, Py computes z = z1 +22 = y; +y, + c(s11 + s21). The two-party
can generate a collaborative signature if and only if the following conditions are held
[5] (Fig. 2):

lzlloo < ¥1 = B 3)
Irolloe = |[LowBitsy(Ay — c(s12 +522), 2v2)|| o, < v2 — 282 (4)
P P
Homomorphic key ( pky;.evky;.skyz) Homomorphic key (pkyz., evkyz)
E sends ¢

Sample vector y, ,

Sample vector ¥, compute W, = 4(L,, ,
Compute W, = Ay, and ¢, = Enc,,_(W)).

P, sends €3 Compute ¢, = ¢, ® Enc,,_(W,) and
E= HomEval(ekaE,I"H,g,,,g,,sqo(”‘,2yz ).¢,)

F, uses sk, to decrypt c; , and computes ¢ After receiving the challenge ¢, P, com-
and z;. if Z; passes the verification of the B sends %1-€-€ | putes Z,, and verifies whether the condi-
rejection sampling, F, computes #,C; . tion is satisfied or not. If hold, P, com-

B sends 2:% | putes u,.¢;.¢; .

F, decryptscg, and generates a collabora-
tive signature if all conditions are held.

Fig. 2. Collaborative signing protocol

3.3 Correctness

The verifier uses the public key (¢,¢, p) to verify the correctness of the signature (z, c).

There is Az — ctpr = uy +ux = Ay — c(s12 + 522), based on Lemma 1, from
llesalloo = lle(s12 +522) oo < lleS12ll00 + lleS22ll00 < 282 and [rolloe < ¥2 — 282, We
conclude that:

HighBits, (Az — ctp, 27/2) = HighBits;(W — c(s12 + 522), 2y2) =
HighBits,(W, 2y»).

The two-party signing protocol and the verifier obtain the same w1, therefore, the
verification algorithm always accepts the signature generated by the protocol.

4 Analysis of the Two-Party Aigis-sig Signing Protocol

4.1 Collaborative Signature Generation Probability

To ensure that the output value does not reveal the private key information, the Aigis-sig
scheme uses the rejection sampling technology [8]. Therefore, the signing algorithm’s
efficiency is determined by the number of repetitions caused by steps (1), (2), (3), and
(4) of the signing protocol.
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Assuming that |[cs11]lo, < B1 holds, then we always have ||z ]l5 < % - B —1
whenever |y | < % —2p1 — 1. The size of this range is y; — 281 — 1. Note that each
coefficient y; is chosen randomly from y; — 1 possible values. That is, for a fixed cs11,
each coefficient of vector z; = y; 4 ¢s11 has y; — 1 possibilities. Thus, the probability

2nl,
v 1o [r1i=2B81—1 n ~ nyﬂl
that [|z1]lc < 5 —B1 — Lis (P55 ) ~e 7.

2nl
Similarly, the probability that ||z2]lo < % —Br—1lise yfgl .
Iflz1lloo < B —B1—1and |22]loo < 4 —B1—1hold, thatis, Iz]log = 121 +22[l0c <
Izilloo + llz2lloe < ¥1 — 281 < y1 — B1 holds, which implies that if (1) and (2) both
hold, then (3) holds.

Assuming that each coefficient rq is uniformly distributed modulo 2y,. Therefore,
200 —p-1\"* o, ,~ 52
T e o,
By Lemma 1, if [lcs2llo = lle(s12 +522) 0 = llesi2lloe + lles22ll00 < 282, then

lIrolloo < y2 — 282 implies that r; = wi. This means that the overall probability that the

. .. . —2n(%+ﬁ)
above steps will not cause a repetition is e noon/

To reduce the number of homomorphic operations and the computational complexity
of the protocol, the upper bound of rejection sampling P and P, is modified accordingly
because of the high cost of homomorphic encryption. First, P receives cg, to generate
a valid signature, the validation of the rejection sampling condition must be performed.
If P; and P, do not carry out the verification of rejection sampling conditions when

generating signature portion respectively, that is, there is no restriction of conditions
4nlpy _2n[ﬂl

(1) and (2), although the probability of (3) changes frome "1 toe ¥ , homomor-
phic operations will be performed in the subsequent process. Second, even if Py and
P; perform the verification of condition (4) respectively, although u = u;-+u; holds,
|LowBitsy(u, 2y2) |, = |LowBitsy(w1,2y2) |, + | LowBitsy(u2,2y2) |, maybe not
hold.

the probability that ||rg|lo < 2 — 282 i (

4.2 Feasibility Analysis

The Cheon, Kim, Kim, and Song (CKKS) homomorphic encryption scheme is intro-
duced into the collaborative signing protocol [6]. First, to ensure the security of transmis-
sion share; second, compared with other homomorphic encryption schemes, the CKKS
scheme allows approximate encryption calculation for real or complex numbers, and
supports homomorphic ciphertext comparison algorithm [14].

This section mainly analyzes whether the homomorphic operations can be real-
ized through several homomorphic addition operations, homomorphic multiplication
operations, and homomorphic ciphertext comparison operations.

2 = c1 @ Encyr, (W3) can be achieved by a ciphertext homomorphic addition
operation. As for ¢3 = HomEval(ekaE,FHighB,-,Sq()(*, 2y2), c2), when calculating
HighBits,(c2, 2y2) in ciphertext state, we need to invoke the Decompose, () algorithm on
each coefficient of the polynomial vector. Specifically, for each coefficient, seven addi-
tions, two multiplications, and five comparison operations are required. Correspondingly,
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we transform these operations into the corresponding homomorphic ciphertext opera-
tions, namely, the corresponding number of ciphertext homomorphic addition, ciphertext
homomorphic multiplication, and ciphertext comparison operations.

c5 = c4 @ Encppy (w2) can be achieved by a ciphertext homomorphic addition
operation as well. In the process of calculating
c6 = HomEval(evkyg, F\|owpirs, (||, (%> 2v2)s ¢5), we divide it into two steps. We com-
pute LowBits,(cs, 2y2) at first. when calculating it in ciphertext state, we need to invoke
the Decompose, () algorithm on each coefficient of the polynomial vector as well. When it
comes to computing H LowBits,(cs, 2y2) || ~ in ciphertext state, we introduce the method
of calculating the maximum value of homomorphic ciphertext proposed by Cheon et al.
[14]. We define a set Q = {ay, az, ..., a.}, a is precision bits, and d its iterations.
The parameter d can be calculated by e and «. The time complexity of the algorithm
is ®(ed). The experimental results in reference [14] show that the maximum value of
216 32-bit integers can be solved out within 75 s. It is estimated that in our protocol, it
takes about 29 s to obtain the decryption state function |||, when the parameter is set
as parameter II of the Aigis-sig scheme.

4.3 Security Analysis

In this section, based on the security of the Aigis-sig scheme and CKKS scheme, we
prove that IT is a secure two-party signing protocol.

Theorem 3.3.1. Assumeing that the CKKS homomorphic encryption scheme is indis-
tinguishable against chosen-plaintext attacks [6] and Aigis-sig is SUF-CMA [5]. Then,
in the random oracle model, the two-party Aigis-sig signing protocol is existentially
unforgeable against a chosen-message attack (Fig. 3).

Expt-Sign Expt-DistSign
T — Il
Adversary § Adversary A

Fig. 3. The security reduction from IT to =

Proof. Because we define that both participants are honest, the adversary .4 cannot
corrupt either party or participate in the protocol interaction. However, the adversary A
can obtain the public key (#yx, p) and signature (z, ¢) and have a view of the protocol
interaction. As a result, if an adversary A attacks the protocol, and forges a cooperative
signature with nonnegligible probability in experiment 3.2 by using public key, signature
and the middle value of the protocol, we can construct a simulator S that forges an Aigis-
sig signature with nonnegligible probability in experiment 3.1. Formally, for any PPT
adversary A, there exists a PPT adversary S and a negligible function A" such that, for
any k, it holds that:

|Pr[Expt — Signs (1) = 1] — Pr[Expt — DistSign o 1 (1°) = 1]’ < A(k)
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In combination with the Definition 1.3.1, it holds that

|Pr{Expt — Signs (1) = 1]| < A(x), we conclude that:

5

|PrlExpt — DistSign g (1) = 1]| < (k) + 1" (),

According to Definition 1.3.2, IT is a secure two-party Aigis-sig signing protocol.

Conclusion

In this paper, a new postquantum two-party cooperative digital signature protocol based
on the Aigis-sig scheme is presented, which is composed of distributed key generation
and collaborative signing protocol. CKKS homomorphic encryption is used in the pro-
tocol to provide a secure cooperative signature. However, under the condition of the
current parameter setting, the probability of passing rejection sampling in the signature
generation is relatively small, resulting in a large number of running times. The focus of
our future work will be on how to improve the efficiency of the two-party cooperative
signature generation scheme.
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