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Abstract. To analyze the impact of network threats and accurately reflect the
security situation of the network, we propose a threat detection-oriented network
security situation assessment method. Firstly, a network threat detection model
is designed. The model is composed of parallel feature extraction (PFE) with the
sparse auto-encoder and an improved bi-directional gate recurrent (IBiGRU) with
the attention mechanism. The PFE is established to extract the key information of
different network threats and fuse the extracted features with the original informa-
tion. Secondly, the PFE-IBiGRU is used to detect the threats in the network, and
the occurrence number of each attack type and the false alarm reductionmatrix are
counted. Finally, according to the model detection results, combined with the pro-
posed network security situation quantification method, the network security sit-
uation value is calculated. The experimental results show that our method is more
accurate for identifying network attacks and can effectively and comprehensively
evaluate the overall situation of network security.
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1 Introduction

With the development of communication and cloud computing technology, network
security is becoming increasingly important. Network security situation assessment
(NSSA) can build an appropriate model according to related security incidents, and
then assess the threat degree of the entire network system, and assist security managers
to grasp the current network status [1].

Javaid et al. [2] used sparse auto-encoder (SAE) to extract features, the detection
accuracy was significantly improved, but the model only used a single SAE to extract
features, resulting in long extraction time and can not well fit the distribution of different
attack types. Liu et al. [3] used a deep neural network based on the attention mechanism
for real-time detection of Web attacks and proved the feasibility of this method in real
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network traffic. Hu et al. [4] proposed a network security situation prediction model
based on MapReduce and SVM, which solved the shortcoming of long training time
of the SVM prediction model but did not conduct a comprehensive evaluation of the
network situation, and the evaluation dimension was relatively single, which could not
reflect the overall situation of the network. Lin et al. [5] tested the UNSW-NB15 data
set based on various neural network models such as long-short term memory (LSTM)
and bi-directional gate recurrent unit (BiGRU). The results show that BiGRU has the
highest accuracy compared with other models.

Aiming at the difficulties in extracting feature elements and poor timeliness
of available network security situation assessment methods, we propose a threat
detection-oriented network security situation assessment method.

2 Threat Detection-Oriented Network Security Situation
Assessment Method

The network security situation assessment framework proposed includes three parts:
situation extraction, situation analysis, and situation assessment. The network security
situation assessment process is designed as follows:

(1) Situation extraction: The network traffic data is collected, and then the data is pre-
processed such as feature numericalization, feature normalization, and data balance.
After that, the data is input into the PFE-IBiGRU threat detectionmodel for training.

(2) Situation analysis: The test dataset is input into the trained threat detection model
PFE-IBiGRU. Then the occurrence number of each attack type and the false alarm
reduction matrix are recorded for the calculation of network security situation value
in the third step.

(3) Situation assessment: Based on the detection results of the PFE-IBiGRU network
threat detection model, combined with the quantified index of the network security
situation, the network security situation value is calculated and the overall situation
is evaluated.

2.1 Threat Detection Model

Parallel Feature Extraction (PFE). SAE is an improvement on auto-encoder (AE). It
provides an idea to avoid the auto-encoder learning to be an identity function. Firstly,
the number of neurons in the hidden layer is less than that in the input layer, and it
is an incomplete auto-encoder, which enables the hidden layer to learn the significant
compression characteristics of the input vector. Secondly, the sparsity penalty is added to
the hidden layer, which limits the activation of neurons in the hidden layer to a relatively
small range and avoids the complete equivalence of x’ and x. However network threats
contain a variety of attack types, and the distribution of these types of information
is different. Feature extraction through a single SAE takes a long time and does not
fit the distribution of different attacks well. Therefore, this paper uses multiple SAEs
to complete feature extraction in parallel, learn the distribution of each attack, and
better express the information differences between different attack types. The parallel
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feature extraction is designed as follows: Firstly, according to different attack types, the
preprocessed dataset is input into the SAE-based feature extractor FEN for training. The
loss function LSAE is the minimum, and the FEN training is completed. Then, the feature
extraction function can be completed by taking the output of the encoder as the feature
representing the original data. Finally, the extracted features are fused with the original
features and input to the IBiGRU network for training.

Improved BiGRU (IBiGRU). BiGRU is an improved version of GRU. It can learn
the temporal relationship between past and future states and the current state, and can
effectively learn the representation relationship between network threat traffic to enhance
the feature learning ability of the detection network.However, when BiGRU learns too
long sequence data, it will have the problems of low efficiency and long time. The
attention model [3] provides a way to solve this problem. Figure 1 shows the IBiGRU
model structure designed in this paper. The specific steps of IBiGRU are as follows:

Step 1. Input data into the BiGRU network for learning and get output yij.
Step 2. Add weight to local features through the attention layer. The calculation

method is as follows:

dij = tanh
(
Awyij + Cw

)
(1)

eij = softmax
(
dij + dw

)
(2)

zi =
∑

j

eijdij (3)

where dij refers to the state of the hidden layer, eij refers to the weight, Aw refers
to the weighting coefficient, Cw refers to the bias term, and dw refers to the randomly
initialized attention matrix.
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Fig. 1. IBiGRU’s model structure
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Step 3. Input the results obtained in Step 2 into the BiGRU network for learning.
Similar to Step 2, the attention layer is used to add weight to the global features. The
calculation method is as follows:

di = tanh(Asyi + Cs) (4)

ei = softmax(di, ds) (5)

z =
∑

j

eidi (6)

Step 4. Input the result z of Step 3 into the classifier to complete model training.

2.2 Network Security Situation Assessment

The network security situation assessment result is determined by the threat severity and
threat impact.

Threat Severity. The threat severity is obtained by the occurrence number of each
attack type, the false alarm reduction matrix, and the threat severity factor of each attack
type. The specific calculation process is as follows:

Step 1. Randomly select several sets of data from the test dataset, and input them
into the PFE-IBiGRU model for threat detection. The occurrence number of each attack
type detected by the model is Ni.

Step 2. Input the training dataset into the trained threat detection model, calculate
bij based on the model test results and the actual number of attack types, then obtain the
model’s false alarm reduction matrix M = [bij]n×n.

Step 3. Use the weight coefficient generation algorithm [6] to obtain and calculate
the threat severity factors Fi of each attack type.

Step 4. Use the false alarm reduction matrix to correct the occurrence number Ni of
each attack type, and the corrected occurrence number is recorded as Qi.

Qi = N · [bi1 bi2 ... bin ]T (7)

where N is a vector composed of the occurrence number of each attack type Ni.
Step 5. Calculate the threat severity Si according to Eq. (8).

Si = f (Qi,Fi) = Qi × 10Fi (8)

Threat Impact. Combined with the common vulnerability scoring system (CVSS) [7]
to evaluate the impact degree and scores of confidentiality (C), integrity (I), and avail-
ability (A). C, I, and A are divided into three grades according to no impact, low impact,
and high impact, with values of 0, 0.22, and 0.56 respectively. Then, calculate the threat
influence degree Ii of each attack type through Eq. (9).

Ii = Round2(log2(
d12Coni + d12Inti + d32Avai

3
)) (9)

where Coni, Inti, and Avai represent the C, I, and A impact scores of attack type i,
and d1, d2, and d3 respectively correspond to the weight of threat impact degree.
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Network Security Situation Quantitative Value. Calculate the network security situ-
ation value V.

V = 1

n

n∑

i=1

Si × Ii (10)

According to the interval of the V, refer to the “National Emergency Plan for Public
Emergencies” [8], the network security situation assessment is divided into five levels:
safe, low-risk, medium-risk, high-risk, and super-risk, corresponding to five intervals of
0.00–0.30, 0.31–0.60, 0.61–0.90, 0.91–1.20 and 1.21–1.50 respectively.

3 Experiments and Results

To verify the effectiveness and comprehensiveness of the method in this paper for net-
work security situation assessment, experiments are conducted to verify the performance
improvement effect of the PFE and attention mechanism on the basic model BiGRU. At
the same time, through comparative experiments with typical methods, the objectivity
and feasibility of the application of this method in network security situation assessment
are verified.

3.1 Dataset Description and Data Preprocessing

The NSL-KDD dataset solves the problem of the KDD99 dataset [9]. And it is selected
for the experiment. Data preprocessing includes feature numericalization, feature nor-
malization, and data balance.Firstly, we apply the one-hot encoding method to convert
the classification features into digital features. Secondly, the range between the maxi-
mum and the minimum value of some features in the NSL-KDD dataset is very different.
To eliminate the influence of unit and scale differences between features on model train-
ing, wemap the feature to the interval [0,1]. Finally, in the KDDTrain+, there are 67343
Normal data, while DoS and U2R only contain 52 and 995 data. The imbalance of data
amount of different attack types will lead to the weak detection problem of the model.
Therefore, we use the ADASYN algorithm to solve the problem of data imbalance to
improve the detection effect.

3.2 Evaluation Metrics

To evaluate the performance of the model, we select the following metrics:
True Negatives (TN), the number of samples correctly classified as normal;
False Negatives (FN), the number of attack samples incorrectly classified as normal;
True Positives (TP), the number of samples correctly classified as attacks;
False Positives (FP), the number of normal samples incorrectly classified as attacks.
Precision (P), a percentage of the number of correctly predicted attacks and the total

number of predicted samples, calculated by:

P = TP

TP + FP
× 100% (11)
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Recall (R), a percentage of the number of correctly predicted attacks and the total
number of attack samples, calculated by:

R = TP

TP + FN
× 100% (12)

F1-score (F1), considering P and R comprehensively, is an important metric to
measure the performance of model detection, calculated by:

F1 = 2× P × R

P + R
× 100% (13)

3.3 Network Model Threat Testing Results

In the experiment, 125973 data of the KDDTrain + are selected for learning, 22543
data of the KDDTest + are selected for threat detection.To analyze the threat detection
accuracy of the proposed model PFE-IBiGRU in this paper, we compare it with the
original model BiGRU, the PFE-BiGRU model that only applies PFE to improve the
original model, the IBiGRU model that only uses the attention mechanism to improve
the original model, and the attention mechanism. The precision, recall, and F1 of four
models are depicted in Table 1.

Table 1. Precision (%), Recall (%), F1 (%) of six models

Model Precision Recall F1

BiGRU 76.85 77.71 77.28

PFE-BiGRU 79.70 80.78 80.24

IBiGRU 80.49 81.94 81.21

PFE-IBiGRU 82.13 83.36 82.74

As can be seen from Table 1, compared with the BiGRUmodel, the precisions of the
PFE-BiGRU, and IBiGRU models are increased by 2.85%, and 3.64%. The precision
of the PFE-IBiGRU is 82.13%, which is 5.28% higher than the BiGRU model. And
Table 1 also shows that the recall and F1 of PFE-IBiGRU are better than the other three
models. Compared with the BiGRU, PFE-BiGRU, and IBiGRU models, the recall rate
is increased by 5.65%, 2.58%, and 1.42%; the F1 is increased by 5.46%, 2.5%, and
1.53% respectively. The reason is that the PFE-IBiGRU model in this paper adopts PFE
to improve the characterization ability of the original data, and applies the attention
mechanism for weighted feature learning, which verifies the advantages of the above
two improved methods.

3.4 Network Security Situation Quantitative Assessment Results Analysis

We conduct 200 group threat tests with random data of the same size which is selected
from the test dataset. SVM [4], LSTM [5], BIGRU [5], and PFE-IBIGRU carry out
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threat testing experiments respectively. The network security situation values based on
the above four models are obtained by using the method in this paper and compared
with the real network security situation.Qi in Eq. (8) is replaced by the actual number of
each attack type in the test samples, and the actual situation value is further calculated
by Eqs. (9) and (10). Figure 2 shows the comparison results of the network situation
values in 20 groups of experiments.

It can be seen from Fig. 2 that under the same test dataset samples, the network
security situation values calculated by the PFE-IBiGRU and the real situation values are
always in the same situation assessment interval, while some situation value calculated
by SVM, LSTM, and BiGRU model is not in the same interval as the real situation
value. This indicates that the situation assessment results of the PFE-IBiGRU are more
consistent with the actual network situation.

Fig. 2. Network security situation values

Besides, in some test results in Fig. 2, the situation values calculated by the four
models are in the same situation assessment interval with the real situation values, but
the network security situation values calculated by the PFE-IBiGRU are always closer to
the real situation values. This shows that the PFE-IBiGRU model has a stronger ability
to represent network threats, and the effect of this method on network security situation
assessment is more intuitive and feasible.

4 Conclusion

This paper proposes a threat detection-oriented network security situation assessment
method. Firstly, a threat detection model is constructed, which adopts the parallel feature
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extraction method to effectively improve the characterization ability of the original data.
Besides, the attention mechanism is used to improve the BiGRU network to determine
the best weight of different features. Then PFE-IBiGRU is applied to detect the network
threat, and the network security situation is evaluated according to the detection results
and the false alarm reduction matrix. Finally, by comparing with BiGRU, LSTM, SVM,
and other methods, the experiment proves that the effectiveness and reliability of the
network security situation assessment results obtained by the method in this paper are
more advantageous.
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