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Abstract. With the profound revolution in the data center industry
and the increasing size of data center networks (DCNs), researchers have
been focusing on achieving efficient and fast transport of traffic within the
data center. In addition, the number of devices equipped with multiple
interfaces is increasing, which allows multiple paths to be used simul-
taneously. Multipath transmission mechanisms can significantly improve
the performance of data transmission in DCNs. However, some issues
remain when MPTCP is deployed in DCNs. We have investigated multi-
path transport mechanisms in data center networks. First, the Multipath
TCP (MPTCP) protocol is briefly described. Then, a study of routing
algorithms, congestion control, and energy-saving techniques for apply-
ing MPTCP in DCNs are summarized separately. Finally, we propose
the future direction of the multipath transmission mechanism in DCNs.

Keywords: data center networks + multipath TCP - software defined
network

1 Introduction

The fourth industrial revolution driven by digital technology as the core is bring-
ing profound changes to human production and life. As a physical base for carry-
ing various digital technology applications, data centers are gradually highlight-
ing their industrial empowerment value [1]. Major countries around the world
are actively guiding the development of the data center industry. The data cen-
ter market is growing in size and traffic convergence within data center networks
(DCNs) is also increasing. If the DCNs experience network congestion, there may
occur problems such as communication delays, long query times, and degraded
service quality, causing a series of significant losses [2,3]. To avoid traffic surges
that strain data centers and affect the quality of service, achieving efficient and
fast transmission of traffic within DCNs has become a hot research topic today.
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As different kinds of network access technologies flourish, the next-generation
network will be a heterogeneous network with multiple access networks coexist-
ing in wired, wireless, and cellular networks [4]. With the accelerated deployment
of IPv6, multiple addresses of hosts will become more popular. The servers in
DCNs are basically multi-homed hosts, and there are usually multiple available
paths between two hosts. However, traditional TCP can only select one path
at random, which wastes a lot of network resources. Designed as an extension
to TCP, Multipath TCP (MPTCP) [5] takes advantage of multiple subflows on
different paths to enable high throughput and dynamic traffic migration. There
are many solutions based on MPTCP [6-9] that have shown particular advan-
tages for viable deployment, low latency and high throughput in DCNs. In brief,
MPTCP can achieve load balancing by creating multiple subflows to distribute
data to multiple paths within the network [10]. Figure 1 shows an MPTCP com-
munication scenario under DCNs where two multi-homed hosts (Host A and
Host B) can establish connections over three paths, meaning that multiple paths
can be used to exchange data between the hosts simultaneously. This kind of
multipath solution increases throughput and builds higher resistance to network
failures [11].

Data Center Networks
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Fig.1. MPTCP communication scenarios in DCNs.

However, some problems still exist when MPTCP is deployed in DCNs. For
instance, due to the multi-versus-one model and the abundance of short pulses
in DCNs, all traffics are prone to collision on shared links and on the same out-
put port. Because the buffers of ToRs are usually too small to handle bursts,
MPTCP incast problems inevitably occur during transmission [12], causing bot-
tleneck collapse and dramatic throughput degradation. In addition, it is shown
that in modern DCNs, MPTCP is effective over long traffic but not over short
traffic [6]. Massive timeout retransmissions usually cause short traffic to arrive
late. Which significantly reduces the transmission efficiency of a large number of
delay-sensitive short flows in DCNs. These network topologies with multipath
characteristics can generate large resource wastage when the network load is low.
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Since the energy consumption of current DCNs devices and components is less
affected by load variation, they consume essentially similar energy at low loads as
at full loads [13], and the more underutilized devices can significantly pull down
the efficiency of the network. The huge energy consumption of DCNs leads to
high electricity costs, constrains the expansion of DCNs, and exacerbates the
damage and impact on the environment [14]. Therefore, the performance and
energy consumption issues of multipath transmission in DCNs have aroused
widespread concern in academia and industry.

This paper surveys the research on multipath transport mechanisms in DCNs,
and proposes future development directions and challenges. The survey is orga-
nized as follows. Section 2 introduces the MPTCP overview. Section 3 reviews
MPTCP technologies in DCNs. Section4 discusses the directions for future
research. And we summarize in Sect. 5.

2 MPTCP Overview

With the continuous development of communication technology, modern com-
munication terminals generally have multiple network interfaces. However, tra-
ditional TCP can only utilize a single interface for communication during one
data transmission. To fully utilize the network resources among multi-homed
hosts, in 2013, the International Internet Engineering Task Force (IETF) pro-
posed the MPTCP [4], and standardized the protocol stack design, architecture,
congestion control, application interfaces, and usage scenarios, etc. The MPTCP
enables multi-homed terminals to access multiple networks simultaneously and
fit multiple link bandwidths to achieve multi-path data transmission, so as to
increase data transfer rates and maximize network resource utilization.

As shown in Fig.2, the MPTCP layer is located below the application
layer and above the TCP layer in the protocol stack [15], providing a stan-
dard TCP interface for the application layer to hide multipaths while multiple
TCP subflows need to be managed. With functions such as path management
[16], packet scheduling [17] and congestion control [18], MPTCP is currently the
most researched and widely used transport layer multipath transport technology.
MPTCP has attracted a lot of attention in the DCN field due to the following
advantages.

APP
APP
MPTCP
TCP
TCP
Ip
IP

Fig. 2. MPTCP protocol stack.
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The main advantages of the MPTCP protocol are as follows.

— Improve throughput. Traditional TCP only supports single-path data
transmission between communicating pairs. MPTCP can take full advantage
of multiple hosts equipped with multiple network interfaces to create multi-
ple TCP subflows to transmit data in parallel between communicating pairs,
fully aggregating the bandwidth on different physical links and improving
throughput.

— Enhance robustness. In the event of poor link communication quality or
disconnection, traditional TCP must disconnect the current connection and
establish a new TCP connection on another link to re-transmit the data.
For MPTCP, when a subflow fails, MPTCP management can quickly and
seamlessly switch services to other available subflows, maintaining continuous
data transmission and improving resilience to dynamic network environments.

— Congestion Balance. MPTCP assigns data to different subflows for trans-
mission based on the subflow status and transfers the more congested subflows
to the idle subflows through the congestion control mechanism to achieve load
balancing of the entire network and improve the resource utilization of the
network.

— Traditional TCP compatibility. MPTCP is an extension of traditional
TCP. When the communication counterpart supports the MPTCP, it is pre-
ferred to use the MPTCP for data transmission to take advantage of multi-
path; when the communication counterpart does not support the MPTCP, it
can also directly degrade to the traditional TCP to continue the single-path
transmission.

— Other Compatibility. The MPTCP addresses compatibility issues includ-
ing with the application layer, network middleware, and other users in the
network, and ensures the security of data transmission in the face of attacks
[19].

3 Status of Research on Multipath Transport
Mechanisms in DCNs

3.1 Data Center Networks

The data center acts as an infrastructure service provisioning role to deliver,
compute, and store data information. The traditional architecture of DCNs is
organized into three layers [20], as shown in Fig. 3, mainly consisting of a large
number of Layer 2 access devices and a small number of Layer 3 devices with a
tree-like layered structure. Core Layer is the high-speed switching backbone that
enables optimized data transmission between backbone networks through high-
speed forwarding. Aggregation Layer is in the middle of Core Layer and Access
Layer, and is responsible for processing and aggregating all communication data
flows in the uplink of Core Layer and downlink of Access Layer, as well as
providing firewall and intrusion detection services. Access Layer, also known
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Core Layer

Access Layer

Fig. 3. The topology of traditional DCNs.

as Edge Layer, is mainly responsible for the access of network devices such as
servers.

In recent years, with the rapid growth of data center traffic and the appli-
cation requirements of virtualization technology, DCNs bandwidth and perfor-
mance are facing great challenges. The traditional network architecture is no
longer suitable for the development of the new generation of data centers, so
researchers have designed a variety of network architectures, such as fat-tree
[21] and VL2 [22] with switches as the core, and Dcell [23] with servers as the
core.

In DCNs, the flows with high bandwidth demand are called long flows (also
called elephant flows), which are mainly generated by data backups, and the
flows with less bandwidth demand but more sensitive to latency are called short
flows (also called rat flows), which are mainly generated by online searches [24].
These two types of traffic in the data center are distributed in a heavy-tailed
manner. 90% of the volume of the network is rat streams, which accounts for less
than 10% of the whole network’s traffic. The other less than 10% of the number
of elephant streams accounts for more than 80% of the total network traffic.

3.2 Routing Algorithms for Multipath Transmission in DCNs

Due to the popularity of multipath DCNs topologies, researchers have proposed
many routing algorithms to solve the load balancing problem of DCNs. The
equal-cost multipath routing (ECMP) algorithm [25] is the main routing algo-
rithm used in DCNSs to solve load balancing problems, which first numbers mul-
tiple equivalent paths, then hashes the packet header fields, and finally maps the
data flow to the corresponding path. However, the ECMP algorithm may map
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multiple long flows onto the same link, resulting in link congestion and packet
loss. The ECMP algorithm performs well when the network load is light, but
as the network load increases and the network fluctuations increase, the load
on the network becomes unbalanced. ECMP has two obvious disadvantages,
(i) ECMP does not have a congestion awareness mechanism, and continues to
assign forwarding tasks to already congested links, resulting in increased con-
gestion; (ii) ECMP does not distinguish between elephant flows and rat flows,
and this indiscriminate forwarding strategy is obviously no longer applicable to
today’s DCNs. RPS [26] maps every packet randomly to all available paths to
optimise the resources of the multipath, but this approach can easily lead to
packet reordering. To prevent packet reranking, CAPS [27] handles short flows
and propagates them to all paths. For avoiding drastic reordering, Hermes [28]
only reorders packets to good paths in a timely and careful manner when it is
advantageous to do so. The DLB [29] algorithm is a dynamic load balancing algo-
rithm for fat-tree topology networks, DLB adopts the idea of greedy strategy,
starting from the sending end and selecting the other node of the link with the
largest remaining bandwidth as the next hop until it reaches the highest-level
switch that the flow needs to reach. However, the path obtained by the DLB
algorithm is only locally optimal, which may cause congestion of some locally
optimal paths. He, K. et al. [30,31] improved network elasticity by making sub-
flows not pass overlapping links in DCNs. However, the routing scheme only
considers the current single connection and completely ignores the other connec-
tions in the network, and cannot do anything about the collisions between the
subflows of different connections.

MPTCP transmits data in subflows, making full use of multipath resources.
A number of works have emerged to improve the performance of MPTCP in
DCNs. Raiciu, C. et al. [32] demonstrate that multipath transmission control
protocols, while fully utilizing bandwidth and increasing throughput, increase
finish times for short flows. Cao, Y. et al. [33] Achieve high data transmission
performance by dynamically constructing disjoint paths for each MPTCP flow to
take advantage of the path diversity of DCNs. However, MPTCP seeks to realise
enough link usage by depleting buffers, resulting in sizeable queuing delays and
packet loss. This affects the performance of the short, latency-sensitive traffic.
Therefore, XMP [34] controls switch buffer occupancy using the ECN mechanism
to lessen the influence of long flows against short flows. MMPTCP [6] differs
long and short flows based on the amount of bytes, as well as applying different
transmission policies.

As a network innovation architecture, Software Defined Network (SDN) real-
izes the decoupling of control plane and data plane under the traditional network
architecture, as shown in Fig. 4. In theory, SDN can explore, allocate, and man-
age network resources for each MPTCP connection in a fair, efficient, and fast
manner. In the DCNs based on SDN, Duan, J. et al. [35] designed a respon-
sive MPTCP path management system, which consists of two modules: one
is the centralized control module, which is responsible for the intelligent com-
puting function of subflow routes; the other is the monitoring module, which
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proactively tunes the number of subflows depending on the network require-
ments. Hussein, A. et al. [36] designed an enhanced MPTCP architecture using
SDN technology to achieve the target of maximising DCNs’ throughput. How-
ever, collisions between different subflows of the same connection will affect
transmission efficiency. Zannettou, S. et al. [37] designed a disjoint allocation
strategy for MPTCP subflows. By parsing the MPTCP packet header informa-
tion, the SDN controller assigns different subflows of the same connection to
non-overlapping paths, thus making full use of network bandwidth. However,
these methods ignore the quality difference between paths, which leads to seri-
ous packet disorder and a sharp decline in transmission performance. Kukreja,
N. et al. [38] proposed the design of an MPTCP path manager based on SDN.
With an intensive analysis of different scheduling algorithms, they discussed the
impact of delay differences on the general performance of MPTCP and effectively
mitigated the performance degradation caused by path quality differences.

SDN Network Application

£ 3

SDN Controller

Fig. 4. SDN Architecture.

3.3 Congestion Control for Multipath Transmission in DCNs

More and more studies have shown that multipath transport technology would
become the critical technology for DCNs. However, MPTCP has a problem with
incast crashes, and its throughput drops drastically when the receiver makes
data requests on multiple servers at the same time. Researchers have proposed
many congestion control mechanisms to prevent MPTCP’s incremental crash
problem and thus improve MPTCP’s performance in DCNs.

Kheirkhah, M. et al. [6] analysed the obstacles to deploying MPTCP in
DCNs. The authors proposed a multipath congestion control scheme that can
adaptively switch between multi-run and single-run traffic. Ye, J. et al. [39] pro-
posed an enhanced MPTCP protocol that can adjust the congestion control
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mechanism under different numbers of subflows. Kimura, B. et al. [40] proposed
an algorithm to adjust the send operations of all subflows in a collocated way
to accomplish diverse goals such as friendliness, improved throughput and con-
gestion balancing. However, this method does not reduce the number of lost
packets. QCBF [41] is a multi-homed fat-tree topology MPTCP transport con-
trol method based on ToR cluster buffer assignment, which effectively eliminates
the MPTCP incremental problem. DCMPTCP [8] controls the creation of sub-
flows to alleviate congestion in data center communication mode. MMPTCP
[6] randomly disperses short flow packets to allow for high aggregated through-
put to balance the traffic load across multiple paths. FUSO [42] modifies the
retransmission mechanism of MPTCP subflows. In cases where the sender sus-
pects that a packet is lost, it will rapidly retransmit the lost packet using other
congestion windows with small loads, cutting down on the total completion time
of the subflow. MPTCP_OPN [44] adapts the number of parallel subflows based
on real-time network conditions and moves traffic away from crowded paths
flexibly to alleviate high latency. EW-MPTCP [12] allows additional congestion
control operations for each subflow, mitigating incast crashes by permitting sev-
eral MPTCP subflows to compete equitably with a single TCP flow at a common
bottleneck.

3.4 Energy-Saving Techniques for Multipath Transmission in DCNs

Data centers around the world consume a lot of electricity, generating huge
carbon emissions. It is well known that the energy consumption of data commu-
nications relies on the CPU power of the host and the traffic finish time. The
instantaneous CPU power of the host during data transfer increases significantly
compared to the free state and is influenced by factors such as the sending rate
and the number of network interfaces. The completion time of elephant streams
falls with increasing throughput, while the completion time of rat streams relies
strongly on the quality of the path in real time. Therefore, energy optimisation
for data transmission must take all these factors into account.

The reduction in completion time for long flows and the energy consumption
using MPTCP compared to single-path TCP more than offset the increase in
host CPU power. Researchers have proposed a variety of data center network
energy-saving algorithms. Zhao, J. et al. [45] devised an energy-efficient approach
for data centers, MPTCP-D. It reduces energy consumption by minimising traffic
fulfilment time and closes the congestion window for additional subflows, guar-
anteeing that only one subflow remains on the overlapping path. Raiciu, C. et al.
[32] demonstrated that MPTCP can improve data center utilisation at different
network sizes and topologies. Khalili, R. et al. [46] studied the problem of opti-
mal resource assignment between vast numbers of synchronous MPTCP flows.
Interference of different MPTCP subflows on a common link raises the cost of
traffic management overhead and increases energy consumption. If packet loss
occurs, current approaches still need to wait for a retransmission mechanism to
make a decision [47], which is less efficient for short delay-sensitive traffic. Gupta,
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M. et al. [48] proposed that during periods of low activity, changing routes aggre-
gates traffic onto fewer routes, causing idle devices to sleep. Vasié, N.et al. [49]
proposed EATE to reduce energy consumption by combining sleep, rate adap-
tation, and routing coordination. Lin, M. et al. [50] studied data center energy
proportional management to match energy consumption to server workloads.

4 Future Directions and Challenges

With the deployment of IPv6, the scale of multiple hosts in DCNs will be fur-
ther expanded. At present, the research on multipath transmission mechanisms
in DCNs mainly focuses on routing algorithms, congestion control, and energy-
saving technology, which shows the advantages of multipath transmission tech-
nology. However, future research will face many challenges.

— Design a multipath transmission strategy for hybrid flows in DCNs.
Many existing transport schemes first distinguish between elephant and rat
flows in DCNs, and then perform path selection and data scheduling, respec-
tively. However, there is currently no precise method for traffic detection and
differentiation, and if an error is detected, it will seriously affect the data
transmission performance. Future research should combine transmission con-
trol strategies with different traffic patterns, comprehensively consider switch
caching, real-time link congestion, etc., design hybrid streaming transmission
strategies for DCNs, and make balanced use of network resources.

— Design the deployment scheme of large-scale SDN in DCNs. As a
new network architecture [51], the core idea of SDN is numerical control sep-
aration. The controller can create flexible network forwarding policies based
on complex and variable service scenarios, providing a new mindset for data
center traffic load balancing. MPTCP synchronous traffic arrivals can eas-
ily cause switch buffer overflows. Future work should address MPTCP load
issues on SDN controllers, for example, by using multiple controllers to alle-
viate performance bottlenecks.

— Study the energy consumption model of multipath transmission in
DCNs. With the expansion of the data center scale and business, energy
consumption is a direct reflection of the cost. To the research community, the
power consumption of MPTCP for DCNs remains largely unknown. In the
future, energy-saving schemes should be studied to realize that the energy
consumption of a data center is proportional to the workload level under
the active state, and maximize the load balance and energy-saving effect by
means of game theory.

— Study the robustness optimization scheme of multipath transmis-
sion in DCNs. Traffic bursts can be fatal to data center applications and
can lead to serious performance degradation. If a critical transmission path in
DCNs encounters random failures or external network attacks, the transmis-
sion performance of the path deteriorates, affecting the overall performance of
the multipath transmission. At present, there are few studies on the security
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of multipath transmission in DCNs. Therefore, future research can combine
dynamic system modeling theory with complex network analysis methods to
establish DCNs multipath transmission system robustness analysis model.

5 Conclusion

The multipath transmission mechanism will improve the transmission perfor-
mance of DCNs. In recent years, great progress has been made in improving
MPTCP performance in DCNs. This paper presents a current survey of the
multipath transmission mechanism in DCNs. In order to analyse this field, we
discuss the study of routing algorithms, congestion control, and energy-saving
techniques for applying MPTCP in DCNs. In addition, we also put forward the
development trend of the multipath transmission mechanisms in DCNs and the
key problems to be solved to help researchers carry out further research.
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