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Abstract. Blockchain technology is a strategic technology to support
the development of digital economy, which helps to promote data shar-
ing, improve the efficiency of communication and build a trusted sys-
tem. With the continuous development of blockchain technology, security
problems caused by lack of regulation are also frequent. Also, the super-
vision process needs to check the data information on the blockchain,
which may lead to the disclosure of users’ privacy information. To solve
the above problems, this paper proposes a privacy protection blockchain
supervision scheme (PBS) that supports ciphertext supervision and mali-
cious user tracking. The PBS supports the supervision of ciphertext data
on the blockchain, meaning that regulators do not need to decrypt it and
can perform supervision without plaintext. This ensures that the private
data of users on the blockchain would not be compromised in the process
of supervision. Moreover, the scheme supports the tracking of the sender
of the offending information. Theoretical analysis and comparison show
that the proposed PBS can effectively ensure the privacy of user data on
blockchain, and experimental analysis demonstrates the practicability of
the scheme.

Keywords: blockchain supervision - equality test * privacy
protection - malicious user tracking

1 Introduction

Blockchain integrates distributed storage, peer-to-peer network, consensus mech-
anism, cryptography and other technologies, making on-chain data open, trans-
parent, non-tamperable, and traceable. Blockchain has created a new collabora-
tion model that does not rely on a third party to establish trust in an untrusted
environment, and has carried out extensive explorations in many fields such as

© ICST Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2024
Published by Springer Nature Switzerland AG 2024. All Rights Reserved

H. Gao et al. (Eds.): CollaborateCom 2023, LNICST 561, pp. 243-262, 2024.
https://doi.org/10.1007/978-3-031-54521-4_14


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-54521-4_14&domain=pdf
https://doi.org/10.1007/978-3-031-54521-4_14

244 B. Wen et al.

finance [3], unmanned aerial vehicle [2], copyright [17] and supply chain [6]. Thus,
blockchain builds a brand new value transfer network, which is the key support-
ing technology for building the next-generation Internet trusted infrastructure.

The difficulty of tampering with blockchain data makes it difficult to mod-
ify and delete the data on the blockchain through traditional methods, which
increases the difficulty of supervising harmful information on the chain and poses
new challenges for information management [20]. At present, there is still a lack of
effective supervision methods in the blockchain system. When attackers threaten
the security of the system and illegal users use the blockchain to commit illegal
acts, the system cannot hold the attackers and illegal users accountable. There-
fore, once harmful information such as violence, terrorism and pornography is
written into the blockchain, it can not only spread rapidly using its synchroniza-
tion mechanism, but also difficult to modify and delete these information.

The openness and transparency of blockchain system data is the basis for
building a decentralized trust ecosystem, but it also brings serious challenges
to the privacy protection of blockchain systems [7]. The open source sharing
protocol in the blockchain enables data to be recorded and stored synchronously
at all user sides. For attackers, data copies can be obtained in more locations, and
useful information such as blockchain applications, users, and network structures
can be analyzed. Encrypting the data on the chain is a way to achieve privacy
protection [16]. However, in the supervision system, it is difficult for the regulator
to effectively review the ciphertext when supervising the data in the blockchain.

Li et al. [5] proposed a two-layer adaptive blockchain supervision model to
solve the problems of difficult supervision and poor privacy in the production
of off-site modular housing. In this model, the first layer is the user’s private
side chain, and the second layer is mainly used for communication and trans-
actions between users. The model allows each participant to access the status
and records of the entire process, while protecting the privacy of material sup-
pliers, manufacturers and contractors. Wen et al. [15] proposed a blockchain
regulatory framework using attribute-based encryption and a dual-chain model.
In this architecture, the regulator first obtains plaintext data from the business
chain for the first round of supervision. After the supervision is completed, it
is encrypted with attribute-based encryption and sent to the regulatory party.
The authorized regulatory party can decrypt the ciphertext and conduct the
second round of supervision. However, the above scheme cannot supervise the
ciphertext data in the blockchain, that is, the regulator must review the plaintext
when supervising. Data senders often do not want regulators to obtain their own
private information, thus there is a lack of a mechanism to supervise ciphertext
in the current blockchain supervision system.

1.1 Owur Contributions

In order to solve the problem that it is difficult to supervise the ciphertext
data when monitoring the blockchain, this paper proposes a blockchain super-
vision scheme that supports the equality test of ciphertext. The scheme uses
the ciphertext equality test technology to compare the encrypted keywords of
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user data and the keywords that central regulatory want to supervise. When
the two keywords are the same, the supervision scheme compares the ciphertext
of the keywords and outputs the result that the keywords are equal. In order
to avoid the problem that a single regulator has a single point of failure, this
paper sets up two regulators to perform joint supervision. The central regulatory
authorizes two local regulators, and after authorization, the regulators conduct
non-interactive supervision, which reduces the efficiency problems caused by
interaction. In order to track the illegal users and prevent regulators from forg-
ing keywords and abusing tokens, signcryption is used to track accountability.
Central regulatory regularly supervise the supervision records, and when they
find that there is illegal supervision or improper supervision, they will be held
accountable in time.

1.2 Related Works

In terms of blockchain regulation, Marian [8] suggested using unique identifiers
to identify users, giving up the anonymity protection provided by the Bitcoin
system. This can improve the detection probability of suspicious users, so as to
investigate and sanction traders who use the Bitcoin system to conduct illegal
and criminal activities. Yong et al. [20] proposed a vaccine regulatory traceability
system that combines machine learning with blockchain. The system uses smart
contracts to record vaccines, and can also track information about violating
vaccines. In order to supervise vaccine production, Peng et al. [9] designed a two-
layer blockchain to record and manage production data. The two-layer blockchain
stores private information and public information respectively, thus realizing the
privacy protection of production information.

Privacy in blockchain is also one of the key research directions. Biinz et al.
[1] proposed a distributed payment mechanism for smart contracts, in which
account balances are encrypted and cryptographic proofs are used to secure
transactions between users. This mechanism is compatible with other smart
contract platforms such as Ethereum. Rahulamathavan et al. [10] constructed
an IoT application-level privacy protection architecture through attribute-based
encryption. This architecture guarantees the confidentiality of data and devices
in blockchain-based IoT systems. Zhang et al. [21] proposed a privacy predictor
protocol, which extends the data security function of HTTP/TLS protocol to
ensure the privacy and non-tampering of data transmission from various private
data sources.

Ciphertext equality test allows testing the equivalence of ciphertexts with-
out decrypting them [13]. Depending on the number of servers used for the
comparison, it can be classified into single-server model and dual-server model.
Under the single-server model, Yang et al. [19] proposed a public key encryption
scheme that supports ciphertext equivalence comparison, which can ensure that
the tester can detect whether two ciphertexts encrypted by different public keys
are equal without decrypting the ciphertext. To address the issue of the lack of
ciphertext equivalence comparison in signature and encryption protocols among
multiple systems, Xiong et al. [18] proposed a heterogeneous signcryption scheme
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for wireless body area network. The scheme aims to meet requirements such as
data authenticity, privacy protection, and security, and achieves efficient imple-
mentation of the signcryption scheme by addressing critical issues such as key
management and certificate management. In order to ensure the secure sharing
of data between remote servers, Wang et al. [14] proposed a proxy re-encryption
scheme that supports the equivalence comparison of ciphertexts. This scheme
supports users to join the group dynamically, and also supports the distinction
and proof of encrypted data.

In the single-server model, the ciphertext equivalence comparison process
can be performed by a single server. Although this simplifies the system’s work-
flow, it may also be vulnerable to offline keyword guessing attacks, whereby the
server constructs keyword ciphertext multiple times and performs equivalence
tests using authorization tokens. If the comparison succeeds, it means that the
server has successfully guessed the keyword, which violates the principle of not
allowing the server to know the keyword and poses a certain security risk. The
dual-server model can effectively prevent offline keyword guessing attacks by
having two servers collaborate with each other to perform the equivalence com-
parison process, thereby improving the security and robustness of the system.
Tang [11] proposed a ciphertext equivalence comparison scheme that supports
user authorization and dual-server interaction. In this scheme, only one autho-
rization instruction is required to allow any authorized party to perform cipher-
text equivalence test. In order to protect the privacy of data in cloud servers and
resist keyword guessing attacks, Zhao et al. [22] proposed a dual-server autho-
rized ciphertext equivalence test scheme, in which user data is stored in the main
server to reduce local storage.

1.3 Organization

The remainder of this paper is organized as follows. Section 2 describes the sys-
tem model and requirements. A description of our PBS scheme is presented in
Sect. 3. In Sect. 4, the security and performance of our PBS scheme are evaluated
and compared. Section 5 concludes the paper.

2 System Model and Requirements

2.1 System Model

As shown in Fig.1, a PBS system consists of three types of entities, namely,
central regulatory (C'R), local regulatory (LR) and users.

e C'R: CR is responsible for registering users and LR. At the same time, CR
can grant regulatory authority to LR. If LR violates the supervision rules,
CR will track the LR.

e LR: LR is responsible for supervising the ciphertexts of keywords uploaded
by user. When LR discovers that there are illegal keywords in user data, LR
reports the illegal information to CR.
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e User: User uploads data ciphertext to the blockchain. The data ciphertext
consists of two parts, the business content ciphertext and the keyword cipher-
text. Keywords are used to summarize key parts of the business content.

In the PBS system, users upload the ciphertext of transaction content and key-
words to the blockchain. LR must obtain C'R’s authorization before performing
supervision. During the supervision process, two authorized LRs will conduct
joint supervision. When illegal data is found, LR will send a violation report to
CR, and CR will be responsible for tracking the illegal users. At the same time,
CR will supervise the LR’s supervision records, and if there is any violation of
supervision, LR will be tracked.
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Fig. 1. System model of PBS.

2.2 System Requirements
A secure PBS system has to satisfy the following requirements.

e Privacy protection: Encryption should be used to ensure the privacy of user
transaction data and keywords. At the same time, the keywords set by the
user should allow the authorized regulator to supervise the ciphertext.

e Resistance of offline keyword guessing attack: When supervising the data
uploaded by users, the regulators should be jointly supervised, that is, two
regulators should jointly perform the supervision in one supervision process.
This can avoid the problem of excessive concentration of regulatory power. In
addition, the system should be resistant to offline keyword guessing attacks
when two regulators are not colluding.
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Authenticity verification: In the PBS system, malicious users may pretend
to be others to upload illegal data. Also, malicious regulators may query
keywords that are not within the scope of their own supervision. To defend
against this attack, it is necessary to verify the origin of data uploaded by
users and keywords regulated by regulators.

Access control: The system should ensure the access control of the data con-
tent on the blockchain, and prohibit unauthorized users from operating the
data content, that is, the transaction content uploaded by users is only allowed
to be viewed by authorized users, and the keyword ciphertext is only allowed
to be supervised by authorized regulators.

A correct PBS system has to satisfy the following requirements.

3

The regulatory authorization signcryption ciphertext of CR can be success-
fully verified by LR.

LR ID; and LR ID; can correctly regulate the same plaintext encrypted
with different public keys.

The CR can correctly decrypt the keyword signeryption ciphertext.

Our PBS Construction

Our PBS framework consists of six procedures, namely, setup, key generation,
data uploading, authorization, supervision and tracing. The frequently used
notations are listed in Table 1.

Table 1. Notations

Notations Descriptions

l Security parameter

G A multiplicative group with prime order g
G, G2, Gr Bilinear groups with prime order p satisfying e : G; X Goa — G
g1, g2 Generators G; and G2 respectively

Hi, Ha, Hs, Hys | Cryptographic hash functions

sky = (xw,yu) | Private key of user ID,,
pky = (Xu,Yy) | Public key of user ID,,

Try, Transactions sent by user ID,,
K, Keywords of user ID,, data
Oy Keyword signcryption ciphertext of user ID,, transaction 77,
oc User ID,, keyword K, signcryption ciphertext
U

T., T, Authorized supervision tokens for LR ID; and LR IDL' respectively
K. Keywords that CR want to supervise
Pl o Equality test parameter

7
w; Supervision records
J Supervision result

t Timestamp
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3.1 Setup

Given the security parameter [ € ZT, CR chooses a multiplicative group G with
prime order g, where g is a generator of group G. Next, C'R chooses a bilinear
map e : G1 X Go — Gp, where G7 and Gy are multiplicative groups of prime
order p, and they have g; and g as their generators respectively.

CR selects four collision-resistant hash functions H; : {0,1}" — Z,_, Hy :
{0,1}* = {0,1}*, H3 : {0,1}* — Gy and Hy : {0,1}" — Z,, where k is a polyno-
mial in {. Finally, CR publishes (I, q,p, g, 91, 92, €, G, G1, G2, Gr, H1, Hy, Hs, Hy)
as the public parameters of the system. C'R chooses a secure ciphertext-policy
attribute-based encryption scheme F' and sends it to the blockchain.

3.2 Key Generation

User 1D, chooses xy, €r Z,,yu €r Z,, and calculates

Xu = gII?u

Y, = gzlm
Finally, user ID, outputs the public-private key pair (pk,, sk, ), where pk, =
(X4, Y,) and sk, = (x4, yy). Note that CR and LR can respectively generate
their public-private key pairs (pk., sk.) and (pk;, sk;) in the similar way.

3.3 Data Uploading

The user 1D,, uses attribute-based encryption F' to encrypt the transaction data
in transaction T'r, and upload it to the blockchain. For the keyword K, € {0, l}k
of the transaction T'r,, user I D,, chooses au,, vy €R Zq7 Bu ER Zp and calculates
the keyword signcryption ciphertext o, = (€14, €2,u; €3,us C4,us Uy, Uy) as follows

Clu=g""
Cou = 916'“
30 = Ha(XJ™) © K,
Cau = Y - Ha(K.)
I, = g%

Uu = Hl(IuHCI,u

|c2,ulles ulleau)

Uy = Uy + Pu mod q
Finally, user ID,, sends the keyword signcryption ciphertext o, = (¢1,4, 2,4,
€315 C4,uy Uy, Uy) t0 blockchain.
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3.4 Authorization

The C'R completes the authorization by sending the authorization signcryption
to LR ID; and LR IDy. CR chooses 1, A,y €r Zp, o1 €R Z,, and calculates

ZZ—‘I,c:,g’Qy
ev—nHa(X,
Ty, =gl " 4(X1)

NH4(X 1)
T3,c =99 o

Tc = (Tl,m TQ,m T3,c)
It = g*"
Ur = Hi(I7||T¢)

vp =Urx.+or mod g

Finally, CR sends the authorization signcryption ciphertext o = (T, Ur,vr)
to LR ID;. After receiving the ciphertext or, LR ID; verifies the following
equation.

Hi(g" - X V7| Te) = Ur (1)
If Eq. (1) holds, it shows that or is sent by CR, which can effectively prevent
illegal entities from pretending to be authorized by C'R.
Also, CR chooses ¢+ €r Z, and calculates
Tl,c = g’2y

’ yc’y—>\H4(Xl/)
T, . =9,

7c
Ty =gyt
To = (T0 Ty o T )
Iy =gt

Ur :HI(ITHTC)

vép = Uépxc + <plT mod ¢
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Finally, CR sends the authorization signcryption ciphertext O':F = (TC/7 Uép,v;«)

to LR IDy . After receiving the ciphertext (T:F, LR ID; verifies the following
equation.

Hi(g"r - X2 V7 ||T)) £ U 2)

If Eq. (2) holds, it implies that o is sent by C'R, which can effectively prevent
illegal entities from pretending to be authorized by C'R.

3.5 Supervision

Distribute Ciphertext to Be Compared. When C' R wants to check whether
the transaction keywords uploaded by users contain the keyword K, through LR
ID;and LR 1D, , CR chooses a., . €r Z;, B €ER Z;, and calculates regulatory
keyword signcryption ciphertext o, = (€1,¢,¢2,¢5C3.¢, Ca,c, Ue, V) as follows

Clec =g

Co,c = giec
€3,c= HQ(Xg‘C) & K,
cae =Y/ Hy(K.)

Ic — ch

Uc = Hl(Ichl,c

C2.¢]|C3,¢ c4,c)

ve = Ucze + 9. mod q

Finally, CR sends regulatory keyword signcryption ciphertext o, = (¢, 2.,
€3,6yCa,c,Uc,vc) to LR ID; and LR IDy.

After receiving the ciphertext o., the LR ID; uses the following steps to
verify the authenticity.

?
Hy(g" 'X;UC||Cl,C||CQ,C||CS,c||C4,C) =U. (3)

If Eq. (3) is satisfied, it implies that o, comes from the C'R, so as to prevent illegal
entities from impersonating the CR to illegally distribute regulatory keywords.
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Joint Supervision. When the user I D, publishes the transaction T'r, to the
blockchain, the LR I D; obtains the keyword signcryption ciphertext o,, uploaded
by the user ID,, and verifies the following equation.

o
|03,uHC4,u) =U, (4)

If the verification is successful, it indicates that the data source is legal. LR ID;
adds records r = (I Dy, Xy, 04, ID;) to table a of regulatory records,

Hi(g" X, " levulleau

o= e(Caus 93)
e(CQ)u)ggc’Y*UHMXz))
NHA(X 1)
1245 26(627&92 o )

and sends p;, p; and c2, to LR 1D, .
LR ID; computes

o 6(64707\9;/)
P = yc'y—/\H4(Xl/)
e(c2,c, 92 )

* Pl
pp=— (5)
e(Ca,u, g3y

’

"% pl
p = 6
=0 (©
LR ID; compares p; with pg*. If pf = pg*, K. is contained in the ciphertext ¢,
of the user’s keyword.
LR ID; adds supervision record w; to regulatory records table b and uploads
it to the blockchain.

wy = (ID DI Dy [joc]lowllT]It)

where ID,, is the identity of wl', J is the supervision result and ¢ is timestamp.

3.6 Tracing

If an illegal keyword is found in o., the LR I D; will be matched with o, in the
regulatory record w] and o, in the record r in table a of the regulatory record.
Then LR ID; will report the records w; and r to CR. CR uses the ID, in r to
trace the user who sent the unauthorized data. After successful tracing, C R will
handle the violator according to its own regulatory rules.

CR reviews the regulatory records generated by LR at any time. C'R first
checks whether it can decrypt the ciphertext o, using Eq. (7). If it cannot, it
means that the user did not use the public key of the CR when uploading the
ciphertext. CR queries Table 1 of LR ID; to find the user ID,, by searching for
o, and then traces the user. CR uses Eq. (8) to decrypt the ciphertext o, in the
regulatory record.
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Ku =C3,4 D HQ(CT;,U‘) (7)

K, = c3.0® Hy(c}7,) (8)

If the decryption is successful, the C' R checks whether the LR ID; and LR
1D, search for keywords that are not within the scope of their search. Also, CR
checks whether the supervision results are correct. If there is non-compliance
by LR ID; and LR ID;, the CR conducts identification tracking according to
supervision records.

Theorem 1. The above proposed PBS construction is correct.

Proof. For the correctness of verification by LR I D; on signcryption ciphertexts
or from CR, the Eq. (1) holds as follows

Hi(g"" - XU |T.) = Hi(g"" - g* V0| T.)

(¢°

Hl(gU” e gre CU|T)
Hi (97" ||Te)

= HI(ITHT)

Therefore, the token sent by C'R can be correctly verified.
For the correctness of ciphertext supervision, the Eq. (5) and Eq. (6) holds
as follows

pr = &

ez 98" )
_ (¢4, 93)

ez g5 ") el g3 )
_ (Y[ Hy(K.). g3)

elgr, gy M) - e(g, gy )
_ e(gi” o H3(Ku), 93)

(g7, 987 ") elg, 3™ )

e(g*", g3) - e(H3(K.), 93)

(gfu gyc’Y 77H4(Xl)) (glﬁu g;YH4(Xl))
e(gy="™, g3) - e(Hs(K.), g3)

(91 ,95°7)

(H3(Ku)v 92)

77H4(Xl)) Bu 77H4(XL))

(g™, g5 e(gr™, 94
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/

/% _ pl
P =
Hi
_ P
= NH(X,)
(2., 9o )
. (C4 ¢ 9
o Yey—AH4(X 1) /\H4(X ,
(C2 c1 99 ) ¢ 92 )

. YeV— )\H4(—X ’ /\H4(X ’
e(97", 95 )- 9 )

e(gq yele H3(K0)a92)

¢ AH, X/ ANH4 (X,
e(g g5 : ))'e(gfﬂgz B 1))

e(gt°"™,g3) - e(Hs(K.), 93)

%)
e(ca,
e(Yfe - Hy(K.), 93)
e(9)".9

elgl. gy ) (gl g )

_ e(g7"™, 3) - e(Hs(K.), 93)
 AHL(X,) i NHa(X,)
(gf y 92 ) ) (gl 793 PY) (gl » 92 ! )

= (H3(KC)7 g;)

Therefore, if K; and K, are equal, then p; and pg* are also equal.
For the correctness of the C'R’s decryption of the keyword signcryption
ciphertext, the Eq. (7) holds as follows

Ky=c3,® Hy(cis,)
= Hy(XZ") & Ky & Ha(g™ ™)
= Hy (g™ ™) @ Ky © Ha (9" ™)
=K,
Therefore, CR can correctly decrypt ciphertext to get keyword.

4 Analysis

4.1 Security Analysis

Theorem 2. The PBS scheme proposed in this paper supports privacy protec-
tion of user data.

Proof. When the sender wants to upload data to the blockchain, they will process
the data information using ciphertext-policy attribute-based encryption. In addi-
tion, for the convenience of regulation, the sender also needs to summarize the
keywords of the data to be uploaded. For these keywords, the sender uses encryp-
tion algorithms based on equality test techniques to encrypt them. When gener-
ating the keyword signcryption ciphertext oy, = (€14, €2,us €3,us C4,us U, Uy ), the
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generation process of element ¢, €2 4, €3,u, C4,,, are similar to the algorithm for
generating ciphertext in the scheme [11]. The difference is that in the scheme
[11], ¢34 is concatenated with a random number, and there is an additional
ciphertext element cs,. Under the CDH and DDH assumptions, according to
Theorem 3 in the scheme [11], the PBS scheme has indistinguishability under
chosen ciphertext attack. In addition, LR has no right to decrypt the keyword
signcryption ciphertext during regulation, thus the PBS scheme realizes the pri-
vacy protection of user data.

Theorem 3. The PBS scheme proposed in this paper is resistant to offline key-
word guessing attacks.

Proof. When C'R wants to regulate user data, it authorizes LR ID; and LR ID
to carry out the specific regulatory process through token. LR ID; generates
intermediate parameters from the token and keyword signcryption ciphertext
and sends them to LR ID; . LR ID; uses the intermediate parameters, token,
and keyword signcryption ciphertext to perform ciphertext equality test and
outputs the comparison result. According to scheme [11], the regulatory process
is jointly executed by two local regulatory agencies. Under the premise that
the two local regulatory agencies do not collude, it can prevent a single local
regulatory agency from forging keyword signature ciphertext. Therefore, when
the two LRs do not collude, the PBS scheme can resist offline keyword guessing
attacks.

Theorem 4. The PBS scheme proposed in this paper supports the verification
of the authenticity of data sources.

Proof. When data sender sends keyword data, they use signcryption technology
to process keywords. If regulators discover illegal data, they use the signature of
the data sender for positioning and tracking of the violator. To prevent LR from
forging authorization tokens and keyword signature ciphertexts, the signcryption
technology is also used by the C'R when sending tokens and distributing keyword
signcryption ciphertexts for regulation, ensuring the authenticity verification of
the data source.

Theorem 5. The proposed PBS scheme supports data access control.

Proof. The data sender uses ciphertext-policy attribute-based encryption to pro-
cess the plaintext data and embeds the user data access policy when encrypt-
ing the plaintext data. Only authorized users whose attribute set matches the
access policy can successfully decrypt the ciphertext to obtain plaintext data
when accessing the data. Therefore, only authorized users are allowed to view
plaintext data, achieving data access control. In addition, during the supervision
period, only LR authorized by C'R is allowed to carry out supervision. Accord-
ing to Theorem 4 in [11], under the CDH and DBDH assumptions, the CR can
distribute authorizations, i.e., determine the L Rs that have the authority to reg-
ulate. The authorization information can be verified during regulation to prevent
unauthorized access. Therefore, the PBS scheme supports data access control.
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4.2 Theoretical Analysis

This section compares the schemes of Wang et al. [12], Yong et al. [20] and
Peng et al. [9] with our PBS scheme. As shown in Table 2, Wang et al.’s scheme
[12], Peng et al.’s scheme [9] and our scheme support privacy protection while
supervising. Our PBS scheme supports the supervision of data ciphertext on the
blockchain, that is, the regulator can complete the supervision without decrypt-
ing the ciphertext, which further enhances the privacy of user data. In addition,
the scheme of Yong et al. [20] and our scheme support the tracing of malicious
users.

Table 2. Functional comparison

Scheme Privacy Ciphertext User Advantage
protection | supervision tracking
Wang et al. [12] | / N N Improve the safety and consensus efficiency

of rice supply chain supervision

Yong et al. [20] |\ AN v Support the intelligent supervision of
vaccine expiration and fraudulent data

Peng et al. [9] VA AN AN High supervision efficiency and low
memory overhead

PBS 4 V4 Vv Support non-interactive ciphertext

supervision

We compare the computational complexity of Tang’s scheme [11], Huang
et al.’s scheme [4], and the PBS scheme. Table 3 lists the theoretical calculation
time of the three schemes in key generation, encryption, authorization, ciphertext
equality test, and decryption phases, respectively, where T¢,, represents the time
for an exponentiation, Tp4 represents the time for a bilinear pairing, and Ty
represents the time for a hash.

In the key generation phase, Tang’s scheme [11], Huang et al.’s scheme [4], and
the PBS scheme have the same complexity, requiring two exponentiation oper-
ations. In the encryption stage, Tang’s scheme [11] and Huang et al.’s scheme
[4] both use four exponentiation operations. The PBS scheme requires an addi-
tional exponentiation operation to sign the data for regulation, but this ensures
the authenticity of the data source. In the authorization stage, Tang’s scheme
[11] and Huang et al.’s scheme [4] require five exponentiation operations. PBS
scheme needs four exponentiation operations. Huang et al.’s scheme [4] requires
two hash operations, while the PBS scheme requires three hash operation. In
the ciphertext equality test stage, Tang’s scheme [11] uses six bilinear pairing
operations, Huang et al.’s scheme [4] uses six exponentiation operations, two
bilinear pairing operations, and three hash operations. The PBS scheme requires
six bilinear pairing operations in the ciphertext equality test stage, which takes
longer due to the need for two LRs to jointly execute regulation. Tang’s scheme
[11] and Huang et al.’s scheme [4] both require two exponentiation operations
and four exponentiation operations, respectively, in the decryption stage, while
the PBS scheme only requires one exponentiation operation.
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Table 3. Theoretical comparison

Scheme Key generation | Encryption | Authorization | Ciphertext equality test | Decryption
Tang [11] 2T cap AT eczp + 3TH | 5Teap 6Tpa 2T cap + 2TH
Huang et al. [4] | 2Teap ATerp +2TH | 5Teap + 2T | 6Tcap +2TPa + 3TH AT ezp + 2TH
PBS 2T cap 5Teap +3TH | 4Teap +3Tu | 6Tpa Texp

4.3 Experimental Analysis

The PBS scheme was implemented using the Java and Solidity programming
languages on a Windows 10 operating system with an Intel(R) Core(TM) i5-7500
CPU @ 3.40 GHz and 16 GB of RAM. The PBS scheme used FISCO BCOS 2.0
as the underlying framework for the consortium blockchain. The Type A pairing
was used with a prime order ¢ of 256-bits, and the element size of G was 512-bits.
A prime order p of 170-bits was used for the multiplicative group.
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Key generation Data uploading Authorization  Supervision Tracing

Milliseconds

Fig. 2. Time cost of each phase.

Figure 2 shows the time costs of the PBS scheme in the key generation, data
uploading, authorization, supervision, and tracing phases. As can be seen from
the figure, it takes about 20 ms to generate a public-private key pair for a single
user, and about 47 ms to upload keywords, which requires 5 exponential calcu-
lations. It takes about 39 ms to authorize a single supervisor. In the supervision
phase, there are two steps: setting supervision keywords and joint supervision.
Because the setting supervision keywords phase requires 5 exponential calcula-
tions, and joint supervision requires 6 bilinear pairing operations, the time cost
is relatively large, taking about 94ms in total. It takes about 9ms to trace a
user.

As shown in Fig. 3, in the keyword encryption stage of PBS scheme, the time
required for encryption is counted when the number of keywords increases from
1 to 10. As the number of keywords gradually increases, the required time also
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increases. When the number of keywords is 10, the required time is approximately
463.14 ms. Thus, it can be seen from Fig. 3 that the time required for encryption
keys is proportional to the number of keywords.
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Fig. 3. Time cost of keyword encryption.

During the data upload stage, keyword encryption and ciphertext upload
need to be performed. Because it takes a long time to upload the data to the
blockchain, the time for uploading the keyword signcryption to the blockchain is
listed separately in Fig. 4. The experimental results show that when the number
of signcryption ciphertexts is 1, the time required to upload to the blockchain
is approximately 0.465s. As the number of signcryption ciphertexts increases,
the time required to upload to the blockchain also increases accordingly. From
the observation of the figure, it can be found that when the number of signcryp-
tion ciphertexts is 5, the time required for ciphertext upload is approximately
0.491s. When the number of signcryption ciphertexts is 10, the time required
for ciphertext upload is approximately 0.525s. When the number of signcryption
ciphertexts changes from 1 to 10, the time spent uploading to the blockchain
increases by approximately 0.06s. As the number of signcryption ciphertexts
increases exponentially, the upload time does not increase exponentially, but
shows a linear growth trend.

Figures5 and 6 show the status information of the signcryption ciphertext
uploaded to the blockchain. Figure5 displays the transaction information on
the blockchain, including block hash, block height, contract address, transaction
hash and timestamp. The block hash and block height describe the block in
which the current transaction is located, while the transaction hash represents
the hash value of a transaction in the block, which serves as a unique index
for easy retrieval. The required information can be quickly retrieved from the
blockchain by using the hash. Figure 6 shows the transaction receipt after it is
uploaded to the blockchain, including block hash, gas used, block number and
transaction hash. The block hash, block number, and transaction hash in the
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Fig. 4. Time cost of uploading keyword signcryption ciphertext to blockchain.

transaction receipt correspond to the block hash, block height, and transaction
hash in the transaction information. The purpose of this correspondence is to
better protect and track transaction information. When users or regulatory agen-
cies want to query a transaction, they can quickly locate it by using the block
hash, block height, and transaction hash. The gas used represents the amount
of gas required to publish this transaction. The more operations required for
upload or operation, the more gas is consumed.

Transaction Hash Block Height Create Time

v 0x3261a979fe3b313f f67cffed adod 1156 2023-02-26 09:46:46

Transaction Info Transaction Receipt

Block Hash: Oxacb1f35a77b5305795b837429996549a4a8f3a683c5aebba3d7730d4e13d698e

Block Height: 1156

Gas: 30000000

From 0x83309d045a19c44dc3722415a6abd472195866ac

0 To: 0x0a68f060b46e0d8f969383d260c34105ea13a9dd

nonceRaw:

Hash 0x3261a979fe3b 4 f 194509

Timestamp: 2023-02-26 9:46:45

[ it:

s I

36467 1313

313834373337393731383534353] 3337393 43037373937333334323933393733383431343132363530343738
313839363332343030373331323031373334 9! 3139323634 13931 7323 139393837363833
3830353134: 43632333 43431 6 1 130:
35323636373034303133343137313536343534: 631 034373131, 373 353431393 1
343130363631343436343930303° 437383 4343636 13737343 0323537313831383
31343130333137393631313734 431 531 933313631303136313831
333 132343 136343838363138393731 1 1 137313330
3431383739393539343935353539363233383937333733312¢3334323437373133373736383 313334343233323232353135303737333035343830323

Fig. 5. Transaction information.
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Block Height Create Time

v O 0x3261a9797e3b31310ed8407167cfed 19dc214850a3ad94509764f389000c469 1156 2023-02-26 09:46:46

action Info Transaction Receipt

77b5305795b837429996549ada813a683c5aebba3d7730dde13d698e

Fig. 6. Transaction receipt.

5 Conclusion

With the rapid development of the digital economy, the crucial role of blockchain
as a trust network and trust machine is constantly expanding. However, the data
storage structure of blockchain determines that it is difficult to tamper with
blockchain data, which also objectively increases the risk of harmful information
on the blockchain, as well as the privacy protection of sensitive data. In order to
effectively regulate data on blockchain, this paper proposes a blockchain super-
vision scheme that supports privacy protection, ciphertext supervision and user
tracking. The scheme uses ciphertext equality test technology to realize cipher-
text supervision on blockchain. This can further protect the privacy of user data.
The effectiveness of the scheme is proved by security analysis and experiment
analysis.
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