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Abstract. The advanced metering infrastructure (AMI) system has
been rapidly established around the world, effectively improving the com-
munication capability of the power system. Problematically, it turns out
malicious users can easily commit energy theft by tampering with smart
meters. Thus, many data-driven methods have been proposed to detect
energy theft in AMI. However, existing detection schemes lack considera-
tion for well-planned covert attacks, making them vulnerable. This paper
proposes a real-time covert attack model based on conditional generative
adversarial network (CGAN). In particular, based on the transferability
of adversarial samples, we first extract the data features that the mali-
cious detection model focuses on during the detection process. Then, we
utilize these extracted features and a generator to generate adversar-
ial perturbations that can mislead malicious detection models. Finally,
to make the generated perturbations more stealthy, a discriminator is
used to simulate malicious detection models to correct them. Extensive
experiments demonstrate that our proposed attack method can evade
most current detection methods.

Keywords: Smart grid · Energy theft detection · CGAN · Covert
attack · Feature extractor · Deep learning vulnerability

1 Introduction

Nowadays, smart grids are developing rapidly due to the effective integration
of AMI and control methods. However, while enjoying the convenience of smart
devices, cyber security attacks also emerged, and energy theft is one of the most
concerned. A recent survey indicates that as early as 2019, energy theft caused
utility companies to lose more than £19 billion per year [1]. Besides, more than
80% of people paid bills to malicious electricity theft users without their knowl-
edge. Such losses are usually irreversible and large amounts for the individual and
providers. Therefore, using different disciplines and machine learning techniques
to detect electricity theft is crucial.
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Energy theft attacks have caused significant global financial and functional
damage to energy utilities. It can be described an attacker tamper with the meter
without the grid company’s awareness, resulting in a person paying less than it
should have. The large-scale application of the smart grid and the renewal process
of Internet technology add significant challenges to the fragile environment of
smart grid applications. As a result, utilities need frequent access to smart meters
to collect fine-grained electricity usage information from users in the data center.
At the same time, advanced information technology is used to conduct behavioral
characteristic analyses of the collected data to identify power theft.

Researchers have designed many detection methods [2], and data-driven
methods have become the main research objects due to their low cost and high
detection accuracy. As an effective information extraction method, deep learn-
ing is widely used in data-driven methods because it can learn the inherent laws
of data, extract features, and achieve high accuracy [3]. However, existing deep
learning detection methods mainly target simple attacks, with a lack of consid-
eration for more covert and complex attacks. Due to the fragility of deep neural
network structure, the security of non-technical losses (NTL) detection systems
deployed in smart grids is difficult to guarantee effectively.

In this paper, a covert attack strategy based on the conditional generative
adversarial network (CGAN) is proposed. Based on existing research [4], when
the model recognizes the data, it mainly recognizes the non-robust features of
the power data. Therefore, we can directly improve the attack success rate and
reduce the attack cost by tampering with the non-robust features. Considering
the transferability of adversarial samples, we build a model to simulation the
detection model and use the features extracted by the network as non-robust
features. The generator generates adversarial perturbations based on the non-
robust features, and uses the discriminator to correct for these perturbations,
making them more undetectable and effective. Undoubtedly, our method can
provide experience in developing efficient and reliable detection systems.

The main contributions of this paper are as follows.

– We proposed a covert real-time attack method based on CGAN, which mis-
leads the anomaly detection system by adding perturbations to electricity
stealing data, and the generated attack samples can evade existing main-
stream detection methods.

– We utilized a feature extraction module to extract the latent features of the
daily electricity consumption data as a priori for the generator, making train-
ing the generator and the discriminator easier, so that we can obtain a higher
attack success rate with fewer training epochs.

– Through extensive experiments, we demonstrated that the effectiveness of
our attack method in evading existing advanced detection methods.

The content of this paper is organized as below. In Sect. 2, we briefly stated
related works, including attack methods and detection methods used. In Sect. 3,
we introduce the attack principle and proposed framework. Section 4 presents
evaluations and analysis. Finally, the conclusion and further insights are provided
in Sect. 5.
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2 Related Work

Topics discussed in this section include deep learning-based detection methods
and security issues under adversarial attack and defense. Researchers have done
many works to deal with real-world physics problems, we review the related liter-
ature and briefly summarize the techniques of the attack and detection methods
related in our experiment.

2.1 Attack Methods

Although deep neural network classifier has achieved good results in classifica-
tion, its potential vulnerability should not be ignored. Szegedy et al. [5] for the
first time, made the DNN classification model with high accuracy get wrong
classification output by adding minimal disturbance to the image. Goodfellow
et al. [6] first proposed the classic attack algorithm fast gradient sign method
(FGSM), whose gradient-based algorithm can quickly and effectively generate
counter samples. Subsequently, many researchers demonstrated that the DNN
model is highly vulnerable to malicious adversarial samples. Existing adversarial
attacks can be separated into black box attacks and white box attacks, one-shot
attacks and iterative attacks, targeted attacks and non-targeted attacks, partic-
ular interference and general interference, etc. based on their features and attack
consequences.

2.2 Detection Methods

Traditional machine learning detection algorithms have capable to detect mali-
cious users, which including support vector machine (SVM), logistic regression
(LR), random forest algorithm (RF), one-dimensional conventional neural net-
work, etc. However, these methods have lower detection accuracy and classifi-
cation effect for electric theft. The deep learning method achieves better clas-
sification effect and accuracy, which is due to the better ability of learning the
characteristics of different users from multidimensional electricity data. Zheng
et al. [7] proposed a wide and deep convolutional neural network to analyze
the periodicity of user’s electricity consumption by using two-dimensional elec-
tricity consumption data. He et al. [8] achieved the real-time detection of FDI
attacks by using deep learning. Lu et al. [9] proposed a semi-supervised deep
learning model, in which an adversarial module was added to make the model
have high detection accuracy and strong anti-noise capability. The accuracy of
these methods can reach more than 90%.

2.3 GAN for Adversarial Attacks

GAN was initially introduced by Goodfellow and is now widely utilized in object
identification, semantic segmentation, images creation, and video prediction.
Generally speaking, a GAN is a two-person network of generators and discrim-
inators. Specifically, the former aims to simulate and learn the distribution of
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real data as much as possible. Random noise or potential variables are then
reconstructed to produce real-world examples. The discriminator is used to dis-
tinguish between raw data and generated data. Mutual competition achieve Nash
equilibrium, end of training.

Based on the GAN attack, Xiao et al. [11] trained a conditional GAN, ADV-
GAN, to generate various adversarial examples without accessing the target
model. Mangla et al. [13] added a potential feature extraction block based on
ADVGAN, which effectively reduced the number of training rounds of the model
and improved the attack success rate of the attack sample. Liu et al. [12] intro-
duced adversarial examples during the training process and proposed Rob-GAN,
thereby improving the convergence speed of GAN training and the quality of
generating adversarial examples. Affected by the above, the hypothesis and ver-
ification of CGAN-based effective attacks were carried out.

3 Targeted Adversarial Example Generation with CGAN

3.1 Problem Description

Let X ⊆ Rn×m be a set of data on the electricity consumption of customers in
an area, where n indicates the number of users, where m indicates the number
of power usage days. Given an instance (xi, yi) is the m-dimensional power con-
sumption characteristic vector of a user, and indicates the corresponding real
category label, and i indicates the user number. The electricity theft detection
problem in the smart grid can be expressed as a discrete binary classification
task. The model divides each electricity record xi into abnormal or normal, and
the formula is as follows

yi =
{

1, if record is abnormal;
0, otherwise.

(1)

In the smart grid, theft attacks can be described as a series of mali-
cious information bundled, expressed as Xper = {m1,m1,m1, · · · ,mt}, which
mt = {xt1, xt2, xt3, · · · , xtn, yt}, where n is the amount of information, xtn is
the n-th feature of the example (or an implicit feature), yt is the label for the
corresponding example. Therefore, we can regard the power theft detection as a
multi-class classification problem. xtn and yt are the inputs and output of the
detection model, respectively. The system diagram of the method as shown in
Fig. 1. During the operation of the smart grid, since the data required for the
attack is difficult to collect, even though the existing methods have high detection
accuracy, their robustness and generalization still need further improvement.

3.2 Attack Principle

This paper designs a CGAN-based attack generation model, assuming that the
discriminator D can learn features from the dataset X and accurately classify
them to the corresponding label Y, can be defined as

D(xi) = yi, i ∈ n. (2)
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Fig. 1. Systematic overview of the method

To maximize the benefit of the feature extractor, we pre-train a binary clas-
sifier similar to the electric company’s malicious detection model and use the
first few layers of the classifier architecture as the feature extractor.

The rationality analysis is as follows: 1. Adversarial samples are transferable,
which means that the features extracted by different models are (roughly) the
same. Thus, the features we extracted with our self-trained classifier should be
(roughly) the same as the features extracted by the power company’s detection
model. 2. Targeted processing of features that can be identified by the malicious
detection model can effectively reduce the cost of data tampering. Therefore, the
efficiency of the entire attack process and the attack success rate will be greatly
improved.

After extracting features of the power data using the above ideas, we use
generator to generate adversarial perturbations based on the features, genera-
tor G generates a perturbations through feature analysis of xper

i , which can be
defined by

xper
i = G(z | f(xi))

xadv
i = xi + xper

i ,
(3)

where z represents noise data and follows the Gaussian distribution, f(x) rep-
resents a feature extractor. xper

i stands for attack perturbation. xadv
i is the final

attack sample.
The purpose of electricity thieves is to reduce the payment of bills to gain

benefits. Therefore, the resulting attack perturbation should be able to circum-
vent existing detection methods while also ensuring that the thief can make
sufficient profits. To achieve this, we need to find a tiny perturbation to add to
the raw data, reprsents as xadv

i =xi+xper
i . Therefore, we designed the following

optimization
LossD = argminξ(D(xi + xper

i ), y
′
)

s.t. y
′ �= yi, and ||ε||2 < δ,

(4)
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where ξ(·) represents crossentropy loss function of the discriminator, y
′
denotes

normal data, yi is the corresponds to the original label of the sample (abnormal
data). If and only if D(xadv

i ) = y
′
, The loss reached the minimum. Where ε is

the added tiny perturbations, || · ||2 is a norm constraint on perturbation, δ is
the maximum perturbation value specified.

3.3 The Proposed CGAN-based Architecture

Fig. 2. Structure diagram of attack model based on CGAN

As shown in Fig. 2, the structure of the proposed model contains a fea-
ture extractor f , a generator G and a discriminator D. The feature extractor
f extracts the latent features f(x) (the main features recognized by the mali-
cious detection system) from the power data x. Then, concatenate f(x) with
the noise vector as the input of the generator G to generate a perturbation xper

i

corresponding to x. Finally, x + G(x) is sent to D, and the output result repre-
sents the probability of normal samples. In our method, the feature extractor,
generator, and discriminator are trained end-to-end.

Feature Extractor: A recent research shown that the cause of adversarial exam-
ples is the non-robust feature learned from the training set by models [16].
Particularly, research shows that the knowledge learned by machine learning
models during training is the correspondence between non-robust features and
data labels. Motivated by the demonstration, we perform saliency feature extrac-
tion on the electricity consumption data in advance, in this way, the extracted
prior knowledge can be used to generate adversarial examples to have better
performance, Moreover, due to the preprocessing of the feature extractor, subse-
quent network structures can only focus on their own tasks (such as generating
perturbations and identifying data), so that significantly improve the model con-
vergence speed. We use convolutional layers to extract the features of the power
data, and combine the extracted features with Gaussian noise znoise as the input
of the generator.
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Generator: The attacker’s goal is to disguise the tampered power data as untam-
pered, which is similar to adversarial attacks. Therefore, after using the feature
extractor to extract the features of the target power data, we need to generate
the corresponding adversarial perturbation based on the feature, and add the
perturbation to the raw data. In addition, the features obtained by the feature
extractor have different dimensions from the original data, thus another function
of the generator is to unify the dimension of the generated perturbation and raw
data. The generator is implemented with an autoencoder, during the training
phase, we take root mean square error as the loss function. The optimization
goal of the generator is to make its output (adversarial example) as close as
possible to x (raw data).

Discriminator: In real-world scenarios, attackers usually do not have access to
the detection model of electric companies, thus they can only perform black-
box attacks. We utilise the discriminator to simulate the detection model of
the electric companies. The discriminator takes the tampered power data from
the generator and classifies it. The discriminator’s goal is to detect as much as
possible that the data has been tampered, and transmit the detection result to
the generator through back-propagation. The generator updates itself based on
the feedback from the discriminator and generates tampered samples that are
more difficult to detect, and loops the training process until convergence. The
discriminator is a three-layer neural network. At this point, the discriminator
has two tasks, one is to distinguish the true and false samples (the original task
in GAN), another is to classify the tampered data.

In brief, the task of the generator is to generate minimal perturbations while
maximally misleading the discriminator classification. The discriminator is con-
tinuously trained to identify whether the input is a malicious sample or a normal
sample. The two are constantly competing, and the process can be defined as a
V function as

min
G

max
D

V (D,G) = Ex∼pdata(x|y)[logD(x)]+

Ex∼pz(x)[1 − log(D(x + G(x)|y))].
(5)

During the optimization process, the data distribution generated by the
generator G will gradually coincide with the original data distribution, which
increases the difficulty of detecting tampered samples. The discriminator D is
used to ensure that the data generated by G is similar to benign data. We define
pg(x) as the generative distribution of G, then the maximum value of D to be
solved by the V function can be expressed as D(x) = pdata(x)/(pdata(x)+pg(x)).
After reaching the Nash equilibrium point, the training will stop. At this time,
pdata(x) = pg(x), that is, D(x) = 0.5. Since the discriminator simulates a mali-
cious detector, D(x) = 0.5 means that the detection by the malicious detection
system is equivalent to random guessing.
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4 Evaluation and Analysis

In this section, we will present the experimental results. In Sect. 4.1, we describe
the experimental data and its preprocessing procedure. Section 4.2 introduces the
performance indicators. We then show the performance of our proposed covert
attack on various advanced detection models in Sect. 4.3. Finally, we evaluate
the attack model presented in Sect. 4.4.

4.1 Experimental Data and Preprocessing

We conduct experiments using a real dataset released by State Grid, which
records the daily electricity consumption of 42,372 users for 1,035 days. In addi-
tion, State Grid classified each user in the dataset, including 38,757 normal
users and 3,615 electricity stealing users. In this experiment, 3000 users marked
as electricity stealers and 17000 users marked as normal were randomly selected
to form the original dataset. Then, select 2000 normal users and use the proposed
attack model to generate attack samples, and then extract 1000 electricity steal-
ing users and 17000 normal users and the generated attack samples to form an
attack data set. Finally, the original dataset and the attack dataset are divided
into 80% training set and 20% testing set, respectively.

There are a large number of missing values in the dataset, which we filled
in using the interpolation method shown below. The outliers are then processed
using the three-sigma criterion, and finally the data is normalized using MAX-
MIN.

x
′
i,t =

xi,t − xmin

xmax − xmin
, (6)

where xi,t and x
′
i,t are the power consumption of i-th user in the t-th day and

the normalized power consumption. xmax and xmin represent the maximum and
minimum values in the power consumption sequence.

4.2 Performance Indicators

In this experiment, we used AUC, MAP and Recall as evaluation metrics to
evaluate the effectiveness of the generated attack samples. AUC is defined as
the area under the ROC curve, which is usually used as an evaluation index for
binary detection models. Its abscissa is false positive rate (FPR), and its ordinate
is true positive rate (TRP). Usually, the value of AUC is in the range of [0.5–1],
and the closer it is to 1, the better the classification effect. Its calculation formula
is as follows

AUC =
Σi∈positiveRanki − M(M+1)

2

M × N
, (7)

where Ranki is the rank of sample i, M is the number of normal users, and N
is the number of abnormal users.
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MAP is also used in this paper to measure the accuracy of the hybrid detec-
tion model. The specific calculation formula is as follows

MAP@N =
Σs

i=1
Yki

ki

s
, (8)

where s represents the number of true positive samples in the first N scores
after sorting the rank from high to low, ki represents the position of the ith true
positive sample, and Yki

represents the number of true positive samples before
ki.

In addition, we used the Recall to evaluate the detection rate of positive
samples, the formula is as follows

Recall =
TP

TP + FN
, (9)

where TP is the amount of accurate predictions made for positive samples, and
FN is the amount of forecasts for positive samples that were wrong.

4.3 Attack Performance Verification and Analysis

To verify our attack performance of the generated samples, five advanced detec-
tion models are evaluated in this chapter on the original and attack datasets,
including support vector machine (SVM), logistic regression (LR), random forest
(RF), convolutional neural networks (CNN) and Wide&Deep CNNs. As shown
in Table 1, both CNN and wide&deep models have shown good performance in
detecting traditional electricity stealing behavior, which is mainly due to the
fact that deep neural networks can learn hidden features of abnormal samples
and normal samples. Compared with SVM, LR and RF, it can better capture
local correlation and achieve good results.

Table 1. Detection results of the original data set

Typle AUC MAP@50 Recall

SVM 0.65 0.75 0.70

LR 0.59 0.35 0.59

RF 0.67 0.43 0.61

CNN 0.73 0.87 0.67

Wide&Deep 0.81 0.89 0.71

The Table 2 depicts the advanced models’ detection results for the attack
data set produced in this chapter. Among them, all performance indicators have
dropped significantly, especially MAP and Recall have dropped significantly,
mainly because these models cannot identify attack samples in the data set. In
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addition, there are still certain AUC and MAP values because the attack dataset
also contains 1000 traditional electricity stealing samples and normal samples,
which will be correctly classified by advanced detection methods. To sum up, the
attack samples generated in this chapter can effectively evade the identification
of existing detection algorithms.

Table 2. Detection results of the attack data set

Typle AUC MAP@50 Recall

SVM 0.55 0.40 0.50

LR 0.50 0.17 0.15

RF 0.45 0.08 0.15

CNN 0.58 0.33 0.46

Wide&Deep 0.64 0.51 0.64

In the experiment, we also considered the impact of the continuous electricity
stealing days on the attack effect under this attack method. Specifically, the
attack days of 2,000 attacking users ranged from 10 days to 100 days, with a
step size of 10. As depicted in Fig. 3, as attack days rise, the AUC and MAP
values basically change around 0.1, and the fluctuation range is small, so the
effectiveness of the generated attack samples in long-term electricity stealing
can be verified.

Fig. 3. Comparison of different number of attack days

4.4 Generative Network Model Performance Analysis

In this section, we investigate the impact of several parameters on the function-
ality of the generative model, including: whether to use a feature extractor, the
number of neurons in the feature extractor, and the number of network layers
in the generator.
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The feature extractor is located in front of the generator, and the extrac-
tion of electricity data features by main users is used as a priori information
for the generator to generate disturbances. As shown in Fig. 4, the generative
network model’s convergence speed and training time may both be significantly
accelerated by the feature extractor.

Fig. 4. The effect of feature extractor on convergence

As shown in Fig. 5, when the number of neurons in the feature extractor’s
fully connected layer reaches 300, the AUC and MAP@50 values of the detection
model are both low, and the attack samples generated by the generative network
model are closest to the real data.

Finally, as shown in Fig. 6, when the number of generator network layers in
the generative model is 3, the generated attack samples have a strong ability
to evade detection, and the attack performance is better. When there are more
than 3 layers, all indicators show a smooth trend, and it is difficult to achieve
better results if more computing power is added to the number of layers.
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Fig. 5. Impact of layer number

Fig. 6. Comparison of different number of neurons in the fully connected layer of the
feature extractor

5 Summary

In this paper, we evaluate the vulnerability of models for detecting energy theft
based on deep learning, when appropriate perturbations are added to the data
will mislead a trained high-accuracy classifier. Based on this finding, we designed
a CGAN-based generative model. Different from the traditional CGAN model,
we add a feature extractor to extract the user’s electricity consumption feature
information. Comprehensive experiments have shown that the generation model
designed in this chapter can generate attack samples efficiently, and has shown
good attack performance in the face of the current advanced electricity stealing
detection models. We will take improving the robustness of deep learning models
as the focus of future work, specifically to optimize the network structure and
training strategies, to ensure that on the basis of effective training, we will further
improve the defense accuracy on the data set.
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