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Abstract. In 21st century, there is huge political unrests among political leaders
in many developing countries, in spite of Boom of Internet users, still the elections
are held in semi-old fashion. The cost associated with these elections (i.e. appli-
ances, workforce related, transport etc.) act as burden on tax payer’s money &
cuts the huge possibilities of R&D in any nation. Specially in south-east nations,
Indians (NRIs) move abroad for various reasons; To demonstrate the feasibility
of our protocol in real-world scenarios, we have implemented it using Ethereum’s
blockchain as a public bulletin board. As a result, casting vote for them becomes
very difficult, hence we created mechanism where NRIs can vote securely using
their passports.
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1 Introduction

Originally, blockchain was just known to some CS fellows & researchers for how to
structure & share data. Today blockchains are hailed the “5th evolution” [1] of comput-
ing. Blockchain (Blockchain) in a Network, where Block allude to the list of transactions
noted into distributed ledgers over a given period of time. It has three main components
i.e., Size, Period, & Trigger Event [2–5] for each block. Chain alludes to a hash that
associates one block to another. It’s also the magic that glues blockchains together &
allowed them to definemathematical trust. Network [6–8] is composed of “full nodes”. A
blockchain is a kind of data structure that makes it possible to create a digital distributed
ledger of data & share it among a network of independent parties [9–12]. Blockchain
is mainly classified into 3 major types i.e., Public: very large distributed networks run-
ning through a native cryptocurrency mostly Bitcoin, Ethereum. Fully Open Source.
Permissioned [13] Large distributed network; control roles for individuals within net-
work. Private: Distributed Ledger Tech i.e., smaller & no token nor any cryptocurrency
required [14].

The main reason why blockchain becomes word of mouth so quickly is the “Con-
sensus”. As mentioned in Fig. 1, the consensus blockchain creates honest systems where
they self-correct themselves (i.e., nodes in a network) without any third-party monitor-
ing [15]. This consensus algorithm is the process of creating an accord or concurrence
among group of commonly distrustful shareholders.
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Fig. 1. Process of Consensus Algorithm for e- voting system using blockchain.

Blockchains are also now being used in various industries such as Security: To
counter code piracy, securing IOT devices from spoofing & hacking [16–20]. One of the
significant advantages of MIMO for IoT is its ability to provide improved connectivity
and extended coverage [21–25]. By employing multiple antennas, MIMO systems can
mitigate the effects of multipath fading and enhance signal reception in challenging
environments [26]. This capability is particularly crucial for IoT devices deployed in
complex urban settings or harsh industrial environments, where reliable connectivity is
vital for seamless data transmission and reception [27]. Government-Agencies: Main-
taining shatterproof Land-Record Systems. ICOs: Smart Contract that allows the issuer
to grant token for Investment-Funds related to Banks [28, 29]. The Existing System of
general public election is running manually [30–34]. The Voter has to Visit to Booth to
cast their votes. As a result, many people don’t go out to cast their vote which is one of
the major drawbacks of current voting system. In democracy, every citizen of a country
must vote [25]. By a new online system which will limit the voting frauds and make the
voting as well as counting more efficient and transparent.

The remaining sections of the paper are organized as follows: The subsequent section
offers the necessary background information to comprehend the proposed work, includ-
ing a discussion on similar studies conducted by other researchers and the gaps present
in their research. Section 2 outlines the specific work proposed in this paper and pro-
vides details on the design of the system. Section 3 presents the implementation of the
E-voting system, accompanied by an illustrative example that demonstrates how the
system functions. Lastly, Sect. 4 concludes the study by providing a summary of the
current progress and outlining plans for future work.

2 System Model

In Fig. 2, we are explaining the complete architecture CodeFlow of our decentralized
E-Voting application using Hardhat as blockchain platform [12]. Here, in Front-End Part
we designed 3ways i.e. User can login usingweb application, mobile application or even
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via SMS Gateway (for Tier-2 & Tier-3 cities). Also, NRIs can login with passport login,
while others can login with MetaMask wallet [13]. After successful login, we can create
voter’s & candidates. As MetaMask is verified, voter registration can be accepted and
also, we can see the voter list [14]. In create new voter, voter can upload photo, user
name, address of MetaMask, age. By using hardhat blockchain - block I is connected to
Block II and so on [15]. Hardhat blockchain is connected toMongoDB for NRI users and
distributed ledger are created. Event Management Server is connected to Etherscan [16]
block explorer and analytics platform for Ethereum. All of the process of authentication
the Administrator can have all access to allow list of voters and have all the rights for the
security reasons. We setup MongoDB Compass as distributed ledger cluster in which
each node has its own ledger for maintaining the entire state of cluster as it works on
Consensus algorithm.

Fig. 2. Showing entire Code flow using Hardhat

As shown in Fig. 3, we explained our Full-Stack directory-level tree structure
where we created directories i.e., assets, components, context, contracts, pages, scripts,
styles, test & configs [17]. In components, we have Navbar, voter Card which includes
NavBar.js, voterCard.js & NavBar.module.css etc. In context we created Voter.js, con-
stants.js & Create.json etc. In pages directory, we created candidate_registration.js,
_app.js, allowed-voters.js, voterList.js etc. In scripts we created deploy.js. Under styles
directory, we created allowedVoter.module.css, globals.module.css, index.module.css,
voterList.module.css. In test directory, we created Lock.js file. In configs file, we hard-
hat.config.js, next.config.js, package.json, package-lock.json. There are multiple depen-
dencies used in this project such as openzeepelin, axios, ethers, hardhat, ipfs-http-client,
dot-env, web3modal [18].

As shown in Fig. 4, we explained our entire directory-level tree structure where we
created directories i.e., configs, data, server & views. In server directory we created
database.js, server.js & passportConfig.js. Inside database.js file we created the database
schemawhich contains all the collection name& their datatype.Wehave threemainfields
i.e., passport_no, name, email-id & password. In views directory, we created index.ejs,
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Fig. 3. Showing entire directory structure of project

login.ejs & register.ejs. The. ejs extension is embedded javascript file. In scripts we
created deploy.js. In configs file, we created package.json, package-lock.json. There are
multiple dependencies used in this project such as ejs, express, express-session, local,
mongoose, nodemon, passport, passport-local etc.
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Fig. 4. Showing entire directory structure of passport authentication system for NRIs login

3 Simulation Results

As shown in Fig. 5, we are connecting with MetaMask Account by clicking on Con-
nect Wallet. Then, MetaMask will connect it to Etherscan by calling API mentioned in
context/constansts.js. In simple terms, the explanation states that in Fig. 5, a process is
depicted where we establish a connection with a MetaMask Account. This connection
is established by clicking on the “Connect Wallet” option. MetaMask, which is a dig-
ital wallet used for interacting with blockchain networks, then connects to Etherscan,
a popular blockchain explorer, by making use of an application programming interface
(API) mentioned in the context/constansts.js file.

As displayed in Fig. 6, now we are using candidate-register.js file for registering our
candidate. Also, in the figure it is showing No. of Candidate’s & No. of Voter’s in this
page.

In Fig. 7, we have created a web form which takes name of candidate, Address from
which location it belongs & for the post he/she is contesting for. Here, candidate can
also upload his/her image.

In Fig. 8, candidate is selecting his/her photo by using index.js file & uploading
images present in assets directory.Also, these images are stored in local database (Fig. 9).
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Fig. 5. Picture depicting Connection with MetaMask.

Fig. 6. Selecting option of Candidate Registration

As name, address & position, candidate clicked on Authorized Candidate. After that,
MetaMask wallet address with registered account gets initiated & Ethereum (ETH) gas
fee gets deducted from MetaMask wallet.

In this Fig. 10, we successfully registered our candidate, also the status of Number
of Candidates gets incremented by one.

In the Fig. 11, after filling all the form details such as name, address & age, voter
clicks on Authorized Voter.

In above Fig. 12, the Voter is created successfully, yet he/she hasn’t voted i.e.,
displayed as Not Voted. This method of contract is coded in VotingContract.sol file
under contracts directory.
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Fig. 7. Register New Candidate by filling Name, Address, Position etc.

Fig. 8. Select ‘Candidate Photo’ for upload

As mentioned in Fig. 13, MetaMask wallet address with registered account gets
initiated & Ethereum (ETH) gas fee gets deducted from MetaMask wallet as voter
clicks on Confirm button. The vote gets casted. All these transaction histories can be
seen in Etherscan platform.

As shown in Fig. 14, the status of voter from Not Voted to You Already Voted gets
changed. The time taken by showing this status is very less.

Hardcoding a single vote: Within the “Voting Contract.sol” file, it is hardcoded or
explicitly defined that each voter can only cast a single vote. This means that once a
voter has cast their vote, they cannot cast another vote using the same wallet address
associated with their unique private key. Unique wallet address and private key: Each
voter is assigned a unique wallet address, which is associated with their private key.
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Fig. 9. Confirming Ethereum Gas for candidate registration.

Fig. 10. Candidate is successfully registered.

The private key serves as a digital signature and provides secure access to the voter’s
wallet and associated functionalities. The use of unique wallet addresses ensures that
each voter’s vote is recorded accurately and prevents multiple votes from the same
individual. In, Fig. 15 showcases the presence of the solidity file “Voting Contract.sol”
within the contract’s directory. It is specifically mentioned that within this contract, it
is hardcoded that each voter can only cast a single vote, as each voter is assigned a
unique wallet address associated with their private key. This implementation ensures the
integrity and accuracy of the voting system by preventing multiple votes from the same
voter.
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Fig. 11. Create New Voter by filling Name, Address, Age.

Fig. 12. Page showing status of Voter_One#1 i.e. Not Voted.
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Fig. 13. Voter successfully casted his vote.

Fig. 14. Page showing status of Voter_One#1’s vote i.e. You Already Casted.
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Fig. 15. You Already Voted status so that One Person, One Vote.

4 Conclusion

Blockchain technology has the potential to revolutionize various sectors and services
by reducing the initial cost of investment and improving performance in specific areas.
One notable application of blockchain technology is in the realm of voting systems. By
using BCT individual’s vote privacy can be kept secret. Voters can give their vote at their
ease of space or according to their comfort zone. Voting system can be helpful for giving
vote in the elections happened in the colleges etc. Block chain technology reduces the
errors at the time of vote counting. Online voting systemwill able to take care the voter’s
information where voter can have access and use their voting rights. Our research paper
concludes that usefulness or ease of use are still important to decision makers while
implementing EVs, but our research shows that building trust faith is prime.
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