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Abstract. Generally, to ensure the security of the network is at the expense of
network performance. In view of this problem, this paper attempts to apply EPON
Technology to the security management of power communication access network.
It is found that EPON Technology can provide a key with a length of 48 bits, with
a total number of 248 keys, which is close to DES encryption in key length, which
is more suitable for the service carrying requirements of power communication
access network.
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1 Introduction

EPON adopts point to multipoint structure and passive optical fiber transmission to pro-
vide a variety of services on Ethernet. EPON Technology is standardized by IEEE802.3
EFMworking group. In June 2004, the IEEE802.3 EFMworking group issued the EPON
standard, ieee802.3ah (incorporated into the ieee802.3-2005 standard in 2005) [1]. In
this standard, Ethernet and PON technology are combined, PON technology is adopted
in the physical layer, Ethernet protocol is used in the data link layer, and Ethernet access
is realized by using the topology of PON. Therefore, it combines the advantages of
PON technology and Ethernet Technology: low cost, high bandwidth, strong scalability,
compatibility with existing Ethernet, convenient management, etc. [2–4]. The concept
of passive optical network has a long history. It has the characteristics of saving optical
fiber resources and being transparent to network protocols. It plays a more and more
important role in optical access network.At the same time, after 20 years of development,
Ethernet technology has almost completely dominated the LAN with its characteristics
of simplicity, practicality and low price. In fact, it has been proved to be the best carrier
to carry IP packets. With the increasing proportion of IP services in Metro and trunk
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transmission, Ethernet is gradually infiltrating into access, Metro and even backbone
networks through the improvement of transmission rate and manageability. The com-
bination of Ethernet and PON produces Ethernet passive optical network [5, 6]. It has
the advantages of both Ethernet and PON, and is becoming a hot technology in the field
of optical access network. EPON is a new broadband access technology. It realizes the
comprehensive service access of data, voice and video through a single optical fiber
access system, and has good economy. Industry insiders generally believe that FTTH is
the ultimate solution for broadband access, and EPON will also become a mainstream
broadband access technology [7]. Due to the characteristics of EPON network structure,
the special advantages of broadband access and the natural organic combination with
computer network, experts all over the world agree that passive optical network is the
best transmission medium to realize the “integration of three networks” and solve the
“last kilometer” of information highway.

Access network is also called user access network. For a long time, the service of
communication network is mainly voice service, and the traditional access method is
to use twisted pair copper cable to connect the user terminal to the switch of the local
exchange.With the continuous improvement of social informatization, the types of com-
munication services also began to develop from a single voice service to data service,
image service and comprehensive service. The traditional twisted pair access mode is
difficult to adapt to this development trend. Countries are developing a variety of access
methods. Combined with the overall development ideas, principles and strategies, this
paper analyzes the current situation, existing problems, development objectives, net-
working technology selection, EPON introduction and evolution, as well as the princi-
ples, application scenarios and technical schemes of network planning, and designs the
security management method of power communication access network based on EPON
Technology as follows.

2 Design of Security Management Method of Power
Communication Access Network Based on EPON Technology

2.1 Security Risk Analysis of Power Communication Network

Power communication network security is mainly composed of physical security and
information security.

Physical Security Risks
Physical securitymainly refers to line security, communication equipment security, com-
munication network structure security and other aspects, mainly including transmission
network, service network, access network and other aspects. Link line safety mainly
refers to the safety of wired or wireless lines such as communication optical cable,
microwave, wireless and power line carrier. The interference factors include lightning
strike, external force damage, frequency interference, etc. Communication equipment
security refers to the reliability of SDH, ont, microwave, carrier and other transmission
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equipment in terms of communication equipment configuration, redundancy protec-
tion technology, performance index, aging degree, electromagnetic compatibility, etc. in
terms of security structure, power enterprises are generally configured as server, switch,
working host, dual route backup protection, dual power supply backup protection and
dual board backup protection [8]. The physical security risks of general power enterprises
include the security protection deployment of the machine room against natural disasters
such as fire or earthquake, whether the network cables laid in the machine room have
electromagnetic radiation shielding, equipment fire wire grounding and other measures,
dual UPS power supply configuration, preventive measures to prevent man-made dam-
age to power communication equipment, and disaster recovery and backup of important
data information.

Information Security Risks
Information security mainly refers to data transmission channel, Internet boundary pro-
tection, host equipment and terminal port security, data information security, etc. mainly
at the network and business level based on IP protocol such as data network, there are
risks such as malicious code propagation, Internet boundary penetration, illegal control
of information network equipment, data source camouflage, transmission message tam-
pering, transmission message eavesdropping, etc. [9, 10]. The security risks of IMS and
other new technologies and business networks include insufficient protection level of
core equipment, unclear application, no security protection, illegal outreach, untimely
software version update, unclear security positioning, insufficient protection awareness,
etc. The security risks supporting the network include host equipment security, Internet
border security, data security and so on. The security risks of access network include
illegal authentication, too complex networking, illegal access, too much information,
malicious attack, eavesdropping information, intercepting information and monitoring
information.

2.2 Zoning and Hierarchical Management Mode

According to the above analysis results, the information security defense mode of power
communication access network is designed. According to the implementation standards
of power grid operation and management and different application directions and use
requirements of various professional networks, the defense mode of power communica-
tion access network is built into “three layers and four areas”, and the carrying business
is divided intothree layers of automation, production management and information man-
agement according to the vertical level, It is divided into four areas: real-time control,
non controlled production, productionmanagement andmanagement information, which
correspond to the structure ofpowercommunication access network. See the following
Fig. 1:
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Fig. 1. Information protection layer of power communication access network

Hierarchical management: technical means to manage equipment, system and net-
work separately at the three levels of automation, production management and informa-
tion management. So that the three levels can operate independently without affecting
each other. At the same time, network connection is adopted, and isolation devices with
different means are adopted between zones. They can be accessed and read by using
information technology means, but can not be modified and written.

Partition management: network physical equipment, such as authentication system,
identity recognition [11] andfirewall, are used to isolate each area, focus on the protection
of key business nodes such as real-time control area, and adopt security isolation devices
with different permissions and different functional strength according to the importance
of each area, so as to cover the information security protection of the covered businesses.

Among the four regions. The real-time control area includes a sensing and receiving
device, which can display the electric quantity value and marketing data index in real
time. Non controlled production areas include businesses that can provide data services
but do not have control functions in production and marketing, such as simulation, work
ticket generation, etc. The productionmanagement area needs to realize the coordination
and cooperation betweendisciplines anddepartments. Themanagement information area
needs to realize collaborative office and external contact. Therefore, the area should have
the function of logging in to the Internet on the basis of ensuring no disclosure.

Different areas are distinguished by physical isolation. For example, the identity
verification system, access control, keys, etc. are divided into different office areas, so that
the personnel in different areas cannot reachother areaswithout identity authorization. So
as to ensure the isolation of personnel in the geographical environment.Betweendifferent
levels, we grant different levels of access rights to different users in the management
operating system. Access to other professional controlled information systems needs
to be confirmed through the firewall and data interface, and the information stored
under each user name is subject to technical encryption and certificate authentication,
Users without corresponding qualifications cannot access the information possessed
by other users [12]. In this way, low-level users will not be able to obtain the data
held by high-level users. On the contrary, high-level users can control and manage the



16 C. Qi et al.

identity permissions of low-level users. So as to achieve the ultimate goal of zoning and
hierarchical management.

2.3 Physical Security Management Based on EPON Technology

According to the requirements of relevant technical standards and specifications of power
communication access network equipment, as well as the safety risk, reliability risk,
electrical and electromagnetic compatibility safety risk of EPON equipment technical
indicators, the following safety protection points are put forward:

(1) According to the security risk factors of technical indicators of access network
equipment, it is required that the OLT MAC function and performance of EPON
equipment, the MAC performance of ONU, uplink bandwidth allocation function,
ONU loopback operation, Ethernet performance, QoS function [13, 14], multicast
function and performance, service interface function and performance, and optical
interface characteristics meet the requirements of relevant standards and specifi-
cations for network access detection, Select equipment manufacturers with high
reputation.

(2) In view of the safety risk factors of electromagnetic compatibility, the electromag-
netic compatibility radiation and immunity of access network equipment are required
to meet the requirements of standards and specifications for network access detec-
tion, includingportwithstandvoltage detection, impulse voltage detection, immunity
detection, etc.

(3) According to the reliability requirements and safety risk factors, the topology of
EPON networking optical cable shall be designed according to the power grid struc-
ture, the importance of carrying business and the construction of optical cable, and
support three switching modes: trunk optical fiber protection, full protection and
hand-in-hand. 10 kV communication access network should adopt ring, tree or star
topology, and 0.4 kV communication access network should adopt bus, tree or star
topology. For EPON network [15, 16], the networking structure carrying important
services of distribution network (such as distribution automation) shall adopt double
star backbone ring, double chain backbone ring or hand-in-hand networking mode.
Important board redundancy of EPON equipment, such as OLT main control board
and power board redundancy protection.

(4) Safety management: carry out safety management on environment, assets and net-
work, carry out safety management on network operation and maintenance, and
formulate safety incident disposal plan and emergency plan.

(5) Personnel safety management: formulate communication personnel management
system, including personnel departure, assessment, safety training, etc.

2.4 Information Security Management Based on EPON Technology

The EPON network of power communication network carries the data transmission of
remote protection service and the transmission of power information collection service,
which requires high confidentiality and controllability of information. At the same time,
the load-bearing service of power communication EPON network is sensitive to time
delay. Therefore, the technical means of encryption authentication, service isolation,



Security Management Method of Power Communication Access Network 17

message filtering, access control and security management are adopted in EPON net-
working to ensure the integrity, confidentiality, availability and controllability of the
transmitted data in the network.

(1) Encryption authentication
EPON downlink data is subject to triple agitation and de agitation processing

to isolate information among users. The uplink MAC (media access control) frame
and OAM (operation management and maintenance) frame are processed by triple
stirring encryption algorithm to prevent malicious users from forging MAC frame
or OAM frame in the data channel to change the original configuration of the system
or destroy the system.

(2) Service isolation
EPON shall support the implementation of VPN based on VLAN technology

according to user services [17], and shall support VLAN based on port or MAC
address. The number of MAC addresses received by the user port shall be limited,
or the user’s MAC address shall be bound with the specified port. At the same time,
the Mac and IP addresses of users shall be bound.

(3) Message filtering
In EPON system, ACL stream filtering mechanism is adopted to enable the

system to support the source and destination MAC address frame filtering of ports,
and also realize the packet filtering of upper layer protocol types, such as source,
destination IP address, vlanid and TCP port number.

(4) Access control
Access control for servers, equipment terminals, etc. shall be realized in EPON

networking, and network access control means such as 802.1× shall be used for
authentication before access to the network.

(5) Safety management
For EPON networking, safe remote management mode and safe network

management system shall be adopted for monitoring and management.

3 Experimental Analysis

Build a distribution network integrated service communication access test platform,
and verify the application effect of EPON Technology in power communication access
network security management through the analysis of test data.

3.1 Experimental Platform

The integrated service communication access test platform of distribution network is
used to simulate the integrated access of real-time and non real-time services such as dis-
tribution automation, power consumption information acquisition and video monitoring
in distribution network, and to realize the comprehensive monitoring and management
of various communication equipment in distribution communication network. The test
platform consists of hardware platform and software platform. The hardware platform
includes EPON system, distribution automation system, such as data transmission unit,
feeder terminal, contactor, power consumption information acquisition system (con-
centrator, collector), three-layer Industrial Ethernet switch, server, front-end computer,



18 C. Qi et al.

workstation, camera terminal, communication power supply, etc. The software platform
includes three parts: distribution network communication network management system,
distribution automation system and remote meter reading system. The test platform is
composed of master station layer, convergence layer and access layer. The master station
layer includes integrated network management system, distribution automation master
station system, power consumption information acquisition master station system and
integrated access hardware platform; The convergence layer is a ring network com-
posed of three three-layer Industrial Ethernet; The access layer is EPON system. The
test platform can realize the remote control, remote signaling and telemetry functions of
distribution automation and the remote meter reading function of power consumption
information acquisition. At the same time, on the test platform, all communication equip-
ment of the platform can be centrally monitored and managed through the distribution
network communication network management, realizing the comprehensive access of a
variety of communication technologies, as well as the access of distribution automation
and power consumption information acquisition services, and isolating the power con-
sumption information acquisition and distribution automation services through different
PON ports.

3.2 Experimental Setup

Establish a test platform, log in to the test platform network management, ensure the
normal monitoring and control of all equipment on the network, and ensure the nor-
mal data transmission of the network. The MAC address of each ONU is bound with
the OLT. In the process of data transmission, the data is further processed by using
the above design method, the key update cycle is set to 10 s, and the peak bandwidth
and minimum guaranteed bandwidth of each ONU are allocated according to the ser-
vice requirements. Observe the data transmission and record the changes of system
throughput and forwarding delay.

Secondly, in order to ensure the reliability of power communication EPON net-
working service, trunk optical fiber redundancy protection or full protection is usually
adopted. Therefore, in the test platform, the above two protection measures are adopted
for EPON networking carrying distribution automation service and power consumption
acquisition service respectively to simulate link or equipment failure, switch transmis-
sion service and record protection switching time. First, create backbone optical fiber
protection or full protection on EPON equipment, and bind any two PON ports in PON
service board onOLT tomake the two PON ports have the same configuration. Secondly,
the bandwidth of each ONU is allocated according to the bandwidth requirements of the
bearer service.
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3.3 Analysis of Experimental Results

Throughput Test
In the power communication access network, the services with packet length of 64 bytes,
128 bytes, 256 bytes, 512 bytes, 1024 bytes, 1280 bytes and 1518 bytes are transmitted
respectively. The uplink and downlink throughput of the network are tested when EPON
technical safety protection measures are adopted. The recorded results are as Table 1:

Table 1. Throughput

Byte Tradition (down) After EPON technology
processing(down)

Tradition (up) After EPON technology
processing(up)

64 978.4 978.4 989.4 989.4

128 981.8 981.8 974.3 974.3

256 993.5 993.5 988.4 988.4

512 995.2 995.2 986.2 986.2

1024 994.7 994.7 982.4 979.7

1280 995.4 995.4 977.1 978.5

1518 998.3 998.3 977.0 978.4

It can be seen from Table 1 that when EPON Technology is used to process down-
link data (including data frame and control frame) and EPON Technology is used to
process uplink MAC frame and OAM frame in networking, it has no impact on system
throughput.

Forwarding Delay Test
WhenEPONTechnology is adopted, 90%of the throughput services are forwarded in the
network, that is, seven services with different packet lengths of 64 bytes, 128 bytes, 256
bytes, 512 bytes, 1024 bytes, 1280 bytes and 1518 bytes are forwarded respectively. Test
whether the forwarding delay is affected by security measures, and record the average
forwarding delay results of multiple groups for comparison.

It can be seen fromTable 2 that in networking, EPONTechnology has little impact on
data forwarding delay after processing downlink data, including data frame and control
frame, that is:

�Tavg(down) ≈ 0.25(μs) (1)

Table 3 shows that EPON Technology has little impact on data transmission delay
when processing uplink MAC frames and OAM frames, that is:

�Tavg(up) ≈ 0.05(ms) (2)
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Table 2. Downlink forwarding delay (µs)

Byte Tradition After EPON technology processing

64 17.564 17.621 17.623 17.845 17.816 17.884

128 20.465 20.549 20.654 20.847 20.647 20.716

256 25.504 25.648 25.624 25.843 25.741 25.769

512 36.142 36.249 36.654 36.491 36.287 36.347

1024 57.814 57.864 57.889 57.984 57.915 57.934

1280 68.945 68.951 68.934 69.087 69.051 69.054

1518 79.148 79.201 79.219 79.413 79.148 79.201

Table 3. Uplink forwarding delay (µs)

Byte Tradition After EPON technology processing

64 1.287 1.301 1.301 1.342 1.331 1.323

128 1.306 1.304 1.306 1.387 1.337 1.314

256 1.325 1.324 1.304 1.399 1.357 1.387

512 1.354 1.351 1.327 1.471 1.367 1.397

1024 1.465 1.475 1.413 1.487 1.447 1.448

1280 1.423 1.416 1.447 1.489 1.466 1.487

1518 1.489 1.476 1.487 1.497 1.504 1.516

Class B Protection Test
The tester sends uplink and downlink data through ONU/OLT, the frame length is 1230
bytes, the rate is 100 Mbps, and the data service is normal; Simulate the disconnection
or abnormality of the working optical fiber, check whether the service can be automati-
cally switched to the standby optical fiber, check the packet loss, record the uplink and
downlink packet loss, and convert it into the service switching time according to the
rate:

Ta = fm − fx
v

(3)

where Ta refers to the service switching time, and the unit is s; fm represents the total
number of bytes sent, in MB; fx represents the total number of bytes received, in MB; v
represents the transmission rate, in Mbps.

It can be seen from Table 4 that in order to ensure the safety of EPON network-
ing services, when class B protection (backbone optical fiber protection) is adopted for
important lines, if the optical fiber is damaged or abnormal conditions occur, the trans-
mission services will be switched to the standby link, the data will be lost during the
switching process, and the packet loss rate will not increase with the increase of traffic.
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Table 4. Average switching time of backbone optical fiber protection (MS)

The number of ONU down up

1 2 6

2 1.5 5.25

3 2 6.25

4 2 6.2

Class C Protection Test
Class C protection is full protection, and standby protection is used for trunk optical fiber
and branch optical fiber. The tester sends uplink and downlink data through ONU/OLT,
the frame length is 1230, the rate is 100 Mbps, and the data service is normal; Simulate
the disconnection or abnormality of the working optical fiber, check whether the service
can be automatically switched to the standby optical fiber, check the packet loss, record
the uplink and downlink packet loss, and convert it into the service switching time
according to the rate.

It can be seen from Table 5 that in order to ensure the security of EPON networking
services, full protection is adopted for important lines. Because EPON adopts broadcast
mode in downlink and time division multiplexing technology in uplink, if the optical
fiber is damaged or abnormal, the uplink switching time is significantly greater than the
downlink switching time in the switching process. The switching time will not increase
with the increase of business volume, and the switching time is less than 50 ms.

Table 5. Average switching time of full protection (MS)

The number of ONU down up

1 3.80 24.50

2 3.70 30.10

3 5.80 31.00

4 4.10 30.23

4 Conclusion

With the development and application of national, local and large-scale enterprises and
institutions’ communication networks, all kinds of communication networks are required
to not only provide safe information transmission channels, but also the nodes necessary
for transmitting information, because the security equipment providing security protec-
tion function is usually located at network nodes such as terminals, routers, gateways
and front-end computers, It is a problem that must be considered in the future develop-
ment of power communication network. I hope the above contents can provide effective
reference for relevant research.
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