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Abstract. Denial of Service (DoS) and Distributed Denial of Service
(DDoS) attacks pose a serious threat to the internet community by dis-
rupting the availability of services. The current methods for detecting
DoS and DDoS attacks have several drawbacks including a high false-
positive rate and are mostly supervised techniques. The datasets used
lack recent attack types. To overcome these limitations, we propose
Hiatus: two independent generative models as anomaly detectors: (1)
Variational Auto Encoder (VAE), and (2) Generative Adversarial Net-
work (GAN) to classify the traffic flow as either benign or DoS or DDoS.
We make the following contributions: (1) two learning algorithms (VAE
and GAN) are trained in an unsupervised fashion to detect DoS and
DDoS traffic without the involvement of labeled data, (2) avoid exter-
nal feature engineering, (3) both the learning algorithms are trained and
tested on CICDDoS2019 dataset which consists of latest exploitation
and reflection based attacks, and the models are benchmarked by test-
ing them with CICIDS2017 and UNSW-NB15 dataset. With the evalu-
ated results, the proposed approaches outperform existing state-of-the-
art techniques and could be used for effective DoS and DDoS detection.

Keywords: Denial of Service · Distributed Denial of Service ·
Unsupervised learning · VAE · GAN · UNSW-NB15 · CICDDoS2019

1 Introduction

Network attacks pose a serious threat to the growing internet traffic. With high-
speed internet access and the rapid expansion of computer networks, we see an
increase in the number of cyberattacks. One of the most common network attacks
is the Denial of Service or Distributed Denial of Service attacks. Such attacks
tend to disrupt the availability of the resources in the network by overwhelming
traffic from various sources. These DoS and DDoS attacks are focused on obtain-
ing financial or economical benefits, besides being used as a tool for revenge and
also for political and military advantages. According to the quarterly reports on
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DDoS attacks by Kaspersky1, for the second quarter of 2021, the top three most
attacked countries are the United States (36.00%), China (10.28%), and Poland
(6.34%). Almost 60% of the attacks were UDP flood attacks, and the next being
SYN flood attacks accounting for 23.67%.

Network Intrusion Detection Systems (NIDS) are employed to detect such
DoS and DDoS attacks. NIDS can be classified into signature-based and
anomaly-based. Signature-based NIDS attempts to match with the known attack
signatures to detect intrusions. The main drawback of such systems is that they
cannot detect unknown attacks. On the other hand, anomaly-based NIDS tries
to capture the normal behavior of the network, and any deviation from such
behavior is flagged as an intrusion. The main advantage of anomaly-based NIDS
over signature-based NIDS is that it could even detect unknown attacks and
hence the former is preferred over the latter.

Such anomaly-based detection systems are built through statistical meth-
ods besides using machine learning techniques. Deep learning has shown to be
effective in various tasks due to the availability of data. Many such learning
techniques have been proposed to detect the normal and DoS and DDoS records
from the network flow. There are some drawbacks to the existing techniques.
One such drawback is the limitation in the availability of labeled data which is
required for the supervised learning techniques. To overcome this, unsupervised
detection of DoS and DDoS traffic is required.

1.1 Motivation and Problem Statement

Most of the state-of-the-art approaches are based on supervised learning tech-
niques. The major challenge with supervised learning techniques is the collection
of large-scale labeled data which is quite tedious. Moreover, supervised learning
techniques do not generalize well to unknown attacks. Even though some unsu-
pervised learning techniques exist for detecting DDoS attacks, they suffer from
a high false-positive rate. Moreover, the datasets used in existing works do not
address the detection of up-to-date DDoS attacks.

The existing works rely on using the network traffic to detect the attacks.
But all these network traffic features do not contribute to the detection of DoS or
DDoS attacks. Therefore, the important features from the network traffic have
to be extracted. Existing works apply different feature engineering techniques to
extract the necessary data from network traffic. But these feature engineering
techniques require expertise and vary with different data and algorithms. In
addition, as the attacks are evolving on a daily basis, it is necessary for the
system to be able to detect recent attacks.

In summary, existing DDoS detection systems suffer from heavy dependence
on labeled data for training, unsatisfactory performance, complex feature engi-
neering techniques. To solve the limitations of existing approaches, there is a need
for a DoS and DDoS detection system which is capable of detecting up-to-date
DoS and DDoS attacks from network traffic without relying much on labeled

1 https://securelist.com/ddos-attacks-in-q2-2021/103424/.
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data (i.e. in an unsupervised fashion). The proposed model should be capable
of generating abstract features from high dimensional data without involving
domain expertise and without deteriorating performance.

Shortcomings. Most of the above-mentioned techniques implement feature
extraction through various techniques in order to develop the model which
impedes the development of a model suitable across data from different ori-
gins and has to adapt to different algorithms. Moreover, highly accurate models
require labeled data for development. Thus, we need a methodology to detect
DoS, DDoS attacks without heavy dependence on labeled data and complex
feature engineering techniques.

Research Gaps. Even though numerous solutions exist for the detection of
DDoS attacks, the setbacks in the existing works lead to the following research
questions:

– RQ-1: how to develop systems capable of detecting DoS, DDoS attacks with-
out much reliance on labeled data?

– RQ-2: how to generate or extract abstract features from high dimensional
data without any domain expertise?

– RQ-3: how to develop a detection system with a low false-positive rate along
with less inference time capable of detecting recent attacks?

1.2 Approach Overview

To build a model for detecting DoS, DDoS attacks, we train two generative mod-
els in an unsupervised fashion. This will eliminate the reliance on labeled data to
a larger extent. Therefore we train Variational Autoencoder (VAE) and Gener-
ative Adversarial Network (GAN) on a single category of data (either benign or
malicious). Through this, we limit the usage of labeled data. We are aware that
collecting one particular category of data without contamination is not feasible.
Therefore, one of our models i.e. VAE is trained with a particular category of
data along with a few records of another category as outliers. Through this, our
model is robust to outliers in the training data.

Although many works exist for detecting such attacks through shallow and
deep ML models, we propose the use of generative models to design the detection
system. The main advantage of these generative models is the modeling and
learning of the distribution of the training data. Since the model learns the
distribution of the data, additional feature selection techniques are not required.
Hence generative models are best suited to avoid domain expertise and complex
feature engineering procedures.

1.3 Results Overview

We have conducted multiple sets of performance evaluation and benchmarking
experiments. We evaluated Hiatus(VAE and GAN models) on multiple datasets
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like CICDDoS2019, CICIDS2017, and UNSW-NB15 datasets containing recent
DoS, and DDoS attacks. The proposed GAN model achieves around 99% recall
with a false positive rate of 4.16% on the CICDDoS2019 dataset. The proposed
VAE model achieves 96.27% recall with a false positive rate of 0.08% on the
CICIDS2017 dataset. Moreover, both the proposed models i.e. GAN and VAE
achieve 99.93% and 98.87% accuracy along with the false-positive rates of 0.35%
and 2.7% respectively.

Our Contributions. We make the following contributions to address the exist-
ing research gaps.

– We propose Hiatus - a DoS, DDoS detection system with two independent
generative models VAE, and GAN trained in an unsupervised fashion to
detect DoS and DDoS attacks.

– We train the generative models without any external feature engineering pro-
cess. These generative models are robust to noise in training data.

– We train the models on CICDDoS2019, consisting of modern reflection-based
attacks and exploitation-based attacks. Also, the models are trained and
tested on datasets like CICIDS2017, UNSW-NB15 and benchmarked.

The remainder of this paper is organized as follows: Section 2 investigates the
existing works, Sect. 3 provides a detailed discussion on the proposed models. In
Sect. 4 and Sect. 5, the performance of the model along with its results in addition
to comparison with existing state-of-the-art is provided. The evaluation results
are discussed in Sect. 6, conclusion is provided in Sect. 7 with references at the
end.

2 Related Work

Various methods for detecting DDoS attacks have been proposed in the liter-
ature. Some techniques use statistical methods to detect such attacks which
resulted in increased computational complexity. Other techniques include data
mining and machine learning methods to detect DDoS attacks. This section sum-
marizes various machine learning techniques to detect DoS and DDoS attacks
along with their missing gaps.

Supervised Learning Techniques: In [15], an ensemble of deep learning tech-
niques (CNN, LSTM, RNN) is trained on the CICIDS2017 dataset to detect
DDoS attacks. Two binary classifiers are trained individually and ensembled.
In [29], DeepDefense - several variations of recurrent deep neural networks like
LSTM, GRU, CNN-LSTM are trained on the ISCX2012 dataset to differenti-
ate normal traffic from DDoS attacks. Generally, deep learning models involve a
higher number of parameters than shallow machine learning models and hence
involve higher inference time. However, there is only a 0.1% difference in F1
score between a Random Forest model and the proposed LSTM model. [14] pro-
posed a deep Autoencoder for feature extraction followed by classification of
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normal and DDoS traffic through the k-Nearest Neighbour algorithm. The pro-
posed work includes both binary and multi-class classification with the hyper-
parameters of k-NN and Autoencoder optimized through Bayesian optimization.
General ML techniques like Random Forest, outperform the proposed AE + k-
NN technique. [16] analyzes statistical features of four different DDoS attacks
(SSH Brute-force, DNS Reflection, ICMP flood, TCP SYN) obtained from a
simulated dataset. The technique aims to detect DDoS attacks from the source
side. The pre-trained model in addition to several machine learning models like
Decision Tree, Naive Bayes, K-means acts as an online learning mechanism i.e.
using these predictions the pre-trained model can be updated. A combination of
different algorithms could have affected the performance, especially in the case
of unsupervised learning algorithms. [9] uses a RNN-autoencoder (autoencoder
with RNN layers) as a feature extractor in the pre-training stage and a softmax
classifier is used in fine-tuning stage to classify the normal and malicious traffic
in CICDDoS2019 dataset. Though the dataset consists of around 11 types of
DDoS attacks, the model is trained as a binary classifier. RNN has its bene-
fits for sequence data. But the advantage of using it over feed-forward neural
networks is not illustrated. One of the major issues of the supervised learning
approach is the lack of labeled data. Obtaining labeled data on a large scale is
costly in terms of computation. Moreover, these approaches employ additional
feature engineering techniques which would vary over data and algorithms.

Unsupervised Learning Techniques: In the case of unsupervised learn-
ing, labeled data is not required for building the classifier. In [10], multivari-
ate correlation analysis is performed on network features to show the degree
of dependency. Clustering through DBSCAN algorithm is used to cluster nor-
mal and DDoS traffic with experiments on CAIDA DDoS dataset. Accuracy of
99.99% with only 3000 testing records could not account for the validity of the
model. But DBSCAN falls behind with datasets where the density of normal
and DDoS records are similar. In [4], K-means clustering is used for determining
the cluster with experiments on CAIDA DDoS dataset. But K-means clustering
does not work well with non-spherical cluster shapes. [22] proposed an autoen-
coder trained on CICIDS2017 dataset to obtain low-dimensional data. The low-
dimensional normal traffic is used to train the One Class-SVM model to classify
the DDoS traffic. Although the model has good accuracy of 99.35% accuracy,
the false positive rate is quite high and also it requires noiseless normal traffic
for training which is difficult to obtain in the real world setup. [19] proposed
two Self-Organizing Maps (SOM) to label the unlabeled data. One SOM is used
to mark the record as normal or suspicious and the other to mark the suspi-
cious record as normal or DDoS attack. The labeled data is used to train an
ensemble of Random Forest, Decision Tree, and Gradient Boosted Tree through
max voting. If the input data has several hot spots, SOM might generate several
smaller groups instead of one larger group. If there are discrepancies with the
initial SOM model, it would adversely affect the classifier. The main drawback
of unsupervised learning algorithms is the high false-positive rate.
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Semi-Supervised Learning Techniques: To tackle the problem of high false
rate, and the need for a large amount of labeled data, semi-supervised learning
approaches have been proposed that work on labeled and unlabeled datasets. In
[1], agglomerative clustering and K-means cluster the unlabeled data into two
clusters, and initial labelling is done based on entropy. Labeling is done based
on the voting of the two clustering techniques followed by supervised train-
ing and testing through SVM, Random Forest, k-Nearest Neighbours. A simu-
lated dataset is used for training, and the model is evaluated using CICIDS2017
dataset. Even very slight differences in entropy values may mislead the initial
labeling process and lead to bad clusters. In [17], Co-clustering is employed for
dimensionality reduction, and the dataset (NSL-KDD and ISCX2012) is split
into three clusters: 1. the cluster with DDoS traffic, 2. the cluster with normal
traffic, 3. the cluster with DDoS-normal traffic. Cluster 2 is considered to be
noisy normal traffic and thus it is eliminated and the remaining clusters are
combined and trained with Extra-tree classifier.

In [21], the centroid of 14 clusters (13 attack types and normal) obtained
through Fuzzy C-means clustering is predefined based on the available labeled
data. The cluster for unlabeled data is determined using the membership value.
Botnet 2014 dataset containing 13 DDoS attack types was used for experimenta-
tion. Noise in the available labeled data used for determining the initial clusters
may lead to instability. [13] proposed constrained K-means clustering for distin-
guishing normal traffic from DDoS traffic. The centroid for the clusters is ini-
tialized through the labeled seed set with Lincoln Laboratory Scenarios(DDoS)
1.0 dataset. Though the time to converge is less than K-means, it works on
the assumption that the initial labeling of the seed set is noise-free. In [12],
the candidate feature set is obtained based on entropy difference and ranked
through K-means based on the ratio of average sum of squares error to cluster
distance (RSD) followed by Sequential Forward Selection. After feature selec-
tion, K-means clustering is performed with an allocation of initial cluster centers
based on labeled data density. Experiments were performed on DARPA, CAIDA,
CICIDS2017, and a real-world dataset independently. Feature selection leads to a
very less number of features used for training and testing. With such less number
of features and noise in the data points used for allocating initial cluster centers,
this technique becomes unstable. [3] surveyed the machine learning approaches
used to detect DDoS attacks.

3 Our Proposed Approach

We propose Hiatus - an unsupervised DoS and DDoS detection method based on
generative models like Variational AutoEncoder (VAE) and Generative Adversar-
ial Network(GAN) trained on datasets with recent DDoS attacks. VAE is preferred
over AutoEncoder because the classification of normal and DDoS traffic is based
on the reconstruction score which considers the variability of the distribution of
variables rather than the reconstruction error of AutoEncoder which is determin-
istic. GAN is trained to fit the distribution of normal samples and based on its
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ability to reconstruct a sample from certain latent representations, the classifi-
cation between normal and DDoS traffic is done. Both VAE and GAN can han-
dle complex high dimensional data, thus eliminating the curse of dimensionality.
Moreover, both techniques are trained in an unsupervised fashion.

3.1 Variational Autoencoder

Variational Autoencoder (VAE) [18] is an unsupervised directed probabilistic
model whose structure is similar to that of an Autoencoder. It consists of an
encoder, a latent distribution, and a decoder. The difference between Autoen-
coder and VAE is that Autoencoder is a deterministic model and could not
produce new samples. But VAE is a probabilistic model and can produce new
samples. The probabilistic encoder eθ and the probabilistic decoder dφ together
form the Variational Autoencoder. The objective of VAE is the variational lower
bound of the marginal likelihood of the data. The marginal likelihood of indi-
vidual data points can be written as

logpθ(x(i)) = −DKL(qφ(z|x(i)||pθ(z)) + Eqφ(z|x(i))[logpθ(x|z)] (1)

where qφ(z|x) is the approximate posterior to be modeled. This posterior can be
denoted as N (μφ(x), σφ(x)) where μφ(x) and σφ(x) are the mean and standard
deviation of the posterior distribution derived through the VAE, pθ(z) is the
prior distribution of the latent variable z. pθ(x|z) is the likelihood of x given the
latent variable z. The first term of equation(1) is the KL divergence between
the approximate posterior and the prior. The second term of equation(1) is the
reconstruction of x. VAE models the parameters (mean and standard deviation)
of the distribution. VAE applies reparameterization by using a random variable
from a standard normal distribution. The latent variable z is reparameterized
through a transformation hφ(ε, x) where ε is the random variable from a standard
normal distribution.

z = hφ(ε, x), ε ∼ N (0, 1) (2)
This will ensure that the latent variable z follows the distribution of the approx-
imate posterior.

VAE is trained with one class of data (e.g. normal or with DDoS records)
and with little noise from the other class. During testing, a number of samples
are drawn from the encoder. For every sample, the decoder outputs the mean
and standard deviation. Based on this, the probability of generating the input
data from this distribution is calculated as the reconstruction score. The average
reconstruction score is used as the score for detecting DDoS records.

The main advantage of VAE over Autoencoder is that VAE takes variability
of the data into account which is not in the case of Autoencoder. It is possible
that both normal and DDoS records share the same mean value but their vari-
ance can differ. Most of the techniques for anomaly detection including GAN
require only one particular category of data without noise. Noise in such data
will deteriorate the performance of the model. Since VAE takes variability into
account, it could even work well with noise in the input data. The working of
the proposed VAE is depicted in algorithm 1.
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Algorithm 1: VAE for DoS and DDoS detection

INPUT: Training dataset X, Validation dataset Xval, Testing dataset X
(i)
test

i = 1, ..., M
OUTPUT: benign or anomalous
φ, θ ← train a VAE using X ;
α ← obtain through Validation dataset Xval;
for i ← 0 to M do

μz(i) , σz(i) = eθ(z|x(i));
draw N samples from z ∼ N (μz(i), σz(i));
for j ← 0 to N do

μx̂(i,j) , σx̂(i,j) = dφ(x|z(i,j));
end
reconstruction score(i) = 1

N

∑N
n=1 pθ(x(i)|μx̂(i,n) , σx̂(i,n));

if reconstruction score (i) < α then
x(i) is not an anomaly

end
else

x(i) is an anomaly
end

end

3.2 Generative Adversarial Network

Our model is based on [11]. A generative module and discriminative module
are trained for the detection of DoS and DDoS attacks. Both the generator
network G and the discriminator network D are trained in an adversarial fashion.
The generator is involved in mapping uniformly distributed noise sampled from
the latent variable z to the input space X through the mapping G(z). The
objective of the generator is to improve the generation of realistic data. Since
the proposed work is based on traffic flows, instead of CNN, ANN is used in both
generator and discriminator. The discriminator is aimed at mapping the input
data to the probability that the given input to D is real or generated by the
generator. The objective of the discriminator is to improve the identification of
real and generator data. During training, both the generator and discriminator
are optimized through a two-player min-max game.

minGmaxDV (D,G) = Ex∼pdata(x)[logD(x)]
+Ez∼pz(z)[log(1 − D(G(z))]

(3)

After training, the generator is capable of mapping the latent variable z to
realistic data. To detect the anomaly, two components are used: the residualloss
and discriminatorloss. The residual loss deals with the similarity between the
generated data from the generator G and the query data and it can be defined as

LR(z) =
∑

|x − G(z)| (4)
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If the generator is perfectly trained, the residual loss will be zero and the dis-
crimination loss is defined as:

LD(z) =
∑

|f(x) − f(G(z))| (5)

where f(.) represents the output of an intermediate layer of the discriminator.
The idea is to obtain a better feature representation through the intermediate
layer rather than relying on the scalar output of the discriminator. The GAN
model is trained only with one particular category of data (either benign or
anomalous data). In this way, the GAN model learns the representation of the
input data. As the model is being trained only with one particular category of
data, the GAN model could reconstruct that particular category of data. This
ability could be used to find the anomalous data since both the loss components
remain high for any other category of data. Therefore, the overall anomaly score
can be defined as the sum of both residual loss and discriminator loss. The overall
algorithm of the proposed GAN technique is given in Algorithm 2.

L(z) = LR(z) + LD(z) (6)

This anomaly score is used to detect DDoS attacks based on a threshold γ.

Algorithm 2: GAN for DoS and DDoS detection

INPUT: Training dataset X, Validation dataset Xval, Testing dataset X
(i)
test

i = 1, ..., M
OUTPUT: benign or anomalous
G, D ← train a GAN using X ;
α ← obtain through Validation dataset Xval;
for i ← 0 to M do

draw z ∼ N (0, 1);
LR(z) = |x(i) − G(z)|;
LD(z) = |f(x) − f(G(z))|;
anomaly score(i) = LR(z) + LD(z);
if anomaly score(i) < α then

x(i) is not an anomaly
end
else

x(i) is an anomaly
end

end

4 Performance Evaluation

4.1 Datasets

In this section, we list the publicly available datasets consisting of DDoS attacks.
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The CAIDA "DDoS Attack 2007" dataset [5] contains one hour of anony-
mous traffic traces from a DDoS attack. DARPA dataset [20] consists of LLDOS
1.0, which includes a DDoS attack by a novice attacker against a naive defender,
LLDOS 2.0.2 which includes a DDoS attack by a stealthy attacker yet novice
against a naive defender, and Windows NT Attack Dataset. NSL-KDD [27] con-
tains four categories of attacks: Probe, DoS, R2L, and U2R. It contains 10 types
of DoS attacks like Neptune, back, Teardrop, Pod, etc.

The main drawback of the above-mentioned datasets is that almost all of
them are outdated. They do not contain recent types of DDoS attacks. In order
to solve this issue, we use the CICDDoS2019 dataset [26] which remains as one
of the largest public dataset and addresses the gaps in the existing datasets. It
contains the most up-to-date DDoS attacks like SSDP, NTP, NETBIOS, etc. It
consists of both reflection-based and exploitation-based attacks. 12 DDoS attacks
were included during the training day and 7 DDoS attacks were included during
the testing day.

Also, to validate the performance of our proposed approach and to com-
pare it with existing literature, we use two more datasets. UNSW-NB15 dataset
[23] is labeled and contains nine categories of attacks including DoS. It con-
sists of 49 features with around 16,353 DoS attack records. CICIDS2017 dataset
[25] is a labeled dataset and contains seven categories of attacks. It consists of
both DoS and DDoS attack types like Hulk, GoldenEye, Slowloris, Slowhttptest,
Heartleech, and Low Orbit Ion Canon attacks. We train our proposed model
with these datasets and benchmark them. Table 1 contains the distribution of
the above-mentioned datasets for both the proposed VAE and GAN models in
case of training, validation, and testing sets.

Table 1. Distribution of datasets for VAE and GAN models.

Dataset Approach Type of record Training Validation Testing

CICDDoS2019 VAE DDoS 207880 36685 61142
Benign 1000 4327 38948

GAN DDoS 181894 32100 91713
Benign – 4427 39848

CICIDS2017 VAE DDoS 22326 3941 11258
Benign 100 5990 539108

GAN DDoS 57127 10082 16803
Benign – 6000 54000

UNSW-NB15 VAE DDoS 100 2819 11276
Benign 89250 15750 45000

GAN DDoS – 2839 11356
Benign 76500 13500 60000
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Pre-Processing. The first step in pre-processing is to obtain the DDoS records
from various datasets. Benign and DDoS records are extracted from datasets
like UNSW-NB15 and CICIDS2017 since these datasets contain other types of
attacks also. Since CICDDoS2019 contains only DDoS records, the records are
equally sampled from all the different DDoS attacks.

The features containing flow details like timestamp, source IP, destination
IP, source port, destination port, etc. are removed. Also, the categorical features
are one-hot encoded. Outliers in the dataset are removed using z-score. Normal-
ization is important to convert all the features into a common scale. Hence the
data is normalized using min-max normalization.

4.2 Experiments

In our experiments, VAE and GAN are trained and tested for different distribu-
tions of datasets. For both, VAE and GAN methods, a threshold γ is required to
classify the data as benign or malicious. This threshold γ is calculated through
the validation set.

Model Setup for VAE. The encoder consists of two hidden layers with 16 and
8 dimensions. The decoder consists of two hidden layers with 8 and 16 dimen-
sions. The latent space consists of 2 dimensions. In addition to this, batch size,
the number of epochs for every dataset is determined through hyper-parameter
tuning. VAE is trained with only one class of data (either benign or DDoS data)
with little noise from the other. During training, the data is preprocessed and
passed into the probabilistic encoder where the latent vector learns the distri-
bution of the training data. The average reconstruction loss of the testing data
is calculated and the threshold is determined using the validation data.

Model Setup for GAN. The generator of GAN consists of two fully connected
layers with 64 and 128 units respectively. The units in the output layer of the
generator are the number of features. Therefore during training, the generator
tunes the latent space accordingly to generate data similar to training data. The
discriminator of GAN consists of three fully connected layers with 256, 128, 128
units respectively. The input to the discriminator is either the data generated by
the generator or the original data and the discriminator classifies the input as
original or fake. All these fully connected layers are activated with LeakyRelu and
20% dropout is applied. By calculating the sum of residual loss and discriminator
loss from the generator and discriminator respectively, and comparing it against
a threshold calculated through the validation set, the testing data is classified.

5 Results and Comparison

This section comprises the results of VAE and GAN implemented for the three
datasets: CICDDoS2019, CICIDS2017, and UNSW-NB15. To evaluate the per-
formance of the model, the metrics like Recall, Precision, F1-score, False Positive
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Rate are calculated. Since the testing data is imbalanced, robust scoring metrics
like F1-score, Area under ROC curve, and Area under PRC curve are calculated
in order to avoid bias from the imbalanced data. Moreover to benchmark against
the existing works, other metrics like Accuracy, Precision and Recall are also cal-
culated. Results are also obtained by varying the size of datasets. The training
size of datasets is varied from 50% to 90% and Receiver operating characteristic
curve, Precision-Recall curve are plotted.

5.1 CICDDoS2019 Dataset

Table 2 shows the performance of our proposed GAN and VAE models for CICD-
DoS2019 dataset in comparison with the existing models. It can be seen that
GAN performs a little better than VAE because the training data for VAE con-
tains noise (both categories of data) but GAN simply contains one category of
data. It is a trade-off between the inclusion of noise in training data and the per-
formance of the models. Although [6,9] are supervised approaches, our approach
being unsupervised performs on par and better respectively in terms of higher
accuracy and low false positive rate. Figure 1 shows the ROC curve along with
Area Under the ROC value and Precision-Recall Curve (PRC) along with Area
Under PRC value respectively for different sizes of the dataset for GAN and
VAE models. Figure 1e and Fig. 1f show the comparison between the proposed
VAE and GAN models in terms of ROC curve and Precision-Recall Curve.

Table 2. Performance of Hiatus on CICDDoS2019 dataset.

Method Precision(%) Recall(%) FPR(%) F1(%)

DDoSNet [9] 99% 99% – 99%
Automatic Feature Selection [6] 91.16% 79.41% – 79.39%
Hiatus-GAN (Our approach) 97.33 99.05 4.16 98.18
Hiatus-VAE (Our approach) 95.76 97.52 10.15 96.63

5.2 CICIDS2017 Dataset

Table 3 shows the performance of GAN and VAE for CICIDS2017 dataset. [28]
generalizes higher-order features from attributed network flow graph and detects
the network attack. [8] utilized convolutional neural networks to detect benign
or malicious traffic flows. [24] performs unsupervised feature selection and com-
putes initial cluster centers using a set of semi-identical instances and performs
clustering. [7] classifies DDoS records from normal records through the Ker-
nel Online Anomaly Detection algorithm which is unsupervised. [8] and [28] are
supervised techniques. Although our proposed work is unsupervised, and it is not
a head-to-head comparison, our proposed VAE model could perform equivalent
to the state of the art and in fact could achieve a better false-positive rate than
the state of the art. Our proposed GAN model could perform better than the
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other two existing works. Figure 2 shows the ROC curve along with Area Under
ROC value and Precision-Recall Curve (PRC) along with Area Under PRC value
respectively for different sizes of the dataset for GAN and VAE models.

5.3 UNSW-NB15 Dataset

Table 4 shows the performance of GAN and VAE for UNSW-NB15 dataset. In
[2], Feature Correlation Map is extracted to detect malicious traffic from normal
traffic. [17] utilizes network entropy estimation, co-clustering, and extra-tree

(a)
for GAN.

(b)
sizes of dataset for GAN.

(c)
for VAE.

(d)
sizes of dataset for VAE.

(e) Receiver Operating Characteristic
curve for VAE and GAN.

(f) Precision-Recall curve for VAE and
GAN.

Fig. 1. Results of VAE and GAN with CICDDoS2019 dataset.
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(a)
for GAN.

(b)
sizes of dataset for GAN.

(c)
for VAE.

(d)
sizes of dataset for VAE.

(e) Receiver Operating Characteristic
curve for VAE and GAN.

(f) Precision-Recall curve for VAE and
GAN.

Fig. 2. Results of VAE and GAN with CICIDS2017 dataset.

algorithm to detect DDoS attacks. Table 4 shows that the proposed VAE and
GAN methods outperform the existing methods in the literature. The main
reason for low performance in existing works is that the normal and DDoS records
in UNSW-NB15 are similar. Hence most of the models fail to perform better
or result in increased False Positive Rates. Since VAE takes the variability of
the data into account, it could differentiate between normal and DDoS records
effectively.
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Table 3. Performance of Hiatus on CICIDS2017 dataset.

Method Accuracy(%) FPR(%) Precision(%) Recall(%) F1(%)

LUCID [8] 98.88 1.79 98.27 99.52 98.89
DeepGFL [28] – – 75.67 30.24 43.21
Cluster center initialization [24] 81.98 59.68 79.16 81.98 80.54
E-KOAD [7] 99.55 0.23 95.24 95.24 95.24
Hiatus-GAN (Our approach) 91.59 11.01 73.85 100 84.96
Hiatus-VAE (Our approach) 99.28 0.08 99.55 96.27 97.86

Figure 3 shows the ROC curve along with Area Under ROC value and
Precision-Recall Curve (PRC) along with Area Under PRC value respectively
for different sizes of the dataset for GAN and VAE models. Figure 3e and 3f
show the comparison between the proposed VAE and GAN models in terms of
ROC curve and Precision-Recall Curve.

Table 4. Performance of Hiatus on UNSW-NB15 dataset.

Method Accuracy(%) TPR(%) FPR(%) F1(%)

Feature Correlation Map [2] 91.82 60.92 0.46 72.65
Semi supervised machine learning [17] 93.71 – 1.41 –
Hiatus-GAN (Our approach) 99.93 99.99 0.35 99.95
Hiatus-VAE (Our approach) 98.87 99.29 2.7 99.29

6 Discussion

The proposed generative models (VAE and GAN) have the advantage of less
reliance on labeled data during training which makes the feasibility of collection
of large-scale data easier. Considering the noise within a single category of data
in the real-world environment, the proposed VAE model proves to be robust to
noise and has on-par performance with the GAN model.

For different datasets and attacks, the existing works have relied on multiple
rounds of feature selection in order to achieve good performance. However, the
proposed approaches have eliminated the need for such expensive feature engi-
neering techniques. The proposed approaches can handle all the features of the
data and model it completely without any loss in potential information. There-
fore, Hiatus can ingest network traffic data in real time and could detect the
DoS and DDoS attacks without much latency as the system does not involve
complex feature engineering practices and also considers all the information for
detection.

In order to prove the robustness of our approaches, we have conducted multi-
ple experiments with varying proportion of training and testing data in addition
to using robust scoring metrics like Receiver Operating Characteristic (ROC)
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(a)
for GAN.

(b)
sizes of dataset for GAN.

(c)
for VAE.

(d)
sizes of dataset for VAE.

(e) Receiver Operating Characteristic
curve for VAE and GAN.

(f) Precision-Recall curve for VAE and
GAN.

Fig. 3. Results of VAE and GAN with UNSW-NB15 dataset.

curve, and Precision Recall Curve (PRC) and plotted their graphs for each of
the dataset to show that our models achieve good performance while handling
the data imbalance problem. Moreover, datasets containing recent attack types
are used and the model is capable of classifying new attack patterns due to its
unsupervised training nature.
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7 Conclusion

In this work, we have presented two generative models for the detection of DDoS
attacks which are capable of outperforming the performance of state-of-the-art
models. The benefit of both models is that they do not require additional domain
expertise for the feature selection and are unsupervised without any dependency
on labels. Despite being an unsupervised technique, our models could achieve a
low false-positive rate. To show the reliability of our approach, we have tested
the models on benchmark datasets and produced the results.
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