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Abstract. Deadlock is a major problem for systems that allocate resources (AL).
There are many solutions to the deadlock problem in distributed systems, the solu-
tions are divided into the following three groups: deadlock-prevention, deadlock-
avoidance, and deadlock-detection. AL and related deadlock prevention originate
from the design and implementation of operating systems and distributed comput-
ing. In this article, we systematize research related to distributed systems, problems
of AL, strategies in AL, and solutions to deal with deadlock situations in AL. We
present deadlock avoidance algorithms, and deadlock prevention, in addition, we
present a deadlock detection algorithm using a two-way search with running time
complexity of the horizontal arc O(m1/2) when the edge (v,w) is added to the
graph. Compare the two-way search algorithm with the improved algorithm, and
finally the experimental results.

Keywords: Resource allocation - Heterogeneous - Deadlock detection -
Deadlock Prevention - Virtual machine

1 Introduction

Cloud computing (CC), also known as virtual server computing, is a computing model
that uses computer technology and develops based on the Internet. CC provides a high
degree of flexibility in deploying, terminating, migrating, and scaling applications and
services [1]. Cloud Data Center (CDC) - consists of a series of physical cloud servers
connected through high-speed links that provide a variety of cloud computing services
such as Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure
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as a Service (IaaS) [2, 3]. In addition, CDC provides a variety of customizable settings
and additional features to meet the functional and non-functional requirements of end-
users. Efficient management and use of cloud resources are of considerable importance
to continuously meet application needs while ensuring Quality of Service (QoS) [4].

Ensuring smooth system protection one of the issues that need to be concerned is
Deadlock. In a distributed system, when there exists at least one process that requires a
resource to be held and is blocked indefinitely by another process, then the system will
generate a deadlock. A set of processes that request resources held by other processes
are called a deadlock [5]. In distributed systems, dealing with deadlock problems can
be divided into three strategies: deadlock-prevention [6, 7], deadlock-avoidance [8—10],
and deadlock-detection [11-15]. Deadlock is a major problem for systems that AL in
a distributed system. The main problem in deadlock avoidance is checking the safe
resource allocation status and checking whether there is a cycle after the allocation.
Deadlock prevention is a sequence of actions that ensures the constraints between the
processes in the system and the resources imposed on external actors. These constraints
monitor to ensure that external actors do not send requests that cause deadlocks [16]
(Fig. 1).
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Fig. 1. Types of deadlocks in distributed systems

In the past, deadlock avoid has been proposed in [17] using load balancing algorithm
to satisfy user requests. A heterogeneous server-based resource allocation algorithm
that overcomes deadlock by harvesting available resources from previously provisioned
users [18]. The scheduling algorithm AL for services on heterogeneous virtual server
platforms, in order to improve the detection algorithm and prevent deadlocks. [19]. Wysk
et al. [7] has developed a deadlock detection algorithm by finding optimal time intervals
through integer programming. The algorithm uses constraints to ensure agents do not
release resources unless specified. Classify the local and global deadlock detection prob-
lem in component-based systems as NP-hard [20]. The reinforcement learning method
is proposed to find the solution to optimize the schedule in resource allocation, and the
processes used in deadlock detection [21].
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Difference between cloud computing and grid computing in resource Allocation,
batch scheduling problem [22]. Recent studies have mostly focused on application per-
formance and resource variability for infrastructure. In this study, we explore solu-
tions related to the deadlock problem in distributed systems, then propose an improved
deadlock detection algorithm using a two-way search algorithm. Comparing the results
with the previous algorithm, the evaluation shows that the algorithm has improved
performance and efficiency in the system with heterogeneous resources.

The article has the following structure: in Sect. 2, we present related works; in
Sect. 3, we present the existing models; in Sect. 4, we present approaches for improving
the Two — way algorithm; in Sect. 5, we present our conclusions and suggestions for
future work.

2 System Model Resource Allocation in Heterogeneous Distributed
Platforms

Resource provisioning in cloud computing is divided into two main areas, which
are strategy-based and parameter-based. Depending on the characteristics, different
purposes to use different strategies Fig. 2.
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Fig. 2. Categorization of resource allocation in cloud computing

The advent of heterogeneous system computing presents many advantages over
traditional distributed computing and heterogeneous computing which includes many
different types of architectures. Cloud computing has a different resource provisioning
model than scheduling, or grid computing [23-26].
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2.1 The Application

A setof processes pl, p2,...pn transmit messages over the network, each using its proces-
sor, different memory, different physical clocks, and different means of communication.
Out of order, messages may be duplicated or truncated, processors may fail, or network
links may be broken, as defined in a heterogeneous distributed system. A directed graph
consists of nodes and edges, in which processes are represented as nodes, the edges of
the graph are considered as packets transmitted between nodes, so the distributed system
will represent directed graphs.

The background charts for the grid platform. Figure 3 depicts eight processes, each
of which is equivalent to an independent processor in memory. The author has modeled
the heterogeneous set of resources and linked them as nodes and edges. Example 1 A
example simple platform.
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Fig. 3. A example simple platform

The resource allocation process, a process is always in one of two states: running
or blocked. The process that is provided with the required resources will execute and
stay running. Conversely, a process that requests a resource that is being held by another
process will be in a waiting state.

2.2 Wait-For-Graph (WFG)

For distributed systems, we use a directed graph to model the state of the system, called
a waiting-for-graph (WFG) [24]. In a WFG, Processors are represented as Nodes of the
graph, and edges are represented as resource requests, for example, edge E1 is directed
to E2, if E1 is waiting for resource E2, waiting for E2 to release the resource. If the
directed edges E form a cycle, the processes occupy the resources, there is a cycled
WFG graph, and the system will be locked.
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2.3 The Algorithms Distributed System Resources Detection

Step 1. Build an agent whose task is to list the states N1, N2, ....Nm with the property
of reachability. In other words, from an agent point A can represent N1, N2, ....Nm, so
that all other agents know and can access.

Step 2. The Breadth-First-Search (BFS) is created with the nodes below:

{N1}, {N2},....,{Nm}, {N1,N2},..., {Nm — I, Nm},..., {N2,...,Nm}, {N1,N2,...,
Nm}

Step 3. Each unique node is checked, based on BFS, and following these steps:

a) All resource-equivalent prerequisites in the node are set to “true”.

b) Resource requests in the list of nodes are the cause of the infinite loop, calculate
the cost generated and return nodes if there is a path.

Algorithm execution results show occupied resources, these are resources held by
other processes. These resources will be the input list to run the deadlock-detection
algorithm.

1. Mitchell and Merritt’s deadlock detection algorithm

Mitchell and Merritt’s algorithms belong to the group of edge-chasing algorithms
where the probe is sent upwards directly on the edge of the WFG. The algorithm appears
in four steps as follows:

— Blocked
Active
Transmit
Detect

The algorithm works by assigning labels to processes, a private label, and a public
label. The sequence of the algorithm is as follows: first, a public label is assigned to
all processes and initialized to the initial value. Then each process’s label is assigned
to the corresponding value. When a process P requests a process Q, both processes will
be assigned a label greater than that of P and referred to initially. This is the blocking
step, at which point P is considered blocked. While process P is blocked, process Q is
waiting. Meanwhile, if the above public label on process Q is greater than P, then process
P puts the public label on process Q. This is the transition step. In the system, if there is
a waiting cycle M, the maximum transition is M - 1 before deadlock is detected.

2. Algorithm to Avoid deadlock

To avoid deadlock, we assign a list of groups called “bad groups” to all active agents
and name it “To-Avoid-List”. In this list, the elements have their sublists. Thus, the list
contains the states of the active agents of the deadlock elements detected by the system
in the previous steps. In the event of an environmental impact, agents actively check
the ToAvoid-List to ensure that the system does not perform a bad transition. When
the request process is sent to an active agent, it predicts its next persistent state. The
agent’s state prediction system actively checks the ToAvoid List, to find if the state is
in the sublist. If the alert state is present, a query is sent to the other agents active in the
sublist. If the current state of all agents matches the states in the sublist, the end system
enters a deadlock state. Therefore, agents actively prevent requests from performing
tasks, thereby avoiding deadlocks.
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3. Deadlock detection for resource allocation using Two - way search in
heterogeneous distributed platforms

In this study, we propose an algorithm for deadlock detection, saving the properties
of a directed graph with n vertices, when a new node is added to the graph by a two-
way search algorithm. The minimum time for the algorithm to detect deadlocks takes
O(m1/2), the time limit for adding m edges to the directed graph. The results show
that when the edge detection algorithm (v, m) always exists a path consisting of edges
connecting vertices from m to v.

2.4 Algorithmic Approach to Deadlock Detection

The two-way purple search algorithm finds the cycles and then rearranges the order of
the vertices if there is no cycle in the graph. The efficiency of a two-way search algorithm
depends on the number of edges visited during cycle detection in the graph.

Diffusing
Computations
Based
Algorithms

Edge-chasing Deadlock Path-Pushing

Algorithms. Detection Algorithms.

Global State
Detection
Based
Algorithms.

Fig. 5. Deadlock Detection Algorithms In Distributed System
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CJ.CP “ Cj’ @m: Maximum available capacity of CPU, RAM class IaaS provides j
r;p “r jr “": The new resource value of TaaS provides j (Fig. 5).

3 Our Algorithm to Prevention Deadlock

Consider the process Pi requesting resources, to solve deadlock prevention problems.
Where P8 and P2 (Fig. 4) both processes request rl1 and r2. Preventing babies from
shutting down will help provide the best resources. Efficient resource scheduling prevents
deadlocks.

Therefore, the proposed algorithm acts as the engine that provides the necessary
content about the process situations whether each is in progress, missing or waiting,
and this fact can be expressed by graph through the dependency graph presented in this
paper. So, when the process waits - for a broken dependency, the corresponding content
will be restored immediately from the system, if not a deadlock will occur.

Set {rl, r2,..., m} is the set of available resources, processes P access resources R.
Each process can access only a subset. Processes are required to follow the rule

e Any session, any process can call re_resource(rk) only when it has received all the
resources rj it needs, that is rj < rk.

e Since process pl at the moment owns the resource Ra and is waiting for the resource
Rb, it calls re_resource(Ra) first and then re_resource(Rb).

e When process p2 owns resource Xb and is waiting for the resource to come out, it
first calls re_resource(Rb) and then it re_resource(Rb).

In heterogeneous distributed platforms, we propose to prevent deadlock algorithm
includes the following steps (Fig. 6):

R

* A processor process
identified in step 2 can
use resource R for a
specific amount of time
(t-3).

* Time t-1 and no other
process occupies it. in
the period t-2

e For a particular time
period (t-1) no other
requests than provided
resources are made to
any process

* A processor process
identified in step 2 can
use resource R for a
specific amount of time

(t-3).

Fig. 6. Algorithm to prevention deadlock

* When a cycle is detected
in the graph, the
resource provider breaks
the cycle by removing
the newly added request
edges to form the cycle.

Step 1

4 Experiments and Results

In this study, we use a two-way improved cloud computing resource allocation method,
experimental results have been verified on CloudSim, the platform is an open-source plat-
form, and the research team has used Java language to implement programming classes
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implementing algorithms [19]. Experimental results show that the two-way improved
algorithm has many advantages Table 1.

Table 1. Comparison of the optimal time of our algorithm to Two-way algorithm

Cloudlet ID | Data center | VM ID | TWO-WAY TWO-WAY- Improved
D IMPROVED
Start |End | Time |Start |End | Time | (%)
0 1 1 0.1 100.1 | 100 |0.1 60.1 | 60 25%
1 2 2 0.1 110.1 | 110 |0.1 70.1 |70 22%
2 3 3 0.1 |132.1 |132 |0.1 70.1 |70 31%
3 3 4 0.1 |145.1 |145 |0.1 90.1 |90 23%
4 1 5 0.1 |147.1 | 147 |0.1 |100.1 | 100 |19%
5 2 6 0.1 145.1 | 145 0.1 104.1 | 104 | 16%
6 1 7 0.1 |152.1 |152 |0.1 |104.1 104 | 19%
7 2 8 0.1 |153.1 |[153 |0.1 |[110.1 [ 110 |16%
8 2 9 0.1 |163.1 [163 |0.1 |105.1 105 |22%
9 2 10 0.1 168.1 | 168 |0.1 111.1 | 11 20%
10 3 11 0.1 170.1 | 170 0.1 |110.1 | 110 |21%

Comparing the experimental results between the two algorithms, in most cases, the
improved algorithm’s execution time is better than the lowest 16% and the highest 31%
(Fig. 7).

200
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Fig. 7. Comparison the optimal time of algorithms

5 Conclusion

We learned about deadlock-related issues and introduced deadlock detection, deadlock
prevention, and approaches in distributed system resource provisioning.
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We proposed a deadlock detection algorithm approach implemented for resource
allocation across heterogeneous cloud computing platforms. The experimental results in
time complexity O(min(m1/2), which in real cases has improved approximately orders
of magnitude. In the study, an improved algorithm for providing resources at the IaaS
infrastructure layer on a distributed platform was proposed not homogeneous. Based on
an improved two-way search algorithm (Two-Way).

From the experience of this study, we found that the application of appropriate
scheduling algorithms will bring optimal performance for cloud computing resources,
contributing to the prevention of deadlocks. In the next study, we will study to extend the
distributed resource provisioning for virtual server systems. Simultaneously, continue
to expand simulation and experimental methods.
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