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Abstract. Preventing software piracy has always been a concern of software
developers. Since crackers can track and analyze the application code, any client-
side anti-piracy mechanism can only increase the cost of crackers, but cannot
really stop them, unless the anti-piracy mechanism is put on the server along
with the core functionality of the software. However, this approach harms the
user experience. In this paper, we propose a software anti-piracy framework that
makes it possible for developer to integrate anti-piracymechanisms into the client-
side without compromising the user experience through the use of Intel’s SGX
technology.
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1 Introduction

Asan application developer, it is always a headache to protect your rights against software
piracy. You cannot protect your rights just by a licensing agreement. You must also use
technical means to defend your rights from infringement.

It is common practice to include anti-piracy logic in the application code, which
detects piracy and refuses to work when piracy is detected. However, both the logic for
detecting piracy and the logic for denying service to pirated copies run the risk of being
bypassed by crackers [1, 2, 4–9].

The source of this risk is that, in order to provide services to users, our software, i.e.,
the code that provides services to users, is distributed to users, along with the code that
detects piracy and refuses to provide services.

This means that crackers have access to these codes. You cannot hide any anti-piracy
logic in the public code. Even the most sophisticated anti-piracy logic, once presented
to the cracker, is breached.

Distributing software to a user means presenting anti-piracy logic to crackers. In
order to prevent crackers from tracking the anti-piracy logic, many software developers
are forced to adopt a “kill a thousand enemies, lose eight hundred” approach. In this
approach, developers place only part of the services in the app distributed to users, and
place the rest of the services, along with the anti-piracy logic, on a server that crackers
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cannot touch. Since crackers cannot modify the code on the server, they cannot breach
the anti-piracy logic.

However, this approach is a way to sacrifice the user experience in exchange for the
benefit of software developers. Because this approach not only puts the anti-piracy logic
on the server, it also requires that the code that provides services to users must also be
placed on the server. The premise that the logic for denying service to pirate users can
work is that the right to decide whether to provide service to users is in the hands of
the software developer. When the software developer decides to refuse service, the user
does not get the service.

The services that are placed on the server must be critical, because if they are not,
the cracker may choose to throw them away. However, putting critical functionality on
the server can seriously impact the user experience.

Intel’s Software Guard eXtensions (SGX) technology gives app developers another
possibility. With this technology, developers can achieve the same anti-piracy purpose
without putting the anti-piracy logic on the developer’s server. The anti-piracy logic
is included in the app together with other functions of the software, distributed to the
user and installed on the user’s computer. Thanks to the protection of SGX technology,
although the anti-piracy logic is installed on the user’s machine, it is not visible to
crackers. Thus, the purpose of protecting the anti-piracy logic is achieved.

In short, we have made the following contributions in this work: We have demon-
strated the application of SGX technology in anti-piracy.Wehave designed an anti-piracy
scheme. We have designed a prototype framework for integrating SGX technology into
application software.

2 Background

2.1 Anti-piracy Mechanism

The anti-piracy logic of software consists of two parts: the first part is the piracy detection
logic, and the second part is the denial-of-service logic. An attack on either part by a
cracker will cause the software’s anti-piracy mechanism to fail.

The piracy detection logic is the code that determines if a copy is pirated. If this code
is deployed on the user’s computer, a cracker can analyze it in a cracking environment
(e.g., debugger, IDA) to figure out how the piracy detection logic works, and then bypass
the piracy detection logic or cheat the piracy detection logic into believing the pirated
software is genuine software.

Denial of service logic is the ability to deny service when the piracy detection logic
determines that the copy is a pirated copy. Similarly, a cracker can analyze this part of
the code and, after figuring out its logic, modify it. So that it no longer works in the way
the application developer intended.

Some developers chose to scatter piracy detection logic and denial-of-service logic
throughout the application to deal with crackers. However, this approach is essentially
the opposite of the modularity advocated by software engineering. Once you implement
the piracy detection logic and denial of service logic as a function in accordance with
the idea of software engineering, and then call them from time to time in the software’s
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business processes, these functions themselves will become the target of attack. If it is
not implemented as a function, but directly scattered in the form of inlined code, it is
also easy to find out by crackers using automated tools due to the same code pattern. It
is very difficult for software developers to repeat the anti-piracy logic in different forms
in every needed location, and it also interferes with the development of the software.

2.2 Software Guard Extensions

SGX technology [3–18] is an extension of the Intel processor. It provides a set of instruc-
tions throughwhich an application can place a portion of its code in amemory area called
an enclave. The enclave is still part of the process address space, but the content stored
in the enclave, whether code or data, is not visible outside the enclave. This “outside”
includes not only other parts of the process to which the enclave belongs, but also
privileged software such as the operating system.

The data and code to be put in the enclave are encrypted and cannot be read by
anyone until they are decrypted in the enclave. Only Intel processors that support SGX
technology can decrypt them. The decrypted code and data are placed in the enclave
where no one can access them. That is, nothing can access them except the code itself
in the enclave.

Developers do not need to use the SGX instructions provided by the processor
directly. They just need to call the SDK functions provided by Intel to utilize SGX
[19–23]. The code and data to be put in the enclave is made into a dynamic library and
distributed to the user in an encrypted form. The code and data in this dynamic library
are decrypted by the processor and placed in the enclave. We can simply think of this
dynamic library as existing in the enclave. The boundary between the enclave and the
outside world is controlled by SGX. For the world outside the enclave, whether it is
another part of the enclave’s process or privileged software like an operating system,
the code and data in the enclave seem like to exist in the memory of a remote computer,
and cannot be touched directly. You can only call functions in the enclave indirectly
by calling proxy functions, just like calling remote procedures. Here, as with RPCs,
there is also a marshalling and unmarshalling of parameters. But by using the SDK
from Intel, we can simply describe these functions in the Enclave Description Language
(EDL), and the tools in the SDK will automatically generate the corresponding mar-
shalling/unmarshalling code for us. The code in the enclave can also call external code,
such as API functions provided by the operating system for network communication.

3 Overview

The design of anti-piracy mechanism is related to the following two aspects:

• The designer’s vision of the user experience.
• The designer’s vision of the developer experience.

The following is our view of these aspects. Finally, the basic working process of the
framework and remote attestation is described.
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3.1 User Experience

The following is an example to illustrate the user experience when using the application
protected by Romeo framework.

The user has purchased the application and the license allows 3 instances to run
simultaneously. The user has installed the application on four computers. When the
user runs the application on the first, second and third computer in sequence, everything
works fine. Keep the instances on these computers running, and then start the application
on the fourth computer. At this point, the total number of instances running exceeds the
maximum allowed by the license. However, the program starts normally on the fourth
computer, without any complaint. But then the application on the first computer starts to
strike. A dialog box pops up, telling the user that the number of instances running at the
same time exceeds the limit allowed by the license the user purchased. When the user
finds the dialog on the first computer, he restarts the application, and after the restart,
the application works again, but then the application on the second computer goes into
a strike.

That is, when the number of simultaneously online instances reaches the maximum
allowed by the license, starting a new instance will cause the oldest instance to go into
a strike state. The new instance does not tell the user that the number of simultaneously
online instances has exceeded the limit. This solution penalizes a genuine user who has
copied his software to others, thus creating the fact of piracy. For the genuine user, a new
instance started by a pirate user will cause the genuine user’s instance to strike. The user
only knows that their rights have been compromised by the presence of pirate users. But
he doesn’t know which pirate user caused the problem.

3.2 Developer Experience

For the application developer, the software he sells to each user is the same. The only
difference is the enclave DLL. In fact, the enclave DLL is basically the same from the
point of view of source code, only the user ID (such as the user’s email address provided
when registering) string is different.

The process of regenerating the enclave DLL once for each user ID can be automated
as part of the user registration process. When the user has completed registration and
paid, the user downloads the resulting enclave DLL as an electronic license and copies
it to the application directory.

This process is very easy for the developer to accomplish, whether he chooses to
provide a registration system or to register the users manually himself. Because each
time you only need to replace the user ID part in the source code of the enclave DLL,
and then recompile to generate the enclave DLL.

The application developer needs to run a server. Each instance of the application
communicates with this server so that the server can know how many instances of each
sold copy are currently running. When the number of instances running simultaneously
exceeds the maximum allowed by the license, the server notifies the oldest instance to
go on strike.
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3.3 Basic Working Process

When a critical service function of an application is executed in an enclave, the appli-
cation sends a confession message to the server. The confession message consists of a
user ID, a random number, and a secret code. The secret code is assigned to the instance
by the server when the instance first confesses to the server. The confession message is
sent in plaintext via a UDP packet.

When the server receives the message, it extracts the user ID and random num-
bers from the message and uses them to construct the reassurance message. The server
encrypts the reassure message with its own private key {n, d} and sends it back to the
application instance.

E = Rd mod n (1)

where E is the encrypted reassurance message and R is the reassurance message. R is
the concatenation of the user ID, a random number, and an optional secret code.

R = id‖nonce‖secretopt (2)

Because the reassurance message is small, we encrypt it directly with the server’s
RSA private key. The customary hash process of signing is omitted.

After encryption and before it is transmitted over the network, the encrypted reas-
surance message is transformed from a binary block to a string to suit the requirements
of JSON.

E′ = mapping · grouping · serializing E (3)

The function serializing is used to obtain the binary data block of E. The function
grouping divides the binary data block into a grouping of 6 bits, and the functionmapping
maps each group to a printable character. The actual transmission is E′. Accordingly,
an inverse transformation is performed when the reassurance message of this form is
received.

E = unserializing · merge · unmappingE′ (4)

where unmapping converts E′ from printable characters to 6-bit tuples, function merge
combines these tuples, and unserializing restructures the merged binary data block.

Upon receiving the reassurance message, the instance decrypts it in the enclave with
the server’s public key {n, e}.

D = Ee mod n =
(
Rd

)e
mod n (5)

where D is the decrypted reassurance message, E is the encrypted reassurance message,
and R is the reassurance message.

Accordingly, the verification process is simplified.We only need the RSA public key
of the server to decrypt the received encrypted reassurance message.

The user ID and random number are extracted, and then compared with the user ID
and random number of the previously sent confession message.
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If the message contains the same information as in the previously sent confession
message, the instance is validly reassured. Otherwise, the reassurance is considered
invalid.

Effective reassurance causes a counter inside the enclave (which we call the disap-
pointment counter) to be cleared to zero. Each execution of a critical service function
of the application causes the disappointment counter to be incremented by one. When
the value of the disappointment counter grows to a threshold due to the lack of timely
reassurance messages, the critical service functions in the enclave will go on strike. This
threshold is called the heartbreak value.

3.4 Remote Attestation

SGXprovides integrity of code and confidentiality and integrity of data at run-time.How-
ever, it does NOT provide confidentiality of code offline as a binary file on disk. Adver-
saries can reverse engineer the binary enclave DLL. An adversary could disassemble it
and then make a copy that bypasses checking for reassurance messages.

Server
(Juliet)

Sealing 
Enclave

Encrypted 
Romeo
Enclave

Functional 
Romeo
Enclave

Remote Attestation

Sealed 
Key Blob

Seal

Decrypt

Confess / Reassure

Fig. 1. Remote attestation

To solve this problem,we devised a sealing enclave in addition to the original enclave
and called the original enclave Romeo Enclave (see Fig. 1). The Romeo Enclave DLL is
provided to the user in an encrypted form that needs to be decrypted before it is run for
the first time, with the key coming from the server. The sealing enclave communicates
with the server and uses SGX’s remote attestation mechanism to obtain the decryption
key from the server, seals the key and saves it to a file. The client app reads this sealed
key from the file and unseals it, then uses this key to decrypt itself (via SGX’s Protected
Code Loader) and restore itself to a functional Romeo enclave. The remote attestation
is performed only once in the entire process. After that, Romeo Enclave communicates
directly with servers, eliminating the need for remote attestation.
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4 Implementation

The Romeo framework can be divided into two parts: the client part (which can be called
Romeo), and the server part (which can be called Juliet).

4.1 Client

The client part is a library. The application code needs to be modified slightly to use this
library. However, these modifications are quite easy. There is no impact on the logical
structure of the application.

First, the developer needs to identify some core functions in the application and
place them in the enclave for execution. These core functions should meet the following
conditions:

• These functions are located on the critical path of the critical services provided by the
application. We will achieve denial of service by controlling these critical functions.

• They are frequently invoked. Only then can we maintain the power to threaten pirate
users with it on a regular basis. If you cannot locate such a function, it’s fine to locate a
collection of functions, as long as the functions in that collection are called frequently.

• The behavior of these functions is more complex. The relationship between inputs
and outputs is difficult to determine. If it is too simple, the cracker will analyze the
relationship and replace it with a function written by the cracker itself, which never
strike.

Then, we modify these key functions, as in Fig. 2:

• Insert the code to make a confession to the server (Juliet). The first message sent
contain only the user ID and a random number. Subsequent messages will contain, in
addition to the user ID and random number, a secret code. This secret code is assigned
by the server. After the server receives the first confession message from the client, it
sends a reassurance message to the client. The reassurance message contains a secret
code. The client will include this secret code in all future messages. The client will not
send a new confession until the last one has been reassured by a confession message.

• Insert the strike logic. Each execution of the strike logic will add one to the disap-
pointment counter, and when the value of the disappointment counter exceeds the
heartbreak value, the client will enter the heartbroken state. Once it enters the heart-
break state, the enclave will refuse to execute core functions. After that, even if you
receive a reassurance message from the server later, it does not help. In other words,
once Remote’s heart is broken, there is no way to recover.

In addition to these modifications of core functions in the enclave, the following
additions need to be made to the code outside the enclave:

• Listen for reassurance messages from the server. Upon receiving the reassurance
message, transport it into the enclave.
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Fig. 2. Structure of client.

Then add code to the enclave to do the following:

• The enclave gets the incoming reassurance message from the outside world and
decrypts the reassurance message with the server’s public key.

• Extract the user ID and random number from the reassurance message, and then com-
pare them with the user ID and random number from the previously sent confession
message.

• If the information contained in the reassurance message is the same as the message
sent in the last confession message, then the instance is validly reassured. Otherwise,
the reassurance is considered invalid.

• Effective reassurance will cause the disappointment counter inside the enclave to be
cleared.

4.2 Server

The server part is a separate program. We call it Juliet. Juliet’s role is to receive con-
fession messages from the client, and to send the appropriate reassurance messages. By
controlling whether or not to send a reassurance message to Romeo, we can control
whether or not to put Romeo into a heartbroken state. This allows us to control whether
or not the application refuses to provide service (i.e., strike).

The confession message sent by the client contains the user ID. The user ID uniquely
identifies each copy of the software.

As in Fig. 3, in the server, there is a list of users. The user IDs that appear in this
list are the legitimate user IDs. Some IDs are in an expired state, which means that they
purchased the software as a service, i.e. they can only use the software for a limited
period of time. After the service period has expired, the software can be retained, but
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the software will refuse to work because it does not receive a reassurance message from
the server.

For each user ID in the user list, there is a list of instances associated with it. The
instance list holds the IDs of all online instances of the application sold to the user ID.

The element in the instance list contains two fields: instance ID and secret code.
The instance ID is the < IP address:port > of the client. It can be derived from the

UDP packet.

1. Upon receiving the confession message from the instance, the server extracts the
user ID of the sender from the confession message and checks whether the user ID
is in the user list:

2. If it is not in the user list, it is an illegal user and no reassurance message will be
sent.

3. If it is in the list, check if the service period is exceeded, and if it is, no reassurance
message will be sent.

4. The server extracts the IP address and port number from the UDP packet which
carries the confession message, and combines the two as the instance ID. And then
look up the instance ID in the instance list.

If it does not exist, this may be due to one of the following conditions:

– It is a new instance.
– Itmay be a confession fromold instances that have been neglected. These old instances
have already been taken offline because of the start of new instances. But they don’t
know it yet, and send a confession message. The message will be neglected.

– This is an old instance that restarted after a strike. This situation is actually no different
from a new instance starting up.

– At this time the server only needs to see whether the confession contains a secret code
to do different processing:

– If the confession does not contain a secret code, then the confession is from a new
instance (or an old instance after a restart, which is essentially a new instance). All
it has to do at this point is to generate a new instance structure (which contains the
newly generated secret code), add the instance structure to the instance list, and send a
reassurance message, which contains the newly generated secret code, to the instance.

– If the message contains a secret code. This means that the confession message is sent
by an old instance that had been neglected. Just ignore it.

4. If the instance ID exists in the instance list, it checks if the confession contains a
secret code.

5. If not, this is a very strange phenomenon. While it’s not the first time you confess,
why would there be no secret code, the server will think this situation as a fake
message sent by adversaries. Just ignore it.

6. If so, then compare the secret code in the confession with the secret code saved in
the instance structure in the instance list.
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Fig. 3. Server-side workflow.

7. If the code doesn’t match, which means you don’t even know the secret code, you
must be the adversary. Just ignore it.

8. If the secret code is the same, it means that it is a legitimate user and a legitimate
instance. At this point, the server will look at the length of the instance list to
determine whether the number of active instances exceeds the upper limit of the
license.

9. If the upper limit is exceeded, the oldest instances are removed from the instance list.
Then the server sends a reassurance message to the client. The reassurance message
contains the user ID, a random number from the confession message, and the secret
code. This secret code does not change. The reassurance message is encrypted using
the server’s private key before it is sent to the client as a UDP packet.
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5 Experiment and Analysis

To demonstrate the advantages of adopting the Romeo framework, we developed a mind
mapping program and then modified it to include anti-piracy logic.

The mind map program is written in C++ to facilitate the use of the Intel SGX SDK,
which is provided as a C/C++ library. In order to provide a graphical user interface,
the program uses the Qt framework. The server-side code is written in Java. The data
between the client and server is passed in the form of JSON to ease the difficulty of
communicating across languages.

All code (including Juliet the server, Romeo the library, as well as the demo
application diagram) can be found at https://github.com/duyanning/romeo.

5.1 Experimental Environment

Table 1 shows the specific information of the development tools and platform used in
the experiment. The most important of these is the version of SGX, as SGX varies
significantly from version to version and some functions and libraries may be renamed
or removed.

Table 1. Experimental configuration.

Location Software Version

Server side Operating system Ubuntu 16.04.7 LTS

Java java version “11.0.15” 2022-04-19 LTS

Client side Operating system Windows 10 21H2 19044.2251

C++ Visual Studio Community 2019 16.11.18

Qt framework Qt 5.15.2 for MSVC 2019 (64-bit)

Intel SGX Intel SGX SDK for Windows 2.15.100.4

5.2 Performance Evaluation

The comparison experiment was conducted between the two versions. In one version, a
traditional server-centric anti-piracy solution is adopted, in which user-generated mind
map files are saved on the server. Although users can export them to local machine, they
must be re-imported to the server for viewing and editing. The other version uses our
Romeo framework, and the mind map file is saved locally and can be viewed and edited
locally.

To compare the performance of the two solutions, we measured the time taken and
the amount of data transferred for the five most common mind map operations (add
branch, remove subtree, rename branch, move subtree, relayout).

In the traditional server-centered solution, any operation on themindmapwill trigger
the network communication between the client and the server, and the data transmitted is

https://github.com/duyanning/romeo
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closely related to the business logic of the mind map software itself, and the data amount
of this kind of information is large. In a scenario using the Romeo framework, the data
transferred has nothing to do with what the client software does. The data transferred is
the confessionmessage and reassurancemessageused for anti-piracymonitoring, and the
amount of data is small. And the manipulation of the mind map only triggers network
communication with the server with a certain probability. The client does not send a
confession message to the server again when the previous message has not received the
corresponding reassurance message.

The confession messages are sent in clear text while the reassurance messages are
sent in encrypted form.The content of the confessionmessage is generated in the enclave,
but is delivered by untrusted code located outside the enclave. Decryption and ver-
ification of the comfort message must be done in the enclave. Because the amount
of data decrypted at a time is very small, and the confession messages are sent as
non-blocking UDP datagrams, the Romeo framework’s interference with the smooth
operation experience of the user of an interactive application is minimal and almost
imperceptible.
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Figure 4 shows the amount of data passed between client and server when various
key operations are performed. As you can see, in the version that uses the Romeo
framework, the amount of data transferred between the client and server is a constant
(which is equal to the size of the confession message plus the reassurance message).
In the traditional server-centric version, the amount of data transferred depends on how
much different operations change the mindmap. Of these, the re-layout operation results
in the most staggering amount of data transfer. Also, for layout operations, the amount
of data transferred is proportional to the size of the mind map.

Figure 5 shows the time it takes to perform various operations. As you can see,
the version with the Romeo framework takes less time. This time is only related to the
amount of data changed and the read/write speed of the local disk. In the traditional
server-centric version, the time is related to the time spent reading and writing from the
server’s hard disk, plus the latency associated with network transmission. Also, when
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the server is serving multiple clients, this time overhead is even greater. And it’s not a
constant. The busier the server, the longer it takes.
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Figure 6 shows the time taken to re-layout the mind map as the number of con-
current online users increases. We can see that in a traditional server-centric scenario,
the time spent increases linearly with the number of users. This means that more hard-
ware resources must be provided as the number of users increases. In the case of the
Romeo framework, this time is almost a constant. This is because the processing of the
confession message and the sending of the reassurance message cost very little.

Figure 7 shows the number of lines of code that need to be modified under different
approaches.As you can see from this figure, the traditional server-centric version requires
a deep refactoring of the code. This refactoring not only changes the logic of the client
code, but also adds a lot of application-specific logic to the server, essentially splitting
the application into two parts, one running on the client and the other on the server. The
Romeo framework, on the other hand, requires very few changes to the code, and these
changes are trivial, that is, they do not require substantial changes to the applied logic.
And the same server can support multiple software protection.

Table 2 lists potential attacks and how the Romeo framework deals with them. As
this table shows, the protection provided by the Romeo framework cannot be breached
by every possible attack type we can think of.
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Table 2. Potential attacks and corresponding solutions.

Attack Solution

The adversary creates a cracking
environment to breach the strike logic

By placing the strike logic in the enclave along
with the core functionality, the adversary cannot
bypass the strike logic

The adversary uses a fake server to send a
fake reassurance message

Since the fake server does not know the private
key of the real server, i.e., Juliet, it cannot mock
an reassurance message that can reassure Romeo

By monitoring the network traffic of an
instance for a certain period of time, the
adversary learns what kind of confession
message requires what kind of reassurance
message

It is difficult to determine the relationship
between the confession message and the
reassurance message because the confession
message contains a random number, and the
random number has a wide range of variation

The confession message sent by the cracked
client contains the ID of another user, and
this ID will keep changing, but it’s always a
legitimate ID, so as to rub other users

The user ID of a reassurance message that the
cracked client get by sending a confession
message containing the ID of another user is
different from the user ID that the enclave
expects, and the enclave will compare this ID.
That is, the cracked client only get reassured by
reassurance message that contain its name, and
a message that reassure other boy does not help

6 Conclusion

Since crackers can track and analyze the application code, any client-side anti-piracy
mechanismwill only increase the cost of crackers, but will not be able to stop them in any
real sense. The alternative is to put the anti-piracy logic on the server together with the
core service of the software.However, this approachwill harm the user experience. Intel’s
SGX technology allows us to put the anti-piracy logic in the client without compromising
the user experience. This paper presents an anti-piracy framework based on the SGX
extension of new Intel processors, using which applications can easily implement anti-
piracy features.
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