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Evaluating performance, e.g., the response time', of a legacy real-time software
system that runs in a production environment is a great challenge as the system’s
regular operation is not allowed to be disrupted by the evaluation. A further
challenge to performance evaluation is when the System Under Evaluation (SUE)

! Response time is the time interval between a sent request and the received response
to it; it usually includes network latency and the request’s processing time.
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Abstract. A challenging aspect in optimizing legacy distributed sys-
tems with strict real-time requirements is how to evaluate the perfor-
mance of the system running in a production environment without dis-
rupting its regular operation. The challenge is even greater when the
System Under Evaluation (SUE) runs within a resource-sharing environ-
ment and, thus, is affected by the resource usage of other software run-
ning in the same environment. Current performance evaluation methods
dealing with this challenge rely on data collected by Application Perfor-
mance Monitoring (APM) tools that are not always available in existing
systems and hard to establish when the system is already in production.
In this paper, we improve the initial, proof-of-concept implementation of
our RAST (Regression Analysis, Simulation, and load Testing) approach
to evaluate the response time of a distributed system using the available
system’s request logs. In particular, we greatly improve the prediction
model based on machine learning. Our use case is a commercial alarm
system in productive use, developed and maintained by the GSelectronic
company in Germany. We experimentally demonstrate that our improve-
ments significantly enhance RAST’s capability to adequately predict the
system performance and verify the strict requirements on the response
time. We make our model and software freely available in order to enable
reproducing our experiments.
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runs within a resource-sharing environment, where the performance of the SUE
is significantly affected by the resource usage of other software running in the
same environment.

In our work, we are interested in evaluating the performance of existing, real-
time software to decide what parts of it and how should be improved to comply
with strict real-time requirements.

Current performance evaluation methods traditionally rely on data collected
by Application Performance Monitoring (APM) tools [1,6,8,15]. These data
usually contain low-level metrics of resource utilization, like CPU-, or RAM-
utilization, or detailed information regarding network requests, like their size in
bytes. The collected data are then used for creating a prediction model for the
system’s response time. However, we consider systems that often do not pro-
vide an APM and its integration is too complicated. Our target software only
implements request logging, i.e., incoming network requests and their responses
are logged, including their type, timestamp and executing thread. Beyond that,
there is no further information regarding the requests, like the payload size.

As an alternative to using an APM, we introduce in [22] the RAST
(Regression Analysis, Simulation, and load Testing) approach and its initial
implementation as a proof of concept. The idea of RAST is to utilize log files (in
the literature called request logs or access logs) that are typically created by the
System Under Evaluation (SUE). In contrast to an APM, these log files provide
only information about when a request was received by the system, when its
processing was finished (or alternatively when the response was sent), and the
request type. Using these data, RAST creates a prediction model for the time
needed for processing network requests, e.g., HI'TP requests, that the system
processes. RAST automatically determines the optimal prediction model for the
analyzed system using the provided request logs; it chooses the best regression
algorithm via cross-validation of common regression algorithms, such as: Linear,
Lasso, Ridge, Decision tree, and Elastic net regression. The prediction model is
deployed in the Simulator of RAST, which simulates the system and takes the
same requests as the SUE, and then uses the prediction model to predict the
request’s processing time and to delay the server’s response accordingly. The
Load Tester component of RAST is based on our load-testing approach [21]:
it generates network requests, sends them to the SUE or the Simulator and
measures the response time.

Our aim in presenting RAST is to provide a comprehensive and configurable
toolset, encompassing common practices in log transformation, prediction model
generation, Simulation, and Load Testing, to researchers engaged in performance
evaluation of mission-critical legacy systems. Our initial version of RAST, intro-
duced in [22], served as a proof-of-concept. This paper addresses its initial limi-
tations with the following contributions:

— We implement common training data preprocessing methods, as well as
automatic hyperparameter optimization via the grid search method [3]. To
enhance flexibility, each individual method can be activated or deactivated
via configuration settings.
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— To assess the impact of each implemented method on the R? score [19], we
conduct experiments using a commercial alarm system as a case study. Addi-
tionally, we identify the RAST configuration that yields the most substan-
tial improvements over the previous version, achieving the highest R? score
of 0.792 (with an ideal score of 1.0). Notably, this represents a remarkable
47% improvement over the best score of 0.63 obtained in the initial proof-of-
concept implementation.

— To facilitate accessibility and reproducibility, we publish our improved, full
RAST implementation on GitHub [20]. Additionally, we provide pre-trained
models from our case study in both PMML and JSON formats, widely used
data interchange formats for models. This further supports the reproducibility
and reliability of our experiments.

In the rest of the paper, Sect. 2 provides an overview of our RAST approach
and highlights the key features and improvements implemented in comparison to
the initial, proof-of-concept version. Section 3 describes an alarm system’s typi-
cal architecture and performance requirements and how our target alarm system
of the GS company group works. Section 4 showcases various configurations of
RAST and their influence on the achieved model’s R? score. Section 5 presents
our experiments with the new RAST implementation for evaluating the alarm
system performance and finding the system’s saturation point, i.e., the maxi-
mum number of Alarm Devices (ADs) that can be simultaneously handled while
complying with the real-time requirements. Section 6 concludes the paper and
outlines future work.

2 The RAST Approach: Overview and the Improved
Implementation

Figure 1 illustrates the six components of RAST — our approach that combines
Regression Analysis, Simulation, and load Testing to evaluate performance (in
particular, the response time) of a production real-time system.

In this paper, we focus on our improvements to Pipeline A (2). For further
details about the components (1), (3)—(6), refer to the caption of Fig. 1 and [22].

Figure 2 depicts two components — Log-Transformer and Prediction-Model-
Creator — inside of Pipeline A of RAST and the data flow between the com-
ponents, indicating our newly implemented components in bold font. The new
components can be selectively activated or deactivated via the configuration file
so that we can precisely study their influence on the prediction quality.

The component Log-Transformer (LT) in Fig. 2 creates a database with train-
ing data from the contents of the log files. The dedicated LT component allows
the Prediction-Model-Creator component to become more generic, because pro-
cessing the specific SUE details is offloaded to LT.

Training data are produced by the LT component and then are taken
by Predictive-Model-Creator (PMC) that creates a prediction model by using
regression analysis (Fig.2). The goal of the prediction model is to predict the
request’s processing time by the system. This time depends upon the amount of
concurrent requests and their types.
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Fig. 1. The RAST components and connections: The analyzed system transfers its log
files to Pipelines A and B that process the logs and produce the prediction model, the
request type mapping, the list of all request types, and the pattern of system’s workload;
these are transmitted to Simulator and Load Tester. Load Tester produces a synthetic
workload, sends requests to Simulator, measures the response times, and sends them to
Requirements Checker that verifies if they comply with the performance requirements.
When receiving a request, Simulator verifies request’s type and transforms it to a
numerical value for the prediction model. Simulator utilizes the prediction model for
delaying the response for the time needed by the analyzed system for processing the
corresponding request.

Our prediction model includes a regression algorithm with its parameters
that are calculated by regression analysis (for example, linear regression and
its coefficients). Our regression analysis employs a variety of machine-learning
methods for predicting a continuous outcome variable using the values of one or
several predictor variables [18§].

It is essential for the choice of suitable predictor variables in our RAST app-
roach that we can observe the variables at simulation run time in order to gen-
erate an input vector for our prediction model. While the target of our approach
is the processing time, the predictor variables include the amount of concur-
rent requests at the beginning of the request, the amount of finished concurrent
requests during the request processing, and the request’s type.

Proper data preprocessing is an important factor in creating high-quality
prediction models [10]. The PMC component implements two common data
preprocessing methods: outlier detection and removal, and zero removal. The
PMC component employs the standard deviation method for outlier detection
and removal [4]: it calculates the mean and standard deviation of the processing
times and it removes all values that lie from the mean more than three-times the
standard deviation away. The PMC component offers two approaches for outlier
detection: global and request. Global outlier detection considers all processing
times whereas the request outlier detection, introduced in the new version, takes
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Fig. 2. Components of Pipeline A in RAST. Compared to the initial version [22], our
new PMC component adds a request outlier detection method that is more precise than
global outlier detection, adds a zero removal method, and performs automatic hyper-
parameter optimization. A configuration file enables choosing the preferred methods.

the processing times of each individual request type. In addition, the updated
PMC component can perform zero removal which removes all database records
with a processing time of zero, as they are often considered to be flawed mea-
surements.

After removing outliers from the data, the PMC component compares com-
mon regression algorithms, called estimators in the following. Each estimator
takes as input the training data and determines the optimal model parameters
for a particular regression algorithm. This process in which the model parameters
for the prediction model are learned via training is controlled by the values of
hyperparameters. Hyperparameters are specific to the chosen estimator. Exam-
ples of such hyperparameters are the depth of a decision tree or the alpha value
of ridge regression. The choice of proper hyperparameters has a great impact on
the quality of a prediction model [3]. By default, RAST uses the default hyperpa-
rameters for the regression algorithms provided by the scikit-learn library [16],
whereas in the new version, automatic hyperparameter optimization via grid
search [3] can be activated. Grid search exhaustively searches for the optimal
hyperparameters from a predefined set of hyperparameter combinations for a
given estimator. We use Grid search in conjunction with five-fold cross-validation
[19]. This involves performing cross-validation for each combination of hyperpa-
rameters and estimators, resulting in a score for each of them. We select the best
estimator using the scores, and we export the best found estimator as a file, thus
enabling the Simulator to use our prediction model.

Since many regression algorithms operate only on numerical data, PMC com-
ponent modifies all textual requests in the training data to numeric values when
loading the data. This modification assigns a unique number to each type of
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request. Every assignment is memorized in a hash map, so generating the request
type mapping. PMC can use two different ways to generate the unique number:
by ordinal encoding or target encoding [17], the latter being introduced in the
new version. Ordinal encoding is a method that assigns a numerical value to each
distinct request type incrementally. The first request type is assigned the num-
ber one, the second is assigned two, and so on. However, when ordinal encoding
is used with nominal data, such as request types, it introduces an order that does
not exist in reality. For instance, a request type x; is not inherently less or greater
than a request type z;_1 or z;4+1, Vi € (1,2,...,number of requests). This lim-
itation makes ordinal encoding less suitable for nominal data. For nominal data,
other encoding techniques, such as target encoding, are more appropriate [17].
Target encoding calculates the mean value of all response times for each request
type and assigns this value to the respective request type. To improve accuracy,
an additional smoothing step is often applied by multiplying the mean value with
the relative frequency of the request type. In contrast to ordinal encoding, target
encoding takes the influence of the request type on the response time into account,
resulting in a more accurate encoding. This consideration is expected to positively
influence the prediction model’s quality. After the completion of Pipeline A, our
Simulator gets the prediction model and the request type mapping.

3 An Alarm System as the Use Case

Our use case is illustrated in Fig.3: a typical production-quality alarm sys-
tem. A so-called Alarm Device (AD) is installed at the customer’s home. When
detecting a breach of some safety criterion, e.g., burglary or fire, or an AD’s
own malfunction, AD sends an alarm message to the Alarm Receiving Software
(ARS) that runs in the Alarm Receiving Center (ARC), a computer center that
is the endpoint for the messages from ADs.

Customer's home

Alarm Device
(AD) : Customer  Police

) o =

Risk Management Software
(RMS)

ESC-Employee

Alarm Receiving Software
(ARS)

Alarm Receiving Centre : Emergency and Service control Centre
(ARC) (ESC)

Fig. 3. A production-quality alarm system as our use case
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ARS receives and processes alarm messages and then they are forwarded to
the Risk Management Software (RMS) that runs in the Emergency and Ser-
vice control Center (ESC). After an alarm message was processed by ARS, an
acknowledgment is sent to the corresponding AD, such that no message resend-
ing is needed. The employees of ESC may take respective counter-measures as
agreed with the customer.

Our use case in this paper is a production-quality software for alarm systems
developed and maintained by the GSelectronic company [9] — one of the leading
providers in Germany. It handles per day about 13.000 alarms received from
more than 82.000 alarm devices working 24/7 all over Germany.

Nowadays, the software system supported by GSelectronic is a very large,
quite complex, and not always well documented legacy distributed system that
consists of about 80 executables and libraries written in C++, C#, BASIC, and
Java, counting altogether more than 1.5 - 108 lines of code. The majority of the
previous software developers are no longer available; furthermore, the system
misses automated testing mechanisms, e.g., unit tests. In other words, we deal
with the worst case of a legacy system, which is defined in the literature as “a
large software system that we don’t know how to cope with but that is vital to
our organization” [14].

Therefore, our practical goal of performance evaluation for a productive alarm
system poses several serious challenges:

1. Resource-sharing environment: the ARS is only one of altogether 12 server
programs constituting the target SUE. Moreover, the system simultaneously
runs anti-virus and backup software. These programs run in virtual machines
(VM) and share system resources, e.g., CPU time, network bandwidth, mem-
ory, etc.;

2. Database-centric architecture: all servers’ programs in the system use the
same database instance, which can thus become a bottleneck;

3. The system has software bugs, is under continuous development, while the
test environment is a legacy IT infrastructure.

Our measurements and company’s statistics show that only 3% of the
requests processed by the system are indeed processed by ARS, while the vast
majority of requests go to other server software. Due to this high workload in
background, one usually has to face unreliable performance measurements for
the ARS. In the following, we show how our RAST approach can rectify this
problem.

The timing behavior of an alarm system must follow the EN 50136 stan-
dard [7]. The response time between AD and ARS is the most relevant perfor-
mance metric: it shows how timely the system responds to a request. Tradition-
ally, according to the ISO /TEC 2382 standard [11], response time is defined as the
time interval between a request and any response. However, the EN 50136 stan-
dard for alarm systems defines the response time as the time interval between an
alarm message (request) sent and a positive acknowledgment (response) received,
i.e., negative responses and timeouts do not count: ARS must meet the agreed
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real-time requirements in presence of failures and high workloads. The precise
requirement on the response time in the EN 50136 standard for alarm systems is
currently: the arithmetic average of all response times taken in any time interval
is not allowed to exceed 10 sec, and the maximum response time must be under
30 sec.

In this paper, our objective is to determine the saturation point of the ARS,
i.e., the maximum number of simultaneous Alarm Devices (ADs) that can be
handled by the system. In the practical sense, the GSelectronic company plans to
upgrade about 25.000 outdated ADs to a modern version, so the company desires
to have a confirmation in advance that the system will be able to handle the
increased workload of modern devices. A modern AD sends requests for health
checking much more frequently (every 20 to 90 sec compared to once per day);
moreover, much more data are exchanged during each request.

4 Training the Optimal Prediction Model

In this section, we: a) describe the process of training the optimal prediction
model, b) showcase the influence on the R? score with different configurations
for outlier detection, encoding, and hyperparameters, and ¢) compare the results
of the new RAST implementation described in this paper vs. the initial, proof-
of-concept implementation presented in [22]. To ensure a fair comparison, we
utilize the same estimators as in our initial implementation.

For our training, we utilize one node of the PALMA 1T (“Parallel Linux System
for Muenster Users” abbreviated in German) supercomputer provided by the
University of Muenster. The node is equipped with Intel Xeon Gold 6140 18C
processors with 2.30 GHz of which we utilize 36 CPU cores as well as 192 GB of
RAM. Our PMC component utilizes multiple cores at two different stages:

— When automatic hyperparameter optimization is active, the grid search is
performed with 36 so called jobs, i.e., up to 36 hyperparameter/estimator
combinations are evaluated in parallel;

— The regression analysis and cross-validation process is implicitly parallelized
by the scikit-learn library.

To make our results comparable, we use the same request logs for both imple-
mentations which we compare. The logs include 5 out of 12 server programs of
the system, as only these programs produce request logs. Each request processed
by these programs generates two lines of text in the log file, one for the begin
of processing a request, one for its end. One line of text in the log file is usu-
ally named a log entry. From the selected server programs, we use 180 log files
from 30 days spanning a 13-month period between Dec 2020 and Jan 2022. The
selected days capture all of the different business workflows performed by the
company throughout the year, including monthly and yearly accounting tasks,
daily operations such as alarm message processing and customer handling, and
other relevant workflows. Altogether, our considered log files feature about 40-106
log entries. The amount of resulting rows in the training database is about half
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of the amount of log entries, since one pair of log entries is used to calculate the
processing time of a request, which means that our training database consists of
around 20 million rows and 4 columns of data: the amount of parallel requests
at the request beginning (PR 1 N), the amount of parallel requests finished dur-
ing the request’s processing (PR 2N), the type of the request (CMD), and its
processing time. We refer to the ordinal encoded request type as CMD O and
to the target encoded request type as CMD T.

As an initial step of comparison between various configurations, we config-
ure the PMC component with the exactly same settings as in our initial study
(global outlier detection, no zero removal, and default hyperparameters). We do
so to validate that our new RAST implementation produces identical results to
its predecessor. Moreover, this provides us with a benchmark against which to
measure our improvements.

Table 1 shows the estimators and their respective R? scores. We observe iden-
tical scores to our initial case study [22] with the DecisionTree Regression being
the best and Ridge Regression having a lower score, by 0.089. Lasso and Elas-
ticNet Regression are effectively useless with this configuration. Thus, our new
implementation, when used with the predecessor’s configuration, successfully
produces identical results, demonstrating its successful implementation.

Table 1. Baseline R? scores of the estimators when using CMD 0, PR 1N, PR 2N as
predictor variables, global outlier detection, and default hyperparameters. These scores
are identical to the results of our initial study [22].

Estimator (regression type) | R? Score
Ridge 0.537
Lasso —0.000
ElasticNet —0.000
DecisionTree 0.626

Table 2 shows the improved R? scores for our next configuration of the PMC
component: using request outlier detection, zero removal, and keeping the default
hyperparameters. To assess the influence of zero removal and the different outlier
detection methods, we show the R? scores for each combination, highlighting our
target configuration in bold font.

The reason for this improvement is that request outlier detection is more
precise than global outlier detection. For example, consider two requests, x and y,
of type T, with processing times of 10 ms and 12 ms, and two requests, a and b, of
type M, with processing times of 100 ms and 1000 ms respectively. Global outlier
detection would remove both requests a and b, as it neglects the type of request.
In contrast, request outlier detection only eliminates request b. Furthermore,
zero removal eliminates around 2 million rows from the database, signifying that
roughly 10% of our training data consisted of faulty measurements. Yet, the



Performance Evaluation of a Legacy Distributed Real-Time System 27
Table 2. R? scores of the estimators when using CMD 0, PR 1N, PR 2N as predictor
variables, and default hyperparameters. Columns (1)—(4) represent different combina-
tions of zero removal (ZR) and outlier detection method. Column (1) shows the values
from Table 1 for easier comparison, depicting the results for no zero removal (ZR) and
global outlier detection (GOD). A comparison between Columns (2) and (1) reveals
that ZR seemingly has no discernible effect. Columns (3) and (1) show that request
outlier detection (ROD) significantly enhances the R? score, resulting in an improve-
ment of around 0.2 for all estimators except of Lasso Regression. Column (4) shows the
scores for zero removal and request outlier detection. Compared to (3), we observe a
marginal improvement for all estimators except Lasso Regression. This underscores that
zero removal marginally enhances the R? score when implemented alongside request
outlier detection. This implies that zero removal boosts the R? score specifically when
coupled with request outlier detection, albeit with minimal impact due to our specific
dataset. The DecisionTree Regression remains the best and Ridge Regression slightly
worse, although the difference between their scores has shrunk to 0.053. ElasticNet
Regression has significantly improved, but is still far behind Ridge and DecisionTree
Regression, with Lasso still being useless.

Estimator (1) R? Score, No ZR, GOD

(2) R? Score, ZR, GOD

(3) R? Score, No ZR, ROD

(4) R? Score, ZR, ROD

Ridge Regression

0.537

0.537

0.756

0.761

Lasso Regression —0.000 —0.000 —0.000 —0.000
ElasticNet Regression —0.000 —0.000 0.263 0.264
DecisionTree Regression | 0.626 0.626 0.811 0.814

R? score only improves when zero removal is used in conjunction with request
outlier detection. This outcome can be attributed to the idiosyncrasies of our
specific training data, and thus, we do not generalize that zero removal is only
efficacious when paired with a specific outlier detection method.

In our third configuration, we use target encoding of the request type instead
of ordinal encoding. Table 3 shows the R? scores compared to the previous con-
figurations. The increased score of Ridge Regression can be attributed to the use
of target encoding instead of ordinal encoding for the nominal data of request
types. Ordinal encoding can introduce an artificial order to the request types,
which might lead to a distortion of the model parameter estimated by the Ridge
Regression.

Table 4 shows the R? scores of our final configuration: we activate automatic
hyperparameter optimization for both ordinal and target encoding. We observe
that, with this configuration, every estimator has a better score than the best
baseline score in Table 1.

To summarize the improvements presented in this paper, cleaning the train-
ing data with a better outlier detection method and also removing zero values
have together the biggest impact on the prediction quality of the model. Auto-
matic hyperparameter optimization significantly improves the scores of Elastic-
Net and Lasso Regression, but only slightly improves Ridge and DecisionTree
Regression. Target encoding improves Ridge Regression, but has little to no
impact on the scores of the other examined estimators.
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Table 3. R? Scores of the Estimators when using CMD T, PR 1N, PR 2N as predictor
variables, request outlier detection, zero removal, and default hyperparameters. Com-
pared to Table 2 we use target encoding on the request type instead of ordinal encoding
with the result that the R? scores of ElasticNet and Lasso Regression are unchanged
compared to the previous configuration. The score of the DecisionTree Regression is
very slightly lower by 0.004 and Ridge Regression increased by 0.031. The gap between
their scores has shrunk further to 0.018.

Estimator R? Score
Ridge Regression 0.792
Lasso Regression —0.000

ElasticNet Regression 0.264

DecisionTree Regression | 0.810

Table 4. R? Scores of the Estimators when using CMD O or CMD T, PR 1N, PR 2N as
predictor variables, request outlier detection, zero removal, and optimized hyperparam-
eters. Compared to Tables 2 and 3 we activate automatic hyperparameter optimization
and observe a significant improvement for ElasticNet and Lasso Regression with an
improvement of 0.484 for ElasticNet and 0.676 for Lasso Regression for both encod-
ings. The Ridge Regression remained the same. The DecisionTree Regression slightly
improved by 0.006 for ordinal encoding and 0.001 for target encoding.

Estimator R? Score CMD O | R? Score CMD T
Ridge Regression 0.761 0.792
Lasso Regression 0.676 0.676
ElasticNet Regression 0.748 0.748
DecisionTree Regression | 0.820 0.821

The enhancements introduced in this paper improve the R? score of the
Ridge Regression by 47% and the R? score of the DecisionTree Regression by
31%. ElasticNet and Lasso Regression initially had a score of 0, but with our
improvements they have a higher score than the best baseline score of 0.626.

5 Experiments: Alarm System’s Saturation Point

This section describes experiments aimed at determining the saturation point
of our legacy alarm system using the prediction models described in the pre-
vious section. We rely on the testing infrastructure developed in our previous
work [21,22], based on the popular load testing tool Locust [5], together with
our own supplementary shell and Python scripts for automating and visualiz-
ing the results. Our testing infrastructure implements the Load Tester, Simu-
lator, and Requirements Checker components of the RAST approach shown in
Fig. 1. We observed a performance issue with the initial version of the Simula-
tor component: when approaching the system saturation point, the CPU core
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running the simulator process became fully utilized. As a result, the simulation
results could not accurately represent the real system, despite having a high R?
score for the prediction model. The two main reasons for the high CPU uti-
lization are caused by the simulator implementation in Python. First, Python
in combination with CPython as the popular Python runtime is an interpreted
language and, thus, inherently slower compared to compiled languages. Second,
Python’s Global Interpreter Lock (GIL) of CPython prevents a Python process
from using multiple CPU cores, even when utilizing multiple threads on a multi-
core CPU [2]. Therefore, in this paper we re-implement the simulator in the
compiled language Kotlin, and we employ the popular Ktor library [12] which
utilizes multiple CPU cores, thus, solving the performance issues.

To ensure consistent comparison between our new findings and those reported
in our previous work [22], we perform our experiments twice - once utilizing the
prediction model (PM1) obtained with the initial version of RAST, and then
employing the enhanced prediction model (PM2) presented in this paper. We
use the same hardware as in our initial study: an HP Proliant dI1380 G7 server
equipped with two Intel Xeon X5690 processors with 3.46 GHz. We conduct all
of our experiments within a virtual machine (VM) that has 8 virtual CPU cores
with 16 GB of RAM. We run the Simulator and the Load Tester on the same
computer. We also use the popular mininet tool [13] for simulating network
bandwidth and latency. Our mininet topology (hosts, switches, and links) and
the link parameters (bandwidth, delay, packet loss, jitter) reflect the properties
of our production alarm system. The process of experiment running on our test
infrastructure is encapsulated in a single shell script that uses mininet’s built-in
functions to establish a mininet topology and launch the Simulator and Load
Tester components. We allow free access to our source code, mininet configura-
tion, and server’s parameters GitHub [20].

The goal of our load test is to evaluate the number of alarm devices that can
be handled by the system while meeting the real-time requirements under the
production workload. The workload generated by the Load Tester has two parts:
the system workload generated by alarm devices sending alarm messages and the
background workload generated by the other programs running at the same time.
Our load tester uses the workload pattern extracted from the production system
to generate the background workload; in our case study, it sends 70 requests
per second that are randomly selected from 349 different request types. The
system workload is gradually increased by simulating the alarm devices, each
sending a request every 20s, and increasing their amount over time, until we
reach the critical workload, such that Requirements Checker of RAST reports
that the required response time limit is exceeded. In this manner, we determine
the saturation point of the system.

The Load Tester component distributes the system workload among three
Locust workers, each running as a separate Python process. We experimentally
choose the number of workers to be three, with the goal to utilize only as few
CPU cores for the experiment as necessary. In our setup, the system workload,
the background workload, and Simulator utilize five CPU cores, leaving three
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remaining cores for mininet and other system processes. The system workload
runs for 10 min and then the Load Tester reports the measurements to Require-
ments Checker. The time of 10min proves to suffice for each AD to send 30
requests during the experiment. We observe that running the test longer shows
no significant influence on the results. If the real-time requirements are met, i.e.,
the mean and the maximum response times are within the standard requirements
described in Sect. 3, Load Tester increases the amount of ADs by 200 (the initial
number is 200 too) and repeats the system workload run. The experiment ends
once Requirements Checker reports the saturation point. Once the saturation
point is found, the Load Tester component goes back to the previous amount of
ADs, and then it increases the amount of ADs by 20 in order to get finer-grained
results.

Figure 4 shows the experimental results for our both prediction models, i.e.,
PM1 (previous) and PM2 (new). The top diagram shows the results for PM1,
the bottom diagram for PM2. In each load test executed, the mean and max-
imum response times are shown as a blue and an orange curve, respectively.
We observe that both models yield similar results and the system’s saturation
point lies around 1240-1340 ADs, depending on the model used. The maximum
response time increases quickly and not monotonically. In our experiments, we
observe that this behavior happens when several hundred ADs simultaneously
send requests within a time frame of less than a second. This behavior is hard
to reproduce consistently due to the non-deterministic scheduling of hundreds
of ADs and the short time frame in which it occurs. The low average response
time suggests that these situations are rare events in the experiment. To mitigate
this issue, we repeat the experiment for each model nine times and calculate the
average values of all reported average and maximum response times. After nine
repetitions, we do not observe any changes in the found saturation point.

Our results show that, although PM2 has a significantly higher R? score
than PM1, the difference in the measured saturation point is minimal in our
experiment. We expect this difference to become more noticeable with a higher
number of simulated ADs.

Our study also shows that the value of PR 2 N, which represents the amount
of parallel requests that ended while the current request was processed, fluc-
tuates significantly, even for the same number of ADs. These fluctuations are
evident in the non-monotonic behavior of the maximum response time shown
in Fig. 4, where the maximum response time can be lower for a greater number
of ADs. Although our prediction variables produce a high R? score, these fluc-
tuations suggest that the adopted prediction variables are still insufficient. Our
future research will include other commonly used prediction variables, such as
the average amount of requests per sec, to improve the model’s accuracy.
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Fig. 4. Average and maximum response times depending on the number of ADs for
both prediction models. Both models yield similar results, with an average response
time (blue curve) between 0.1s and 0.2s. The maximum response time (orange curve)
exceeds the allowed maximum response time at 1,240 ADs for PM1, with the response
time of 61.151s, and 1,340 ADs for PM2, with the response time of 30.379s. (Color
figure online)

6 Conclusion and Future Work

In this paper, we develop and implement several improvements of RAST — our
approach to performance evaluation of legacy real-time systems by combining
Regression Analysis, Simulation, and load Testing. These improvements enable
training an adequate prediction model for a specific System Under Evaluation.
We apply our enhancements to a commercial legacy alarm system which runs
already in a production environment and poses strict real-time requirements.
We evaluate various RAST configuration settings and report how they affect
the model’s R? score. We demonstrate significantly improved accuracy of per-
formance evaluation due to our new developments.

The results from our prediction model generation indicate a significant
improvement of accuracy over our initial study, with R? scores increasing for
all tested models. For instance, the Ridge Regression improved from 0.537 to
0.792, while the Decision Tree Regression rises from 0.626 to 0.821. Addition-
ally, both Elastic Net and Lasso Regression started out at 0 but were then
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increased to respective values of 0.748 and 0.676. Notably, the performance of
each model surpassed the highest-performing model from our initial study, which
was 0.626. Overall, these findings demonstrate the effectiveness of our proposed
methodology.

Our experimental results show that, under usual operating conditions, our
evaluated alarm system can successfully handle the workload of up to 1340 Alarm
Devices (ADs) while meeting the real-time requirements of the EN 50136 stan-
dard. Thus, the company’s long-term goal of managing 25000 modern ADs is
currently at risk. However, we are now still at an early development stage of our
RAST approach: in particular, the current model performs predictions based
on only three predictor variables, which leads to fluctuations in the measured
response time. Thus, the saturation point obtained with our current prediction
model may still not represent the real system accurately enough, despite a high
R? score.

In our future work, we will extract more predictor variables, like the average
amount of requests/sec, from the log files, in order to improve the prediction
model. Also, we plan to implement the RAST approach for different (open-
source) software systems, in order to estimate its validity for other types of
systems and thereby allow for better reproducibility of our experimental results.
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