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Abstract. Wireless network topology can reflect the communication relation-
ships among network node. Since there are significant challenges and difficulties
in deciphering the communication contents, spectrum data is adopted to discover
communication relationships and network topology of a wireless network. In this
paper, we propose a wireless network topology discovery method based on spec-
trum data to determine the communication relationships of nodes. Since the spec-
trum data features of nodes are correlated during the communication process, we
construct the wireless network topology by mining the communication behaviors
of nodes from the spectrum data features based on maximum similarity and hier-
archical clustering. Simulation results demonstrate that the proposed method can
achieve a better performance of hierarchical clustering than the existing methods.
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1 Introduction

With the development of spectrum monitoring and cognitive radio networks, the anal-
ysis and mining of spectrum data are receiving more and more attentions [1, 2]. As
a reflection of user activities, the study of spectrum data can provide many essential
pieces of information and intelligence, especially in anti-terrorism, military commu-
nication, and network security fields. Currently, the applications of spectrum data are
mainly focused on spectrum situation awareness [3], signal classification [4], and signal
feature extraction [5]. The physical characteristics of spectrum data and the statistical
laws presented by these features also reflect the through-connection relationships and
relevant information. However, mining the connections between the massive amount of
spectrum data and the communication relationships among network nodes have yet to
be further investigated.

There is a large amount of literature on communication relationship discovery or
topology discovery. On one hand, the research of communication relationship discov-
ery can be deciphered with the contents of spectrum data [6–8]. On the other hand,
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there are numerous works that investigate network topology by mining the statistical
laws of spectrum data. The research based on physical characteristics of spectrum data
[9–12] needs to obtain a large amount of physical information data before clustering,
such as power and frequency. In recent years, machine learning is increasingly being
applied to analyze communication relationships with spectrum data. Wu et al. [14]
proposed a method to identify different automatic link establishment (ALE) behav-
iors with an improved DenseNet. The method requires a highly labelled sample size,
and the ALE signal strength significantly impacts network performance. Cheng et al.
[15] presented a data-enhanced communication behavior recognition scheme to cope
with insufficient spectrum data samples. However, the communication scenarios con-
structed by this method have strict hierarchical relationships and weak generalization
ability. Cheng et al. [16] studied squeeze-excitation based communication relationship,
but there is an apparent hierarchical relationship between the two communication nodes.
Zhang et al. [17, 18] investigated the identification of communication relationship based
on convolutional neural networks, but did not perform the network topology. Instead
of relying on the communication contents and many physical characteristics, this paper
extracts the spectrum data feature vectors combined with hierarchical clustering to mine
communication relationships and network topology.

In this paper, by pre-processing the spectrum data and extracting the spectrum data
features, we first determine the location of nodes relative to the monitoring station based
on the power and orientation information of the spectrum data and then use the image
feature vector extracted by convolutional neural network (CNN) to group the ones with
high similarity into a category based on the similarity of the features using hierarchi-
cal clustering method. Since the spectrum data characteristics of the two nodes are
very similar in fixed-frequency communication, it is possible to determine the through-
connection relationship between nodes based on spectrum characteristics. Finally, the
entire wireless network topology is formed according to the through-linkage association
of all nodes. The experimental results prove that the method is simple to implement,
the code is concise and has good clustering and adaptability to the spectrum data. The
contributions of this paper are as follows:

• We transform the problem of communication relationship into spectrum data image
classification problem to recognize communication behavior.

• We study the wireless network topology without relying on the communication con-
tent and a large number of physical characteristics, which are obtained by mining the
spectrumdata features and using the spectrum features similarity to get the association
relationships.

• Weuse aCNNmodelVGG16 to get feature vectors and then use an unsupervised clas-
sification method (clustering) for classification. Our clustering method can achieve
better performance than other clustering methods in theMutual Information (MI) and
Normalized Mutual Information (NMI) evaluation index.

The rest of this paper is organized as follows. Section 2 describes the wireless com-
munication network scenario, and also introduces the overall framework for wireless
network topology discovery. Section 3 introduces data pre-processing including feature
selection and feature representation. Section 4 uses VGG16 model and the hierarchi-
cal clustering to mine the communication relationship and network topology. Section 5
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introduces the simulation platform and discuss the experiment results. Finally, Section 6
summarizes the work of the full paper.

2 System Model

Wireless communication always happens in more than one node, and communication
relationship can reflect the wireless network topology. As shown in Fig. 1, it is a scenario
of wireless network topology discovery based on spectrum data. The work we do is to
obtain the communication relationship between communication nodes and further mine
the network topology.

Fig. 1. Scenario of wireless network topology discovery based on spectrum data.

To achieve this goal, we first preprocess the spectrum data and use two variables, i.e.,
distance and orientation, to train the prediction of node locations. Then, CNN is used
to extract image feature vectors, and hierarchical clustering is adopted for classification
based on similarity to obtain communication relationships. Finally, the wireless network
topology is mined by combining node locations and communication relationships. The
overall framework is shown in Fig. 2.
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Fig. 2. Overall framework of wireless network topology discovery.

3 Data Pre-processing

3.1 Feature Selection

To mine the communication relationship and topology in wireless nodes from spectrum
data, we need to first select the spectrum data features. In fixed-frequency communica-
tion, the communication relationship between different nodes can be distinguished by
carrier frequency. Then, clustering is then performed based on the obtained spectrum
data features and different clustering sets can be obtained. Consequently, each cluster-
ing set can represent a communication association and communication relationships are
determined according to the carrier frequency characteristics. Here are the features that
we select for further feature representation.

• Signal power: It is a unit of measurement of signal energy in the communication
process. Due to the effect of large-scale signal propagation and fading, smaller power
is measured with the increase of distance, and the signal strength is also stable if the
node’s location keeps unchanged. If a node moves within a short time, we assume
that the received signal power remains constant.

• Carrier frequency: In long-distance transmission, the signal is not transmitted
directly but moved to a fixed high frequency for transmission to improve the propa-
gation distance. This high-frequency signal is called the carrier, and the frequency is
called the carrier frequency, also known as the fundamental frequency.

• Signal orientation: The node’s orientation information is related to the spectrum
monitoring station. When the node’s location is fixed, the orientation of the received
signal is also stable. If the node moves in a relative short time, we consider that the
orientation data remains the same.

The features are extracted from the spectrum data by CNN to predict the relative
location of the nodes (relative to the spectrummonitoring station), andbyusing the carrier
frequency, the communication association relationships can be uniquely determined.
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3.2 Feature Representation

Assuming that N = {1, 2, ...,N } represents the index of network nodes. According
to the spectrum data from the monitoring station, the spectrum data at time slot t is
Ut = {

ut1,u
t
2, ...u

t
i, ...,u

t
N

}
, where uti = {

pti, θ
t
i , t

t
i , f

t
i

}
, i ∈ N represents the set of

signal power, signal orientation, monitoring time, and carrier frequency of the node i at
time slot t. The prediction of the node’s location relative to themonitoring station is based
on the spectrum data features. The deviation is found to be small when compared with
the actual location. This provides the location of a specific node for network topology
mining.

4 Communication Relationship and Network Topology Discovery

4.1 Communication Relationship Mining

The key point of communication relationship discovery is to extract the features of
the spectrum data and classify them according to the features. The location of a node is
predicted by the power and orientation information as the communication network nodes.
After that, according to the communication relationship between the classifications, each
network node is connected to form a communication network to complete the mining of
the network topology.

To determine the communication relationship, we need to obtain the location of each
node first. The data set Z = {z1, z2, ..., zi, ..., zN } represents the orientation and power
information in the spectrum data, where zi = {pi, θi}, pi = {pr, pt}, i ∈ N. We assume
that the signal propagates in free space, and the signal power decreases gradually with
increasing distance. The node distance from the monitoring station is d , the transmit
power is pr , and the received power is pt . Therefore, the ratio of the transmit power and
received power is defined as

pt
pr

=
[√

Glγ

4πd

]2
, (1)

where
√
Gl represents the product of the transmitting antenna gain and the receiving

antenna gain. The location of each node can be uniquely determined by combining its
orientation and distance, as shown in Fig. 3.

Communication relationships may vary from time to time. In order to study the
evolving communication relationships, we can divide the data set by time slots. In this
way, we can further intuitively explore the communication sequences, network connec-
tivity path, and communication directions and lay the foundation for the subsequent
construction of the network topology. The predicted location of each node is denoted as
(di, θi).
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Fig. 3. Node location map.

4.2 VGG16 Model

VGG16 is awell-knownCNNmodelwhose name is derived from the initials of theVisual
Geometry Group, Oxford University. The model is greatly adapted to the classification
task. VGG16 uses small convolutional kernels and small pooling kernels. The model
architecture is concise because the convolutional kernels focus on expanding the channel
count. The pooling kernels focus on reducing the width and height so that the model is
more profound and broader while the computation increases more slowly. At the same
time, the fully connected layer is replaced with three convolutional layers in the training
phase of the network. The test of the convolutional network has no limitation of full
connection, so the input can be an image of any size. The structure of VGG16 model is
illustrated in Fig. 4.

The communication relationship can be obtained as there is similarity in spectrum
data features. To obtain the communication relationship, we first use CNN to extract the
feature vectors of the spectrum data. We do not rely on the physical characteristics of
the spectrum data, but the features exhibited by the image of spectrum.

4.3 Hierarchical Clustering

Hierarchical clustering methods put the nearest sample points into one class by calcu-
lating the distance between samples and then merges the nearest classes into a larger
class. As a branch, split hierarchical clustering method initially put all samples in the
same class. By continuously excluding dissimilarities, the samples are finally grouped
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Fig. 4. The structure of VGG16 model.

into different data clusters. On the contrary, cohesive hierarchical clustering treats each
individual as a cluster and then keeps merging these clusters until the clusters of different
classes are obtained under a particular condition.

Weuse the feature vectors obtained byVGG16, then clusters the feature vectors based
on the maximum similarity. The number of clusters is decided based on the similarity
of the clustering tree. As a result, different clusters represent different communication
relationships.

4.4 Network Topology Discovery

We obtain network topology according to the PageRank algorithm in the literature [13].
Therefore, if a network node is connected to other nodes, this node behaves as member
node in the communication network, i.e., the node has a high PageRank value. Assuming
that a node has a high PageRank value, the PageRank value of the nodes connected to it
will increase accordingly. Therefore, the laws of edges and nodes should be considered
when analyzing the network topology.

Suppose thewireless network topologymined from the spectrum data isC = {N,R},
whereR = {(e1, p1), (e2, p2), ..., (ei, pi), ..., (eM , pM )} stands for the pass-through rela-
tionship betweennodes,pi represents the number of connections, and ei defines the edges.
Besides, we record the number of time slots that the node acts as a sender or receiver
and it participates in a communication. This is used to analyze the number of network
nodes and wireless network topology. Based on the above description, the procedure of
the whole network topology discovery can be presented in Algorithm 1.
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Algorithm 1. Network topology discovery
1: Initialize communication scenarios
2: Acquisition of spectrum data
3: Determine distance and orientation information
4: for epochs = 1, M do
5: MLP prediction node location
6: end for
7: VGG16 extracts spectrum data feature vectors
8: Hierarchical clustering for classification
9: Obtain communication relationships
10: Obtain network topology
11: end

In military scenarios, information is usually transmitted step by step due to a strict
hierarchy, i.e., information is transmitted in steps. Although network nodes are inter-
connected, communication devices across levels are subject to certain restrictions, i.e.,
each communication device has a different communication range and authority, and the
flow of information from lower to higher levels often requires a step-by-step delivery.
Therefore, the communication behavior of nodes at different levels differs. When we
analyse network topology, the path contains the direction of information transmission,
network hierarchy, and communication order. Determining the network key nodes and
sub-networks can also be done by analyzing the network topology.

5 Simulation Experiments

5.1 Scene Setting and Data Collection

We adopt the dataset which was built based on the real map scenarios1. We consider
30 nodes are randomly distributed in a square area of 171 m × 171 m. The nodes
communicate in the frequency range of 885–909 MHz and 930–954 MHz, and the
monitoring station has a scan bandwidth of 20 MHz and a scan rate of 80 GHz/s [5].

Based on the nodes and monitoring station setup in Fig. 3, the communications
between nodes are simulated, the spectrum data is monitored using the monitoring sta-
tion, and the spectrum data characteristics are analyzed, from which the communication
relationship and network topology are mined. In the simulation experiment, node termi-
nals communicatewith each other and generate feedback. Thewireless network topology
is determined based on the location of nodes and simulated communication.

The experiment parameters are presented in Table 1, which contains bandwidth,
number of pickup carriers, and transmitter and receiver antenna wavelength spacing.

5.2 Analysis of Experimental Results

According to the VGG16 network and hierarchical clustering method, features are
extracted from the spectrumdata tomine thewireless network topology. Figure 3 displays

1 https://www.mobileai-dataset.com/html/default/zhongwen/shujuji/1592719963402108929.
html?index=1.

https://www.mobileai-dataset.com/html/default/zhongwen/shujuji/1592719963402108929.html%3Findex%3D1
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Table 1. Experiment parameters.

Parameter Value

Transmitter Antenna Wavelength Spacing 5 m

Receiver Antenna Wavelength Spacing 5 m

Bandwidth 46.08 kHz

Number of Subcarriers 384

Number of Picked Carriers 5

Number of Nodes 30

the distribution of node locations obtained from signal power and orientation, represent-
ing the nodes comprising this communication network. The procedure involves acquiring
the features of spectrum data using the VGG16 model from the dataset. Subsequently,
we apply hierarchical clustering to different nodes based on the principle of maximum
similarity. Nodes exhibiting high similarity indicate sustained communication behav-
iors and a generic relationship between them. All nodes sharing a generic relationship
are mined to construct the wireless network topology. By analyzing the clustering tree,
we identify edges and network nodes, setting the number of categories for clustering
and obtaining the clustering effect graph. In the same category, a through relationship
between two nodes is established, and based on this relationship, the corresponding
nodes are connected to form the network topology.

In this study, feature vector extraction is performed using the VGG16 network
and DenseNet121 network [14]. Hierarchical clustering and other clustering methods
(DBSCAN, OPTICS, K-means) are compared using evaluation metrics such as Mutual
Information (MI), Normalized Mutual Information (NMI), and Adjusted Mutual Infor-
mation (AMI), as shown in Fig. 5 and Fig. 6. MI was first proposed in [19], NMI is
a metric that normalizes MI, and AMI is a metric that adjusts mutual information to
account for the effects of random clustering results [20]. These metrics are employed
to assess the degree of similarity between clustering outcomes and ground truth labels,
where elevated values denote superior performance. The results indicate that hierarchical
clustering outperforms other methods under the NMI and MI indexes.

Specifically, under the NMI metric, the image feature vector extraction using the
VGG16 network with hierarchical clustering yields 0.81, while K-means achieves 0.68.
The remaining two methods result in NMI scores of 0.45 and 0.47, respectively. For the
DenseNet121 network, the NMI for hierarchical clustering is 0.84, whereas K-means
and OPTICS produce NMI scores of 0.37 and 0.31, respectively. Thus, hierarchical
clustering demonstrates superior overall performance in this context.

Figures 5 and 6 illustrate that the hierarchical clustering method exhibits better
performance. However, the evaluation metrics MI, NMI, and AMI under the two con-
volutional networks do not vary significantly. The DenseNet121 network requires more
time to extract image feature vectors, and the dimension of the extracted feature vec-
tors is much larger compared to the VGG16 network, as depicted in Fig. 7. Taking into
account the time cost andmemory considerations, the overall performance of theVGG16
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Fig. 5. The VGG16 method comparison diagram.

Fig. 6. The DenseNet121 method comparison diagram.

network surpasses that of the DenseNet121 network. Hence, it is preferable to extract
the image feature vectors using the VGG16 network and then determine the number of
clusters based on the clustering tree. After clustering, the categories can be filtered to
identify the through-connections. By connecting the network nodes, a communication
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network structure can be formed. This approach strikes a balance between performance
and resource efficiency.

Fig. 7. VGG16 and DenseNet121 comparison diagram.

6 Conclusion

This paper aims to reduce the time and cost of deciphering communication contents
by analyzing the characteristics of spectrum data to mine the communication behavior
and network topology of nodes. Firstly, the features of spectrum data are selected, and
preprocessing techniques are applied to calculate and uniquely determine the network
nodes. Then, a CNNmodelVGG16 is utilized to extract the features of the spectrumdata.
With the maximum similarity method in hierarchical clustering, the samples with higher
similarity are grouped into one class. This process helps to obtain the communication
behavior of each node according to the clustering results. A network topology discovery
algorithm is designed to mine of communication behavior and obtain wireless network
topology from spectrumdata. Experimental results demonstrate that themethod is able to
discover hidden communication behaviors that contribute to reveal the existing wireless
network topology.
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