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Abstract. Privacy-Preserving Federated Learning (PPFL), a new
paradigm for secure and efficient Federated Learning, has the advantage
of security aggregation without losing accuracy. However, PPFL focuses
on protecting the privacy of private data, but the privacy of models is
equally important. Model sharing among institutions increases the risk
of model privacy leakage and economic loss when federated learning is
applied to real-world scenarios. To address the above issues, we design
a model privacy-preserving scheme based on fully homomorphic encryp-
tion, PriM. Specifically, we adopt the CKKS fully homomorphic encryp-
tion scheme to guarantee the security of the model, which supports both
floating-point and vector encryption and avoids the significant overhead
of single-value encryption in the homomorphic encryption-based PPFL
scheme. Then, we maintain the confidentiality of the model computa-
tion process without revealing the model information to the participat-
ing entities. Finally, experiments show that our scheme achieves equal
efficiency with the baseline algorithm FedAvg but is more realistic.

Keywords: privacy-preserving federated learning · homomorphic
encryption · model security

1 Introduction

Federated learning (FL) has become a new paradigm for large-scale distributed
machine learning, collaborating with numerous end devices through aggregated
servers to complete model training and update tasks while preserving client
data locally [1]. In FL, because of its distributed architecture and collaborative
approach, there are many tricks (e.g., inference attacks [2], inversion attacks
[3], backdoor attacks [4] and poisoning attacks [5]) that make the client data
and aggregated intermediate values risky for privacy leakage. Hence, Privacy-
Preserving Federated Learning (PPFL) has attracted widespread attention in
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both academia and industry [6–8] as a scheme for securing data aggregation using
encryption [9–11], differential privacy [12,13] or secure multi-party computing
[14,15] techniques.

However, PPFL also suffers many practical challenges in real-world appli-
cations [16,17]. Existing research focuses more on the privacy preservation of
clients’ raw data, which is the original intention of traditional FL. Still, the
security of the model is equally important. For example, when a company (task
publisher) adopts a cloud server (aggregation server) machine learning model to
support decision-making, the aggregation server randomly selects some mobile
devices (clients) to participate in the training. Some of these clients have active
or passive malicious operations that cause the model to be compromised or apol-
ogized; even worse, it can lead to severe business losses for the task publisher
[18,19]. Additionally, the models often contain sensitive information of other
clients, which may lead to personal privacy leakage if attackers access the models.
In general, it is of practical significance and urgent to adopt privacy-preserving
techniques to protect machine learning models [20].

Homomorphic encryption is widely utilized in PPFL, privacy-preserving data
mining, and intelligent contracts because of its advantage of computing cipher-
texts without exposing plaintext data [21]. In previous application scenarios,
however, research has mainly utilized homomorphic encryption to secure raw
data, and in contrast to existing research, we first apply homomorphic tech-
niques to model privacy protection. Specifically, to address the high computa-
tional complexity of traditional homomorphic encryption that is difficult to apply
in large-scale machine learning algorithms, we use a typical fully homomorphic
encryption scheme CKKS [22] combined with FL to enhance the computational
efficiency of data encryption. In this paper, this is the first solution that applies
homomorphic encryption to protect the FL model. First, we propose an efficient
and practical security framework, PriM, to ensure the privacy availability of the
FL model. Second, the CKKS fully homomorphic encryption scheme is applied
to model encryption to support vector encryption, which speeds up the federated
learning execution process. Finally, preliminary experiments show the efficiency
and practicality of PriM compared with existing schemes.

2 Related Work

In this paper, we focus our research around existing schemes that combine
homomorphic encryption with FL, and focus on related work in FL on the fol-
lowing related work. Researchers commonly employ homomorphic encryption
techniques to protect the privacy of raw client data in FL because of its signifi-
cant property of computational equivalence in the plaintext/ciphertext domain.
Phong et al.. [23] proposed a privacy-preserving deep learning framework based
on additive homomorphic encryption. Where the initialized global model is gen-
erated by a client trained on its local dataset and encrypted to the server, the
rest of the clients download the encrypted weight parameters and decrypt them
to update the model on their local dataset, as well as send the updated gradi-
ents encrypted to the server, which directly aggregates them with the ciphertext
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gradients to get a fresh global model, repeating the process until the model con-
verges or achieves the maximum iteration. Xu et al.. [24] designed a CryptoNN
framework, which ensures the privacy of user data through function encryption
techniques. In this scheme the authors only encrypt between the input layer and
the first hidden layer of the feed-forward step, as well as between the output
layer and the last hidden layer of the backward-propagation process, ignoring
the neural network details in the middle of the hidden layers. Zhao et al.. [25]
seamlessly integrate FL into mobile crowdsensing(MCS) and design a privacy-
preserving MCS system CROWDFL based on a threshold Paiilier cryptosystem.
In this framework, the requester divides the private key into two parts, and
the sensing platform (server) and participants (clients) hold one private key
respectively. Similarly, clients collect data and train a model on them, encrypt
the model using the client’s private key and upload it to the server, where the
server aggregates and partially decrypts the encrypted model, and then returns
the partially decrypted aggregated model to clients. Finally, clients obtains the
aggregated model after full decryption and update with the plaintext aggregated
model.

Surprisingly, the global models in the above solutions are finally decrypted
at the client to get the plaintext models, which means that the global models are
publicly exposed to the computing procedures of the system. Existing researches
tend to make honest and curious or malicious assumptions about clients, leading
to model privacy leakage. Likewise, in specific real-world scenarios where partic-
ipants are willing to pay lower costs to intercept information about the model,
model leakage inevitably results in significant economic damages. However, our
proposed PriM framework emphasizes more on model security with efficient fully
homomorphic encryption to encrypt all model parameters and maintain cipher-
text computation during the computation process, without disclosing the model
to participants, much less leaking model parameters.

3 Preliminaries

In this section we briefly introduce the fully homomorphic scheme.

3.1 CKKS Fully Homomorphic Encryption

CKKS [22] approximate arithmetic homomorphic encryption scheme, as a typi-
cal full homomorphic encryption scheme, can support approximate computation
of floats and vectors. CKKS has unique coding and decoding techniques and
rescaling mechanisms. We describe briefly the CKKS algorithm composition in
the following:

– KeyGen(1λ) → (sk, pk, evk).
• Given the security parameter λ, the base of the scaling approximation

calculation p > 0, a modulus q0 and 0 < l < L, the ciphertext is a vector
in Rk

ql
of integer k with size l, where ql = pl × q0. Select a power-of-two

M = M(λ, ql), the integer h = h(λ, ql) and P = P (λ, ql), a real number
σ = σ(λ, ql).
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• Sample s ← H(h), a ← Rql and e ← G(σ2). H(h) is the set of signed
binary vectors in 0,±1N whose Hamming weight is h, G(σ2) is a vector
in Z

N that follows a discrete Gaussian distribution of variance σ2. Given
the secret key as sk ← (1, s) and the public key as pk ← (b, a) ∈ R2

ql
where b ← −as + e( mod ql).

• Sample a′ ← RP ·ql and e′ ← G(σ2). Set the evaluation key as evk ←
(b′, a′) ∈ R2

P ·ql where b′ ← −a′s + e′ + Ps2( mod P · ql).
– Ecd(z, s) → m. Let T be a subgroup of Z∗

M satisfying Z
∗
M/T = ±1. For a

(N/2)-dimensional vector z = (zj)j∈T ∈ Z[i]N/2 of Gaussian integers, com-
pute the vector �s·π−1(z)�σ(R), return the encoded value m = σ−1◦π−1(s·z).

– Dcd(m, s) → z. For an input polynomial m(X) ∈ R, compute the corre-
sponding vector π◦σ(m),return the closest approximation vector of Gaussian
integers z = (zj)j∈T ∈ Z[i]N/2 after scaling, i.e., zj = �s−1 · m(ζj

M )�, j ∈ T .
– Enc(pk,m) → c. For a real number 0 ≤ ρ ≤ 1, the distribution Z(ρ) selects

each entry in the vector from 0,±1N , with probability ρ/2 for each of −1 and
+1, and probability being zero 1−ρ. Sample v ← Z(0.5) and e0, e1 ← G(σ2).
Output the ciphertext c = v · pk + (m + e0, e1)( mod ql).

– Dec(sk, c) → m. For c = (b, a), output the plaintext m = b + a · s( mod ql).
– Add(c1, c2) → ĉ. For c1, c2 ∈ R2

ql
, output the added value ĉ ← c1 + c2(

mod ql).
– Mult(evk, c1, c2) → c̃. For c1 = (b1, a1), c2 = (b2, a2) ∈ R2

ql
, let (d0, d1, d2) =

(b1b2, a1b2+a2b1, a1a2)( mod ql). Output the multiplied value c̃ ← (d1, d1)+
�P−1 · d2 · evk�( mod ql).

– RS(c) → c′. For c ∈ R2
ql

, output the rescaled value c′ ← � ql′
ql
c� ∈ Rqk

l′
, where

the level l′ < l.

4 Problem Formulation

In this section, we formalize the system model and threat model, respectively.

4.1 System Model

Specifically, our PriM consists of three types of entities as shown in Fig. 1,
Requester, Server, and Client. The roles of each entity are as follows.

• Requester : Requester may publish tasks that allow the server to select some
clients to collaboratively train the model, and Requester obtains the final
aggregated model from the server. In addition, Requester is responsible for
generating the security parameters and public/private key pairs in the system.

• Server : Server takes charge of selecting clients, initializing the global model
and encrypting it, and broadcasting the encrypted model to the clients. In
addition, Server also requires to aggregate the ciphertext models from clients
to complete the training of FL. According to the Server ’s perspective, she
knows nothing about the subsequent encrypted models from clients besides
the random initialization of the global model at the beginning, while the



404 W. Shuai et al.

model aggregation is also operated under ciphertext. Therefore, the model
is not public during the computation of PriM, which achieves the effect of
protecting the model security.

• Client : Client train the ciphertext model on a private dataset and encrypt the
trained model to the server. The encrypted model appears to Client as messy
data, and there is little useful information about the real model accessible to
Client. Likewise, the model is not public to Client.

Fig. 1. System model of PriM

4.2 Threat Model

In PriM, Requester works as a trusted third party because she, as the task
initiator, wants to obtain an optimal model and without revealing information
about the model. Server and Client are “Honest but Curious”, which implies
that they execute the protocol honestly but will be curious to infer sensitive
information. Correspondingly, a valid model is extremely attractive to them,
and they would invert the model with intermediate values generated during the
interaction of FL, which is poor and causes significant challenges for the security
of the model.

5 Proposed Scheme

In this section, we provide the technical overview and illustrate the core ideas
of PriM, respectively.

5.1 Technical Overview

Traditional PPFL schemes primarily adopt homomorphic encryption schemes
such as Paiilier [23,26] and CKKS [27] to protect gradient privacy. However,
Paiilier scheme can only support individual data for encryption, and require
element-wise encryption when encrypting the gradient matrix. It brings serious
computational overhead and communication overhead, which is not suitable for
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large-scale vectors and model with many parameters. Therefore, we use CKKS
encryption scheme supporting vector encryption in parallel to encrypt the model
that improves the computational efficiency.

In addition, we need to prevent “Honest but Curious” server and clients from
potentially inferring sensitive information about the model. Because PriM follows
the principles of FL, clients can’t upload private data to the server platform nor
encrypt the training data, and the model is confidential and non-public at both
clients and the server, which makes both model and training data without the
threat of privacy leakage. To achieve this, the server receives the encrypted model
[[ω0]] from the requester and selects a random set of clients C to participate in the
training of FL,then sends [[ω0]] to the clients i, i ∈ C. Client i executes the SGD
algorithm to optimize the model in the local dataset Di with the computation
process keeping ciphertext computation. Meanwhile, the client sends [[ωj

i ]] to
the server after the local training finished, and the server performs aggregation
to obtain the new model [[ωj+1]] =

∑|C|
i=1[[ω

j
i ]], repeating the process until the

model converges or reaches the iteration period.

5.2 Construction of PriM

PriM is described in Algorithm1. PriM consists of three phases, initialization,
model training, and model aggregation. In the following, we describe each phase
in detail.

a) Initialization : Requester randomly initializes the global model ω0 and gen-
erates public key pk, private key sk and evaluation key evk. In order to prevent
Sever and Client from learning information about the model, the requester
encrypts the model ω0 and sends the ciphertext model [[ω0]] to Sever, then
broadcasts the public key pk to Sever and Client.

b) Model Training : Client i performs SGD algorithm to update the model on
the private dataset Di with the received [[ω0]], and generates [[ωj

i ]]k+1 and
sends it to the server after the local training.

[[ωj
i ]]k+1 ← [[ωj

i ]]k − α∇L([[ωj
i ]]k;Di) (1)

c) Model Aggregation : After receiving the model [[ωj
i ]] from clients in C, Sever

securely performs the aggregation of the ciphertext model because of the
homomorphism of the integer vector encryption scheme.

[[ωj+1
i ]] ←

|C|∑

i=1

1
|C| [[ω

j
i ]] (2)

Sever returns the completed trained model [[ω]] to the requester. Requester
eventually decrypts it using its own private key to obtain a well-formed model.
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Algorithm 1: PriM
Input: n clients {C1, C2, . . . , Cn} with local trainning datasets

D = {D1, . . . , Dn}, learning rate α, period p, local iteration number b
Output: Encrypted global model

1 @Requester :
2 Random initialization of the global model ω0, encrypt ω0 as [[ω0]] with secret

key sk, pack [[ω0]] and the public key pk to send to Server.
3 for j = 0 to p do
4 @Client :

5 ωj
i;0 = [[ω0]]

6 foreach i ∈ C Parallel do
7 for k = 1 to b do

8 [[ωj
i ]]k+1 ← [[ωj

i ]]k − α∇L([[ωj
i ]]k; Di)

9 end

10 Send [[ωj
i ]] to Server.

11 end
12 @Server :
13 Send the ciphertext model [[ω0]] and public key pk to client i, i ∈ C and wait

for the client to return the result after local training.
14 [[ωj+1

i ]] ← ∑|C|
i=1

1
|C| [[ω

j
i ]]

15 Send the completed training model [[ω]] to Requester.

16 end
17 return [[ω]]

6 Preliminary Experiments

6.1 Experimental Setup

We implement our PriM using the TenSEAL1 open-source homomorphic encryp-
tion library and evaluate the performance with a 128-64-10 fully connected neu-
ral network on the MNIST dataset, which contains 60,000 training images and
10,000 test images.

6.2 Runtime Analysis

We compare the runtime of two typical homomorphic schemes, CKKS and Pai-
ilier, when dealing with large scale vectors. As can be seen in Fig. 2, CKKS is
more suitable for addressing large-scale vectors and models with a great quan-
tity of parameters, because it supports vector encryption without element-wise
encryption. Therefore, we adopt CKKS to encrypt the model parameters to
improve the computational efficiency.

1 https://github.com/OpenMined/TenSEAL.

https://github.com/OpenMined/TenSEAL
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Fig. 2. Computational efficiency of encryption and decryption between CKKS and
Paiilier.

6.3 Performance Evaluation

We compare FedAVG [1] as a baseline with PriM for efficiency evaluation. Specif-
ically, because PriM guarantees that the model is not public during the whole Fl
process, to check the performance of PriM, we decrypt the loss and prediction
values to compare the convergence with the baseline. It’s a redundant operation!
As shown in Fig. 3, the performance of our PriM is comparable to that of the
baseline. Since the CKKS scheme, as an approximate computational homomor-
phic encryption algorithm, supports approximate addition and multiplication
of the model in the ciphertext state, and we also keep four valid digits in our
implementation, this leads to a little difference between the computed value after
encryption and the original value. It shows that PriM can be more suitable for
practical scenarios as an efficient FL model protection scheme.

Fig. 3. Comparative performance of PriM and FedAVG.

Additionally, PriM deals with massive ciphertext matrix computation in the
training phase, while CKKS is a finite-times homomorphic computation scheme;
meanwhile, the number of polynomial coefficients generated by encryption deter-
mines the depth of homomorphic multiplication and computation delay. Unfor-
tunately, PriM currently overflows the ciphertext size after performing three
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rounds of epoch training, and although TenSEAL automatically performs rescal-
ing before the ciphertext multiplication computation, exceeding the homomor-
phic multiplication depth will result in decryption errors. As shown in Fig. 3,
PriM converges with the baseline during training, and the accuracy of the trained
model is similar.

7 Conclusion

In this paper, we propose a practical and efficient Federated Learning model
preservation framework, PriM. In PriM, the models are confidential to both the
server and the client. In contrast to existing research preserving local data, we
encrypt the model based on the CKKS fully homomorphic encryption scheme
and train and predict it with ciphertext models while follow ing the FL paradigm
that private data do not have to be shared. Besides, PriM differs from the tradi-
tional PPFL framework without decrypting the model during the whole process,
which protects the security of the model. Experiments show that our proposed
framework PriM is practical and efficient. In future work, we will employ convo-
lutional neural networks with fewer matrix operations to complete the training
of PriM and replace the optimized privacy-preserving measures to ensure the
model’s confidentiality during the whole FL process.
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