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Abstract. Web applications remain a significant attack vector for cyber-
criminals seeking to exploit application vulnerabilities and gain unautho-
rized access to privileged data. In this research, we evaluate the efficacy
of eight supervised machine learning algorithms - Naive Bayes, Decision
Tree, AdaBoost, Random Forest, Logistic Regression, K-Nearest Neigh-
bor (KNN), Support Vector Machine (SVM), and Artificial Neural Net-
work (ANN) - in detecting and countering web application attacks. Our
results indicate that KNN and Random Forest classifiers achieve an accu-
racy rate of 89% and an area under the curve of 94% on the CSIC
HTTP dataset, a commonly used benchmark in the field. Meanwhile, the
Naive Bayes classifier proves the most efficient, taking the least compu-
tational time when differentiating between malicious and benign HTTP
requests. These findings may help direct future efforts towards more effi-
cient, machine learning-driven defenses against web application attacks.
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1 Introduction

Web applications (or apps) are pervasive in our current society, ranging from e-
commerce to e-government, and so on. These applications enable organizations
to collect, analyze, and store confidential user information such as credit card
numbers and social security records. These applications interact with online
databases, presenting data to users dynamically via a web server application.
However, web applications with sensitive data can be targeted by cybercriminals,
for example by exploiting vulnerabilities to directly manipulate data on various
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websites [1]. High-risk web applications include those handling large volumes of
user data. Attack methods, such as SQL injection and cross-site scripting (XSS),
identified by OWASP as particularly dangerous, can lead to users being directed
to phishing pages. Despite existing efforts to secure web applications [2–10], this
topic remains a research challenge; hence, the focus of this paper.

Specifically, we introduce a comparative framework for detecting SQL injec-
tion and XSS attacks, using eight supervised machine learning algorithms (i.e.,
Naive Bayes, Decision Tree, AdaBoost, Random Forest, Logistic Regression, K-
Nearest Neighbor (KNN), Support Vector Machine (SVM), and Artificial Neural
Network (ANN)). We employ seven performance metrics to evaluate these eight
algorithms, namely: accuracy, precision, recall, F1-score, ROC, AUC, and com-
putation time. Our model parses HTTP requests to extract features, generates a
hashmap key, and establishes a whitelist of standard HTTP queries during learn-
ing. Request parameters are encoded as a feature vector, following the technique
explained by Kozik et al. [11], and transformed into constant-length histograms
to train a classifier. In doing so, we seek to gain a better understanding of the
accuracy of existing machine learning approaches in attack detection, and iden-
tifying effective algorithm(s) in detection.

In the next section, we’ll discuss related work, followed by a brief overview
of the essential background materials.

2 Related Work

Signature-based methods such as SCALP, PHP-IDS, and Snort are commonly
used to detect web application attacks because they can process vast volumes
of data [12,13]. These techniques can quickly match text patterns using spe-
cific algorithms, typically PCRE standard phrases [14]. However, they require
expertise to define attack patterns and struggle with concealed SQL injection
attacks using URL encoding. Kozik et al. proposed using data from client-to-
web-server HTTP requests to detect web attacks [15]. Their approach employs a
machine learning model with two stages: learning and assessment. The learning
phase uses labeled data to model normal machine operation. In the assessment
phase, HTTP requests are encoded into vectors providing full request details.
This method has been applied to HTTP request data, like those in the Apache
Connection Log, from traffic generated by e-commerce web applications, identi-
fying various web application cyberattacks.

S.Sharma et al. used machine learning for intrusion detection, and found
the J48 decision tree algorithm to be most effective in terms of True Positive
Rate, Precision, and Recall [16]. Oumaima, Chakir, et al. evaluated the effi-
ciency of certain machine learning algorithms for intrusion detection [17]. Offutt
et al. demonstrated the effectiveness of Bypass Testing to validate application
inputs [18]. Sun et al. showed the feasibility of using system conversion and
machine learning to detect in-process cyber-attacks on web applications running
on a Java Virtual Machine [19]. M. Cova et al. proposed a strategy to detect and
study JavaScript code abuses that lead to drive-by-download threats. They com-
bined malicious JavaScript code for anomaly detection and auto-identification,
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and used a HTML unit browser to serve web pages [20]. They developed a method
that utilized standard JavaScript code to introduce features using various feature
and machine learning techniques.

XSnare, an XSS solution extension for Firefox, uses prior knowledge of web
application HTML content to thwart XSS attacks [21]. It incorporates a database
with exploit descriptions informed by past CVEs. XSSDS is another system that
passively identifies successful XSS attacks through HTTP traffic monitoring [22].
DeepXSS, a deep learning-based system for XSS detection, extracts XSS fea-
tures’ payload using word2vec, mapping each payload to a feature vector [23]. It
then employs Long Short-Term Memory (LSTM) recurrent neural networks for
training and testing the detection model. Such research informs further efforts
to detect and mitigate XSS threats using artificial intelligence methods [24].
G. Kaur et al. proposed a blind XSS detection method using machine learn-
ing, notably the Linear Support Vector Machine (LSVM) classifier, to identify
potential threats and distinguish between cached and blind XSS [25].

SQLIDS is a real-time SQL injection detection system that monitors Java-
based applications [26]. Zhang et al. proposed an adaptive random testing
aimed at triggering SQL injections within limited attempts [27]. SEPTIC and
SPHERES are systems designed for preventing DBMS attacks and analyzing web
traffic respectively, with the latter applying specific filtering rules to requests,
website structures, and user sessions [28,29]. Zhuo et al. and Li et al. intro-
duced systems that use long short-term memory and deep forest-based methods
to detect SQL Injection Attacks [30,31]. DIAVA is a traffic-based system for
detecting SQL injection attacks and analyzing vulnerabilities [32]. Batista et al.
proposed a fuzzy rules set for constructing expert systems in cybernetic data
attacks, specifically SQL Injection attacks [33]. WOVSQLI and DeepSQLi are
systems utilizing word vectors of SQL tokens, long short-term memory neural
networks, and deep natural language processing to identify SQL injection attacks
and create test cases for detection [34,35]. Chen et al. recently introduced an
SQL injection detection system utilizing a natural language processing model
and deep learning framework, which does not rely on previous rules [36]. A
comparison of these studies using the HTTP CSIC 2010 dataset is provided in
Table 1.

Table 1. Comparison of some related work

Study Technique Dataset Problem Domain Evaluation Metrics

[37] Generic-Feature-Selection (GeFS) CSIC 2010 HTTP Dataset Web Applications Attack Accuracy
[15] Naive Bayes, AdaBoost, Part and J48 CSIC 2010 HTTP Dataset Web Applications Attack False Positive Rate
[38] Naïve Bayes, Bayes network, decision

stump RBF Network
ECML-PKDD 2007 HTTP, CSIC HTTP 2010 Web Applications Attack False Positive Rate

[16] J48, Naïve Bayes, OneR, Decision table CSIC 2010 HTTP Dataset Web Applications Attack Precision, Recall,
Accuracy, and
F-measure metrics

[17] KNN, Decision Tree, Multinomial, and
Bernoulli Naive Bayes, SVM Linear,
Sigmoid, and RBF

CSIC 2010 HTTP Dataset Web Applications Attack Accuracy, Recall,
Precision, F-value,
FPR, and FNR
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3 Background

3.1 XSS: Cross-Site Scripting

Cross-site scripting (XSS) is a common hacking technique where malicious code,
often JavaScript, is injected into web applications, affecting user’s browsers [39,
40]. This can spread via legitimate pages, with XSS attacks categorized as non-
persistent or persistent.

Non-Persistent XSS Attack. In a non-persistent XSS attack, users click
a malicious link created by hackers, triggering the execution of the attacker’s
vulnerable code in their browser. Listing 1 demonstrates a typical attack.

1 <?php
$name = $_GET[’name’];

3 echo "Hello Welcome $name <br >";
echo "<a href="http:// xssattackdemo.com/">Click to Download

</a>";
5 ?>

index.php? name = guest <script >alert (’Hacked ’) </script >

Listing 1.1. Script for non-persistent XSS attack

Persistent XSS Attack. In this type of attack, the attacker injects a mali-
cious script into a repository. The malicious string originates from the website’s
database. This can be done by having the victim’s browser parse the following
HTML code:

<script >
2 window.location=’http :// attacker /? cookie=’+document.cookie

</script >

Listing 1.2. Script for a persistent XSS attack

In this form of XSS attack, a script redirects the user’s browser to a URL
that sends the victim’s cookies to the attacker’s server. The attacker can then
impersonate the victim using these cookies, launching further attacks. This per-
sistent type of XSS attack, aimed at exploiting a website’s vulnerability to steal
cookies, is generally more damaging than non-persistent ones.

3.2 SQL Injection Attack

In SQL injection attacks, an attacker uses a web page input to introduce harmful
SQL commands into an SQL statement, compromising the web system’s security.
These malicious commands can modify an SQL statement, leading to unautho-
rized access or other adverse effects. The attack might involve inserting malicious
code directly into user input variables or storing it within certain database tables,
which is later compiled and added to a dynamic SQL command [41]as displayed
in Listing 3.
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1 EmployeeDetails = Request. Form ("EmployeeDetails ");
var sql = "select * from OrdersTable where EmployeeDetails =

’" + EmployeeDetails + "’";

Listing 1.3. Script for a basic SQL Injection Attack

The following describes an example of an SQL injection attack. First, the
user is asked to write down the name of an employee. When a user enters Steve
as the employee name, the query will be a collected script as shown in Listing 4.

Select * FROM OrdersTable WHERE EmployeeDetails = ’Steve ’

Listing 1.4. Query for retrieving details from table

The script merges hardcoded and user-inserted strings to generate an SQL
query, retrieving specific employee details. SQL injections typically target URL
styles like http : /www.targetdb.com/index.php?id = 2. Attackers use cer-
tain inputs, like single or double quotes or Boolean expressions, to provoke
an SQL Injection attack. For example, a MySQL-backed webpage susceptible
to SQL injection might display a data error message like mysqlnumrows() or
mysqlfetcharray() on the webpage, indicating vulnerability to such attacks.

4 System Methodology

4.1 Design Choice

This study proposes a method for detecting web-based application attacks using
supervised machine learning algorithms, given the availability of labeled data.
The approach is applicable to various real-world scenarios like facial recognition,
healthcare, Siri, weather forecasting, spam filtering, and fraud detection. The
methodology utilizes eight different supervised classification machine learning
algorithms to predict attacks. The workflow of the proposed method and details
about the utilized algorithms will be elaborated further.

This study implements eight machine learning classification algorithms:
Naive Bayes, Decision Tree, AdaBoost, Random Forest, Logistic Regression,
K-Nearest Neighbor (KNN), Support Vector Machine (SVM), and Artificial
Neural Network (ANN). These fall under three categories: Probabilistic, Tree,
and Miscellaneous. The probabilistic category includes Naive Bayes and Logistic
Regression, both leveraging the principle of probability. Naive Bayes, a pow-
erful classifier, is based on Bayes’ Theorem and assumes feature independence
within classes [42]. Logistic Regression, a predictive mathematical model, esti-
mates binary reliability parameters. It predicts the probability of target variable
belonging to a particular category, thus effectively used for various analytical
problems such as disease detection and malicious attack detection [43]. Despite
its simplicity, it has a broad range of applications including spam detection,
injection attack detection, XSS attacks detection, etc.
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The study also employs tree-based machine learning algorithms: Decision
Tree, Random Forest, and AdaBoost. AdaBoost, or Adaptive Boosting, is a pop-
ular machine learning technique that collaboratively develops a model, learning
from previous errors, and works particularly well with Decision Trees [44,45].
The Decision Tree is a supervised algorithm that can be used for both classifica-
tion and regression tasks. It employs a tree-like model of decisions, where each
node represents a feature, each branch signifies a decision rule, and each leaf
node represents an outcome [46]. Decision Trees are often favored for their ease
of interpretation and decision-making process representation. In this study, the
Decision Tree Classifier model is utilized due to its predictive capability and its
ability to evaluate potential outcomes effectively.

The Random Forest (RF) classifier is a supervised machine learning algo-
rithm used in this study to detect web application attacks [47,48]. This ensemble
method creates a robust forest by averaging results from multiple decision trees,
effectively preventing over-fitting and providing faster results. Other machine
learning algorithms employed include the K Nearest Neighbor (k-NN), Support
Vector Machine (SVM), and Artificial Neural Network (ANN) [49]. The k-NN
algorithm, a non-parametric method used for classification and regression, pre-
dicts class membership based on the closest instances in the feature space. The
performance of this method depends on whether it is used for isolation or regres-
sion.

The K-Nearest Neighbor (k-NN) algorithm is a model-based, or lazy learning
method, used mainly for prediction of categorical values. This non-parametric
algorithm assigns an item to the class of its most frequent nearest neighbor, with
the item’s value being the output of the k-NN regression, the value of the closest
neighbor. It uses all available data for training and makes no assumptions about
the underlying data, and it was used in this study to detect XSS and SQL injec-
tion attacks in web applications [50]. The Support Vector Machine (SVM) is a
robust supervised machine learning model, introduced in the 1960 s and further
refined in the 1990 s [51,52]. This algorithm, effective for both classification and
regression, separates classes in multidimensional space via a hyperplane, itera-
tively refined to reduce errors and avoid overfitting. SVM uses kernels (linear,
sigmoid, and polynomial in this study) to transform input data into the desired
form, its main goal being the identification of the maximum marginal hyperplane
that divides the dataset into classes.

Lastly, the Artificial Neural Network (ANN) [42,53,54], also called a neural
network, is a group with a perceptron/neuron in each layer. It is a computational
model made up of three layers, generally consisting of an input layer, an output
layer, and a hidden layer (which is between the input and output layers). Inputs
from the dataset are given to the input layers, which then go through the hidden
layers for further processing. The output layer will then generate the results.
This network is capable of learning nonlinear functions with the help of an
activation function. This can be the ANN’s powerhouse. In our study, we used the
backpropagation neural network, which works by internally adjusting the weights
with a non-linear connection between the input and output. To process the
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information and to produce consequential results, it has a substantial processing
unit that is connected and works together.

4.2 System Work Flow

The workflow of our methodology encompasses three phases: Phase A: Data
Collection, Phase B: Pre-Processing, and Phase C: Building a Model.

Step 1: Data Collection. The first step in the workflow involves collecting
the dataset. We conduct an experimental analysis in this study using the CSIC
2010 HTTP dataset. This dataset is used in state-of-the-art existing works. This
dataset contains real-life data developed in the Spanish Research National coun-
cil in 2010 and is a publicly available dataset [55]. Specifically, it encompasses
1,000 HTTP (Hyper Text Transfer Protocol) requests. HTTP is the cornerstone
for exchanging information over the World Wide Web. A very large quantity of
data regularly flows over this protocol, and attacks towards this protocol are
rapidly increasing. In this phase, HTTP traffic is analyzed and detected from
within the CSIC 2010 HTTP dataset. Previously, classification of the CSIC 2010
HTTP dataset was used mainly with the purpose of instance and feature selec-
tion analysis. This dataset consists of 223,585 instances and 18 attributes. More-
over, it incorporates traffic maliciously targeting e-commerce web applications.
The dataset is split into a collective set of normal and anomalous traffic requests.
There are approximately 25, 000 anomalous requests and 36, 000 normal requests.
We extracted the Cross-site Scripting (XSS) and SQL Injection (SQLI) attacks
for our analysis from this dataset, since these two attacks fall under dynamic
attacks that could harm users by stealing their confidential information. From the
CSIC HTTP 2010 dataset, we eliminate unintentionally illegal requests, static
attacks, and some dynamic attacks like buffer overflows and CRLF injection. As
such, a total of 3096 instances are contained in our subset dataset, of which 1548
are anomalous (XSS+SQL) requests and 1548 are normal requests.

Despite its age, this dataset continues to be one of the most comprehensive
and widely used in our field. There are many recent studies used this dataset
for their experimental evaluations [56–62]. It contains a wide array of HTTP
requests, both legitimate and malicious, making it ideal for testing and evalu-
ating web application attack detection methods. Moreover, it enables the com-
parison of our results with those of past researches, contributing to a coherent
body of knowledge. However, we understand the need for incorporating more
recent datasets and will consider this in future studies to stay updated with the
evolving web attack patterns.

Step 2: Pre-Processing. Following the collection of the dataset, the pre-
procesing step involves training the model. This step is completed using the nor-
malization technique. Data normalization is a procedure by which all attributes
are taken under the standard scale to pre-process the data. It is a prelimi-
nary processing which renders data compatible for analysis. Data processing is
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widely recognized as an important part of anomaly detection [63]. Pre-processing
includes all of the tasks performed prior to structured data processing, such as
data cleaning, normalization, conversion, extraction, and selection of features
[45]. Based on both resources and time, the pre-processing stage necessitates a
significant amount of work, so it is necessary to pay attention to this step. Gen-
erally, about half the effort of an entire project is used to prepare the data [64].
This preparation step not only influences the efficacy of storing data, but also
the effectiveness of the adoption process [63].

Step 3: Build a Model. The normalized data was divided into 80% for training
and 20% for testing. The eight supervised machine learning classification algo-
rithms used the training set to create models that could predict web application
attacks. Each model’s performance was assessed and compared using various
evaluation metrics. The entire experiment was performed 50 times, with results
averaged for accuracy. K-fold cross-validation also confirmed similar results. The
aim was to identify the algorithm that most accurately classified normal and
anomalous traffic requests. Results and detailed comparisons are provided in the
experimental section.

5 Experimental Results

The experimental results and their evaluation are discussed in this section. Here
we use seven performance metrics to determine the best algorithm. While eval-
uating the machine learning (ML) models, it is imperative to choose precise
performance metrics [65]. Different performance criteria are proposed for evalu-
ating ML models in diverse applications. The metrics that we chose to compare
the algorithms are classification metrics such as accuracy, precision, recall (sen-
sitivity), F1-score, and Receiver Operating Characteristic (ROC) curve. Other
popular metrics, such as time and Area Under the Curve (AUC), are also eval-
uated.

Accuracy: This is explained as the proportion of records correctly categorized
over the total number of records. Accuracy = (TP+TN)/(TP+TN+FP+FN).
An accuracy value of 0.75 means that 75 of every 100 HTTP protocol requests
is predicted correctly. Our system works to detect web application attacks based
on the CSIC http 2010 dataset, which has a target class of 2 anomalous and
normal web requests. According to our proposed definition of accuracy, it is the
proportion of correctly identified anomalous and normal requests to the total
number in our subset dataset.

Precision (P): This is defined as the proportion of true positive (TP) records
divided by the total of true positive (TP) and false positive (FP) records classi-
fied. P = TP/(TP + FP ). Our intended definition of precision is that it is the
ratio of precisely detected anomalous requests to the overall number of positive
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predictions. A precision value of 0.77 means that 77 out of 100 HTTP protocol
requests were precisely predicted.

Recall (R): This is known as the mean value of actual true positive records
divided by the number of classified records of true positives and false negatives.
It is also known as sensitivity, or the True Positive Rate. TPR = Sensitivity =
Recall = TP/(TP + FN). A recall value of 0.70 means that 30 of every 100
HTTP protocol requests to the web application are missed by the proposed
detection system, and 70 are correctly predicted.

F1 score (F): Also known as the F1 Score and F−Measure, this score is defined
as the harmonic mean of precision and recall and represents a balance between
them. F = 2 ∗ P ∗ R/(P +R).

Specificity: TrueNegativeRate = TN/(TN + FP ), where time is the amount
of time intervals utilized by the metric system. A specificity value of 60% means
that 40 out of every 100 HTTP protocol requests to the web application are
mislabeled as anomalous requests and 60 are correctly labeled as normal requests.
In our study, we did not use specificity as a performance metric.

ROC Curve: The Receiver Operating Characteristics Curve is a probability
curve. It is basically illustrating, for different threshold values, the true posi-
tive rate (TPR) against the false positive rate (FPR) on the Y and X axis,
respectively. FPR = 1 − specificity.

AUC: This is the Area Under the Curve. A higher AUC means that the model
is predicting positives as positives and negatives as negatives. In our system, a
higher AUC means the model can easily distinguish web requests as anomalous
or normal. An AUC of 0.80 means the model can classify between anomalous
and normal requests. On the contrary, an AUC of 0.50 means the model is not
good at distinguishing web requests.

Time: This refers to computational time, which is the time taken by the system
to predict the results.

The given input dataset is split into an 80:20 ratio, which means (80%) for
training and (20%) for testing. Labels were assigned to anomalous (1) and normal
(0) requests. We empirically evaluated the system by repeating the experiment
50 times on the subset dataset containing XSS and SQL injection anomalous
HTTP requests, including balanced normal HTTP requests from the CSIC 2010
HTTP dataset. In the proposed system, the feature of input data is given to sev-
eral classifier models to build the model and evaluate the performance of each
classifier shown in Table 10. As mentioned earlier, we use eight different machine
learning models. Table 10 illustrates the eight different supervised machine learn-
ing classifier algorithms that are used to classify the 2 target categorical values
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of anomalous (bad request) and normal (good request) labels from the input
data to predict the results.

Tables 2 through 9 show the results obtained from the experimental eval-
uations. Each individual table shows the result of different machine learning
classifier models with different parameters used to predict web attacks based on
web requests. As previously mentioned, we have two types of requests: bad and
good, i.e., anomalous and normal, respectively. The classifiers are trained and
tested accordingly so that we may obtain the corresponding values of the eval-
uation metrics. We can thus compare and analyze each model and reach a final
conclusion for the classifier that outperforms the others in terms of accuracy,
computational complexity, and so on.

Table 2. Naive Bayes Classifier Results. Prec: Precision; Acc: Accuracy

Model Time(s) Acc. Prec Recall F-1 AUC

Naive Bayes 0.027 0.75 0.77 0.75 0.75 0.80

Table 2 provides the results obtained using the Naive Bayes classifier. This
classifier yields a classification result with an accuracy of 0.75, a precision of
0.77, a recall of 0.75, an F1 score of 0.75, and an AUC of 0.80. The time taken
by the classifier for the prediction was 0.027. In terms of computational time, the
Naive Bayes classifier outperforms the other classification models as it is much
quicker, as depicted in Table 10.

Table 3. AdaBoost Classifier Results. Prec: Precision; Acc: Accuracy; Estim: Estima-
tors

No. Estim Time(s) Acc. Prec Recall F-1 AUC

50 1.98 0.75 0.77 0.75 0.75 0.80
60 2.55 0.75 0.77 0.75 0.75 0.80

The results obtained using the meta-learning method AdaBoost are shown
in Table 3. The classification results of this model are evaluated by setting three
parameters: the base estimator, the number of estimators, and the learning rate.
In this experiment, we set the learning rate as 1 and the base estimator as
tree or by default. This method will use the decision tree as the learner model.
However, we try to find the different classification results by changing the number
of estimators, which is the number of learners to be trained iteratively. We
found that as the number of estimators change, there is no variation in accuracy,
precision, recall, F1 score, or AUC, but there is a variation in time. As there is
a slight difference found in the computational time, we are considering the best
result obtained when the number of estimators = 50 at its initial stage, which
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yields a value of 0.77 precision, and a value of 0.75 in accuracy, recall, and F1
score, a value of 0.80 for the area under the curve, and a computational time of
1.98s, as depicted in Table 10.

Table 4 summarizes the results acquired using the random forest classifier, yet
another ensemble learning method for both classification as well as regression.
We evaluated the random forest classifier model with a different number of trees.
We found that as the number of trees increases, there is no significant variation
in performance metrics, but there are some variations in overall classification
time. The best classification result was obtained with a number of trees equal to
5, which yielded a value of 0.77 precision, and a value of 0.75 for accuracy, recall,
and F1 score, a value of 0.80 for the AUC, and a time of 0.366 (see Table 10).

Table 4. Random Forest Classifier Results. Prec: Precision; Acc: Accuracy

No. Trees Time(s) Acc. Prec Recall F-1 AUC

5 0.366 0.75 0.77 0.75 0.75 0.80
10 0.47 0.75 0.77 0.75 0.75 0.80
20 0.577 0.75 0.77 0.75 0.75 0.80

The decision tree classifier results are depicted in Table 5. The decision tree
can also be used for both classification and regression problems; however, this
method mainly focuses on classification. Here we used the decision tree classifier
with different parameters. We used tree depth set at 100, a condition that does
not split the subset smaller than 5, and, for the minimum number of instances in
leaves, we used different values ranging from 2 to 15. Throughout the experiment,
we understood that even if we change the number of instances in leaves, there is
no dissimilarity in the classification results of the evaluation metrics and there
are negligible changes in the computational time. The estimated results of the
classifier model when the number of instances = 4 and time = 0.40s provides an
accuracy of 0.73, a precision of 0.75, a recall and F1 score of 0.73, and an AUC
of 0.80, as shown in Table 10.

Table 5. Decision Tree Classifier Results. Prec: Precision; Acc: Accuracy; Inst:
Instances

No. Inst Time(s) Acc. Prec Recall F-1 AUC

2 0.45 0.73 0.75 0.73 0.73 0.80
4 0.40 0.73 0.75 0.73 0.73 0.80

In the logistic regression classifier, the results from Table 6 indicate that the
regularization parameter ‘C’ does not have a significant impact on performance
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metrics. Weak and strong values of ‘C’ show only slight variations in computa-
tional time. The accuracy, recall, and F1 score have values of 0.75, while preci-
sion is 0.77, and the AUC is 0.80. The appropriate selection of the regularization
parameter allows the classifier to provide a good fit without underfitting or over-
fitting, depending on the dataset.

Table 6. Logistic Regression Classifier Results. Prec: Precision; Acc: Accuracy

C-value Time(s) Acc. Prec Recall F-1 AUC

1000 0.324 0.75 0.77 0.75 0.75 0.80
7 0.319 0.75 0.77 0.75 0.75 0.80
9 0.33 0.75 0.77 0.75 0.75 0.80
10 0.321 0.75 0.77 0.75 0.75 0.80
0.001 0.315 0.73 0.73 0.72 0.72 0.80

Table 7 represents the results obtained when using an Artificial Neural Net-
work (ANN) with different hidden layers. In this study, we used an Artificial
Neural Network (ANN) with various hidden layers and the Adam optimization
algorithm. Different hidden layers didn’t notably affect system classification per-
formance, except for a rise in computational time with increasing layers. Per-
formance metrics showed consistent results across different configurations, with
accuracy, precision, recall, and F1 score all equal to 0.75, and an AUC of 0.80.
Hence, using different hidden layers in the ANN had little impact on system
performance except for computation time.

The K-Nearest Neighbor (k-NN) classifier, a supervised machine learning
algorithm for classification and regression, was used in the experiment. Different
integer values of k - the number of nearest data points - were selected. Distance
metrics (Euclidean, Manhattan, and Chebyshev) were used to calculate the dis-
tance between the testing and each row of training data. The performance eval-
uation metrics showed minor differences for the k-NN classifier with different k
values and distance metrics, with slight impact on system performance. The best
results were found with the Manhattan distance metric and showed insignificant
impact across different k values. When k = 7 or 9, the accuracy, precision, and
recall were 0.72 and 0.73 respectively, with an F1 score of 0.72 and an AUC
of 0.78. Some slight but significant changes were noted in computational time
across all k values and distance metrics.

In our study, the Support Vector Machine (SVM), a supervised machine
learning algorithm for classification and regression, was employed with varying
kernels (Linear, Sigmoid, and Polynomial) and C values. For the Linear kernel,
we observed a significant change in performance metrics with different C values,
but found no such impact for the Sigmoid and Polynomial kernels. The time for
model predictions varied slightly. The best results were obtained with a Linear
kernel and C = 0.01, producing an accuracy of 0.58, precision of 0.60, recall of
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Table 7. ANN Classifier Result. Prec: Precision; Acc: Accuracy; Hidd. L: Hidden
Layers

Hidd. L Time(s) Acc. Prec Recall F-1 AUC

50 0.502 0.75 0.77 0.75 0.75 0.80
80 0.542 0.75 0.77 0.75 0.75 0.80
100 0.563 0.75 0.76 0.75 0.75 0.80

0.58, F1 score of 0.57, AUC of 0.368, and a time of 1.028s. However, the SVM
did not perform well for classifying anomalous and normal HTTP requests in
our subset dataset.

Table 8. K-Nearest Neighbor Classifier Results. Prec: Precision; Acc: Accuracy; Hidd.
L: Hidden Layers. K: K-value

K Metric Time Acc Prec Recall F-1 AUC

5 Euclidean 4.035 0.71 0.72 0.71 0.71 0.76
Manhattan 4.143 0.71 0.72 0.71 0.71 0.76
Chebyshev 3.217 0.71 0.71 0.71 0.71 0.77

7 Euclidean 3.7 0.71 0.72 0.71 0.71 0.77
Manhattan 4.244 0.72 0.72 0.71 0.71 0.77
Chebyshev 3.19 0.72 0.72 0.72 0.72 0.78

9 Euclidean 3.71 0.73 0.73 0.73 0.72 0.78
Manhattan 4.326 0.73 0.73 0.73 0.72 0.78
Chebyshev 3.542 0.73 0.73 0.73 0.72 0.78

Table 9. SVM Classifier Results. Prec: Precision; Acc: Accuracy. C: C-value

C Kernel Time Acc Prec Recall F-1 AUC

0.1 Linear 0.76 0.57 0.57 0.57 0.57 0.49
Sigmod 1.028 0.58 0.60 0.58 0.57 0.368
Polynomial .836 0.58 0.61 0.57 0.54 0.487

0.5 Linear 0.829 0.55 0.56 0.55 0.52 0.47
Sigmod 0.986 0.58 0.60 0.58 0.56 0.36
Polynomial 0.840 0.56 0.61 0.57 0.53 0.52

Table 10 shows the overall best result obtained using different classifiers
after comparing their different parameters. The table also includes the confu-
sion matrix of each classifier, which demonstrates the number of requests out of
the 3096 instances in the total subset dataset that were correctly predicted as
anomalous or normal requests.
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Table 10. Experimental results of proposed work.

Different Classifier Comparison

Classifier Confusion Matrix AUC Classification
Accuracy

Precision Recall F score

Class anom (1) norm (0) 0.80 0.75 0.77 0.75 0.75
Logistic
Regression

anom (1) 9855 5645

norm (0) 1986 13514
k-NN anom (1) 10227 5273 0.78 0.73 0.73 0.73 0.72

norm (0) 3237 12263
AdaBoost anom (1) 9855 5645 0.80 0.75 0.77 0.75 0.75

norm (0) 2016 13484
Random
Forest

anom (1) 9887 5613 0.80 0.75 0.77 0.75 0.75

norm (0) 2048 13452
SVM anom (1) 12318 3182 0.49 0.58 0.61 0.57 0.54

norm (0) 9695 5805
Neural
Network

anom (1) 9855 5645 0.80 0.75 0.77 0.75 0.75

norm (0) 2001 13499
Naive Bayes anom (1) 9855 5645 0.80 0.75 0.77 0.75 0.75

norm (0) 2010 13490
Decision
Tree

anom (1) 10227 5275 0.80 0.73 0.75 0.73 0.73

norm (0) 3235 12263

6 Conclusion

Eight (8) supervised machine learning classification algorithms were tested on a
subset of the CSIC 2010 HTTP dataset to determine their effectiveness in detect-
ing web application attacks, focusing on XSS and SQLI dynamic attacks. Exper-
imental results showed that Random Forest, Neural Networks, Naive Bayes,
Logistic Regression and AdaBoost classifiers performed best based on metrics
like accuracy, precision, recall, F1 Score, AUC, ROC, and time [42–44,48]. SVM
and KNN appeared to achieve lower accuracy and performance. Naive Bayes,
Logistic Regression and Decision Tree algorithms were quickest, with SVM only
faster when using a linear kernel. These results offer satisfactory solutions for
detecting web application attacks.

In summary, our findings show KNN and Random Forest classifiers achieve
89% accuracy and 94% AUC on the CSIC dataset, while the Naive Bayes clas-
sifier excels in computational efficiency when distinguishing between malicious
and benign HTTP requests.

Future work could involve unsupervised machine learning, deep learning algo-
rithms, or new publicly available datasets.
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