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Abstract. Insider threat has emerged as the most destructive security
threat due to its secrecy and great destructiveness to the core assets. It
is very important to detect malicious insiders for protecting the secu-
rity of enterprises and organizations. Existing detection methods seldom
consider correlative information between users and can not learn the
extracted features effectively. To address the aforementioned issues, we
present CapsITD, a novel user-level insider threat detection method.
CapsITD constructs a homogeneous graph that contains the correlative
information from users’ authentication logs and then employs a graph
embedding technique to embed the graph into low-dimensional vectors
as structural features. We also design an anomaly detection model using
capsule neural network for CapsITD to learn extracted features and iden-
tify malicious insiders. Comprehensive experimental results on the CERT
dataset clearly demonstrate CapsITD’s effectiveness.

Keywords: Insider threat detection · Capsule neural network · Graph
embedding

1 Introduction

Nowadays, insider threats are acknowledged as one of the most dangerous cyber
threats to an organization’s network and data security. Insider threats are harder
to detect than external threats since insiders are generally permitted to access
internal information systems and are knowledgeable about the organization’s
structure and security procedures. According to Securonix’s insider threat report
2020 [1], 80% of employees who are about to terminate their employment with
their company tend to take some sensitive data with them. The insider threat
report 2021 issued by Gurucul shows that 98% of organizations feel vulnerable
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to insider attacks and 49% of organizations can not detect insider threats or
can only detect them after data has left the organization [2]. Security problems
caused by insiders are becoming more and more serious. It is vital to detect
insider threats accurately and promptly.

In order to detect malicious insiders, many approaches have been proposed.
These approaches can be divided into signature-based approaches and anomaly-
based approaches. Signature-based approaches mainly depend on known-bad
events’ signatures and can not detect unknown threats. Current anomaly-based
approaches are mainly focused on user behavior profiles and use machine learning
algorithms [3], deep learning algorithms [4,5] to detect malicious insiders. There
are two limitations in the previous approaches. Firstly, previous approaches [3,5]
have not considered the correlative information between users. The correlative
information can reflect the user’s aggregation. Users with the same behavior
tend to have similar attributes, and such correlative information can help detect
malicious insiders. Secondly, previous approaches [4] fail to learn the extracted
features effectively, and there is an urgent need to find a more suitable learning
method that can adequately learn the extracted features.

To overcome these limitations, we propose CapsITD, a user-level malicious
insider threat detection method based on capsule neural network, which lever-
ages graph embedding technique and capsule neural network. First, we extract
statistical features based on users’ daily activities and communications. Then,
we construct a homogeneous graph using the users’ authentication logs to rep-
resent the correlative information. To efficiently learn correlative information,
graph embedding is employed to embed the graph into low-dimensional vectors as
structural features. Finally, we design an anomaly detection model using capsule
neural network to learn statistical features and structural features adequately.
According to the experimental results, CapsITD outperforms both traditional
machine learning methods and state-of-the-art deep learning methods.

Our contributions can be summarized as follows:

– We construct a homogeneous graph that contains the correlative informa-
tion from users’ authentication logs and use a graph embedding technique
to generate structural features which are helpful for user-level insider threat
detection.

– We design a deep learning-based anomaly detection model, which can learn
the extracted features effectively and achieve improved performance for
detecting malicious insiders.

– We evaluate our method using a universal insider threat dataset (CERT ver-
sion 4.2). The results show that our method is effective, competitive, and able
to achieve state-of-the-art performance.

The remaining part of the paper proceeds as follows. Section 2 reviews the
related studies. Section 3 presents the proposed methods and explains the learn-
ing algorithm. Section 4 covers the experiments and results analysis. Finally,
Sect. 5 contains the conclusions.
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2 Related Work

2.1 Insider Threat Detection

At present, existing insider threat detection methods can mainly be divided into
two categories: signature-based methods and anomaly-based methods [6].

Signature-based method is to design a signature for each known insider
threat, match incoming user behavior data with existing signatures, and identify
users that match the signatures as insiders. Nguyen et al. [7] built a series of
rules for exposing unusual system calls relating to the file system and detecting
known abnormal actions effectively. However, the signature-based method heav-
ily relies on domain expertise and can not cope with previously unknown insider
threats.

Anomaly-based method is to calculate the deviation of current behavior from
normal behavior and identify users that have a large deviation as insiders. Most
existing anomaly-based methods are based on machine learning or deep learning
and generally build an anomaly detection model based on historical user behav-
ior data. Then use the fitted model to determine whether the user is an insider.
Le et al. [3] adopted self-organizing map and C4.5 decision tree to detect mali-
cious insiders using the numerical features extracted from user behavior data.
Jiang et al. [4] proposed a graph convolutional network based model to identify
users with abnormal behavior. Gayathri et al. [5] employed a pre-trained deep
convolutional neural network for anomaly detection to identify malicious insid-
ers. These methods either ignore the correlative information between users or
can not learn the extracted features effectively.

2.2 Graph Embedding

Graph embedding aims at learning the representative embeddings as low dimen-
sional vectors for each node in a graph. The embedding vectors represent the
structure of nodes and can be used in downstream prediction tasks, such as node
classification and link prediction.

Graph embedding technique is also used in the anomaly detection field. Wei et
al. [8] used graph embedding to capture comprehensive relationships for detect-
ing anomalous logon activities. Bowman et al. [9] built an authentication graph
and used graph embedding to learn latent representations of the authenticating
entities. Then, they identified low-probability authentication events to detect
anomalous users. The above methods improve the learning performance by using
the graph embedding technique.

2.3 Capsule Neural Network

Capsule neural network was first proposed by Hinton [10]. Unlike traditional
neural network, capsule neural network uses vector instead of scalar as a neuron
in traditional neural network and drops the pooling operation to retain feature
spatial information. By this means, the capsule neural network has a momentous
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improvement compared to the traditional neural network. The capsule neural
network is widely utilised in the field of anomaly detection. For example, Zhang
et al. [11] presented a capsule neural network based intrusion detection method.
Li et al. [12] employed a capsule neural network to detect anomalous images.
They have proved the great power of the capsule neural network for feature
learning.

3 Methodology

Fig. 1. The framework of CapsITD

Figure 1 illustrates the framework of CapsITD. CapsITD consists of two com-
ponents: feature extraction module and anomaly detection module.

In the feature extraction module, we first count frequency-based and content-
based information about user behavior from users’ multisource activity logs as
statistical features. Then we construct a homogeneous graph based on users’
authentication logs and embed the graph into low-dimensional vectors as struc-
tural features. We concatenate and convert statistical features and structural
features into the form of feature matrices, which are suitable as input to the
neural network for the next module.

In the anomaly detection module, we train the anomaly detection model
based on a capsule neural network to detect the users as benign or malicious
using the feature matrices generated in the previous module.

3.1 Feature Extraction Module

The goal of the feature extraction module is to collect useful users’ characteris-
tics to identify malicious insiders. To obtain more comprehensive and effective
features from users’ multisource activity logs, as shown in Fig. 2, we extract the
features from the statistical aspect and structural aspect respectively.
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Fig. 2. The process of feature extraction

Statistical Feature Extraction. Statistical features can reflect the behavioral
patterns of users and help us identify potential malicious users. In this work,
we design 31 statistical features from users’ multisource activity logs based on
[13,14]. The statistical features can be categorised into frequency-based features
and content-based features.

Table 1. Frequency-based features

Data source Feature name

Logon Logon/Logoff times, Off-work Logon/Logoff times,
Number of PC for Logon/Logoff

Device Number of Device Connection,
Number of Off-work Device Connection,
Number of PC for Device Connection

File Number of Different Files, Number of Total Files,
Number of Off-work Files, Number of .exe Files,
Number of PC for Files

Email Number of Sent Emails, Number of Out Organization Emails,
Number of In Organization Emails, Average Email Size,
Number of Email Attachments, Number of Receivers of Sent Emails,
Number of Off-work Sent Emails, Number of PC for Emails

HTTP Number of Web Pages Browsed,
Number of Off-work Web Pages Browsed

On the one hand, we derive frequency-based features from users’ daily activ-
ities using the frequency information, which can reveal the typical behavioral
patterns of users. The frequency-based features are the daily average counts of
different types of actions the user performs, such as logon and logoff times, off-
work hours logon and logoff times, and the number of PCs for emails. Based on
the aggregation of logon and logoff activities, we define the work time as 8:00 to
19:00 [14]. Table 1 lists the detailed frequency-based features.
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Table 2. Content-based features

Data source Feature name

Email Number of Sentiment-related Emails

HTTP Number of Wikileak-related, Jobhunting-related,
Hacking-related, Cloudstorage-related,
Social-related, Sentiment-related Web Pages

On the other hand, we derive content-based features using the contents of
users’ communication. The content-based features are based on the content of
emails and web pages, such as the sentiment tendency of emails [13] and different
types of web pages. The detailed content-based features are listed in Table 2.

Structural Feature Extraction. Structural features can reflect the correl-
ative information of users. The correlative information of users is represented
by the edges of the graph, and users with similar behaviors tend to be closer
together. This information can help us detect malicious insiders. Structural fea-
ture extraction can be separated into two steps: graph construction and graph
embedding. The first step is to construct a user authentication connection graph
based on the users’ authentication logs. Then, we use graph embedding to derive
latent node representations from the previously constructed graph and embed
the nodes into low-dimensional vectors containing the correlative information of
users. The low-dimensional vectors generated by graph embedding are used as
structural features.

Graph Construction. The user authentication connection graph is defined as a
homogeneous graph G = (V,E). This graph has a node type mapping φ : V → A
and an edge type mapping ψ : E → R , where V denotes the node set and E
denotes the edge set, A = {user} and R = {connection}. We define two users
have a connection only if they log on to the same computer. Specifically, if useri
logs on to the computerk and userj logs on to the computerk too, there is a
connection between useri and userj .

Graph Embedding. Graph embedding is the process of transforming a graph into
a low-dimensional space while preserving the graph’s information. The goal is to
convert each node in the graph G into a low-dimensional vector while retaining
relations between nodes.

The process of user authentication connection graph embedding is divided
into two steps: First, we sample graph G using fixed-length random walks.
Specifically, we explore r fixed-length random walks for any node in the graph
G = (V,E) and generate node sequences set S = {s1, s2, ..., sm}, where the ith
random walk sequence is denoted as si and the total number of sequences is
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denoted as m. Then, we learn a d-dimensioal representation for each unique user
u. In this step, the skip-gram model is utilised to acquire the embedding vector
of each node over the sequence set S by maximizing the objective function f as
Eq. 1.

f =
∑

u∈W

logP (N(u) | u) (1)

where W is the vocabulary of unique nodes representing users. N(u) is the set
of neighborhoods of node u ∈ V . The probability of observing nodes P (N(u)|u)
is defined by a softmax unit:

P (N(u) | u) =
∏

ni∈N(u)

exp
(
v′T
ni

vu
)

∑|W |
w=1 exp (v′T

w vu)
(2)

where v and v′ are two vectors which represent of the node u. And v is the
ultimately embedding vector of node u. If two nodes have similar authentica-
tion patterns, their embedding vectors will commonly occur together after the
convergence of the skip-gram model.

Feature Conversion. Feature conversion is to transform the extracted fea-
tures into a form that is suitable for the input of the capsule neural network
based anomaly detection model. We directly concatenate the statistical feature
vectors with structural feature vectors as concatenating features. Then the con-
catenating features will be normalized by min-max normalization, which limits
the value range to [0, 1]. The normalization can eliminate the magnitude differ-
ences between features and avoid the impact on the detection model. Finally,
we convert normalized concatenating features to 6× 6 two-dimensional feature
matrices as the input of the anomaly detection model.

3.2 Anomaly Detection Module

The goal of the anomaly detection module is to detect anomalous users and
identify malicious insiders. A strong learning model is required for learning the
extracted features in the previous module. Neural networks generally have excel-
lent feature learning capabilities over other algorithms. The convolutional neural
network is one of the most classic algorithms in neural networks. As described
in Sect. 2, capsule neural network can make up for the shortage of convolutional
neural network. So we choose the capsule neural network as our anomaly detec-
tion model. The model architecture is made up of convolutional layer, primary
capsule layer, and digit capsule layer as shown in Fig. 3.
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Fig. 3. Structure of capsule neural network

In the convolutional layer(Conv1), Conv1 has 64 channels each make up of
3 × 3 filters with a stride of 1, a padding of 1, and ReLu activation applied to
a 6 × 6 × 1 matrix which represents the concatenating features. Conv1 outputs
64 channel matrices of features with the size 6 × 6. This layer transforms pixel
intensities into local feature detector activity, which is subsequently sent into
the primary capsules.

The primary capsule layer is a convolutional capsule layer. This layer is made
up of 32 channels of convolutional 8D capsules. Each primary capsule has eight
convolutional units, each having a 3 × 3 kernel and a stride of 1. We execute
primary capsule operation on 64 channel matrices of features and generate 6 ×
6× 32 outputs. Each capsule in the 6× 6 grid shares its weights with the others.

The third layer is digit capsule layer. This layer contains one 16D capsule for
each digit class, and each of these capsules gets input from every capsule in the
layer beneath it. As shown in Eq. 3, the overall input to capsule sj is a weighted
sum over all prediction vector ûj|i from the capsules in the layer beneath it and
the coupling coefficients cij determined by the iterative dynamic routing process.
The ûj|i is produced by the Eq. 4, where Wij is a weight matrix.

sj =
∑

i

cijûj|i (3)

ûj|i = Wijui (4)

The coupling coefficients cij is produced by the Eq. 5, where bij is the log prior
probabilities that capsule i coupled to capsule j.

cij =
exp (bij)∑
k exp (bik)

(5)

The probability of an entity is represented by the length of the output vector
of a capsule. Thus, we utilise a non-linear squashing function to ensure that
short vectors get shrunk to almost zero length and long vectors get shrunk to
a length slightly below 1. Equation 6 shows the squashing function, where vj is
the capsule j ’s vector output and sj is its overall input.

vj =
‖sj‖2

1 + ‖sj‖2
sj

‖sj‖ (6)
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To update the parameters of the entire network, we use the margin loss function
Lk for each digit capsule, k:

Lk = Tk max
(
0, m+ − ‖vk‖)2

+ λ (1 − Tk) max
(
0, ‖vk‖ − m−)2 (7)

where Tk = 1 if the class k is present, otherwise Tk = 0. The two hyperparame-
ters, m+ and m− are set to 0.9 and 0.1. λ is a regularization parameter and is
set to 0.5. To achieve better accuracy, we add reconstruct loss into the final loss
as well.

4 Experiments and Results

This section is devoted to evaluating the performance of CapsITD. First, we
introduce the dataset utilised for evaluation. Then, we describe the evaluation
metrics and experiment setup specifically. The experiment results are then dis-
cussed and compared to three classical machine learning algorithms (logistic
regression, support vector machine, and random forest) as well as two deep
learning algorithms (convolutional neural network and graph convolutional net-
work [4]). We also set a comparative experiment between statistical features and
concatenated features to evaluate the effort of correlative information and test
the influence of different anomalous sample ratios to verify the robustness of
CapsITD.

4.1 Dataset

We use a universal insider threat dataset (CERT version 4.2) from Carnegie
Mellon University [15]. This dataset consists of multisource activity logs of 1000
users and 1003 computers over a period of 17 months from January 2010 to
May 2011. The multisource activity logs contain user login, removable device
usage, file access, email communication, and web browsing history. The dataset
covers 70 malicious insiders and three insider threat scenarios, which are data
exfiltration, intellectual property theft, and IT sabotage.

4.2 Evaluation Metrics

In the experiments, four well-known metrics are adopted for our evaluation:
Accuracy, F-measure, AUC (Area Under the ROC Curve), and Recall. Accuracy
is the ratio of correctly predicted observations to total observations. F-measure
is the weighted average of precision and recall. AUC is a metric for evaluating
the pros and cons of a binary classification model. Recall is the ratio of correctly
predicted positive observations to all observations in the true class.



66 H. Xiao et al.

4.3 Experiment Setup

Our experiments are performed on a PC with Intel Core i5-10500 CPU @
3.10GHz, 16GB RAM, and 64-bit Windows 10 Professional OS. We use Sklearn
0.24.1 to implement the machine learning algorithm and PyTorch 1.7.1 to imple-
ment the deep learning algorithm.

In the CERT dataset, we process the multisource activity logs of users and
derive statistical features from these logs as demonstrated in Sect. 3. The dimen-
sion of statistical features is 31. Then we construct the user authentication con-
nection graph using 1000 users’ authentication logs and embed the nodes into
low-dimensional vectors. The hyperparameters of graph embedding are as fol-
lows: We set the walk length l = 30 and the number of walks per node r = 200
in random walk. We set the vector’s dimension d = 5 and the window size to 10
in skip-gram. After that, we concatenate and transform the extracted features
into a 6 × 6 feature matrix as the input to the capsule neural network for each
user. The hyperparameters of the capsule neural network are set as follows: The
training epoch is set to 50, and the learning rate is set at 0.001.

4.4 Experimental Results

To evaluate the proposed method comprehensively, we first compare CapsITD
with three classical machine learning methods and two deep learning methods.
Then we expand the experiment to evaluate the effectiveness of correlative infor-
mation and the robustness of CapsITD.

Table 3. Comparison results with other methods

Method Accuracy F-measure AUC Recall

LR 0.910 0.794 0.755 0.533

SVM 0.920 0.811 0.761 0.533

RF 0.920 0.803 0.747 0.500

CNN 0.965 0.926 0.897 0.800

GCN 0.945 – – 0.833

CapsITD 0.980 0.958 0.933 0.867

Comparison with Other Methods. We compare the experimental results of
the CapsITD with three classical machine learning algorithms such as Logistic
Regression (LR), Support Vector Machine (SVM), Random Forest (RF), and
two deep learning algorithms such as Convolutional Neural Network (CNN), and
Graph Convolutional Network (GCN) [4]. However, since the GCN method does
not describe its algorithm in detail, we only refer to the detection results of the
CERT dataset as shown in [4] and set up the same dataset partition. The training
set and test set are selected the same way as the [4]. The training set contains
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160 normal users and 40 abnormal users, and the test set contains 170 normal
users and 30 abnormal users. The comparison results between CapsITD and
other methods on the CERT dataset are shown in Table 3. We can observe that
CapsITD outperforms the other five competing algorithms. The deep learning
algorithms outperform the other three machine learning algorithms. Compared
with the GCN model proposed by [4], CapsITD is higher 3.5% accuracy and 3.4%
recall than the GCN model. CapsITD is competent for insider threat detection
since the performance of CapsITD outperforms other existing models.

Table 4. Comparison between statistical features and concatenated features

Method Accuracy F-measure AUC Recall

LRstat 0.895 0.764 0.732 0.500

LRconc 0.910 0.794 0.755 0.533

SVMstat 0.905 0.779 0.738 0.500

SVMconc 0.920 0.811 0.761 0.533

RFstat 0.895 0.715 0.664 0.333

RFconc 0.920 0.803 0.747 0.500

CNNstat 0.950 0.889 0.847 0.700

CNNconc 0.965 0.926 0.897 0.800

CapsITDstat 0.970 0.936 0.900 0.800

CapsITDconc 0.980 0.958 0.933 0.867

The Effectiveness of Correlative Information. To evaluate the effective-
ness of correlative information, we compare the models with statistical features
and concatenated features. The experimental results are shown in Table 4, where
the subscripts are stat for only statistical features and conc for concatenated fea-
tures. The concatenated features, which incorporate correlative information, are
improved in all three machine learning methods and two deep learning meth-
ods compared to only statistical features. The most significant improvement is
the random forest, where the random forest model using concatenated features
improves accuracy by 2.5% compared to the random forest model using only
statistical features. CapsITD with concatenated features outperforms CapsITD
with only statistical features in terms of 1% accuracy, 2.2% F-measure, 3.3%
AUC, and 6.7% recall. In general, correlative information can further improve
the performance of detecting malicious insiders.
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Table 5. Different anomalous sample ratios

Anomalous sample ratio Normal Abnormal

10% 280 28

15% 280 42

20% 280 56

25% 280 70

Performance on Different Anomalous Sample Ratios. To evaluate the
robustness of CapsITD, we compare the models with different anomalous sample
ratios. Table 5 shows the data with varying ratios of anomalous samples. Since
the total number of anomalous samples in the dataset is 70, we set the number of
normal samples at 280 to ensure that different anomalous sample ratios can be
selected. In this experiment, we test the models on different ratios of anomalous
samples. The proportion of training set to test set is 6:4.

(a) Accuracy (b) F-measure

(c) AUC (d) Recall

Fig. 4. Performance on different anomalous sample ratios

As shown in Fig. 4, they are the performance of three machine learning algo-
rithms: Logistic Regression (LR), Support Vector Machine (SVM), Random For-
est (RF), and two deep learning algorithms: Convolutional Neural Networks
(CNN) and Our Proposed Method (CapsITD). We make the following obser-
vations: CapsITD is always higher than CNN of the four metrics. And deep
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learning-based approaches have significant improvements over machine learning-
based approaches. According to Fig. 4(d), the ability of all models to detect
malicious insiders increases as the ratio of anomalous samples rises. However,
Fig. 4(a) shows the accuracy of machine learning-based approaches decreases as
the ratio of anomalous samples rises. This is due to the poor ability to identify
anomalous samples by machine learning-based approaches.

Fig. 5. The confusion matrix of RF on different anomolous sample ratios

As shown in Fig. 5, they are the confusion matrices of the random forest
model under different anomalous sample ratios. It can be seen that the random
forest can detect all normal samples under different anomalous sample ratios,
but has a poor ability to identify anomalous samples. As the ratio of anomalous
samples increases, the random forest model can gradually distinguish anomalous
samples, but the accuracy tends to slightly decrease due to the large base of nor-
mal samples. The situation for the other machine learning-based approaches
is the same as random forest. It demonstrates that machine learning-based
approaches are unable to learn from the extracted features to classify normal
and abnormal samples effectively. Meanwhile, deep learning-based approaches
show an increasing trend in all metrics as the ratio of anomalous samples rises.
It means that deep learning-based approaches can learn more from the extracted
features to classify normal and abnormal samples precisely. In summary, Cap-
sITD still outperforms other methods on different anomalous sample ratios. This
experiment shows the robustness of CapsITD.

5 Conclusion

In this paper, we present CapsITD, a novel user-level approach for insider threat
detection. This approach can effectively detect malicious insiders from users’
multisource activity logs. Firstly, we extract statistical features based on users’
daily activities and communications. Secondly, we construct a homogeneous
graph based on users’ authentication logs. The constructed graph can represent
the correlative information between users. We then use a graph embedding tech-
nique to embed the graph into low-dimensional vectors as structural features.
Thirdly, we design an anomaly detection model using capsule neural network
to learn statistical features and structural features adequately. The results of
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the comparative experiments reveal that our proposed approach has superior
performance compared with other existing approaches. In our expansive experi-
ments, we verified the effectiveness of correlative information and the robustness
of CapsITD.
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