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Abstract. The implementation of the car driving identification system will help
to improve the safety and efficiency of navigation. The safety analysis technology
can filter the attack events of the automatic identification system of car driving
and reduce the error rate of safety analysis. To this end, a deep learning-based
safety analysis method for car driving identification system is proposed. Based
on the deep learning theory, a safety behavior analysis model of the car driving
identification system is constructed. Through data collection, security analysis
and response processing, the identification of abnormal communication security
data strength is completed. A Cartesian coordinate system is established, and a
heterogeneous data processing model is constructed. Based on the deep learning
analysis process of security data, based on deep learning, by accessing system
operation data, stream processing and data mining of security data, complete
system security data defense control, and realize system security analysis. The
experimental results show that the method in this paper has strong security analysis
ability, and its matching range is large, which can match all security behaviors and
reduce the error rate of security analysis.
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1 Introduction

In recent years, the automatic identification system of car driving has been extended
to the field of navigation, the confidential information in the automatic identification
system of car driving has increased greatly, and the importance of the safety technology
of automatic identification system of car driving has become increasingly prominent.
How to effectively analyze the information and ensure the data security of the car driving
identification system has become an urgent problem to be solved. As the number and
severity of AIS attacks increases as the number of AIS users and information increases.
Security analysis technology is an effective security method to discover a series of mali-
cious behaviors that threaten the integrity, confidentiality and availability of information
resources. For the large amount of event data of the car driving identification system, the
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safety analysis technology can accurately classify normal and abnormal events while
considering the best classification rate. In order to achieve the purpose of filtering the
attack events of the automatic identification system of car driving and reducing the false
alarm rate [1].

At present, scholars in related fields have carried out research on system security
analysis. Reference [2] proposes an aero-engine system safety analysis method based
on the Simscape model. On the basis of the general characteristics of model-based
safety analysis fault expansion, two ways of external fault expansion and internal fault
expansion of modeling language in Simscape environment are analyzed to establish a
coupled fault model. Taking the full authority digital engine control main fuel control
subsystem as a research example, a formal system safety analysis of independent and
coupled faults is carried out. This method ensures the consistency of design and safety
analysis, but its safety analysis error rate is high. Reference [3] proposed an IMA system
security analysis method based on AADL and HiP-HOPS. The AADL language is used
to describe the system architecture and fault information, and the AADL architecture
model is established. In order to further analyze its safety, the conversion of AADL
model to HiP-HOPS model is proposed. Using HiP-HOPS, fault tree can be generated
and IF-FMEA combined failure analysis can be performed, and safety reliability analysis
of IMA flight planning system fault propagation can be carried out. This method can
effectively reduce the error rate, but its security analysis ability is weak.

Aiming at the above problems, this paper proposes a safety analysis method for the
automatic identification system of car driving based on deep learning. Establish a system
safety behavior analysis model, and complete the communication anomaly safety data
intensity identification through data collection, safety analysis and response processing.
Build a heterogeneous data processing model, deeply learn and analyze the process
based on security data, access system operation data, stream processing and data mining
security data, complete system security data defense control, and realize system security
analysis. The effectiveness of the method is verified by experiments.

2 Constructing the Analysis Model of the Safety Behavior
of the Car Driving Identification System

Safe sex behavior analysis model is an important part of safety analysis technology. Based
on deep learning theory, a deep learning classification model is established and simpli-
fied. This method has the characteristics of simplicity, high speed and high classification
accuracy [4]. Its core algorithm is as follows:

Set the safety behavior as the sample A = (aj, a2, - - - , a,), where the sample is an
dimensional Boolean vector. Divide the events of the car driving automatic recognition
system into C € (Cy, Ca, - -+, Cy, f), then there are m classification problems, where
f is the mapping function. The training sample X1, X», - - - , Xy is obtained according
to the mapping function, where X = (xy x2,---,X;), it can be seen that X is the ¢
dimensional Boolean vector.

The calculation steps are:
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(1) Calculate the probability of training sample c;, expressed as P(c;j), and the
calculation formula is:

ZC:]Ni(Cj)

P(¢j) = _Z—TJ (1
j=1

Among them, N; (cj) represents the dataset of training samples c;, and 7} represents
the total sample dataset for training.

(2) Analyze the feature g; in the training sample, and the relative probability value
P(a,- |cj) of the feature value in the event category of the automatic identification system
for car driving. The calculation formula is:

Z S(a,‘ € VCJ')
P(A=ale) = ——— ®)

C

> Nio)

Jj=1

Among them, § (ai € ch) represents the sample set where the feature is located, and
Nj(cj) represents the total number of feature samples.

(3) According to the above formula, the eigenvalues in the training samples are
obtained, and the calculation formula is:

AUC AUC i—1Z—1 S(a; € ¥e))
Pay= 32 Plalo)Ple) = 3 ——ex——Pl) O
i=1,j—1 i=1,j—1 5 J

(4) Use the deep learning automatic recognition system for car driving to obtain inde-
pendent assumptions and analyze the probability of safe sexual behavior. The calculation
formula is:

P(c5) [r (ailes)
j=
P(Cj |a1) P(a) 4)

In order to obtain the topology structure of the directed acyclic automatic recognition
system for car driving that can truly reflect the relationship between samples, the struc-
ture of the automatic recognition system for car driving is studied. The car driving auto-
matic recognition system in this paper is able to display potential condition-independent
relationships and probability distribution functions in the data.

According to the characteristics of the parameter learning method, the safety behav-
ior analysis model of the car driving identification system can divide the parameter
estimation into two categories: classical statistical estimation and deep learning statisti-
cal estimation. Two methods of moment estimation and maximum likelihood estimation
are usually used for statistical parameter estimation. Maximum likelihood estimation is
a common method in conditional probability table learning [5, 6].
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Deep learning is divided into two stages, namely structural learning and parameter
learning. Structural learning is to realize information analysis through the topology
structure of the car driving identification system, and explore the conditional probability
of learning the node variables inside the car driving identification system.

The deep learning car driving automatic recognition system can well train the sample
data, and use the research to analyze the data and prior knowledge, so as to obtain the best
car driving automatic recognition system topology. The reasoning methods of the deep
learning car driving identification system include causal analysis, diagnostic analysis
and support analysis to realize information reasoning. Causal reasoning adopts bottom-
up reasoning. After analyzing the cause, a conclusion is drawn, and the reasoning that
different phenomena appear under different circumstances is verified according to the
known evidence. The diagnostic reasoning is different from the causal reasoning, which
uses the conclusion to analyze the cause, and determines the probability of the cause
after determining the reasoning result. Supporting reasoning is the analysis of data by
verifying the interaction between different causes. The deep learning car driving auto-
matic recognition system is used as the probability of car driving automatic recognition
system. Through statistical research on knowledge classification, in a large database,
different attribute values are judged and the accuracy of the method is improved.

The workflow of the safety behavior analysis model of the car driving identification
system based on deep learning is shown in Fig. 1.

Supervised
learning

Known network
traffic data

g
g
- Preprocessin,
g Labeled reprocessing Deep
5] . discretization N ;
= training learning
Feature
set model

selection

Car Safety
Analysis

Fig. 1. Workflow of the system safety behavior analysis model

It can be seen from Fig. 1 that in the first stage, the flow data of the automatic
identification system for car driving is analyzed. After different analysis types are iden-
tified, the mapping set is obtained as Urc = (T, Cx|VTx € Cr),1 < k < n. Data
discretization processing and feature selection are completed through training, that is,
data preprocessing is realized. In the preprocessing, the effective data is filtered out,
the prior probability P(Ty|Cy), k = 1,2, --- , n is obtained according to the statistical
results, and the centralized data set is determined through the mapping relationship, so
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that the internal safety behavior of the entire car driving identification system can be
analyzed. In the second stage, the data in the whole frame is extracted, and the extracted
data of the car driving identification system is visualized by the idea of discretization
and feature selection, and the internal redundant data and unimportant feature data are
simplified. By reducing the time complexity and space complexity of the safety of the car
driving identification system, the accuracy of the safety of the car driving identification
system can be improved [7].

3 Car Driving Identification System Communication Abnormality
Safety Data Strength Identification

In order to better deal with heterogeneous data, the data strength of abnormal com-
munication safety of the automatic identification system for navigation is identified.
Security data strength identification is divided into three parts: data collection, security
analysis and response processing. The data strength identification structure of system
communication anomaly security is shown in Fig. 2.

Data collection Intrusion Analysis
Information
network Serve Information Business Service
management certification opening
Resource Resource management
Response handling
| Internal interface | | Response time | | Responsiveness

Fig. 2. System communication abnormal security data strength identification structure

According to Fig. 2, data collection is the collection of heterogeneous data, which
is the basis of safety analysis. Security analysis is a core step in deep learning analysis
methods. It processes the collected data and compares it with the original data to deter-
mine whether the data is normal and safe and whether it affects the overall operating
state. If the data is abnormally safe, an alarm will be issued through response process-
ing, and the on-duty personnel will extract the data through the original data stream
and compare it with the stored data for correction. The deep learning analysis is carried
out by integrating the information of the main car driving identification system and the
information of several diversity engine car driving identification systems. According to



Security Analysis of Car Driving Identification System 473

the trajectory of heterogeneous data, its safety behavior is found, and the normal sample
of the host is compared with the analyzed data sample, and the heterogeneous data is
corrected to ensure the accuracy of system resources [8].

Therefore, in the identification of data intensity, it can be classified according to the
analysis object and security method, and can be divided into two categories according
to the difference of the analysis object. The main engine data and the car driving identi-
fication system data are divided into two types of security methods: abnormal data and
input errors according to different security methods. The classification of safety data is
shown in Table 1.

Table 1. Classification of safety data

Classification basis Classification result
Analysis object Host data

Car driving identification system data
Security way Data exception

Input error

In order to minimize data security, try to avoid errors when inputting computer
programs, reduce system errors, and improve system accuracy. Classify the security
methods of data anomalies, discover data anomalies and input errors in time, and avoid
the impact on later data.

According to the log and display data, the known abnormal data is turned into an
attack code pattern and stored in the security simulation database. Then match the real-
time correct data with the abnormal data in the security schema to identify the security
data. The data encoding method is shown in Fig. 3.

4 Build a Heterogeneous Data Processing Model

Because in the Cartesian coordinate system, the abnormal data samples and the nor-
mal data samples are inconsistent, so this paper completes the data processing work by
establishing the Cartesian coordinate system and constructing the heterogeneous data
processing model. Randomly select n data as the basic sample, draw the ROC curve
through Matlab software, determine the exact value of the data, and repeat this opera-
tion. Sampling other samples to calculate the offset between the standard data and the
measured data, storing the coincident data, and rechecking and integrating the different
data until the ROC curve is a coincident line [9]. The established Cartesian coordinate
system is shown in Fig. 4.

The vertical axis of the ROC curve represents the analysis probability, and the hori-
zontal axis represents the false alarm rate. According to the change of the curve, the false
alarm rate is analyzed. The higher the threshold, the higher the accuracy of the system
and the stronger the self-identification ability. If the ROC is not a smooth curve, the
ROC curve needs to be divided into several segments to form several small trapezoids,
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Fig. 4. Data processing cartesian coordinate system

and the area of each trapezoid is calculated as the exact value of the data. By adding
several trapezoidal areas, the number of data is subtracted from the number of normal
data, and the false alarm rate of abnormal data is obtained. The optimal working point of
the analysis was found in the ROC curve, and the positive likelihood ratio and Youden
index were used to discriminate the error detection rate and the false alarm rate.
Looking at Fig. 4, it can be seen that some abnormal sample points may be generated
due to operational errors in system communication. In general, the isolated points that do
not coincide with the ROC curve made are obtained due to operational errors. Therefore,
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in order to ensure the accuracy of the data, we must first ensure the accuracy of the data
in the host system, correct the irregular data, and mark the heterogeneous data [10].

The networking of the car driving system is periodic, and each program is arranged in
the order of abnormal data attack. According to different programs and different environ-
ments, call the program. In the car driving identification system, each node corresponds
to a different program, and each path inside the program represents the process of each
data transmission. Establish different data transmission channels to form a data network,
implant deep learning analysis systems and alarm systems, and conduct security deep
learning analysis under certain security strategies. Since each path in the car driving
identification system has a starting point and an ending point, and has the function of
storing data on the node, abnormal data often attacks each node through the loopholes in
the program. By changing the data transmission path of the source program, the overall
sequence is different from the normal execution sequence. Therefore, in the process of
data processing, this paper builds a heterogeneous data processing model:

J
1
E(n) = 3 Z ejz(n) (5
j=1
Among them, e is a constant value, and » is the number of abnormal data detected.

5 Security Data Deep Learning Analysis

Deep learning analysis methods are mainly divided into five stages: database cleaning
and integration, database storage, selection and transformation of specific data sets,
data mining to form patterns, and evaluation and representation. The security data deep
learning analysis process is shown in Fig. 5.

Observing Fig. 5, it can be seen that the role of database cleaning and integration is
to find abnormal data and integrate and clean the abnormal data. The role of database
storage is to store the cleaned data and combine the data in the data source. The function
of selecting and converting a specific data set is to filter and integrate the integrated
data into a data package for specific storage. The data mining formation mode is to
decompose the specific stored data, and the data is decomposed regularly. The function
of evaluating and representing knowledge is to filter out meaningful pattern knowledge
based on the decomposed data, and display it to the user by using the visualization of
the data.

The data is transmitted through the transmission network, and the small central
processing unit at the end of the node reads, audits and records the data, analyzes it
with the exevce/inetd system, generates new data, and the host system identifies the
data itself. If the data is abnormal, return to the beginning, picket and retransmit the
data. If the data and the original data continue to be transmitted downward, the data
value of the path is obtained, and it is judged whether it is a correct program. If it is
not reprogramming, if the data is weighted, the corresponding service privilege vector
is obtained, and it is judged whether the PID exists in the vector. If it is not present in
the vector, the system needs to be reprogrammed. If it exists in the vector and continues
to transmit downwards, it is judged whether it is fork. If it continues to transmit to the
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Fig. 5. Security data deep learning analysis process

background, the output data will be stored in the corresponding data repository. If not,
the data needs to be checked and corrected for retransmission.

In this paper, the original data is mapped into the three-dimensional space by con-
structing a linear function, and the space is divided. The optimal solution is obtained by
using the matrix to find heterogeneous data, and the minimum error average criterion E
= 1 is adopted. Divide the overall data set into non-overlapping data blocks, so that the
overall data forms a compact independent body. The segmentation process is shown in
Fig. 6.

The data independent body is obtained according to the data segmentation principle
in FIG. 6. After obtaining the discrete attribute data, the original data is mapped into
the three-dimensional space by constructing a new linear function. Divide the space and
use the matrix to find the process of heterogeneous data to obtain the optimal solution.
The deep learning analysis method mainly relies on the simulated database. If there is
no normal data in the simulated database, the attack data cannot be analyzed. If the real-
time encoding of the abnormal data and the normal data exceed a certain threshold, the
normal data will also be attacked. The overall data is analyzed and processed to show the
nonlinear relationship between normal data and abnormal data. The data is compared
by random sampling, the HMM model is established, and the analysis function of the
HMM model is used to identify abnormal data through the deep learning test, realize
the distributed processing of information, and increase the adaptability of the processing
process. The HMM model construction is shown in Fig. 7.

Observing Fig. 7, it can be seen that the data transmitted on each channel can be
referred to as a data stream, which has the characteristics of continuity, large capacity, and
fast response. When heterogeneous data security, deep learning analysis is performed in
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Fig. 7. HMM model construction

the data stream, if the data is part of the event data, it is security data. There are three
main types of data: point anomalies, sample anomalies, and sequence anomalies. The
transmission data of the sensing data stream enhances the stability of the data stream
algorithm, improves the analysis performance, and increases the stability of the analysis
process.

6 Car Driving Identification System Security Data Defense Control

The core concept of deep learning is to combine a variety of big data technologies to
realize the functions of collecting, processing, analyzing, storing and retrieving massive
data. In order to realize the precise defense control of the safety data of the car driving
identification system. Based on deep learning, this paper performs stream processing
and data mining on safety data by accessing system operation data to achieve high-
efficiency, low-latency, and high-accuracy car driving identification system safety data
defense control.

The workflow of the safety data defense control of the car driving identification
system based on deep learning is shown in Fig. 8.
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Fig. 8. Security data defense control process of car driving identification system

(1) The host detector collects the operating data of the host operating system and
the log of the application program. The data packets of the car driving identification
system are obtained by the network detector. Identify the security data according to the
corresponding security rules, and perform simple data processing on the data. When the
safety data is analyzed, the alarm mechanism is activated to send the safety information
to the central processing unit.

(2) After the central processor receives the alarm signals and safety data from dif-
ferent detectors, it divides the safety data into R data sets X based on the principle of
deep learning, and performs classification data training on the generated data sets.

Using meta-classifiers to mark security data, assuming that a certain representation
data is a, the labeling result of the r meta-classifier for data a can be expressed as:

R
G =b Z sign(gr(a) = b) (6)

r=1
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where, G(a) is the labeling result, sign is the indicator function, g, is the unlabeled
data, and b is the labeling coefficient. When g,,) = b, sign value is 1, otherwise it is
Zero.

Calculate the confidence of the marked security data a as follows:

| R
con(a) = R Z sign(g,(a) = b) @)

r=1

Considering the noise pollution carried by the security data, a generalization error
algorithm is introduced to estimate the generalization error of the confidence error. The
calculation method is as follows:

1 .
u= - (azb) nsign(con(a)) (8)

Among them, n represents the number of data contained in the dataset X, and u
represents the generalization error. According to the above error estimation, if the error
value is greater than 1, the confidence calculation needs to be recalculated. If it is smaller,
it means that the error is not enough to affect the final calculation result, which can be
ignored and the next step is calculated.

(1) Select the confidence threshold. According to the above confidence calculation
results, the optimal threshold for high confidence and the optimal threshold for low
confidence are selected to be represented by &} and &3, respectively. The selection of
the confidence threshold affects the efficiency of data analysis. The optimal threshold
for high confidence and the optimal threshold for low confidence should satisfy the
following relationship:

|
&= ©)
2

(2) Divide the data according to the confidence threshold of the data, and divide the
security data whose confidence is higher than the optimal threshold of high confidence
into the training sample set, and perform data training on them. Analyze the correlation
between data and extract security rules from the rule base, so as to clarify the types of
security data. For the safety data whose confidence is lower than the optimal threshold
of low confidence or between the thresholds, it is put back into the data set X, and the
next data calculation is performed.

(3) Match the appropriate defense mechanism from the database according to the
identification result of the security data. The control unit of the central processing unit
issues control instructions to control the operation of the corresponding defense mech-
anism. The data results and information of this time are stored in the memory to realize
data analysis, which is convenient for the next safety signal analysis.

The confidence degree of safety data is calculated by marking the safety data, and the
generalization error is calculated by using the generalization error algorithm to calculate
the optimal threshold, match the appropriate defense mechanism, and complete the
defense control of the safety data of the vehicle driving recognition system.
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7 Experimental Studies

In order to verify the effectiveness of the safety behavior analysis method of the car
driving identification system based on deep learning proposed in this paper, acomparative
experiment was set up to compare with the method of reference [2] and the method of
reference [3] respectively.

The experimental data selected in this paper comes from the KDDCUP security
analysis data set. The internal data sources of the KDD security analysis data set mainly
include two parts:

(1) Seven weeks of training data, about 5,000,000 connection records of the automatic
identification system for car driving.

(2) Abnormal attack type. There are 22 types of attacks, which can be specifically
divided into four main types of attacks. The description of exception types is shown
in Table 2.

Table. 2 Description of abnormal types

Type of attack | Description of attack

Probe By monitoring or scanning the port, the attack type of the attack is realized
R2U Attack the process host and count all unauthorized access

U2R Analyze unauthorized local user access methods

DOS All denial of service attacks

The experimental process is shown in Fig. 9.

Detection Channel

/ channel / switching
_’

.

v

PASNAY]

,IE\\\ N7

\A4 vy

Fig. 9. Analysis of the experimental process

The set experimental parameters are shown in Table 3.
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Table 3. Experimental parameters

Parameter Project
Operating system Windows10
CPU frequency 5.2GHz
Memory 5GB

Hard disk storage space 200G
Programming tools MATLABS.0
Test analysis method Trs/Tes

Fig. 10. Build experimental environment

Build experimental environment is set as shown in Fig. 10.

Experiments were carried out according to the above experimental parameters and
experimental environment, and the safety analysis capabilities of different methods were
compared. The analysis results obtained are shown in Fig. 11.

According to Fig. 11, compared with the method of reference [2] and the method
of reference [3], the method in this paper has strong information matching ability. It
can match all safety behaviors and accurately analyze all safety types, so as to realize
behavior analysis. Because the training sample value inside the method in this paper is
continuously expanded, the error of the conditional probability is gradually reduced, the
continuous learning ability and expansion ability of the method itself are improved, and
the security analysis ability is enhanced.

After determining the safety analysis capability, the safety analysis matching range
of different methods is shown in Table 4.

It can be seen from Table 4 that the security analysis range of the method in this
paper is much larger than the security analysis range of the method of reference [2] and
the method of reference [3], which can realize the analysis and matching of data. Its
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Fig. 11. Security analysis capabilities of different methods

matching range is large and can match all security behaviors. Because this method uses
the generalization error algorithm to calculate the generalization error, thus obtaining
the optimal threshold, which can match the appropriate defense mechanism and improve
the range of security analysis.

The safety analysis error rate results of different methods are shown in Table 5.

It can be seen from Table 5 that the security analysis error rate of the method in this
paper is significantly lower than that of the method of reference [2] and the method of
reference [3]. Therefore, the method in this paper adopts deep learning analysis to better
analyze the data and explore the internal strength of the data, thereby reducing the error
rate of security analysis.
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Table 4. Safety analysis matching range of different methods

Scope The reference [2] The reference [3] This paper method
method method

Decision tree Cannot match Can match Can match

Support vector machines | Cannot match Cannot match Can match

Manual car driving Cannot match Can match Can match

identification system

Neural car driving Can match Cannot match Can match

automatic recognition

system

Genetic algorithm Cannot match Can match Can match

Data information Can match Cannot match Can match

Car driving identification | Cannot match Can match Can match

system information

Car driving identification | Can match Can match Can match
system attack

Safe sex Can match Cannot match Can match

Table S. Safety analysis error rate results of different methods

Different methods Security analysis error rate
The reference [2] method 3.6%
The reference [3] method 2.5%
This paper method 0.8%

8 Conclusion

In this paper, a deep learning-based safety analysis method for automatic identification
of car driving is proposed, and a safety analysis model of automatic identification of
car driving is established based on deep learning, and a heterogeneous data processing
model is constructed through the identification of abnormal safety data intensity of com-
munication. Based on the deep learning analysis process of security data, access system
operation data, stream processing and data mining of security data, complete system
security data defense control, and realize system security analysis. The experimental
results show that the method has strong security analysis ability, large matching range
and low security analysis error rate. However, in this study, only a relatively rough anal-
ysis of the automatic identification system for automobile driving has been made, and
the processing of automatic identification has not been realized by programming. In the
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future research, the research results of this time need to be applied to practice and con-
stantly improved, so as to improve the safety performance of the automatic identification
system for automobile driving.
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