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Abstract. We present a formal model for smart contract workflow using
Colored Petri-Net in the context of a blockchain-based healthcare supply
chain in this paper. Ensuring traceability of products is a crucial issue in
a smart healthcare supply chain. Blockchain and smart contracts are two
enabling technologies that ensure the traceability of products and prevent
data tampering in the smart healthcare supply chain. In a blockchain-
based supply chain, a workflow of smart contracts needs to created and
executed based on the input data. The selection of smart contracts in the
workflow is data-driven and dynamic. Hence, it is necessary to verify the
correctness of the dynamic execution of smart contracts. In this paper,
we develop a Colored Petri-Net based formalism to verify the correct-
ness of dynamic behaviors of the smart contract workflow. We conduct
experiments to evaluate the performance of our proposed model.
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1 Introduction

With the help of Internet-of-Things (IoT) and smart devices, the smart supply
chain can play an essential role during the pandemic situation, such as COVID-
19. For example, keeping records of pharmaceutical products in the whole supply
chain process in a contactless manner can be a perfect example of the smart sup-
ply chain in healthcare. However, supply chain participants can tamper data if
they fail to comply with the product handling policy. Therefore, it is neces-
sary to ensure the traceability of the supply chain data and prevention of data
tampering throughout the process.

Blockchain provides data traceability and protection from tampering at the
same time [12,13]. Hence, the blockchain technology has become a new norm in
different applications such as supply chain [15], healthcare [10,17], smart grid [2],
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and smart transport [1,6,7,9]. Data are stored in the blockchain as a transaction
[16]. At present, smart contract [3] is an essential part of blockchain-based sys-
tems. Smart contracts are a great advancement in blockchain technology [11]. A
smart contract is a computer program that is executed automatically when a cer-
tain condition is satisfied. In a blockchain-enabled smart supply chain, business
rules are abstracted as smart contracts and deployed in the blockchain networks.
Smart contracts validate blockchain transactions before they make any changes
to the distributed ledger.

In this paper, we address the issue of verifying the correctness of smart
contract execution that is dynamic in nature and data-driven. The blockchain-
based smart healthcare supply chain (SHSC) involves many stakeholders such as
producers, distributors, logistics service providers, retailers, and consumers. All
stakeholders are connected to a blockchain network to ensure traceability, trans-
parency, integrity, and trust by preventing data modification. Business contracts
among stakeholders are stored in multiple smart contracts. These smart contracts
are executed whenever a particular condition is met. For example, a payment
smart contract, between a supplier and customer, processes the payment to the
supplier if x units of a pharmaceutical item are delivered to the customer. How-
ever, the execution of smart contracts may be dependent on data. For instance,
a supplier may not deliver the required x units of the product. Assume that y
units are delivered at first, and z units are delivered later, such that x = y + z.
Hence, two different blockchain transactions are generated with the respective
number of delivered items. Hence, the payment smart contract should process
the payment only if the sum of units delivered is equal to x. Here, the execution
of the payment smart contract is data-driven and behaves dynamically. As a sup-
ply chain task is a complex task by nature, we need a series of smart contracts,
called smart contract workflow, from different participants to fulfill a particular
supply chain task. Hence, it is necessary to verify if a generated smart contract
workflow is complying with different dynamic conditions in SHSC.

The primary objective of this paper to develop a model that would verify the
correctness of the execution of smart contracts with the dynamic behavior in
the blockchain-based SHSC. In this paper, we model the dynamic behaviors of
smart contracts in a workflow based on the business rules using Colored Petri-
Net (CP-Net). Colored Petri-Net [5,18] is a version of Petri-Net. CP-Net is a
popular formalization method that is used for modeling the dynamic behavior
of entity [14]. This formalization is being used to check the soundness of smart
contracts [4,8,19] in blockchain-based systems. CP-Net allows us to describe
the smart contract behavior and logic through different tokens as colors [4].
Dynamic conditions of smart contracts can be expressed, and vulnerabilities in
smart contracts can be detected easily in CP-Net. Overall, unnecessary loss is
avoided in blockchain-based SHSC.

The rest of the paper is organized as follows. Section 2 discusses some of the
related works. Section 3 describes the proposed Colored Petri-Net based formal-
ism for smart contract workflow. Experimental results and performance of the
proposed framework are analyzed in Sect. 4. We conclude the paper in Sect. 5.
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2 Related Work

In this section, we discuss some of the Colored Petri-Net based formal modeling
approaches for smart contracts in blockchain systems.

The research work in [8] proposes a Colored Petri-Net based formal ver-
ification method that identifies smart contracts’ logical vulnerabilities in the
blockchain system. Initially, the smart contract models with possible attackers
based on hierarchical CP-Net. Next, the smart contract models are executed
for validating the functional correctness. Authors in [8] demonstrate that the
CP-Net-based formalism can detect the smart contract’s logical vulnerabilities
as well as the non-logical vulnerabilities in the contracts, such as the limitations
of the smart contract development platform.

Authors in [4] present a multilevel modeling solution for smart contracts
for analyzing the security of smart contracts. The model improves bytecode’s
program logic rules in the first place. Next, the Hoare logics are used for creating
a CP-Net model. The wrong execution paths are shown by the model to analyze
the security of a smart contract.

However, none of the aforementioned works model the data-driven dynamic
behaviors of smart contract workflow, which is necessary for the safe execution
of smart contracts in blockchain-based SHSC.

3 Proposed Model

In this section, we discussed our proposed Colored Petri-Net based modelling of
smart contract workflow for the blockchain enabled SHSC.

3.1 Overview of Data-Driven Smart Contract Composition

In SHSC, smart contracts take data in terms of transactions and pass data
to functions that implement business rules. Each function has at least one pre-
condition and post-condition known as guard conditions. The blockchain network
should verify an input value of the guard condition before smart contracts are
deployed to the blockchain.

As a task in the supply chain is complex in general, a smart contract may
not be enough to execute all of the business rules when a blockchain transaction
is generated. Hence, multiple smart contracts need to be selected and composed
to execute all business rules. Smart contract composition may be performed
based on the data that is provided in the transaction. Therefore, data-driven
compositions of smart contracts are required to fulfill a supply chain task in the
SHSC.

In SHSC, we introduce four types of smart contract composition logics:(1)
sequential, (2) aggregation, (3) split, and (4) loop. An overview of each of the
composition logic is illustrated in Fig. 1. Assume that the composability between
two smart contracts are represented using the operator “→”. In the sequential
composition logic, a smart contract SC sends a data x to another smart contract
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Fig. 1. overview of data-driven smart contract composition logic

SC
′
. Smart contracts SC and SC is sequentially composable (i.e., SC → SC

′
)

if x = y, where y is the expected value by SC
′

(see Fig. 1(a)). Assume that a
smart contract SC

′
requires a data x1 from the smart contract SC1 and x2 from

another smart contract SC2 such that y = x1 +x2, where y is the expected data
in SC

′
. Here, (SC1 � SC2) → SC

′
is called aggregation composition of smart

contract (see Fig. 1(b)), and “�” is the aggregation operator. A split composition
is a composition logic where a smart contract SC sends data to multiple smart
contracts. Assume that a smart contract SC sends a data x1 to a smart contract
SC

′
1 and x2 to another smart contract SC

′
2. Now, (SC

′
1 ‖ SC

′
2) → SC is a split

composition (see Fig. 1(c)), and “‖” is the split operator. A loop composition
logic can be defined as a series of sequential composition between two smart
contracts SC and SC

′
which can be represented as SC

i→ SC
′
. Here, “ i→”

indicates that the sequential composition SC → SC
′
should be repeated i times

(see Fig. 1(d)). The smart contract SC sends data x to the smart contract SC
′

unless y =
∑

i

x, where y is the expected data at SC
′
.

3.2 Colored Petri-Net Formalism of Composite Smart Contracts

In this section, we present Colored Petri-net formalism of different types of data-
driven smart contract compositions.

Coloured Petri Net (CP-net) has several places. Every place in the net has
a corresponding value type. The set of value types is called a color set. Each
of the tokens in a place has a value that belongs to that type. Every single
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arc has a variable and transition has a precondition and a postcondition. These
preconditions and postconditions are called the guard. A precondition of an input
arc of a transition is an expression with multiple variables. These variables are
independent. A postcondition is an expression with variables of both input arcs
and output arcs. A transition in a CP-net is enabled if and only if for each
input place a token can are a well-established process modeling technique that
has formal semantics. These semantics are used to model and analyze several
processes, including protocols, manufacturing systems, and business processes.

We assume that a Colored Petri net (CP-Net) represents the behavior of a
smart contract that works based on input data. The CP-Net for smart contracts
consists of one input place and one output place. The input place is used for
absorbing information, and the output place is used for emitting information.
Combinedly, the CP-Net with input and output places facilitates the definition of
the composition operators and the analysis as well as the verification of specific
properties (e.g., reachability, deadlock, and liveness). Each event is activated
when a particular token is obtained. In addition, the output place will have a
certain number of tokens once the required events are fired. Tokens in CP-Net
may have different colors representing the preconditions of smart contracts being
executed. At any given time, a smart contract can be in one of the following
states: initial, ready, processing, postponed, failed, or finished. When a smart
contract is in the ready state, a token is in its corresponding input place, whereas
the finished state means there is a token in the corresponding output.

Definition 3.1 (Smart Contract Net). A Smart Contract Net (SC-Net) is a
CP-Net, i.e., a tuple SCN = (P, T, F,Σ,C) where:

– P is a finite set of places such that P = PI ∪ PD, where:
• PI is the set of internal places, and
• PD is the set of data places. Assume that �p and p� are source and sink

places, respectively. For ∀�p, p� ∈ PD.
– T is a finite set of transitions representing the operations of the service,
– F ⊆ (P × T ) ∪ (T × P ) is a set of directed arcs representing flow relation

and (PI , T, F ) is a work flow net. (PI , T, F ) has two special places: i and o.
Place i is a source place: �i = ∅ and Place o is a sink place: o� = ∅. If we
add a transition t to (PI , T, F ) which connects place o with i (i.e., �t = i and
t� = o), then the resulting Petri net is strongly connected.

– Σ is the set of color sets.
– C is the color function. Assume that E = {e} ∈ Σ is the color set that has

only one possible value which stands for the control token in (PI , T, F ). C is
defined from P to Σ such that ∀p ∈ PI , C(p) = e.

Here, the smart contract net is a Colored Petri net. Internal places PI represent
the internal control logic. Data places PD represent the data exchanged between
services. The internal places are tagged with color e that stands for the control
token in (PI , T, F ). The data places are tagged with the color sets that represent
data types. The function F works as a guard function. The condition of the
function F must be satisfied by a color value in E to trigger an event.
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Based on the definition of the smart contract net stated above, a smart
contract can be defined as follows:

Definition 3.2 (Smart Contract). A Smart Contract is a tuple SC =<
addr, owner,Apre, G, tran, type, dom, desc, C, SCN > where:

– addr - is the unique address of the smart contract,
– owner - is the ID of owner of the smart contract,
– Apre - the set of attributes and their values representing the initial state

before the execution,
– G = {G1, G2, . . . , Gf}, where G is the set of f number of functions Gi in the

smart contract,
– tran - is the transaction containing meta data that needs to be verified by

the blockchain,
– type - is a constant value representing the type of the smart contract,
– dom - is the domain of operation the smart contract. For example, if the

smart contract contains the functions related to the manufacturing then the
domain of the smart contract is manufacturer. Other possible domains can
be distributor, retailer, and consumer in SHSC.

– desc - is the textual description of the smart contract.
– CM - is a set of its component smart contracts such that CM =

{CM1, CM2, . . . , CMm}, where CMi is the i-th smart contract in CM and m
is the number of component smart contracts involved in the smart contract.
If CM = {}, then SC is a component smart contract. Otherwise, SC is a
composite smart contract, and

– SCN = (P, T, F,Σ,CM) is the smart contract net modelling the dynamic
behavior of the smart contract using a CP-Net.

We assume that any two smart contracts (SC and SC
′
) that are eligible

for any of the aforementioned data-driven compositions have the same type and
domain description as mentioned in the Colored Petri-net formalism of smart
contract (see Definition 3.2).

Fig. 2. Colored petri-net modelling of sequential composition of SC1 and SC2
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Definition 3.3 (Sequential Composition). A sequential composition (SSC)
of smart contracts SC1 and SC2 is a tuple SSC =< Apre, G, tran, type,
CM,SCN > where:

– CM = CM1 ∪ CM2

– SCN = (P, T, F,Σ,C) such that
• P = P1 ∪ P2,
• T = T1 ∪ T2 ∪ {t},
• F = F1 ∪ F2 ∪ {(o1, t), (t, i2)},
• i = i1 and o = o2,
• PI = PI1 ∪ PI2 ∪ (o1, t),
• PD = PD1 ∪ PD2 ∪ (i2, t),
• Σ = Σ1 ∪ Σ2,
• C = C1 ∪ C2.

Given two smart contracts SC1 and SC2, the invocation of SC2 depends on
the output data of SC1. Therefore, the color function C(o1), C(i2) ∈ C must
satisfy C(i2) ⊆ C(o1). Otherwise, the second smart contract SC2 cannot be
invoked by the first smart contract SC1. Hence, the sequence composition of
smart contracts would fail. Figure 2 presents the CP-Net of sequence composition
of smart contracts.

Fig. 3. Colored petri-net modelling of aggregation composition of SC1, SC2, and SC3

Definition 3.4 (Aggregation Composition). An aggregation composition
(ASC) of smart contracts SC1, SC2, and SC3 that is denoted as:

ASC =< Apre, G, tran, type, CM,SCN >, where:

– CM = CM1 ∪ CM2 ∪ CM3

– SCN = (P, T, F,Σ,C) such that
• P = P1 ∪ P2 ∪ P3 ∪ i, o,
• T = T1 ∪ T2 ∪ T3 ∪ {(t, i1), (t, i1), (t, o)} ∪ {t},
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• F = F1 ∪ F2 ∪ F3 ∪ {(t, i1), (t, i2), (o1, t), (o2, t), (t, i3), (o3, t)},
• i = {i1, i2, o1, o2} and o = {o1, o2, o3},
• PI = PI1 ∪ PI2 ∪ PI3 ∪ {(o1, t), (o2, t)},
• PD = PD1 ∪ PD2 ∪ PD3 ∪ (i3, t),
• Σ = Σ1 ∪ Σ2 ∪ Σ3,
• C = C1 ∪ C2 ∪ C3.

Assume that three smart contracts (SC1, SC2, and SC3) are given. The invo-
cation of SC3 depends on the output data of SC1 and SC2. Therefore, the
color function C(o1), C(o2), C(i3) ∈ C must satisfy C(i3) ⊆ {C(o1) ∪ C(o2)} to
activate the execution of SC3. Otherwise, the aggregation composition of smart
contracts would fail. Figure 3 presents the CP-Net of aggregation composition of
smart contracts.

Fig. 4. Colored petri-net modelling of split composition of SC1, SC2, and SC3

Definition 3.5 (Split Composition). A split composition (SPSC) of smart
contracts SC1, SC2, and SC3 is a tuple SPSC =< Apre, G, tran, type,
CM,SCN > where:

– CM = CM1 ∪ CM2 ∪ CM3

– SCN = (P, T, F,Σ,C) such that
• P = P1 ∪ P2 ∪ P3 ∪ i, o1, o2,
• T = T1 ∪ T2 ∪ T3 ∪ {(t, i1), (t, o1), (t, o2)} ∪ {t},
• F = F1 ∪ F2 ∪ F3 ∪ {(t, i1), (o1, t), (t, i2), (o2, t), (t, i3), (o3, t)},
• i = {i1, o1} and o = {o1, o2, o3},
• PI = PI1 ∪ PI2 ∪ PI3 ∪ {(o1, t)},
• PD = PD1 ∪ PD2 ∪ PD3 ∪ {(t, i1), (o1, t), (o2, t), (o3, t)},
• Σ = Σ1 ∪ Σ2 ∪ Σ3,
• C = C1 ∪ C2 ∪ C3.
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For any three given smart contracts (SC1, SC2, and SC3), the invocation of
SC2 and SC3 depends on the output data of SC1. Therefore, color functions
C(o1), C(i2), C(i3) ∈ C must satisfy {C(i2) ∪ C(i3)} ⊆ C(o1) to activate the
execution of SC2 and SC3. Otherwise, the split composition of smart contracts
would fail. Figure 4 presents the CP-Net of split composition of smart contracts.

Fig. 5. Colored petri-net modelling of loop composition of SC1 and SC2.

Definition 3.6 (Loop Composition). A loop composition (LSC) of smart
contracts SC1 and SC2 is a tuple LSC =< Apre, G, tran, type, CM,SCN >
where:

– CM = CM1 ∪ CM2

– SCN = (P, T, F,Σ,C) such that
• P = P1 ∪ P2,
• T = T1 ∪ T2 ∪ {(t, i1), (o2, t), t},
• F = F1 ∪ F2 ∪ {(t, i), (o1, t), (t, i2), (o2, t), (t, i1), (o, t)},
• i = {i1, o2, } and o = {o1, o2},
• PI = PI1 ∪ PI2 ∪ {(o1, t), (o2, t)},
• PD = PD1 ∪ PD2 ∪ (i1, t), (i2, t),
• Σ = Σ1 ∪ Σ2,
• C = C1 ∪ C2.

Given two smart contracts SC1 and SC2, the invocation of SC2 depends
on the output data of SC1 and vice versa. Therefore, the color function
C(i1), C(o1), C(i2), C(o2) ∈ C must satisfy C(i2) ⊆ C(o1) and C(i1) ⊆ {C(i) ∪
C(o2)}. Figure 5 presents the CP-Net of loop composition of smart contracts.
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4 Experimental Results and Performance Analysis

In this section, we discuss the performance of our proposed framework for model-
ing the blockchain-based supply chain management system. We conduct several
experiments to generate different smart contract workflows and investigate the
performance. We use synthetic supply chain data to generate several supply
chain workflows. The performance is investigated in terms of the ability to iden-
tify workflows that are not sound. We also show the time required to check the
soundness of smart contract workflows under different settings.

Fig. 6. Validation time (sec) for different number of smart contract workflows requested
at a time.

All experiments were executed using a desktop PC with an Intel i5-6600 quad-
core CPU without hyperthreading in Windows 10 operating system. We created
a JAVA based server program using Apache Tomcat 8.0 to handle simultaneous
requests and Petri-net based workflow validation tasks. We consider a collection
of 500 smart contracts of different types from different stakeholders.

Table 1 shows the correctness of the validation process of different number of
smart contract workflows. The smart contract workflows, conforming the Colored

Table 1. Correctness of soundness checking.

No. of workflow Sound Not sound Correctness

25 24 1 100%

50 43 7 100%

75 69 6 100%

100 88 12 100%
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Petri-Net based formalism, are referred as sound. Non-conforming workflows are
referred as not-sound. Results show that our proposed framework identifies the
conforming and non-conforming workflows with 100% accuracy.

Figure 6 shows the validation time for different number of simultaneous smart
contract workflow validation requests. The validation time is measured in sec-
onds. According to the result shown in Fig. 6, the validation time increases almost
exponentially with the increment of validating workflows.

5 Conclusion

In this paper, we present a smart contract workflow validation model for
blockchain-based supply chains for smart healthcare. At first, data-driven smart
contract composition for the workflow is discussed. Next, a formal model is pro-
posed to analyze the correctness of smart contract workflow before executing
the actual blockchain network for different input data. The key benefit of the
framework is that it minimizes the cost of smart contract execution. Experimen-
tal results demonstrate that the validation task can be performed efficiently for
multiple simultaneous validation requests. Our formalism technique can be used
to capture dynamic behaviors in any blockchain-based supply chain and other
systems. However, we plan to model more complex dynamic behaviors in future
work.
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