®

Check for
updates

Routing and Resource Allocation
for Service Function Chain
in Service-Oriented Network

Ziyu Liu®™) | Zeming Li, Chengchao Liang, and Zhanjun Liu

School of Communication and Information Engineering, Chongqing University
of Posts and Telecommunications, Chongqging, China
s190101097@stu.cqupt.edu.cn

Abstract. Service function chain (SFC) and in-network computing have
become popular service provision approaches in 5G and next-generation
communication networks. Since different service functions may change
the volume of processed traffic in different ways, inappropriate resource
allocation will lead to resource wastage and congestion. In this paper,
we study the traffic change effects of service nodes with in-network com-
puting and propose a software defined network based SFC routing and
resource allocation scheme. With the objective of minimizing the differ-
ence between the service delay of adjacent function pairs in SFC and the
corresponding expected delay, an optimization problem is established.
Due to the coupling of computing resource provision and traffic engi-
neering, and the non-convexity of the objective function and constraints,
the problem becomes difficult to solve in practice. Therefore, we first
transform the problem into a convex optimization problem using lin-
ear relaxation and variable substitution. Using the dual decomposition
method, we decouple the different sets of variables. With this decoupling,
the network controller can efficiently design the users’ service nodes and
traffic engineering. Finally, we use a rounding method to obtain a feasible
solution set of the problem performed by the service nodes. Extensive
simulations are performed under different system settings to verify the
effectiveness of the scheme.

Keywords: Service function chain - In-network computing - Resource
allocation - Traffic engineering

1 Introduction

With the large-scale application of novel service models (e.g., cloud computing,
virtual reality, or the Internet of Things) and the stricter service quality require-
ments (e.g., ultra-high-definition video), the service-oriented network needs to
have massive data processing capability and data transmission capability for
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large-scale connectivity scenarios [1]. To cope with the challenge of high coordi-
nation between computing and network requirements, the current key technolo-
gies such as service function chain (SFC), in-network computing, and software
defined network (SDN) can be explored [2,3].

For network operators, proper interconnection of service functions is neces-
sary to achieve complete end-to-end services [4]. For example, network functions
required by the network protection service may include firewall, deep packet
inspection, and virus scanning [5]. In practice, a service consisting of a set of
network functions arranged in a predefined order is defined as SFC. Each net-
work function is provided by some specific network nodes. To support different
on-demand services, operators can use SFCs to direct traffic from different users
through the required network nodes in a predefined order. In the service-oriented
network, SFC can flexibly customize and rapidly allocate the network resources
of operators [6]. Figure 1 shows an example of SFC with three network functions.

__ __
DPI

Firewall Monitor

Fig. 1. The example of SFC.

In-network computing is a kind of communication acceleration technology
based on the concept of collaborative design. Traditional networks typically
deploy network functions at end hosts, while in-network computing enables the
offload of network functions from end hosts to network nodes [7]. With in-network
computing, the network nodes can provide online computing services during data
transmission. Since the computing tasks are performed within the network, the
efficiency of services can be significantly improved. Recently, with the advance-
ment of programmable network devices, the in-network computing paradigm has
received numerous attentions from researchers.

SDN enables the programmability of networks so that the complexity and the
cost of networks can be reduced [8]. SDN decouples the control plane from the
data plane, which enables more flexible management of network information.
The network controller can efficiently select service nodes for users based on
valid network information. The programming ability of SDN is also considered
as a compelling candidate to enhance the performance of traffic engineering
(TE), which is a critical component in the communication network [9]. In SDN-
enabled network, TE is regarded as an effective tool to optimize the service path
selection and resource allocation [10]. Recently, the authors in [11] integrated
all functions required by a specific SFC on the same CPU with multiple cores
to save transmission resource. In [12], the authors described the service node
selection and routing problem under the condition of limited links and nodes
capacities. Reference [13] considered the differentiated characteristics of SFC
requests and proposed a heuristic algorithm. The network function deployment
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and routing problem between adjacent network function pairs on the edge cloud
was studied in [14]. The author proposed an approximate algorithm based on
linear relaxation and random rounding.

The above work proposed some routing and resource allocation schemes for
SFC scenarios. However, unlike classical network nodes that only forward data,
network nodes with in-network computing may change the traffic volumes of the
data being processed [15]. For example, the encoder used for satellite commu-
nication can increase the traffic by 31% due to the checksum, and the WAN
optimizer may reduce the traffic by up to 80% before sending it to the next
hop [16]. Figure 2 is an example of the traffic changing effects of network func-
tions. Since different service functions may change the volume of processed traffic
in different ways, the fixed resource allocation scheme will lead to inappropriate
allocation of resource, e.g., wasted or insufficient resource. Further, the changed
traffic will affect the service delay between adjacent function pairs in SFCs and
create congestion at the service nodes. The authors in [16] proposed a service
deployment scheme that considered the traffic changing effects to achieve optimal
load balancing. In the SFC routing and resource allocation problem for meeting
the end-to-end service requirements of different users, the traffic changing effects
have not received sufficient attention.

7.5Mbps 7.5Mbps
Functio Functio Functio Functio Functio
1 2 3 4 5
VPN

Firewall Decompression Optimizer Monitor

5Mbps 10Mbps

Fig. 2. The example of the traffic change effects.

Motivated by these challenges, we consider the end-to-end routing and
resource allocation problem for different user requests with specific SFCs, where
the required service functions have different capabilities to change the traffic
volumes. The main contributions are shown as follows:

— Considering the capabilities of functions to change traffic volumes and the dif-
ferent user requests with specific SFCs, we establish an optimization problem.
According to the ratio of traffic changes, we adjust the resources allocated to
the traffic at the service node. The limited transmission resource of each link
and the computing resource of each node are considered.

— Due to the coupling of TE and computing resource provision, and the non-
convexity of the objective function and constraints, the problem becomes
difficult to solve in practice. Therefore, we use linear relaxation and dual
decomposition method to solve the problem. After obtaining the linear solu-
tion, we use a rounding method to obtain the feasible binary solution.

— Extensive simulations are conducted with different parameter settings to ver-
ify the performance of the proposed scheme.
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The rest of this paper is organized as follows. In Sect. 2, we introduce the
system model and formulate the problem. The transformed problem and the
approximation algorithm are proposed in Sect. 3. Simulation results are discussed
in Sect. 4. Finally, Sect. 5 concludes the paper.

2 System Model and Problem Formulation

2.1 Network Communication Model

As shown in Fig. 3, we consider a service-oriented wireless network that supports
SFC. The considered communication network is modeled as a directed graph
G = (Z,£). T is the nodes set, which includes the network nodes set ¥V and
the users set KC, namely, Z = V U K. Similarly, £ is the set of directed links. It
comprises the wired links set £% and the wireless links set £ respectively.

1

A
- -

Controller

Fig. 3. The service-oriented wireless communication network.

If link (4,7) is a wired link, we assume that the link can provide a fixed
available transmission capacity C;;. If link (4, j) is a wireless link, the transmis-
sion capacity of the link depends on the available wireless resource of the link.
The wireless resource is allocated by the network controller. By using Shannon’s
theorem, the spectral efficiency of wireless link (¢, 7) can be defined as follows:

oo + Zi/eI,i/;éigi'jpi'

where g;; is the channel gain between link (7, j) including large-scale path loss
and shadowing, and p; is the transmission power. To simplify the analysis, we
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use the fixed equal power allocation mechanism to make the transmission power
is identical for all wireless links. Each node treats the interference from any
other transmission node i as noise. The aggregated interference can be written
as y e7.i' 2i 9i Py - Since the change of the small-scale fading is much faster
than the transmission resource allocation, in this paper, we ignore the small-scale
fading when evaluating the SINR [10]. Besides, oq is the power spectrum density
of additive white Gaussian noise. Therefore, the achievable data transmission
rate of the wireless link (4,7) is R;; = Wry;;, where W is the total available
wireless spectrum resource in the network.

2.2 SFC Service Model

The network supports multiple types of network functions. We use V¢ C V to
express the subset of network nodes that can provide function f. We call the
network nodes which can provide service functions are service nodes [12]. Each
service node i € V has a known computing capacity m;. The service request of
the user k € K is described by a service function chain F(k), which consists of
m functions that need to be processed in a given order, i.e., F(k) = (ff — f§¥ —
e fE).

For example, there are four network nodes and three users in Fig. 4. For
simplicity, each network node only deploys one network function. The SFC of
user 1 can be expressed as F(1) = (f{ — f3), where f{ and f} are f2 and f4
respectively. User 1 prefers to access the network from node B because function
f2 is deployed on node B. However, there is no direct link between node B and
node D. Then, node A or node C will act as a routing node, which needs to route

fl

2 f3 f4

B C D
N

Userl U%;FZ User3
f2-f4 f1-f2-f3 f4—f3

Fig. 4. An example of SFC requests in service-oriented network.
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the traffic after processing f2 to node D. Similarly, before providing service to
user 2, the network needs to route the traffic to node A first. The traffic of user
3 only needs to pass node D and node C in sequence.

After the data traffic traverses the service node and is processed by the
corresponding function, the traffic rate may increase or decrease (e.g., video
decompression and compression) [17]. The traffic rate of user k after receiving
the function f* can be expressed as 6" (k). We denote a parameter «,, to express
the traffic inflation factor of f¥. Therefore, we have §"(k) = a,, 6" (k).

To avoid the coordination overhead caused by function splitting in practical
application, we require each service function of service request k£ should be pro-
cessed by one corresponding service node [12]. We use a binary parameter h? (k)
to indicate a potential hitting event between service node ¢ and the nth function
of service request k. If node ¢ can provide the nth function of service request k,
hI(k) = 1; otherwise, h'(k) = 0. According to the user’s request (SFC F(k))
and the current network information (subset Vy), the controller can quickly get
the value of h' (k).

2.3 Problem Formulation

For the convenience of description, we add two dummy functions f¥ and f% 41 to
each service request k as the first and the last service function, respectively [14].
Both the two functions cannot cause any consumption of computing resource and
computing delay. We define the service of the adjacent function pair (f¥, f* 1)
as the nth segment service of the service request k.

We use a binary variable x7 (k) to define whether the network node ¢ provides
the nth service function for the user k. If node i provides the nth service function
of F(k), xI(k) = 1; otherwise, (k) = 0.

We use another binary variable y7;(k) to describe the path selection of user
k. If link (4,7) belongs to the nth segment service of the service request k,
yi3(k) = 1; otherwise, yJ; (k) = 0. We define r;;(k) as the data rate of user k over
link (4,7), and we can conveniently get r;;(k) = >, y;5(k)d" (k).

We define the service delay consumed by adjacent function pair (fF, f* 1)
as t"(k), which equals to the sum of the transmission delay and the computing
delay of the source node of the pair. The transmission delay ¢}, (k) of adjacent
function pair (f¥, f¥, ) can be written as:

tra Z (5" Z tn yl] (2)

(4,9) (4,5)

where t} (k) = d"(k)/d™(k), and d"(k) is the task volume of the nth segment
service of service request k.

Similarly, the computing delay ¢, (k) of adjacent function pair (f%, f*. )
is determined by the ratio of the current user demand and the corresponding
computing rate n(f¥) [18], which is defined as follows:

"= (k)

t?mn(k): n(frlf) .

3)
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Therefore, the service delay of adjacent function pair can be expressed as:

t (k) - t?om + Z tn yzg (4)
(4,5)

We define the expected service delay of adjacent function pair (f¥, f* 41) as
tezp(k). In order to minimize the absolute delay difference between the service
delay t"(k) and the expected delay t7, (k) for all adjacent function pairs, the
objective function can be written as:

DDl k) — th, (B (5)

ke n

ezp(

In summary, the optimization problem can be expressed as:

P1: Hlll’l Z Z t" (k) — tog, (K|

XY ek
st. Cl:zl(k) <hl(k), Vik,n,

C2:> af(k)=1, Vkn,

i€V
C3: > vk = > k) =i (k) =i (),

(i,5)eL Ga)ecL 6
C4: 30N (el k) < m, Vi, (6)

n kex
Ch5: ZZZ/W <CU7 \V/(Z,j) e£w7

kek n

 (k)on (k

(ij)eLm i
C7:a}(k) € {0,1},y7%(k) € {0,1}.

The constraints C1 and C2 enforce that each service function must be served
by exactly one service node in the network. The path selection constraint for
service request k can be written as the constraint C3. This constraint is an
essential condition for the successful construction of the routing path [19]. The
constraint C4 enforces that the allocated computing resource of node ¢ cannot
exceed its available computing resource. The constraint C5 means the allocated
data rate of wired link (7, j) for all users should be less than the link capacity.
Similarly, the constraint C6 means the total allocated spectrum cannot exceed
the available spectrum bandwidth. The constraint C7 means that 27 (k) and
y;3(k) are binary variables.

3 Solution to the Problem

Since 7 (k) and y;’ (k) are binary variables, and they are coupled in constraint,
the problem becomes difficult to solve in practice. In this section, we first obtain
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the fractional solution by linear relaxation and dual decomposition. After that,
we use a rounding method to get a feasible solution of the problem.

3.1 Problem Decomposition

In order to overcome the obstacle of binary variables, we relax them into real
value [0,1]. Due to the non-convexity of the objective function, we transform
it into a linear form. Firstly, we introduce a new variable 2™ (k) to replace the
original objective function, namely, 2" (k) = |¢t" (k) — 2, (k)|. To limit the new

exp

variable, we introduce two new constraints, which are shown below:

2" (k) 2 " (k) =t (K),

2"(k) >ty (k) jig(k)

Finally, we get the convex optimization problem:

P2: Xm\l{nz Z Z 2" (k)

s.t. Cl:
C2:

C3:

C4:

Ch:

6 :

C7:

C8:

g9 :

ke n

xi (k) < hi(k), Vi kn,

> (k) =1, Vk,n,

%

SToynte) = D yk) =2l (k) -z (k),

(i.5)€L (4.1)eL

SO (k) <m, Vi,

n kek
YD uRA(k) < Ciyy V(i) € L,
ke n
T (R)A™(k
Z Zn yzj( ) ( ) S W,
(i,j)€L! i
t:}om(k) + Z tZ(k)yZ(k) - t?:cp(k) < Zn(k)v
(i,7)€EL
t:;cp(k) - t?om(k) - Z tZ(k)yZ(k) < Zn(k)a
(t,5)€L

i (k) € [0,1], y55(k) € [0,1].

(7)

Although we transform the problem P1 into the convex problem P2, the
problem is still complex because the coupling of variables. To make the network
more effective in routing and resource allocation, we compose the problem P2
into three parts: service provisioning problem, traffic engineering problem, and
delay optimization problem.
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There are three coupling constraints C3, C7, and C8 in the relaxation prob-
lem. Therefore, by using dual variables { A}, {ttink} and {v,r}, Lagrangian
can be written as

By 2, 2

ke n

St | S0 w0 = 3 yh k) — 2P (k) + 2 ()

i,n,k (i,9)€L (4i)eL

S i | B+ 52 R) ST gk — e (0 — 2y | O
n.k G.j)EL

5 vk |t (k) = o (B) = t2(R) S yli(k) — 2" (k)
n,k

(i,5)€L
st. Xell,, Yell,, Zell,.

where I1,, II,,, and I, are independent local feasible sets of X, Y and Z, respec-
tively. The relaxation problem is divided into two optimization levels: the dual
variables updating and dual functions finding [20]. Naturally, the related dual
problem (DP) is defined as:

DP: max D()\nkn Hink, Vnk:) =0z (Mink:)
Ankstink ;Vnk €R

+gy()\nka,uinkaynk) +gz()\nkaynk) (10)
st. A >0 VEk,n,
Unk Z 0 Vk?, n.

where the three dual functions g, (tink), gy (Ank, tink, Vnk) and gz (Ank, Vng) will
be solved by the given dual variables {A,x}, {ftink} and {v,x} in the following
three problems:

9x(n) = imf o[ R) =2 (k)] o (11)

U e |+, it R =) ) v ()

Zn’ (I=X—v)2"(k)
: w1} 1)

=t Lo B

We can deploy sub-gradient method to solve (10). In each iteration, we first
solve (11), (12) and (13) by the given dual variables. After obtaining the solutions
of the three problems, we update the dual variables. Finally, we are able to obtain
the optimal solution of the problem.
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As for problem (11), it can be written as the following form:
P3:min g, (u)
s.t. Cl:z}(k) <hl(k), Vik,n,
C2:> ap(k)=1, Vkn,

eV

C3:3 > n(f)ap(k) <mi, Vi,

n kek
C4: k) € [0,1].

Similar to problem (11), the problem (12) as for the link selection variable
yis (k) is shown as:

P4:min g, (A, 1, v)
y

st CL: Y N yn(k)A"(k) < Cy, V(i j) € LY,

kek n

15)
L (k)A™(k (
(i) €Lw! i
C3 :y;i(k) € [0,1].
At last, the problem (13) is shown as:
P5:min g.(\v)
i (16)
st. z"(k)>0.

The above three sub-problems are all linear programming (LP) problems with
only one type of variable. The optimal global solutions of these sub-problems can
be easily obtained in polynomial time. However, the solution of the problem P2
may not be feasible for the original problem P1 because the optimal solution of
the LP problem may not be binary. The optimal solution of the LP problem is
the lower bound of the solution of the original problem [12]. Next, we will use
an effective rounding method to obtain the feasible solution.

3.2 Binary Recover

We combine some methods of existing work to construct our rounding strategy.
Suppose that the fractional solution set obtained after iteratively solving the
relaxation problem is {Z}(k)} (and {7 (k)}). Our goal is to construct a binary
solution set {«?(k)} based on the non-zero values in {7 (k) }. However, due to the
resource capacities couple the transmission of all service requests k, the system
rounding is difficult [12]. We use a heuristic method to round the elements to 1
or 0.
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In particular, if X" (k) itself is binary, then we simply let x™(k) = x"(k); if
x™(k) is not binary, we will round according to its value.

Firstly, we check the value of the largest element. If 27 (k) = max;ev, 77 (k) >
0, where 6 € (0,1) is the threshold we set, and node j has enough computing
capacity, we adopt the following strategy:

27 (k) =1, and 27(k)=0, VieVp\{j}. (17)

Otherwise, we give priority to the node v € V; with the most computing
capacity to provide the service functions for service request k. We set:

zy(k)=1, and z}(k)=0, VieVy\{v}. (18)

After the rounding process, we get a binary solution set {z'(k)} while sat-
isfying the constraint of the computing capacity. We use the rounded binary
solution {x7(k)} to solve the problem P2 again to find the solution under the
condition of satisfying other constraints [14].

4 Simulation Results

We consider a service-oriented network with a range of 500 m x 500 m in simula-
tion. The network consists of one MBS and several SBSs. Users are scattered in
the network, and we assume that the user can establish a connection with any
BS within 200 m. The parameters of the network part are shown in Table 1.

Table 1. Network parameters settings

Notations Definition

Frequency bandwidth 20 MHz

Transmission power SISO with maximum power: 23 dBm
Pathloss L(distance) = 34 + 40log(distance) (dB)
Lognormal shadowing 8dB

Power density of the noise —174dBm/Hz

Number of SBSs 15

Wired link transmission capacity | [20, 30] Mbps

Computing capacity of SBS [40, 50] Mbps

Computing capacity of MBS 75 Mbps

The network can provide five types of network functions, which are denoted
as {f1, f2,..., fs}. Network functions can be placed on all nodes. In the sim-
ulation, each SBS randomly deploys one type of these functions, while MBS
can deploy three functions. The network functions have traffic changing effects.
Among them, The functions change traffic to {0.5,0.75,1,1.25,1.5} times the
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original, respectively. The computing capacity required by the five functions is
set to {5,7.5,10,7.5,5} Mbps, respectively.

We assume that each user demand comes with a service request for a specific
SFC. The SFC F(k) with a length of m is generated by randomly selecting m
unique functions from the function pool of the network and arranging them in
order. Each data packet size sent by different users is randomly generated from
[300, 500] KB, and the initial flow rate is randomly generated from [1, 4] Mbps.
The expected delay of the user is equal to the service delay required by the user
to complete the service by the shortest path, and the resource constraints are
ignored in the calculation [21].

—EO— Variation
—¥— Origin
Max

251

0.5

The delay difference of all function pairs (s)

5 10 15 20 25 30
The number of users

Fig. 5. The delay difference of all function pairs with different number of users.

In the simulation, we test the impact of the different number of users and the
different SFC lengths on network performance. We compare the following three
different schemes:

— Variation: Our proposed scheme. When traffic leaves the service node, we
adjust the transmission resource allocated for traffic according to the corre-
sponding traffic inflation factor.

— Origin: The network adopts the fixed transmission rate scheme, which equals
the initial rate of traffic.

— Max: During the whole service process, the network controller reserves trans-
mission resource according to the maximum transmission rate of traffic.

We first observe the change in the objective function of the optimization
problem as the number of users increases. In Fig. 5, when the number of users
increases, the absolute delay difference of all function pairs in the network also
increases. The performance in delay difference of the Max scheme is approxi-
mately the same as that of our scheme. In most cases, our scheme is slightly
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better than the Max scheme. Moreover, the delay difference of our scheme is
much smaller than the Origin scheme. When the number of users is 30, the
delay difference of the Origin scheme is even 2.6 times higher than the other
two schemes. We consider that because the Origin scheme uses a fixed trans-
mission rate, the delay will jitter dramatically in scenarios where the traffic vol-
ume changes. On the other hand, the Max scheme reserves enough transmission
resource to maintain similar results as our scheme.

200

—O— Variation
—¥— Origin
Max

~
o
T

The link load of network (Mbps)
g 3 3
T T T

o
o

5 10 15 20 25 30
The number of users

Fig. 6. The link load of network with different number of users.

—O— Variation
—¥— Origin
8+ Max

The delay difference of all fuction pairs (s)

The length of SFC

Fig. 7. The delay difference of all function pairs with different SFC lengths.

Figure 6 shows the transmission resource load of the network. It is worth
noting that although network nodes with in-network computing can increase or
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reduce user traffic, the total link load in our scheme is still smaller than the link
load in the Origin scheme. The link load of the Max scheme is the largest of
the three schemes. Compared with the Max scheme, in serving the same number
of users with SFC requests, our scheme can save the link transmission resource
consumption as much as possible.

With the fixed number of users, we change the length of the SFC requested
by each user. Specifically, the increase of service chain length leads to the increas-
ing complexity of traffic engineering, which affects the network delay difference
performance. This result can be obtained from Fig. 7. The delay difference of the
Origin scheme is still higher than the other two schemes. The delay difference of
all function pairs of our scheme is about half of the Origin scheme.

350

—O— Variation
—¥— Origin
Max

n

@

(5]
T

- n

o N

a (=}
T T

The link load of network (Mbps)
©
o

The length of SFC

Fig. 8. The link load of network with different SFC lengths.

As shown in Fig. 8, our scheme consumes the least transmission resource in
the case of the same number of processed service requests. The total link load of
the Max scheme is higher than the other two schemes. Compared with the Max
scheme, our scheme reduces transmission resource consumption by about 29%.

As a result, our scheme can achieve better network performance in both delay
difference and network load. The Max scheme is similar to our scheme in delay
difference performance, but it wastes more link resources. The Origin scheme has
good link load performance in some cases, but its delay difference performance
is poor. In brief, during the whole service process, properly adjusting the traffic
rate is better than the mechanism for fixed allocation of transmission bandwidth.

5 Conclusions

This paper studied the routing and resource allocation of user data with SFC
requests in the service-oriented network. Unlike previous work, this paper con-
sidered the traffic changing effects with in-network computing and established
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an optimization problem to minimize the delay difference between the service
delay and the expected delay for all adjacent function pairs. Due to the complex-
ity of the problem, we used linear relaxation, dual decomposition, and rounding
methods to solve the problem. The numerical results showed that our proposed
scheme could achieve better results in both delay difference and link transmission
load performance.
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