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Abstract. OpenlID Connect is a delegated authentication protocol used
in web and mobile applications. It emphasizes the crucial role of third-
party applications, also known as Relying Parties, which securely request
information from an identity provider. In this article, we have proposed
an approach based on the Ethereum blockchain to enhance the authen-
tication process and user account privacy within the OpenID Connect
protocol. This mechanism adds an additional layer of protection.
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1 Introduction

Nowadays, the number of internet users continues to grow globally. According to
estimates from the second half of 2022, based on global Internet usage statistics,
there are now over 4.95 billion active Internet users' among the eight (08) bil-
lion inhabitants of the planet?. This significant increase can be attributed to the
growing proliferation of online services and remarkable advancements in network
technologies [1]. However, this expansion comes with a proliferation of identifi-
cation data for each user, exacerbating the inherent risk of losing or forgetting
this information.

In this context, the adoption of Single Sign-On (SSO) systems emerges as a
relevant solution to address various issues associated with user authentication
on the web. The single sign-on system offers practical advantages by allowing
users to access a multitude of applications with a single authentication [2]. Users
only need to remember one set of credentials to access various services, thereby
reducing cognitive load and mitigating the frustration associated with managing
multiple passwords.

! https://fr.statista.com/statistiques/985232 /nombre-utilisateurs-internet-monde/.
2 https://www.un.org/fr/global-issues/population.
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In the single sign-on system, each user has an account managed by an Identity
Provider (IdP) [3]. When a user logs into a service, they are redirected to the
identity provider to authenticate. The IdP serves as a trusted third party for
service providers and users. However, the identity provider may be vulnerable to
certain attacks, such as sophisticated phishing attacks and identity theft, leading
to data leaks and compromising users’ privacy [2,4,5].

Furthermore, single sign-on authentication also poses potential security
issues, including the risk of session hijacking and authentication token inter-
ception [3,6-8]. The robustness and confidentiality challenges in single sign-on
authentication systems are currently a major concern for the computer security
research community.

The main goal of this work is to enhance the robustness of the authentication
process within the OpenID Connect protocol by proposing a secure architecture
that integrates a decentralized multi-factor authentication mechanism based on
the Ethereum blockchain.

The remainder of this article is organized as follows: in Sect. 2, we discuss
the related works; in Sect. 3, we conduct a comparative study of different SSO
protocols. Section 4 discusses our methodological approach and we conclude this
work in Sect. 5.

2 Related Works

The widely used Single Sign-On protocols nowadays include OpenlD Connect,
supported by major digital companies such as Microsoft, Amazon, Google, Meta,
PayPal, Verizon, Salesforce, Oracle, VMWare, IBM, WordPress, Yahoo, GitHub,
and Twitter. OpenID Connect is also considered the new standard for Single
Sign-On systems [9,10]. According to Zhang et al. [11], over a million websites
support Single Sign-On (SSO) through OpenID Connect. Despite its widespread
adoption on the web, mobile devices, cloud, Internet of Things (IoT), and SSO
systems, OpenID Connect has a weakness. It inadequately verifies authenticity,
merely validating the parameters of a request without confirming the identity
of the request sender. Consequently, attackers can gain unauthorized access to
restricted resources by exploiting theft, insufficient protection, and/or incom-
plete token validation.

To address these vulnerabilities, Yousra et al. [12] proposed a new model
aimed at enhancing the security of OpenID Connect using blockchain technol-
ogy and non-fungible tokens. Despite these improvements, it is important to note
that vulnerabilities still exist. For example, if a legitimate user’s credentials (user-
name and password) fall into the hands of an attacker, they can use them to log
in without the system effectively detecting the impersonation of the legitimate
user’s identity. This illustrated deficiency needs to be examined to strengthen
the security of the conventional authentication process, which encompasses tra-
ditional methods such as the use of usernames and passwords, one-time codes, or
security questions. These methods are employed to verify a user’s identity before
granting access to a system or information. Thus, how can the robustness of the
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authentication process within the OpenID Connect protocol be strengthened?
Yuki Ezawa et al. [13] presented an authentication system based on a blockchain-
based PKI structure and smart contracts via a verification and authentication
server, providing enhanced security during identity authentication. However, it
is important to note that this approach requires the user to enter sensitive infor-
mation such as the public key certificate, a random number, and a signature on
the mobile login screen. In case of mobile loss, the user will no longer be able to
authenticate, as the mobile is necessary to generate the required key certificate
for authentication. In 2020, Mustafa [14] developed a Single Sign-On authen-
tication system based on a private blockchain. In this system, each user has a
pair of public and private addresses defined on the private blockchain network.
This system relies on the OAuth2 protocol and uses a two-factor authentication
method via a specifically developed mobile application, enhancing user infor-
mation security. However, the creation of the public and private address pair
via a mobile application before logging into a website poses a challenge. In case
of mobile loss, the user will no longer be able to authenticate, as the mobile
is necessary to generate the required key certificate for authentication. Also,
in 2023, Shuhan et al. [15] introduced a federated identity system based on
blockchain technology. Federated identity systems based on SAML face central-
ization issues by depending on a single identity provider within the federation,
creating a single point of failure. To address this problem, the authors opted for a
decentralized model based on the blockchain. In 2023, Yawalkar et al. [16] devel-
oped a federated identification and audit system based on blockchain technology.
This system, relying on the SAML protocol, offers a decentralized approach to
grant and control federated identities, allowing users to access online services
provided by marketplace business partners. The framework is powered by smart
contracts executed on the blockchain, ensuring secure and transparent manage-
ment of federated identity creation and validation processes. Additionally, the
system integrates an audit mechanism, enabling users and business partners to
closely monitor all activities associated with the use of federated identities. The
fundamental goal of this research is to provide a robust and effective solution
for managing identities and transactions on a marketplace platform, leveraging
the benefits of blockchain to ensure the integrity and efficiency of the process. In
2020, Nikos Fotiou et al. [17] proposed the creation of a new type of OAuth 2.0
token backed by distributed ledger technology, specifically blockchain. This pro-
posal aims to enhance the security and management of OAuth 2.0 tokens used in
online authorization protocols. This solution leverages Ethereum to store infor-
mation for audits and verify token integrity. Ethereum smart contracts simplify
revocation, separation of authorization servers and resource servers, enable token
delegation, and offer opportunities for token exchange for fungible assets. In 2023,
Fugkeaw [18] introduced a D2-IAM (Decentralized and Distributed Identity and
Access Management) system based on blockchain supporting SSO authentica-
tion, authorization, and preventive access control with a supervisor in the cloud
computing domain. All these features are orchestrated by a series of smart con-
tracts, resulting in more autonomous and traceable access control procedures.
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between multiple systems. The D2-IAM system is based on OAuth2.

3 Comparative Study of Single Sign-On Protocols

3.1 Criteria and Comparison

In this section, we will conduct a comparative study of the protocols used in

Single Sign-On systems, based on the following criteria (Table 1):

Authorization and Authentication

Token Format

Data Integrity /Non-Repudiation
Data Confidentiality /Privacy

Support for Web Applications and Native Mobile Applications
Lightweight Standard/Protocol

Table 1. Comparative analysis of Single Sign-On protocols

Criteria SAML [19] OAuth2 [19] OIDC [19]

Authorization and [Mainly focused on |Emphasizes Combines

Authentication authentication, authorization, does |authentication with
with some not provide the OAuth2
authorization authentication authorization
features framework

Token Format XML XML, JSON, JWT |JSON, JWT

Data
Integrity /Non-
Repudiation

Ensures data
integrity with XML
signatures

Security depends
on the underlying
transport (e.g.,

Uses JSON Web
Tokens (JWT)
signatures to

HTTPS) ensure data
integrity
Data Confidential- |Assertions can be |Confidentiality JWTs can be
ity /Privacy encrypted for depends on secure |encrypted for
confidentiality transport TLS confidentiality

Support for Web
Applications and

Primarily designed
for web

Supports both web
and native mobile

Supports both web
and native mobile

Native Mobile applications applications applications
Applications
Lightweight Heavy due to the |Lighter Lighter

Standard/Protocol

use of XML
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In order to enhance the authentication process within the Single Sign-On
system, some researchers, such as Mustafa [14] and Ezawa [13], have opted for
a second-factor authentication (2FA) based on an application installed on a
smartphone. However, in the event of a lost smartphone, the user would be
unable to access their account. Similarly, in the case of a smartphone being
stolen by a malicious individual, it could be used to impersonate the legitimate
user and gain access to their account.

In contrast, author Yousra [12] did not integrate a second-factor authentica-
tion (2FA) into their Single Sign-On authentication system. Given that in Single
Sign-On systems, the user relies on a single set of credentials, namely their user-
name and password, Yousra’s system presents an increased risk in the event
of credential theft by a malicious actor, potentially compromising access to all
accounts.

We have chosen the OpenID Connect protocol, in line with Yousra’s prior use
of this protocol, who also integrated blockchain technology into their Single Sign-
On system. To enrich our contribution, we plan to build upon Yousra’s advance-
ments by incorporating a second-factor authentication (2FA) mechanism. This
mechanism will be based on blockchain technology, and the user will be able to
perform the second-factor authentication (2FA) using either their smartphone,
their computer, or both, thus providing increased flexibility.

3.2 Description of the Operation of OpenID Connect

Operation of the OpenID Connect Protocol

OpenlID Connect is a widely used authentication and authorization protocol
that enables users to securely authenticate across various online applications
and services. It is built on OAuth 2.0 [17], an authorization protocol, and adds
an authentication layer, making it a popular choice for modern authentication
systems. The OpenID Connect protocol offers three distinct flows to authenticate
the end user with a Relying Party (RP): the authorization code flow, the implicit
flow, and the hybrid flow. Among these three options, the authorization code
flow is the most widely used for OpenlID Connect protocol authentication due
to its robustness and security.

To start using the services of the OpenID Connect protocol as an end user, the
RP must first undergo a registration process with the Identity Provider (IdP).
This registration involves configuring the necessary parameters and information
to establish the connection between the RP, IdP, and the user. This registration
process ensures a smooth and secure interaction among the parties involved
in OpenlID Connect authentication. It is designed to establish a standardized
framework, allowing users to log in to multiple online services while preserving
their security and privacy. The operation of the OpenID Connect protocol is
illustrated in Fig. 1.
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Fig. 1. Operation of the OpenID Connect protocol [20]

Some Parameters Used in the OpenID Connect Protocol Flow

— client_id: Unique identifier of the Service Provider with the Identity Provider.
This is a public value, typically generated randomly by the Identity Provider,

— client_secret: This value is optional, but it is commonly used to authenticate
the Service Provider when retrieving an authorization code from the Identity
Provider. It must remain confidential and be known only to the two parties,

— redirect_uri: URL belonging to the domain of the Service Provider, used
by the Identity Provider after user authentication to send the authorization
response back to the Service Provider (via the user).

— scope: Lists the user’s resources protected by the Identity Provider that the
Service Provider wishes to access. This typically includes additional identity
information such as email address.

Phase 1: An unauthenticated user seeks to access a protected resource. Their
request is intercepted by the Service Provider, triggering an authorization
request initiated by the Service Provider. This request is then sent back to the
user, who presents it to their Identity Provider for validation.

Phase 2: The Identity Provider reviews the authorization request and prompts
the user to log in to prove their identity. Once authenticated, the user is prompted
to give consent to share the information required by the Service Provider (SP),
defined in the “scope” parameter. After obtaining user consent, the Identity
Provider sends an authorization response to the Service Provider (SP) via the
user’s browser. This response includes an essential authorization code.

Phase 3: The Service Provider (SP) verifies the authorization response submit-
ted by the user and retrieves the authorization code. Subsequently, the service
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system sends this code to the Identity Provider through a token request. This
message is authenticated using the client credentials (client ID and client_secret)
and is transmitted via the token endpoint. The Identity Provider authenticates
the Service Provider, verifies the authorization code, and in return sends the
Service Provider the identity token (ID Token) corresponding to the authenti-
cated user. At this stage, it is also possible for the Service Provider to obtain an
access token to acquire additional identity information by sending an attribute
request.

Phase 4: The Service Provider examines the ID Token, identifies the user, and
performs a verification to control their access. If the user is authorized to use
the requested service, the Service Provider finally grants them access to the
initially requested resource. When a user wants to access secure data, a Relying
Party (RP) requests approval from the Identity Provider (IdP) via the OpenID
Connect protocol, but implementation errors can expose this request to attacks.
Security must be strengthened by using TLS, following OpenID Connect, and
blockchain technology can offer an additional layer of protection.

4 Methodological Approach

Our system is based on an existing reference model aimed at enhancing secu-
rity and preserving privacy within OpenlD Connect systems integrating the
Ethereum blockchain and Non-Fungible Tokens (NFTs) [12]. This existing refer-
ence model takes a comprehensive approach, ensuring the integrity, availability,
and confidentiality of OpenID Connect protocol security parameters, while lim-
iting their access to authorized entities through a robust verification process.

By merging and expanding the definitions of Bal and Ner [21], Regner et
al. [22], and Leech [23], we define a Non-Fungible Token (NFT) as “a crypto-
graphically unique, indivisible, irreplaceable, and verifiable token representing a
given asset, whether digital or physical, on a blockchain.” Currently, the vast
majority of NFTs are built on the Ethereum blockchain network and are there-
fore Ethereum tokens. For example, suppose we want to acquire gold without
becoming its owner [23]. Someone could create a token whose value changes
based on the price of gold. Instead of physically owning gold, we hold a repre-
sentation in the form of tokens. This means that we do not own tangible, fungible
gold, but rather a representation through tokens. These tokens are considered
more secure because it is much more difficult to hack an Ethereum token than to
break into someone’s physical possession. The blockchain enables this by being
immutable; once a transaction is validated, it cannot be modified [24]. We use
these NFTs to enhance the security of access tokens to the account.

4.1 Strengthening Authentication Through 2F

Trust in technology has been seriously compromised by the alarming rise in
online fraud cases, phishing attacks, and cybercrime [25]. The rapid growth and
increasing sophistication of cybercrime have rendered traditional authentication
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mechanisms (username and password) ineffective in safeguarding users’ private
data. To address this situation, OTPs (One-Time Passwords) and single sign-
on systems have emerged as preferred solutions to counteract these fraudulent
activities [26-28]. OTP represents a type of two-factor authentication mecha-
nism. Simply put, an OTP is a time-based access token provided by the bank or
application, containing numerical or alphanumeric values.

Various means are employed to deliver OTPs to users, such as software tokens
through mobile applications, hardware tokens (like key fobs), and on-demand
OTPs via SMS or emails [29]. Before completing the transaction, the user is
prompted to enter the OTP received on their registered phone number, email
address, or both. Once the correct OTP is entered by the user, the transaction
is finalized. However, even with the OTP mechanism, the possibility of SIM
cloning persists, allowing fraudulent access to the OTP and the execution of
transactions on behalf of the user [30]. Another conceivable scenario is the loss of
the user’s phone, resulting in the inability to receive the OTP and consequently,
the impossibility of completing the transaction [31].

To address this issue encountered by existing MFA (Multi-Factor Authentica-
tion) systems, we have decided to integrate a decentralized multi-factor authen-
tication mechanism into our approach. Indeed, this multi-factor authentication
mechanism will be based on smart contracts. The user will receive a transaction
via their wallet, which they must confirm by signing it with their private key.
Then, this transaction will be sent back to the smart contract for verification.
If the transaction is valid, the user’s identity is confirmed. The wallet can be
installed either on the computer’s browser, the smartphone, or both, i.e., the
computer’s browser and the smartphone.

4.2 Integration of a Decentralized Multi-factor Authentication
Mechanism into the Reference Model

To address the Broken En-User Authentication attack issue faced by the ref-
erence model, we are incorporating a decentralized multi-factor authentica-
tion mechanism within it, as illustrated in Fig. 2. By integrating a multi-factor
authentication mechanism, our model specifically tackles the challenge posed by
the previously mentioned Broken En-User Authentication attacks. By requir-
ing multiple factors for authentication, we significantly complicate the task for
attackers attempting to compromise a user’s identity. Moreover, the decentraliza-
tion of this mechanism ensures that user identity validation is not dependent on a
single central point. This approach significantly enhances the system’s resilience
by minimizing risks associated with isolated vulnerabilities or attacks directed
at a centralized point.
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4.3 Proposed Model

In this subsection, we propose our model depicted in Fig.3. Our approach

involves three main actors:

— the User: the person who wishes to access an application or service and

whose identity needs to be authenticated,

— the Identity Provider (IdP): the entity that verifies the user’s identity and

issues authentication tokens and profile information to the Relying Party,

— the Relying Party (RP): the application or service that requests and uses
the user’s identity information provided by the Identity Provider to grant

access to its resources.

Second authentication factor
Moty &
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Fig. 3. Description of our methodological approach
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Each of these actors assumes a dual role as an Ethereum node within the
blockchain network. Specifically, the identity provider is responsible for man-
aging the smart contract that generates non-fungible tokens (NFTs). When a
user attempts to access a protected resource from the service provider requiring
authentication, the process is triggered. The service provider (RP) initiates an
authentication request with its identity provider (IdP), seeking the user’s autho-
rization to access their identity information stored with their IdP. This request
is made by redirecting the user’s browser to their identity provider, an entity
that manages and provides credential information to authenticate users within
a computer system. The identity provider reviews the authorization request and
performs verification of the legitimacy of the service provider using the Ethereum
blockchain-based smart contract technology.

If everything is verified, it prompts the user to log in to prove their iden-
tity using their credential data as the first factor of authentication. Next, the
second factor of authentication comes into play, wherein the identity provider
calls the smart contract on the Ethereum blockchain to verify the user’s identity.
The smart contract generates a specific transaction, which is then sent to the
wallet for signing. At this point, a pop-up window appears, prompting the user
to confirm the transaction by signing it using their private key. The smart con-
tract then performs a verification using the public key associated with the user’s
Ethereum address to validate the signature provided by the wallet. If the signa-
ture is deemed valid, the contract is then authorized to perform the requested
action. This process serves as the second factor of authentication, complement-
ing the user’s credential information, conclusively demonstrating that they are
the authorized person to access the account.

This dual authentication enhances the security of the process because even
if an attacker obtains the user’s credential information, they cannot authenti-
cate without confirming the wallet transaction. Once authenticated, the user is
prompted to give consent to share the necessary information with the service
provider. The identity provider creates tokens and calls on the smart contract to
generate corresponding non-fungible tokens (NFTs) for each token. These NFTs
are securely transmitted on the Ethereum blockchain to the recipient entity. An
NFT is a form of unique digital token that represents ownership or proof of
authenticity of a specific asset.

5 Conclusion

In this article, we have undertaken the persistent challenge of enhancing
authentication within the OpenID Connect protocol by integrating Ethereum
blockchain technology. By identifying existing vulnerabilities and exploring the
limitations of current authentication systems, we have devised a robust multi-
factor authentication mechanism using Ethereum blockchain technology. This
mechanism adds an additional layer of protection within the OpenID Connect
protocol, significantly reinforcing its security.
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