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Abstract. Frequent communications among massive terminal devices are
ubiquitous in forthcoming 5G Internet of Thing (IoT) networks. It strengthens
links of massive machine-type-communication (MMTC), pushes forward the
process of Internet of everything. However, due to continual interactions among
different devices and the broadcast characteristic of wireless channels, it also
brings new security challenges. Recently, physical layer security launches a new
solution to guarantee information theoretic security. To enhance the physical
layer security performance of massive intelligent devices, especially in D2D
communications, the game theory and machine learning methods are introduced.
In this paper, we first review physical layer security problems on D2D com-
munications under different attack scenarios. Game theory is proposed to
describe hierarchical and heterogeneous interactions among legitimate users and
active attackers in 5G IoT networks, then some distributed machine learning
methods are proposed to obtain equilibrium states among different agents.
Moreover, numerical results are provided to verify availability and efficiency of
proposed game-theoretic learning approaches. Finally, we discuss open issues
and future research directions in term of anti-eavesdropping and anti-jamming
problems in D2D communications when facing active attackers.

Keywords: D2D communications * Full-duplex active eavesdropper * Physical
layer security - Hierarchical game - Distributed machine learning

1 Introduction

The fifth generation (5G) mobile communication system is being quickly deployed at
the present, and studies on key technologies of the next generation 5G and 6G networks
are opening up. We can see that the future mobile communications focus on appli-
cations of artificial intelligence (AI) from the published literature, not simple super-
position of them, but deep integration of huge application and intelligent networks [1-
3]. Al [1, 2], edge computing [3] and Internet of Thing (IoT) technologies will drive
important innovations of mobile communications, ever change the actual world in the
future [4]. Frequent interactions among lots of devices will exist everywhere in the
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future, diverse communication requirements of different users face huge challenges,
and Al technology, such as machine learning [5], will act an important part in it.

In the next 5G mobile communications or IoT networks, since communications
between device to device (D2D) or machine to machine (M2M) will be frequent, it is
difficult to guarantee communication security. Physical layer security will be a valid
supplement and enhancement for communication network security. Adopting trans-
mission technologies (artificial jamming [6], full-duplex receiving [7], multiple antenna
[8] and relay cooperation [9]) to make transmission rates larger than eavesdropping
rates, perfect physical layer security can be achieved. However, due to the existence of
massive users and information asymmetric of different users, it is difficult to obtain
perfect physical layer security. Moreover, when attackers become more active and
intelligent, that is to say, they can launch different attacks flexibly, secure and reliable
communications among a lot of devices in 5G IoT networks can be hardly ensured.

Game theory is a valid mathematic tool, which can analyze competition and
cooperation among multi-users, it is suitable to model physical layer security and anti-
jamming problem of legitimate users against active attacks. Furthermore, intelligent
devices can achieve better communication performance through machine learning
methods. Therefore, by way of combination of game theory and machine learning
methods, not only joint physical layer security and anti-jamming problem can be solved
in theory, but also robust anti-eavesdropping and anti-jamming strategies can be
obtained in reality. At the present, game theory and machine learning methods have
been extensively studied on resource management, power control in cellular networks
and dynamic spectrum access in cognitive radio networks. Moreover, they have been
already used under active eavesdropping and intelligent jamming scenarios [10-12].

D2D communication is the direct communication between cellular users without
forward by the base station. In the underlay way, D2D users have the opportunity to
share the same spectrum of cellular users to transmit messages directly between them.
In the future 5G IoT networks, D2D communications will extensively exist. In D2D
communications, on one hand, strategies-making of distributed D2D users is asyn-
chronous. On the other hand, there exists a natural hierarchical structure between
cellular users and D2D users. Therefore, it is very suitable to use hierarchical and
heterogeneous game-theoretic learning methods to combat active attackers in D2D
communications.

In the following sections, we first review security threats in D2D communications
with different active attacks, then illustrate applications of the game theory and
machine learning methods for physical layer security and anti-jamming in D2D
communications, finally we propose the future research directions and open issues in
D2D communications with active attacks from the game theory perspective.
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2 Review of Anti-eavesdropping and Anti-jamming in D2D
Communications

Physical layer security problems are always studied with the assumption that eaves-
droppers are passive. That is to say, when they wiretap confidential messages of
legitimate users, they always keep silent. Compared with passive eavesdroppers, active
attackers will do much more harm to legitimate users. On one hand, active attackers can
launch active jamming attack to destroy reliable communications among legitimate
users. On the other hand, active attackers can switch different attack types due to
different attack aims, and they can adaptively adjust their attack strategies to bring more
destruction for legitimate users.

We can divide active attackers into active eavesdroppers and active jammers
according to attack types of them. Due to the duplex mode, active eavesdroppers can be
further divided into half-duplex active eavesdroppers and full-duplex active eaves-
droppers. The former ones only launch eavesdropping or jamming at different time
slots, while the last ones can use two attack modes simultaneously. Active jammers are
also called smart jammers, who can intelligently adjust their jamming power or
channels to destroy reliable communications among legitimate users. Figure 1, 2 and 3
illustrate the scenarios of secure and reliable D2D communications with different active
attackers. We analyze technology challenges in D2D communications with these kinds
of active attackers in this section.
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Fig. 1. Tlustration of secure D2D communications with a half-duplex active eavesdropper.
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Fig. 2. Tustration of secure D2D communications with a full-duplex active eavesdropper.
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Fig. 3. Illustration of reliable D2D communications with an active jammer.

Half-Duplex Active Eavesdropper (HAE): Considering eavesdroppers become more
intelligent and more selective, that is to say, they can select to passively eavesdrop
private transmission among legitimate users, or actively jam them to destroy reliable
communications, they are called half-duplex active eavesdroppers.

Full-Duplex Active Eavesdropper (FAE): If active eavesdroppers are of more
hardware resources, they can launch eavesdropping and jamming attacks simultane-
ously, they are called full-duplex active eavesdroppers.

Active (Smart) Jammer (AJ/SJ): Active or smart jammers can adaptively adjust their
jamming power or channels, and finally to decrease transmission rate and communi-
cation reliability of legitimate users.
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If eavesdroppers can select passive eavesdropping or active jamming, legitimate
users want to optimize their achievable secrecy rates or transmission rates accordingly.
In [15], power allocation optimization was studied to improve the average achievable
secrecy rate of legitimate users with a half-duplex active eavesdropper. When this kind
of eavesdroppers intrude into D2D communications, not only the cooperation between
cellular users and D2D users, but also the countermeasure between legitimate users and
the half-duplex active eavesdropper should be joint considered. In [16], with the help of
D2D cooperative relay and friendly jammers, the average achievable secrecy rate of the
cellular user was enhanced with a half-duplex active eavesdropper.

Compared with the half-duplex active eavesdropper, it does much more harm to
legitimate users when the active eavesdropper works on the full duplex mode. Firstly,
the full-duplex active eavesdropper can carry out wiretapping and jamming attacks at
the same time, anti-eavesdropping and anti-jamming demands of legitimate users
should be jointly considered. Secondly, not only the inner interference between cellular
users and D2D users should be considered, but also the outer jamming brought by the
full-duplex eavesdropper should be referred to. In [10], transmission power of legiti-
mate users or jamming power of the full-duplex active eavesdropper was hierarchically
optimized to combat each other. The active eavesdropper was regarded as a jamming-
aided eavesdropper in this works, where jamming attacks were launched to facilitate
the eavesdropping, and the goal was to maximize the wiretap rate. While in [17],
transmission rate of the cellular user and achievable secrecy rate of D2D users were
joint optimized, while the full-duplex active eavesdropper carried out eavesdropping
and jamming attacks at the same time to pursue the completely opposite goal.

Smart jammers can adaptively modify jamming channel strategy or jamming power
to maximize jamming effects on legitimate users. Some researches considering that
under smart jamming scheme, how to combat smart jammers through channel allo-
cation and power control [18-24]. In [23], based on the spectrum waterfall, a recursive
convolutional neural network was designed and a deep learning algorithm was pro-
posed to combat dynamic and intelligent jammers. In [24], to combat a smart jammer,
power control of the transmitter and relay were jointly optimized. In D2D communi-
cations, when smart jammers intrude, the inner interference should be avoided as soon
as possible, and the outer jamming should be reduced to maintain robust transmission.

3 Game-Theoretic Learning Methods for Secure and Reliable
D2D Communications

In the above section, we have analyzed new challenges for maintaining secure and
reliable D2D communications when facing with active attackers. Then in this section,
we study how multiple intelligent devices to enhance their anti-eavesdropping and anti-
jamming performance by means of mutual cooperation and self-learning with game-
theoretic learning methods. On one hand, in the future mobile communication networks
or IoT networks, different intelligent devices are of different priorities, and their
spectrum access or power control decisions are made asynchronously, so it is appro-
priate to use game theory to model complex interactions among them. On the other
hand, not only the information exists in different distributed D2D (M2M) users, but
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also the one between legitimate users and vicious attackers are asymmetrical. More-
over, they don’t want to interact with their information, machine-learning based
methods can be applied to improve physical layer security and anti-jamming perfor-
mance in D2D communications.

Now we discuss how to apply game theory and machine learning methods under
different active attack scenarios in D2D communications.

3.1 Game-Theoretic Learning Methods Against Half-Duplex Active
Eavesdroppers

When eavesdroppers become active and intelligent, it means that they can select dif-
ferent attack types, passive eavesdropping or active jamming. If they work on the half-
duplex mode, they can switch between the two attack types. Therefore, the cooperation
among legitimate users and the confrontation between legitimate users and half-duplex
active eavesdroppers can be formulated as a non-cooperative game or hierarchical
game. In [15], the scenario was considered that the transmitter can allocate power to
transmit data and broadcasting artificial interference, while the active eavesdropper can
select to work as a passive eavesdropper or an active jammer under the half-duplex
constraint. The strategic and extensive wiretap games were proposed and the pure-
strategy and mix-strategy equilibrium were proved.

In D2D communications, when half-duplex active eavesdroppers intrude, cooper-
ative relay or friendly jammer selection of D2D users and attack type selection of active
eavesdroppers can be studied under the game framework. In [28], the cooperative D2D
node selection problem of the base station and the attack type selection problem of the
active eavesdropper were jointly modeled as a non-cooperative game. A learning
algorithm based on fictitious-play was proposed and the mixed-strategy Nash equi-
librium of the proposed game was reached. In [16], a Stackelberg game was proposed
to formulate the competition between legitimate users and active eavesdropper, and a
Q-learning based algorithm was proposed to obtain the mixed-strategy Stackelberg
equilibrium.

In the above researches, we can find that as attackers becoming more and more
intelligent. To combat them, some machine learning approaches were gradually
employed to solve the physical layer security and anti-jamming problem. Not only
legitimate users, but also active eavesdroppers have learning abilities to a certain
degree. When active eavesdroppers can work on the full duplex mode, and can
adaptively modify their jamming power, some more complex learning algorithms
should be proposed to update power or spectrum strategies of legitimate users against
them.

3.2 Game-Theoretic Learning Methods Against Full-Duplex Active
Eavesdroppers

In general wireless networks, some game models have been utilized to model the
confrontation between legitimate uses and full-duplex active eavesdroppers. In [10,
29], the power decision processes between legitimate users and the full-duplex active
eavesdropper were studied at a Stackelberg game framework, the existence of the
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Stackelberg equilibrium was proved, and heuristic legitimate power and jamming
power allocation algorithms were proposed. In [30], the jamming power optimization
of the full-duplex active eavesdropper and the transmission power optimization of the
legitimate transmitter were formulated as a non-cooperative game, the sufficient con-
ditions for the existence of the pure-strategy Nash equilibrium was derived, and the
mixed-strategy Nash equilibrium was obtained by a fictitious-play based algorithm.
Furthermore, in consideration of the cooperation among legitimate users and the
confrontation between legitimate users and active eavesdroppers in a uniform frame-
work, [31] proposed a three-stage Stackelberg game scheme among the transmitter,
multiple relays and the full-duplex active eavesdropper, achieved cooperative com-
munication, decreased the wiretapping probability and improved the secrecy
performance.

We introduced the full-duplex active eavesdroppers into D2D communications. In
[18], we formulated sequential power strategies of the base station, multiple D2D users
and the full-duplex active eavesdropper to be a multi-layer Stackelberg game. More-
over, we proposed a hierarchical power control algorithm joint based on best response
(BR) and stochastic learning automata (SLA) to enhance achievable secrecy rates of all
D2D users and the transmission rate of the cellular user. And furthermore, in [32], we
joint considered D2D relay selection, power control of the cellular user, and jamming
power optimization of the active eavesdropper in a three-tier Stackelberg game, and a
hierarchical and heterogeneous algorithm based on SLA and Q-learning was proposed
to achieve the mixed-strategy Stackelberg equilibrium.

From the researches above, we can find hierarchical game have been applied to
study the joint anti-jamming and physical layer security problem when facing with full-
duplex active eavesdroppers. Moreover, we combine multi-tier hierarchical game and
distributed machine learning methods to analyze and study the complex interactions
among cellular users, D2D users and full-duplex active eavesdroppers.

3.3 Game-Theoretic Learning Methods Against Smart Jammers

When facing with smart jammers, hierarchical game can be also applied to describe
dynamic interactions between legitimate users and smart jammers. Some researches
considering that under smart jamming scheme, how to combat smart jammers through
power control and channel allocation. Authors in [18] formulated the anti-jamming
problem as a Stackelberg game, in which legitimate user was regarded as the leader,
smart jammer as the follower, both changed their power strategies to maximize their
utility. In [33], a Bayesian Stackelberg game was proposed to model anti-jamming
scheme with the uncertainty of channel state and transmission cost. In [34], authors
proposed an anti-jamming Stackelberg game in wireless networks, in which relay
nodes were introduced and worked as the vice leader in the proposed game. And in
[35], the discrete power control problem on anti-jamming was modeled as a Stackel-
berg game, and a hierarchical learning algorithm was proposed.

In [36], we formulated the hierarchical competitive relationship between a user and
jammer as a Stackelberg game, and proposed a hybrid learning algorithm based on Q-
learning and multi-armed bandit (MAB) for combating smart jamming. In D2D
communications, when smart jammers intrude, the inner interference should be avoided
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as soon as possible, and the outer jamming should be reduced to maintain robust
transmission. Therefore, not only the competition and cooperation between cellular
users and D2D users should be considered, but also the dynamic confrontation between
legitimate users and smart jammers should be studied.

4 Numerical Results and Discussions

In this section, we will provide some numerical results with different active attackers
and demonstrate the availability and efficiency of hierarchical game learning methods
proposed in the former section.

4.1 Half-Duplex Active Eavesdropping Scenario

Under the system model in Fig. 1, we set up a cellular cell, where an evolved Node B
(eNB) located on the center of a square area of 1 km * 1 km, and a cellular user and N
D2D users are randomly located on the square area of 0.5 km * 0.5 km centered by the
eNB, while the active eavesdropper is randomly located between the square area of
0.5 km * 0.5 km and 1 km * 1 km around the eNB. For our simulations, suppose that
the transmit power of the eNB, all D2D users and the half-duplex active eavesdropper
are 1 W, 0.1 W, and 0.1 W respectively. Considering that the half-duplex active
eavesdropper can select passive eavesdropping or active jamming attack pattern,
legitimate users cooperative with each other to combat it.

Firstly, considering that the hierarchical structure between the cellular user and all
D2D users, we formulate their hierarchical interactions as a Stackelberg game to
combat the half-duplex active eavesdropper. Furthermore, the cooperative power
control problem among all D2D users is modeled as an exact potential game and a
learning algorithm based on SLA is proposed to converge to the mixed-strategy Nash
equilibrium of the lower-tier game, finally the Stackelberg equilibrium is received. The
performance comparison of the proposed algorithm with selfish D2D power control
algorithm (SDPCA) and the random selection algorithm (RSA) is presented in Fig. 4.
We can see that the sum utility, which describes the tradeoff between secure require-
ments and power costs of all D2D users, decreases with the active jamming probability
of the active eavesdropper, and the proposed algorithm outperforms other two
algorithms.

Secondly, in consideration of the adaptive strategy selection of the half-duplex
active eavesdropper, joint relay selection and friendly jamming power control of
legitimate users and attack pattern selection of the active eavesdropper is formulated as
a non-cooperative game. In the proposed game, a “best” D2D user is chosen to relay
the confidential message of the cellular user, and other N — 1 D2D users working as
friendly jammers to improve the average secrecy rate of the cellular user together. Then
we propose a fictitious-play based algorithm to obtain the mixed-strategy Nash equi-
librium of the proposed game. Figure 5 shows the performance advantage of the
proposed algorithm compared with the nearest neighbor relay selecting algorithm with
the increasing number of D2D users.
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Fig. 5. Utility of all D2D users versus jamming probability of a half-duplex active eavesdropper

4.2 Full-Duplex Active Eavesdropping Scenario

The simulation under the full-duplex active eavesdropping scenario is made under the
system model in Fig. 2. We first let the eNB on the origin of coordinates, the coor-
dinates of the cellular user is (200 m, 200 m), 5 D2D users are randomly located in the
square area of 300m,300m, and the full-duplex active eavesdropper is located at
500 m, 500 m. Suppose that transmission power sets of the cellular user and the full-
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duplex active eavesdropper are Pc = P4 = {0.2,0.4,0.6,0.8,1} W, and the trans-
mission power set Pp = {0.02,0.04,0.06,0.08,0.1} W is shared by all D2D users. In
this situation, we consider that the full-duplex active eavesdropper can modify its
jamming power to destroy the secure transmission of the cellular link and the reliable
communication of D2D links, while the cellular user and all D2D users can select their
suitable power level to combat it. We formulate a three-layer Stackelberg game to
express the cooperation between the cellular user and all D2D users, and the con-
frontation between legitimate users and the active eavesdropper. We further propose
two hybrid learning algorithms based on BR and SLA to obtain the pure-strategy and
the mixed-strategy Stackelberg equilibrium. The utility of all D2D users versus the self-
interference factor of the active eavesdropper is shown is Fig. 5. We can see that the
utility of all D2D users decreases with the increasing of the self-interference factor of
the full-duplex active eavesdropper and the proposed hybrid learning algorithms both
present better performance than the RSA algorithm (Fig. 6).
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Fig. 6. Utility of D2D users versus self-interference of the full-duplex active eavesdropper

4.3 Smart Jamming Scenario

We also make some simulations under smart jamming scenario, which is shown in
Fig. 3, where there exists an eNB, a cellular user, a smart jammer and some candidate
D2D relay users. The coordinates of eNB and the cellular user are (0 km, 10 km) and
(10km, 0km). The smart jammer is located in (10 km, 10 km). There are 4 D2D users,
which are located in (2.5km,2.5km), (5km,2.5km), (5km,5km), (7.5km,5km)
respectively. Considering that the smart jammer can select its jamming strategy
according to listening messages, the legitimate transmitter and the selected relay can
intelligently modify their transmission power to anti-smart jamming of this kind. The
hierarchical interactions among different users is formulated as a Stackelberg game, and
a hybrid learning algorithm based on Q learning and multi-armed bandit (MAB) is
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proposed, and the performance of legitimate users is compared with the random
selecting algorithm with different eavesdropping errors is shown in Fig. 7.
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Fig. 7. Utility of legitimate users versus time slots with eavesdropping error of an active jammer

From all numerical results shown above, the game-theoretic learning approaches
are available for legitimate users to improve the physical layer security and anti-
jamming performance under active attacks.

5 Future Research Directions

We have discussed the physical layer security and anti-jamming problems in D2D
communications under different attacking scenarios in previous sections. It has been
verified that game-theoretic learning methods were feasible and effective to combat
active attackers, and some research results have been achieved to improve anti-
eavesdropping and anti-jamming performance of legitimate users. However, in view of
complex interactions among different agents and information uncertainty of electro-
magnetic environment, there are a lot of open issues to be solved. Then we analyze the
future research directions on secure and reliable D2D communications when facing
with active attackers.

Practical Cooperation Mechanisms and Technologies of Legitimate Users: To
confront active attackers, necessary cooperation among legitimate users is needed, not
only among D2D users, but also between cellular users and D2D users. Some
researches have introduced social relationship into D2D communications, how to
employ social relationship among D2D users to further improve security performance
and transmission reliability with intelligent attackers is worth to study. Moreover,
considering the hierarchical characteristic between cellular users and D2D users, how
to design the hierarchical cooperation mechanism is a future research direction. Due to
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emerging technologies of 5G, such as non-orthogonal multiple access (NOMA),
multiple antenna technology, millimeter-wave (mmWave) communications and
unmanned aerial vehicle (UAV) enabled communications, transmission efficiency and
security of wireless communications can be enhanced accordingly. Take the example of
UAV enabled communications, from the perspective of the physical layer security,
UAVs can work as mobile relays or friendly jammers to help improve anti-
eavesdropping performance of massive machine-type devices. Recently, there are few
works on secure and reliable communications by the aid of these emerging technolo-
gies against active attackers. Therefore, it will be an open issue to introduce them into
combating intelligent attackers.

Tradeoff of Offensive and Defensive of Active Attackers: From the standpoint of
active attackers, they want to maximize the destruction to legitimate users and unlikely
to be discovered. On one hand, when they work as passive eavesdroppers, they can
only wiretap confidential information and hard to be discovered. On the other hand,
they can do much more harm to legitimate users when they work as active jammers,
while can be easier to be found since they need to transmit vicious jamming signals. So
there exists a tradeoff of offensive and defensive of active attackers, how to apply
flexible attack strategies to maximize their destruction to legitimate users and hide their
positions will be an open issue.

Massive D2D Communications Modeling and Multi-tier and Heterogeneous Game
Formulation: At the present, the scheme that legitimate users cooperate with each
other to maximize their utilities have been studied under game theory frameworks. But
when the number of active eavesdroppers or legitimate users becomes very large, how
to model their interactions using game theory and how to obtain the stationary or
optimal equilibrium solutions will be a huge challenge. On one hand, the mean field
game, which is a kind of differential game, can be applied to model group behavior of a
huge number of players and describe the influence of crowd behavior on the individual
agent. While due to dynamic changes of attacking strategies, how to quickly obtain
stationary states of the mean field game will be a new challenge. On the other hand,
considering complex interactions among cellular users, D2D users and intelligent
attackers, multi-tier Stackelberg game should be formulated to improve security and
reliability of legitimate users. Whether the equilibrium of multi-tier game exists should
be discussed and the existence condition should be further analyzed.

Optimization with Incomplete Information and Applications of Deep Reinforce-
ment Learning: Since the positions of legitimate users and intelligent attackers are
competitive, there are no information exchanges between them. They only make their
decisions based on imperfect information for each other. There have been some
researches on the physical layer security or anti-jamming problem based on limited
observations, while with no information on the opposite side, how to maximize their
utilities based on machine learning methods is an issue worthy of studying. The deep
reinforcement learning methods are suitable for solving the problem under such situ-
ation and don’t need to apply under a special game framework. Based on deep rein-
forcement learning methods, intelligent users can update their power and channel
selections according to training data without any information on attackers’ utilities and
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strategy sets. Deep reinforcement learning methods have just been used to confront
smart jammers, while how to accelerate convergence of deep reinforcement learning
methods are really an open issue.

6 Conclusion

In this paper, we have analyzed security threats in D2D underlaying cellular networks
under different attacking scenarios. Based on hierarchical game framework, we
expound the optimization objective description, utilities design and strategies selection
of cellular users and D2D users. Furthermore, we have illustrated kinds of machine
learning methods, such as fictitious play, MAB, Q-learning and SLA, to optimize
transmission power, relay selection and other strategies to improve the physical layer
security and anti-smart jamming performance. Finally, the future directions and chal-
lenges were discussed.
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