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Abstract. The threat of attack against deep learning based network is gradually
strengthened in computer vision. The adversarial examples or images are pro-
duced by applying intentional a slight perturbation, which is not recognized by
human, but can confuse the deep learning based classifier. To enhance the
robustness of image classifier, we proposed several deep learning based algo-
rithms (i.e., CNN-SVM, CNN-KNN, CNN-RF) to detect adversarial images. To
improve the utilization rate of multi-layer features, an ensemble model based on
two layer features generated by CNN is applied to detect adversarial examples.
The accuracy, detection probability, fake alarm probability and miss probability
are applied to evaluate our proposed algorithms. The results show that the
ensemble model based on SVM can achieve the best performance (i.e., 94.5%)
than other methods for testing remote sensing image dataset.
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1 Introduction

In the field of deep learning applications, it has been great progress in image classi-
fication, speech recognition and computer vision [1]. As a classical network model of
deep learning, convolutional neural network (CNN) is indispensable and profoundly
meaningful to the development of computer vision, especially in the field of massive
image processing [2].

In the subsequent study of the adversary, adversarial training is found to be useful
in improving the robustness of classifier based on neural network [3]. It is good news
for the acquisition and storage of many precious datasets (e.g. HSRRS images, remote
sensing images with high spatial resolution, abundant color, complex texture and
similar shape). There are two types of adversarial training, one is the Black-box attack,
and the other is White-box attack [4]. White-box attack is undoubtedly catastrophic for
neural networks, as it masters almost overall structures and parameters of a particular
neural network. Therefore, the performance of neural networks can be better improved
by adversarial training [5, 6]. The Fast Gradient Sign Method (FGSM) is the most
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representative of White-box attack. It has the characteristics of specific adversarial
perturbation and one-step target classification in computer vision. Kurakin et al. [6]
noted that for ImageNet, the top-1 error rate for the adversarial examples generated by
FGSM is approximately 63–69%. Therefore, the input image generated by FGSM
makes sense to checkout and improve the performance of neural networks.

The detection is found to be as a technique for defensing against adversarial at-
tacks [7, 8]. Literally, the ‘detection only’ approach refers to merely monitoring tar-get
classification result of deep neural network on adversarial examples with no further
processing (e.g. SafetyNet, Additional Class Augmentation). Li et al. [8] applied CNN-
based neural networks into the convolution filters statistics to classify the test images.
A cascaded classifier is designed to detect adversarial examples generated by the
FGSM methods with the accuracy more than 85%. And Meng et al. proposed a
framework that utilizes single or multiply external classifier to detect an adversarial
image effectively. For the specified remote sensed dataset, Zhang et al. [9] proposed a
method based on CNN to achieve classification by obtaining promising features in
hyperspectral image. In brief, CNN and external classifier both have good performance
in attack detection, but the detection performance is needed to be further improved.

Generally speaking, a single learner is more susceptible to erroneous predictions
against adversary. To achieve complicated learning goals, ensemble model is de-signed
to construct and combine multiple weak learners into strong learners [10, 11]. It greatly
improves the robustness for integral neural network. To solve the limitation of single-
dimensional feature representation, this paper is planned to integrate high level and low
dimensional features through SVM to detect adversarial attack. The two dimensional
features are extracted by CNN first or second full-connection layer. At the same time,
CNN’s output will be compared to verify the effectiveness of the integrated network
(CNN-classifier). The objective of this paper is briefly summarized as the following
two points:

(a) Multi-layer features fusion: It combines the features of different scales of the full
connected layer, reduce the influence of feature positions and improve the
robustness of the classification.

(b) Adversarial samples detection based on machine learning: Cooperation with three
typical classification algorithms, convolutional neural network can obtain better
performance in detecting adversarial attack.

The paper is organized as follows. Section 2 several classification algorithms and
hybrid model cascaded based on CNN are presented. Section 3 the main experimental
method is stated. Section 4 the experimental results are analyzed and in Sect. 5,
conclusions and prospect are drawn.

2 Methodology

2.1 CNN

A CNN is a representative method for image classification in computer vision. The
classical CNN mainly consists of the convolutional layer, pooling layer and fully
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connected layer. Among them, the convolutional layer is to extract key features in
images and to migrate learning of different features. The multi-use of the max pooling
layer facilitates feature extraction, reduces feature dimension and prevents over fitting
effectively. In addition, the fully connected layer integrates the feature representations,
greatly reducing the impact of feature locations on the classification results. The
classical structure of CNN is shown in Fig. 1.

In our experiment, the input image is provided with the width and height of 128 and
the color channel is 3. For feature extraction, the convolution layer is set as two 3 � 3
kernels with dimension 128 and 64, respectively. The ReLU is applied as the activation
function of the convolutional layer. And the pooling layer is described as max pooling
with 2 � 2 kernel. In addition, the Dropout is set to 0.25. For classification part, the
1024, 512 and 10 respectively indicate the number of neural units of the first (Dense1),
second full connected layer (Dense2) and the number of final classification labels. The
activation function is still ReLU, except for Softmax in the output.

2.2 Several Classification Algorithms

2.2.1 SVM
The SVM is a kind of supervised learning with stable effects and fast prediction
capacity, which is applied widely in its application in two or multiple and linear or
nonlinear classification. It is designed to find a hyperplane to segment the positive and
negative examples and ensure the largest interval between the two classes. Given a
linearly separable training dataset, the classification hyperplane is obtained by maxi-
mizing or equivalently solving the corresponding convex quadratic programming
problem,

f xð Þ ¼ sign w � xþ bð Þ ð1Þ

w � xþ b ¼ 0 ð2Þ

where the Eqs. (1) and (2) is decision function and hyperplane representation,
respectively. The value of function sign(x) takes −1 when the variable is less than 0;
otherwise, +1. The hyperplane divides the feature space into two parts: a positive class

Fig. 1. The classical structure of CNN.
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and a negative class. The points in side with positive normal vector belong to positive
class, and the other side is negative class.

2.2.2 KNN
The KNN is a fundamental classification and regression method. For classification, its
model is designed to divide the eigenvector space by training dataset. The KNN input
is a vector and the output is category, a scalar. As shown in Eq. (3), the criteria for the
division is the distance between different feature values. The distance L can be obtained
by the following:

L ¼
Xn
l¼1

x lð Þ
i � x lð Þ

j

��� ���p
 !1

p

ð3Þ

It is called Manhattan distance when p = 1, the Euclid distance when p = 2 and the
Maximum distance of each coordinate when p tends to infinity. The l presents instance
vector dimension of vector space, the i and j, meaning i-th and j-th input trained
instance vector. The values i, j, l are smaller than the dimension n of the vector space
Rn. Known the relationship between the dataset and the category, and the label of the
test dataset is compared with its corresponding feature. To predict the label, the KNN
uses the majority voting rule to select the data of the similar feature.

f : Rn ! c1; c2; � � � ; ckf g ð4Þ

P Y 6¼ f Xð Þð Þ ¼ 1� P Y ¼ f Xð Þð Þ ð5Þ
1
k

X
xi2NkðxÞ

I yi 6¼ cj
� � ¼ 1� 1

k

X
xi2Nk xð Þ

I yi ¼ cj
� � ð6Þ

where Eqs. (4, 5, 6) present classification function, misclassification probability and
local misclassification probability, respectively. The function f exists in the n dimen-
sion vector space, which contains k categories. In the formula (5), the total probability
that the instance X corresponds to any label Y equals to 1. In the formula (6), I presents
indication function related label yi and category cj. The set Nk xð Þ is constituted by
k neighbor trained points x.

2.2.3 RF
As a representative model of ensemble learning, RF implements relatively simple. It is
not sensitive to partial feature deletions on massive and highly parallel sample training.
Due to the random sampling, the trained model has a small variance and a strong
generalization ability. Since the decision tree node partitioning feature has been ran-
domly selected, the model can be trained effectively when the dimension of sample
feature is high.

RF uses the CART decision tree as a weak learner, and it uses the majority voting
method of weak learners to determine the final classification result. For classification
issues, RF utilizes the information gain to measure the amount of information,
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and determine the direction of feature split. The Eq. 7 describes that D presents training
data set, Ai is the i th feature of D, H Dð Þ denotes the information entropy, H D=Aið Þ
means the mutual information.

g D;Aið Þ ¼ H Dð Þ � H D=Aið Þ ð7Þ

2.2.4 Ensemble Method
Considering the disadvantage of CNN in adversary, the hybrid model is developed to
strengthen the robustness of classifier and detect adversarial images. The specific flow-
chart of the integrated model is shown in Fig. 2. The above classifier integrates different
features for predictive classification. These features are extracted from thefirst and second
full connected layer, respectively. Then the classifier gains a prediction result.

2.3 Metric Evaluation

A confusion matrix, where the positive class is set to the adversarial image, is the basic
evaluation criteria of experimental performance for adversarial detection. The accuracy
(Acc), detection probability (PD), fake alarm probability (PFA) and miss probability
(PM) are all applied to evaluate the performance of classifier. The TP, TN, FP, FN in
confusion matrix are all key parameters for calculating the above metrics. The calcu-
lation process is carried out by following,

PD ¼ TP
TPþFN

Acc ¼ TPþ TN
TPþ TN þFPþFN

PFA ¼ FP
TPþFP

PM ¼ FN
TPþFN

ð8Þ

Fig. 2. Flow chart of ensemble model.
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3 Experiment

This experiment adopts a high spatial resolution remote sensing (HSRRS) image as the
test data, with 10 labels, each containing 100 samples. The clean test images and the
fake images generated by FGSM are feed into the classifier.

3.1 Adversarial Attack and Detection

The Fig. 3 shows the flowchart of adversarial attack and detection. The adversarial
image is generated by adding perturbation or noise on clean image (original HSRRS
image). The perturbation originated from FGSM. Then, we train CNN to achieve target
prediction. The same feature extraction process by consecutive four convolutional
layers from clean image. The fully connected layer integrates gradually features for
classification. Then we replace clean image with adversarial image repeating the above
steps.

3.2 Adversarial Detection on Ensemble Model

The full connected layer is regarded as a classifier in above step. We design a
framework that combines the fully connected layer with the real classifier to select
promising features, then integrate these features and predict results. These promising
features are extracted from the first and second full connected layer, respectively. They
work together on the SVM classifier, then SVM makes the final prediction. Same
process is repeated, just replacing the classifier SVM with KNN or RF. Finally, the
experimental results are presented using the confusion matrix, also the relevant metric
results are calculated at the same time.

4 Results and Analysis

Due to the FGSM perturbation, the classification accuracy of CNN has declined from
96.4% to 33.3%. The experimental results are carried out in the following two aspects:
(1) for each ensemble model, the feasibility of each full connected layer, and (2) for
each metric, the performance comparison of classifier. Table 1 illustrates the metrics of
several ensemble methods.

Test 
Image CNN Fake Result

White Box 
A ack
(FGSM)

Structure 
and 

ParametersAdd 
Noise

Fig. 3. The flowchart of adversarial attack and detection.
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With respect to first aspect, CNN-SVM gains a best performance of accuracy, the
detection probability and the miss probability, especially in the first full connected layer
(Dense1), followed by CNN-KNN and CNN-RF. Yet the CNN-KNN gets a terrible
performance in detection probability and miss probability, 0.880 and 0.120, respec-
tively. CNN-RF has a moderate advantage at each metric. In addition, the feature
integration by classifier significantly improves the classification performance of each
fully connected layer. As it gains a better performance than the best between Dense1
and Dense2. Above all, the robustness of ensemble model based on other classifier is
improved to the greatest extent.

In terms of second aspect, the metric of ensemble model is described as following.
For the accuracy, CNN-SVM is at a dominant position in the above three models,
followed by CNN-KNN and CNN-RF. For the detection probability and the miss
probability, CNN-SVM is best, CNN-RF is moderate and CNN-KNN is worst. For the
fake alarm probability, CNN-KNN is best, followed by CNN-SVM and CNN-RF.

From the perspective of fake alarm probability, we can choose CNN-KNN for
classification prediction. In addition, CNN-RF is the most suitable choice for the
moderate performance requirements. It also can be summarized that CNN-SVM pos-
sesses a good advantage for its highest accuracy and highest detection probability,
lowest miss probability in feature analysis and classification. What’s more, CNN-KNN
tends to identify clean image as adversarial one, especially for the features collected in
Dense1.

5 Conclusion

The adversarial detection approaches based on machine learning are proposed, and the
original classifier model is based on CNN. These methods have improved the precision
of target prediction and classification. What’s more, we verified the validity of the
ensemble model and found its better performance for adversarial images detection.

Table 1. Four metrics of the three ensemble methods

CNN-SVM
Dense1 94.0% 0.933 0.054 0.067 
Dense2 93.3% 0.923 0.058 0.077

Dense1&2 94.5% 0.933 0.044 0.067

CNN-KNN
Dense1 92.1% 0.880 0.040 0.120
Dense2 93.7% 0.917 0.045 0.083

Dense1&2 93.8% 0.907 0.032 0.093

CNN-RF 
Dense1 92.8% 0.923 0.067 0.077
Dense2 92.5% 0.927 0.064 0.073

Dense1&2 94.3% 0.927 0.058 0.073

Method Accuracy
Detection 

Probability 
( PD )

Fake Alarm 
Probability 

( PFA )

Miss 
Probability 

( PM )

Deep Learning Based Adversarial Images Detection 285



The results show that CNN-SVM obtains the best performance in classification with the
detection probability 0.933 and the accuracy 94.5% in Dense1&2. Considering the
overall performance, CNN-SVM is the most appropriate choice for adversarial images
detection.

There are still some promotions need to be done in the future work. For example,
robust light network or other neural networks for HSRRS images classification.
A better feature representation acquired by preprocessing data. And the defense or
detection of adversarial examples in DNN based classifiers.
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