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Abstract. Computation outsourcing using virtual environment is get-
ting more and more prevalent in cloud computing, which several parties
want to run a joint application and preserves the privacy of input data
in secure computation protocols. However, it is still a challenging task
to improve the efficiency and speed of secure floating point calculations
in computation outsourcing, which has efficient secure integer calcula-
tions. Therefore, in this paper, we propose a framework built-up with
a privacy-preserving computation toolkit with floating-point numbers
(FPN), called PCTF. To achieve the above goal, we provide efficient
toolkit to ensure their own data that FPN operations can be securely
handled by homomorphic encryption algorithm. Moreover, we provide
simulation results to experimentally evaluate the performance of the
accuracy and the efficiency of PCTF, which will slowdown with 10x time
consumption per in the secure floating-point addition and secure floating-
point multiplication. Existing FPN division is constantly approaching
result of division, or obtaining the quotient and remainder of division,
in terms of precision, it is impossible to guarantee the precise range sta-
bly. However, our PCTF has higher precision in secure floating-point
division, and the precision can be guaranteed at least 107'7.

Keywords: Privacy computation + Homomorphic encryption -
Multiple keys * Secure computation

1 Introduction

Nowadays, the cloud computing paradigm [1] revolutionizing the organizations’
way of operating their data particularly in the way they store, access and process
data. On one hand, according to IDC’s data age 2025 [2] report, the annual data
generated in the world will grow from 45 ZB to 175 ZB from 2019 to 2025.
Local users can not afford such a large amount of data computing, more and
more enterprise customers’ applications such as Internet of Things (IoT) [3], self-
driving car [4], and scientific research [5] need to be deployed in the data center or
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cloud. On the other hand, cloud computing [6], with its cost-efficiency, flexibility,
and offload of administrative overhead, is used by the majority of enterprise
users. Organizations are prone to delegate their computational operations in
addition to their data to the cloud.

Despite the tremendous advantages that the cloud offers, privacy and security
issues in the cloud are preventing companies to utilize those advantages. When
data are highly sensitive, e.g., the medical [6,7]. To protect the data privacy
[8,9], data owners typically encrypt their data before outsourcing to the cloud.
Homomorphic encryption [10] is a promising solution to avoid privacy leakage
risks while protecting data confidentiality. Figure 1 plots a typical multiparty
network with several different participants that own restricted storage ability
and limited computing power. They jointly transmit data to the cloud server for
data calculation. However, there exist challenges in the following two aspects.
First, cloud service providers often store data belonging to multiple participants
on the same server [11] to reduce operational costs. Therefore, different partici-
pants should be distributed with an individual key [12], to avoid multi-tenancy
related attacks. How to achieve multiple keys computation without compromis-
ing the privacy of the outsourced data becomes a challenging issue. Second,
cryptosystems are generally designed to protect only integer values. Computa-
tions on integers envivnately affect the accuracy of data and decision making
results, which may even lead to wrong diagnosis in patients’ ill [7] and wrong
decision in self-driving [4].

In this paper, we present a Privacy-Preserving Computation Tookit on
Floating-Point Numbers. The toolkit is constructed using secure computation
based on homomorphic encryption and provide perfect or statistical privacy in
the semi-honest model. The desirable features of PCTF include the following:

« Secure FPN Computation: We build a privacy-preserving outsourced
computation of toolkit FPN operations with multiple keys. The toolkit offers
multiplication, addition, subtraction, division with FPN. Secure multiplica-
tion addition, subtraction of FPN are trivial extensions of the integer opera-
tions. Meanwhile, we present new protocols for the division of FPN.

« Multiple Users: It has good expandability, including convenience and cost-
effectiveness in supporting multiple secret keys in computing. Different data
providers encrypt their data with their own public keys to the cloud server.
The cloud server carries out secure computation in the case of multiple keys.

. Efficiency and Accuracy: Our calculation toolkit equips with secure and
efficient encrypting FPN. Extensive experiments indicate that our scheme has
high efficiency and lower accuracy loss, especially in the division.

The rest of this paper is organized as follows. In Sect. 2, we introduce the
related work of secure multiparty computation protocols. In Sect. 3, we describe
the preliminaries required in the understanding of our proposed FPN operations.
In Sect. 4, we formalize the system model as well as the attacker model. Then we
give a detailed introduction about privacy-preserving FPN computation proto-
cols in Sect. 5. The security analysis and performance evaluation are presented
in Sects. 6 and 7, respectively. Section 8 concludes this paper.
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2 Related Work

Earlier work on privacy-preserving machine learning [13,14] has been proposed
to provide privacy preservation during the training phase, but these schemes
lacked implementation. Secure integer protocols have been studied in numerous
researches. e.g., garbled circuit based protocol [15], homomorphic encryption
based protocols [16-21] and secret sharing based protocols [21-24]. However,
garbled circuit suffer from very high computation and communication complex-
ities. Secret sharing needs all the servers to jointly compute some functions
interactively. It requires multiple servers to store certain redundant data and
requires pairwise secure channels between servers, so it is may difficult to imple-
ment in a number of real-world scenarios. Catrina et al. [20] presents a family of
protocols for multiparty computation with rational numbers using floating-point
representation. This approach offers more efficient solutions for secure compu-
tation than other usual representations, but it becomes quite complex when the
divisor is secret. Veugen et al. [19] presents a secure integer division protocol
that outputs an approximate quotient based on homomorphic encryption, such
approximate protocols could be only useful for secure clustering and statisti-
cal analysis. Existing secure computation [17] with FPN base on homomorphic
encryption can be realized at huge computation cost and communication over-
head, and security division protocol is not implemented. Liu et al. [18] solves
secure integer division by getting quotient and remainder, but it does not have
precision, and it is impossible to obtain the complete value after division.
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3 Preliminary

In this section, we introduce some terminologies and basic knowledge. First,
some important notations used in this paper are provided in Table 1.

3.1 Distributed Two Trapdoors Public-Key Cryptosystem

DT-PKC splits a strong private key into different shares. In addition, the weak
decryption algorithm should support distributed decryption to solve the autho-
rization problem in the multi-key environment, follows the idea in [18], and works
as follows:

. raw_encryption: Given a message m € Zy, we compute N = p X ¢ and
A= %. We can choose a random number r € Zy, and the ciphertext

is generated as:
[mlpr = g™rY mod N? = (1 +m x N)r" mod N? (1)
. raw_decryption: Given a message [m]yr, N = p*q and A = %,
using the decryption algorithm Dggk(-) and the corresponding private key
SK = ), the algorithm can compute to the plaintext. Since ged (A, N) = 1,
the ciphertext is generated as:

[m]* mod N? = +*M (14 mNX) mod N? = (1 + mN)\) (2)
m = L ([m]* mod N*) \! mod N (3)

Table 1. Notations

Symbol | Definition

pk., sk, | A pair of public-private keys
SKi, SKs | Partial decrypted private keys
[m]pk., A ciphertext encrypted with pk,

|-l The data length of an arbitrary variable

K The security parameter variable

D, q p and ¢ are two big primes, ||p|| = ||lq|| = &
N N is a big integer satisfying N =p X ¢
ZnN An integer field of N

(m) Encrypted object of m with FPN

3.2 Privacy-Preserving Multiple Keys Integer Protocol

In particular, we assume there exits of semi-honest cloud server CP, CSP, [18§]
and their own public key pk1, pke from parties (useri, users). Based on DT-
PKC, the strong private key can be split into the different partial strong private
key. Moreover, CP has partial strong private key SK7, and CSP has partial
strong private SKs. All of the below protocols are considered under CP and
CSP:
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. Secure Addition (SAD): Consider CP with private input ([a]pk,, [6]pk,),
partial strong private key SK;, and CSP with the partial strong private SKs.
The goal of the secure addition is to return the encryption of [a + b],r to
CP, and then the [a + b]p, will be returned to users. The basic idea of the
SAD protocol is based on the following property which holds for any given
a,b € Zy, with different public key.

— CP: generate 74,7, € Zy, obtain [r, + rp]pr and compute Dgg, (Ja +
ra]]pk), DSK1 ([[b + rb]]pk) to CSP.

— CSP: decrypt 74, rp by SKa, compute [a + 74 + b+ rp] i to CP.

— CP: obtain Ja + 0]px = [a + 74 + b+ mp]pk - [=7a — To]pk-

. Secure Multiplication (SM): In this protocol, the goal of the secure multi-
plication is to return the encryption of [a x b],, to CP, and then the [a x b]
will be returned to users. The basic idea of the SM protocol is based on the
following property which holds for any given a,b € Zy, with the different
public key.

— CP: generate rq,7, € Zn, obtain [a + rg]pk, [b + 7]pr and compute
DSK1 ([[a + ra]]pk), DSK1 (ﬂb + Tb]]pk‘) to CSP.

— CSP: decrypt (@ +74)(b+ 1) by SKa, compute [h]pr = [a X b+a x ry, +
b X Tq+Te X Tp]pk to CP.

— CP: obtain [a x b]pr = [Rlpk - [—a X rp]pk - [0 X Tallpk - [=Ta X 7] pk-

« Secure Exponent Calculation (SEXP): Given a plaintext number a and an
encrypted integer number [b],x (a,b € Zy), the SEXP protocol will provide
the encrypted data [U]pk, s.t., [U]yx = al’lrt. The SEXP protocol is described
as follows: altler = (ql0+7Ier)a™" = glotr=rlpx,

. Secure Greater Than (SGT): Based on DT-PKC, the goal of the secure
greater than is to return the encryption of [u*] to CP, and then the [u*],k
will be returned to users. The basic idea of the SGT protocol is that we flip a
coin to computer [a]px - [2 X b+ 1]];)\2_1 or [2x b+ 1]pk - [[a}];\;c_l to get result
of relationship between a and b. If v* = 0, it shows a > b; and If u* = 1, it
shows a < b.

. Secure Maximum (SMAX): Consider CP with input([a]pk, , [b]pkss [clpks)-
The goal of the secure maximum is to return the encryption of the maximum
number between input to CP, and then the result will be returned to users.
We can call SGT to computer [u]* < SGT ([a]pk, , [yl pr,) to get [u*]pk, and
then [A],x and [L]pr can be calculated by [A],r = [(1 —u*) X a+ u* x b]p
and [L]pr = [(1 — u*) x b+ u* x a]pk, s.t., A > I. Through multiple use of
SGT, we will find the encryption of the maximum number.

3.3 Floating-Point Number

In this paper, we present FPN as u = (s, b, €,,). Thus, we focus on the IEEE 754
standard for oating-point arithmetic. Therefore, IEEE numbers are stored using
a kind of scientic notation. Floats are approximated using a binary fraction with
the numerator using the first 53 bits starting with the most signicant bit and
with the denominator as a power of two.
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Under these circumstances, mantissa can be expressed as FPN. We consider
the FPN is the set of number, which can be expressed as fractional number like
¢ (a,b € Zy). Meanwhile, b can be set for approximated 2". Therefore, we can

get the numerator of the integer by multiplying by the denominator:

Algorithm 1: Floating-Point Number Encoding Protocol (FPE)

Input: f of FPN
Output: (s¢,b,ey5)
base = 16

s,e < —Frexp(f)
_ (e~ FLOAT_BIT)
- loga (base)

sy = round(Fraction(f)xFraction(base)
return (sy,b=base,ey)

€f

S VI

In this protocol, we use Frexp function in python, which is used to calculate
mantissa and exponent of FPN. Meanwhile, we use Fraction function in python,
which can be used to calculate the numerator and denominator of FPN. Accord-
ing to the maximum number of FPN that python can represent, we can convert
the mantissa into an integer. Meanwhile, we can see the mantissa from FPN
convert integer number in Table 2.

Table 2. Frexp number table

Number Mantissa Base | Exponent
232342.3353423 | 0.88631567131919865 | 2 18
232342.3353423 | 15966443708343096 | 16 -9

Based on Algorithm 1, we easily get decoding of encoding-floating. Mantissa
is defined as s. Base is defined as b. Exponent is defined as e. Thus, such a format
is a number for which there exists at least one representation triplet (s, b, e):

F=sxb (4)

4 System Model and Privacy Requirement

In this section, we system model and e privacy requirement of PCTF.

4.1 System Model

In this session, we first present PCTF model that is comprised of four kinds of
entities, namely a center server (CP), computer service provider (CSP), multi-
participant (MP), and key generation center (KGC).

. CP: A CP stores and manages data outsourced from MP. CP also stores all
the intermediate and final results in encrypted form. Furthermore, a CP is
able to perform certain calculations over encrypted data.
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. CSP: A CSP is responsible for assisting CP to complete the complex compu-
tations, which is able to partial decrypt ciphertexts sent by the CP, perform
certain calculations over the partial decrypted data, and then reencrypt the
calculated results.

« MP: Multi participants provide the encrypted data with the their own public
keys. The goal of MP is to request a CP to perform some calculations over
the encrypted data under multiple keys.

« KGC: The trusted KGC is tasked with the distribution and management of
both public and private keys in the system. The KGC can split the strong
private key into SK7, SKs to CP and CSP, respectively.

4.2 Threat Model

In our threat model, MP, CP, and CSP are semi-honest parties, which strictly
follow the protocol, but are also interested to learn data belonging to other
parties. Therefore, we introduce an adversary A in our model. The goal of A is
to decrypt the challenge MP’s ciphertext with the following capabilities:

« A may eavesdrop on all communication links to obtain encrypted data.

« A may compromise the CSP to guess plaintext values of all ciphertexts sent
from the CP by executing an interactive protocol.

« A may compromise the CP to guess plaintext values of all ciphertexts out-
sourced from the challenge MP, and all the ciphertexts sent from the CSP by
executing an interactive protocol.

« A may compromise MP, with the exception of the challenge MP, to get access
to their decryption capabilities, and try to guess all plaintexts belonging to
the challenge MP.

The adversary A, however, is restricted from compromising (1) both the CSP and
the CP concurrently, and (2) the challenge MP. We remark that such restrictions
are typical in adversary models used in cryptographic protocols.

5 Privacy-Preserving FPN Computation Protocols

In this section, we propose a set of generic protocols, which is used in cloud com-
putation. All of the below protocols are under semi-honest parties. In particular,
the FPN can be convert to FPE with Algorithm 1.

In order to realize PCTF, we can define the relative functions as follow:

« FPE(m): Function is defined by converting FPN to FPE, which outputs a
result that m = (8, b, ).

« Encrypt(sy,, e;): Function encrypts the s, and e,, by raw_encryption func-
tion, which outputs Encryption Object (m) = ([sm]pk, b, [tm]pk)-

« Decrypt(([smlpk: b, [tmlpr)):  Given  encrypted object, we choose
raw_decryption to decrypt [sm]pr and [t ], separately. We also use FPE
to assemble s,, and t,, into FPN as output.

« SforCP([m]px): Given encrypted integer number, we can choose random r €
Zy, and get [r],x to send [m + r],, from CP to CSP.

— CP: generate r € Zy, compute Dgg, ([m + r]px) to CSP.
— CSP: obtain Dgg, ([m + r]pk) compute Dk, (Dsk, ([m + 7]pk)) to CP.
— CP: obtain m.
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5.1 Secure FPN Addition

Given two encrypted FPNs (u) = ([su]pk, b, [eu]pr) and (v) = ([su]pk, b, [ev]pk),
the goal of the SFAD protocol is to securely compute two encrypted FPNs addi-
tion. The overall steps of SFAD protocol are shown as follows:

Algorithm 2: Secure Floating Addition Protocol (SFAD)

Input: Two encrypted FPNs (u) and (v)
Output: Encrypted FPN (T)
Both CP and CSP jointly calculate

[Glpe < SGT([eulpr, s [ev]pre)
if SforCP([G]pr) then

lerlpr < SAD([ev]pkss [Olpk)

[t]pr — SAD([eu]p, [[ev]];g\;ggl)
[Plpk < SM([sulpr, SEXP(b, [t]px))
[s7]pk < SAD([s0]pks, [Plpk)

else

ler]pr < SAD([eu]pk,, [Olpr)

[tTpx — SAD([ew]phs, [eul e, )

[Plpk < SM([s0]pks SEXP(b, [t] )
| [s7lpr < SAD([su]pki, [Plpr)

13 (T) = ([stlp, b, [er]pr)
14 return (T)

© 00 N o ok W N

[
= o

[uny
N

During this protocol, using the SAD, SM, SEXP, SforCP protocols, it easily
aligns two encrypted number of exponent part. Meanwhile, SAD might be used
to add two encrypted numbers of mantissa to get the result.

5.2 Secure FPN Multiplication

Given two encrypted FPNs (u) = ([su]pk, b, [eu]pr) and (v) = ([sv]pk, b, [€v]pk),
the goal of the SFM protocol is to securely compute two encrypted FPNs mul-
tiplication. The overall steps of SFM protocol are shown as follows:

Algorithm 3: Secure Floating Multiplication Protocol (SFM)

Input: Two encrypted FPNs (u) and (v)
Output: Encrypted FPN (T')

Both CP and CSP jointly calculate
[s7]pk <=SM([su]pr1, [s0]pr2)

ler]pr <—SAD([ew]pr1s |[ev]pr2)

<T> = ([[ST]]Pk’ bv [[eT]]pk)
return (T

oA W N

Base on SM and SAD protocol, we multiply the encrypted mantissa part by
SM protocol and add the encrypted exponent part by SAD protocol.
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5.3 Secure Integer Digits

Here, given encrypted integer [n],x, we propose the secure digits protocol to
obtain result [d],x to get digit of n.

Algorithm 4: Secure Digits Protocol (SDG)
Input: Encrypted integer [n],x
Output: Encrypted digit [d]

1 In CP:

2 Random select 7, € Zy, then Compute [ry]px
3 [n + Talpk —SM([n]pk,; [Talpr)

4 [thpk = Dsk, ([0 X 7a]pk)

5 Send [t]pk; [Ta]pr to CSP

6 In CSP:

7 Receive [t],p from CP

s t= Dy, (Itl)

9 t, = Math.Logiot in plaintext

10 ta, = int(round(tnum — int(tnum)) x 100))
11 Send [ta, lpk, [int(tn)]pk to CP

12 In CP:

13 Receive [ta, |pk, [int(tn)]pr from CSP

14 t, = Math.Logior, in plaintext

15 tq, = int(round(tnum — int(tnum)) x 100))
16 [tslpk = Mtanlpr - [[tdr]]]]g\;cil

17 [t]pr — SGT([ts]pr, [50]pr)

18 [dlpr = [int(ta) Tk - [int(t) T - Dtk - [1pw
19 return  [d]

In this protocol, the goal of the SDG protocol is to securely compute the
decimal digits of the encrypted number. During this protocol, we assume that
CP can coordinate with CSP. The basic idea of the SDG protocol is based on
the following property which holds for any given number:

d = [logjgn] +1 (5)

where all the arithmetic operations are performed under Zy. The overall steps
in SDG are shown in Algorithm 4, we can suppose the d, to get log;,n whether
to add one after rounding up. The following equation is ds:

ds = [logyp (n X r4) — |logyo (n X r4) ] — logygra + |[l0g1g7a] x 100]  (6)

[ts]pk = [[log1o(n x ra) |k - [[logyo rall " (7)
[[d]]pk = [[tS]]pk -SGT ([[dsdsdst]]pb [[50]]pk) : [[”]pk (8)
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5.4 Secure Integer Modular Calculation

Here, the goal of the SMOD protocol is to compute given the two encrypted
integers [filpk,, [f2]pk, division’ quotient and remainder.

Algorithm 5: Secure Modular Calculation Protocol (SMOD)

Input: Two encrypted integers [f1]pk,, [f2]pks

Output: Encrypted quotient [¢],x and encrypted remainder [r],
1 Both CP and CSP jointly calculate
2 [Gilpe < SGT([0]pk; [f1]pk,) and [Go]pr —SGT([0]pk, [f2Dpr.)

8 [signlpr, [alpe = [pk, [0]pk

4 if SforCP(|G1]pk) then

s | [filpr, = LAl and [signlpr = [sign]y,
6 if SforCP(|G2]px) then

~

| [felpre = LoDy, and [signlpe = [sign]y, ™
[di]pr <=SDG([f1lpk,) and [do]pe «<=SDG([f2]pk.)
[[dS]]pk = [[dl]]pk ) [[d2]];])\;;1

10 for i «— 1 to SforCP([ds],x) do

1| [plpk, (8) = [0]pk, (u)

12 for j — 1 to 9do

©

13 [tsJpr —SM([flpmr» Lol )
14 [1t]pr < SGT([ts]pk: [0Dpk)

15 [tplpe —SM([it]pk, [ 1)

16 [Plprx —SMAX([plpk, [tp]pr)

17 | [filpe =SM([f el [P10% ) - [felow
18 | ([adpk, [7]pr) — (SM(([q ]]N N [l [signlpr), [felpr)
19 return  ([q]pk, [7]pk)

To start with, CP computes decimal digits of [f1]pk,» [f2]pks tO get times of
the loop body is executed. Then, using the SGT, SMAX protocols, CP computes
best number with the help of CSP, for 1 < i <9 to get [¢]px and [r]pk-

5.5 Secure FPN Division

Algorithm 6: Secure Floating Division Protocol (SFDIV)

Input: Two encrypted FPNs (u) and (v)
Output: Encrypted FPN (T')
1 Both CP and CSP jointly calculate

2 ([a1lpks [r1]pe) —SMOD([su]pk: ; [s0]pk, )
3 (a2, [ral ) —SMOD([r1 T2 ', [sul k)
4 qo «SforCP([g2] k), then (t) «—Encrypt(gs * 10717)
5 [elpe <—SM([ew]pr: , [[ev]]pkz ), then [ec]pr = [e]pn - [e]pr

6 (T) —SFAD((t), ([q1lpk, b =16, [eulpr,))
7 return (T
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In this protocol, the basic idea is based on the following property which gets
17
for g1, g2, r1 is the remainder of % and ry is the remainder of % €ZLN:

r1 x 1017

u 1 _
Soat—=a ~q1+ g x 1077 (9)

The overall steps involved in the SFDIV protocol are shown in Algorithm 6. In

order to get higher precision, using SMOD protocol, CP computes [q1]pk, [71]pk

of M, and then [r],, multiplies 10!7 to do similarly steps to get [g2]x
[svlpko p P

and [[TQ]]pk. Observe that value of 79 is very small, ignoring does not affect the
accuracy. We can compute (t) = FPE(ry « 10717), [e]pr = SM([ew]pk: » [[ev]]lj)\gl).

v = (@1l 16, [eulot), 5" = ([5edoko 16, [elpi - [eddot)  (10)
(x) = Encrypt (z%), (y) = Encrypt (4°) (11)
<%> — SFAD((z). (1)) (12)

6 Security Analysis

In this section, we will analyze the security guarantees of the proposed protocols,
which are based on DT-PKC.

Definition 1. We assume that the adversary A, and real world interacts with
a simulator Sim to complete the process in the ideal world. We consider that
FPN of (z), (y) are the input, II is the corresponding protocol, and ¢ denotes
the computationally indistinguishable. If PCTF system is secure, which can be
represented as {IDEAL 7 sim ((z), (y))} ~ {REALz.a({z), ()}

Lemma 1. The protocol of SAD, SM, SGT, SMAX, and system of DT-PKC are
secure in the honest-but curious model [17].

Lemma 2. Since the comparison result is that MP can decide the number to use
to enter the corresponding branch together, we consider that the result of SGT
is only safe for CP to know.

Lemma 3. FPN f = (sy,bs,ef). If only a part of it is leaked to others, the
others cannot deduce the complete data based on the obtained part, so the data
cannot be leaked to others.

Theorem 1. The SFM protocol is secure in the presence of semi-honest (non-
colluding) adversaries A = (Ayp, Acp, Acsp)-

Proof. Simprp receives (z), (y) as input, which consist of s;, tz, sy, ty,
and then simulates that App obtains [sylprs [Ezlpks [Sylpks [Eylpk- Simcp
and Simcgp simulate that Acp and Acgp calculate SAD([sg]pk,[tz]pr) and
SM([[sylpk[tylpr). According to Lemma 1, it is trivial to see that the view of
Ay p, Acp, Acsp consists of the encrypted data and execute SAD and SM in
security. Correspondingly, the SDG protocol is also secure in the semi-honest
model. Thus they are indistinguishable in the real and the ideal executions.
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Theorem 2. The SFAD protocol is secure in the presence of semi-honest (non-
colluding) adversaries A = (Ayp, Acp, Acsp)-

Proof. Before performing SAD and SM, the views of CP and CSP will be
View, = ((z), (y), SG1, SG2) and Views = ((x), (y), [SG1]pk, [SG2]pk), respec-
tively. Acp will obtain SG1, SGo. Due to Lemma 2, result of SGT is safe for
CP to know. It’s trivial to see they are simulated by Simy;p, Simcp, Simcsp-
Since the security of the protocol SAD, SM execution have been proven above,
it’s trivial to prove the security of the whole protocol SFAD as well. Correspond-
ingly, the SMOD protocol is also secure in the semi-honest model.

Theorem 3. The SFDIV protocol is secure in the presence of semi-honest (non-
colluding) adversaries A = (App, Acp, Acsp)-

Proof. Due to Lemma 1, Lemma 2, Lemma 3, result of SGT and the digit of FPN’
s, or digit of FPN’ s, are safe for CP to know. An execution of SMAX, SM, SAD,

SFAD will be View] = (1), [gil}y, (52)7, [l [resil), Viewh = ((w2),
[[qé]];k, (y2)7, [r2]7y: [resa]),), and 1 < j < 9. Since resj of Views is intermediate
result of part of FPN, according to Lemma 3, Lemma 1, Theorem 2, Ay;p, Acp,
Acsp will be computationally indistinguishable. Thus, SFDIV protocol is secure.

7 Experiment Analysis

In this section, we conduct real-world experiments to show the performance of
the proposed for evaluating our PCTF. In PCTF, we implement SFAD, SFM,
SFDIV, and SDG in our PCTF by Python. The Python program runs on a PC
(Intel(R) Core(TM) i5-9500 CPU @ 3.00 GHz and 8.00 GB RAM) to simulate
the multi-users with the different public keys to compute tasks on the cloud
server. Meanwhile, we test the performance of PCTF the compared with [17], as
shown in Fig. 2. The accuracy and efficiency are as follows:

« Accuracy: To implement multi-keyword floating division which has not been
addressed in [17] and [18], we propose SFDIV to address the issues. In our
SFDIV protocol, we approximate the fractional part of the FPN. Since the
remainder obtained by the first division, the remainder obtained by the expan-
sion after the division is very small, and the precision of floating point numbers
that can be represented by Python can be ignored. Therefore, we consider the
loss of SFDIV is vary small and the computation accuracy is very high. Mean-
while, in our PCTF, we can promise the precision of SFDIV at least in 10717,
The SFM and SFAD in encrypting computation, it has no loss of accuracy.

. Efficiency: We evaluate the efficiency of our proposed PCTF from criteria:
time cost overhead and scalability. The evaluation results show whether our
model is efficient and practical. During this process, we can see (a), (b), (c)
in Fig.2 that our SFAD and SFM have less computation cost and less joint
computing time, comparing with [18]. But in our SFDIV, we can see (d) and
(g) in Fig. 2 that we can know that as the accuracy increases, the calculation
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time required for the division also increases. When the divisor is encrypted
and the dividend is an integer or encoding number in (d), (e), (f), (g), (h),
(i), we can get the computation cost only in CP. This reduces the risk of
ciphertext leakage.

B SFAD 200 BN SFAD in CP 7 =3 SFMinCP
30 @l SFM Computation Cost [l SFAD in CSP 3 SFMin CSP
o 2175 Z6
Z 25 2 150 2
] o O s
g2 ER EN
2 2 2
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Fig. 2. Floating computational cost.

Table 3. The time cost of security protocol

Protocol | CP compute(s). | CSP(s) compute. | Total time(s)
SFAD 0.4323 0.1501 0.5823
SFM 0.8234 0.4139 1.2375
SFDIV | 24.6281 9.9341 34.5623

As shown in Table 3, we calculate the FPN division in SFDIV, SFAD, and
SFM. From the Fig.2, we can see that our division time increases with the
number of digits increasing, and it only takes 13s when the accuracy is 1075,
which is 4 times faster than the 50s required in reference [18] times. With the
increase of division accuracy, we can see that the time of the algorithm increases
linearly. When dealing with some high-precision problems, our safe division can
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still maintain high accuracy. After 20 iterations of secure division, our error
is only kept at 107!°. This shows that multiple iterations do not affect the
performance of the SFDIV.

8 Conclusion

In this paper, we proposed PCTF, a framework for computation tookit on FPN,
which allows users to outsource encrypted data to a cloud service provider
for storing and processing. We build a privacy-preserving computation tookit
of FPN. The toolkit offers multiplication, addition, subtraction, division with
FPN. SFM, SFAD are trivial extensions of the integer operations. Meanwhile,
We present new protocols for the division of FPN. Our evaluations demonstrated
that our framework compared with other FPN protocols effectively reduces com-
putational and communication. Protocols are provably secure in the cloud service
with semi-honest behavior.

In the future work, we will focus on the optimization of communication over-
head and the expansion of machine learning methods. Although the total time
cost of the calculation process is not high in the current scheme, the communica-
tion time in CP is still worth optimizing. In addition, to cope with the expansion
of machine learning algorithms in different scenarios, the future work will focus
on applying in a specific application domain.
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