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Abstract. Real-time speech information has always been the main way of infor-
mation transmission, but there are still problems in transmission. Firstly, while
speech signals are easy to transmit information, they also bring information leak-
age and malicious tampering. Secondly, speech signals are more or less affected
by noise, interference and transmission effects in the transmission process, which
will make the recovery of speech signals more complicated. Based on the above,
the wireless transmission of speech signals is taken as the background to real-
ize the merging and separation of dual-channel speech signals. The problems of
information leakage and distortion during the transmission of speech signals are
studied. The encryption and decryption of speech signals are taken as the key
points. Realize dual speech signal receiving and receiving based on Field Pro-
grammable Gate Array (FPGA). The frequency division multi-plexing method is
used to transmit dual speech signals simultaneously, realize speech signal convo-
lution on FPGA and extract two speech signals from the convolution signal. AES
algorithm is realized the encryption and decryption of on FPGA. 2FSK modula-
tion and demodulation in digital modulation is selected to complete the design
and implementation of the whole system, and the research is completed through
the final overall modulation and analysis.
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1 Introduction

The rapid development of science and technology drives the progress of society, so
does the field of communication. The diversified and multi-scene application of con-
temporary communication technology enables people to obtain relevant valuable and
important information in a timely manner in multiple ways. Strong real-time speech
information has always been the main way of human information transmission, but
there are still problems in information transmission. First of all, while speech signals are
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easy to transmit information, they also bring information leakage and malicious tam-
pering. Secondly, speech signals are more or less affected by noise, interference and
transmission effects in the transmission process, which makes it more difficult to sep-
arate and extract the source speech signals, that is, speech signals will reach the same
receiver through multiple different channel conditions. The received signal will be a
convolution mixture of multi-channel speech signals with attenuation, delay and phase
effects. This kind of receiving signal is more complex, which makes the subsequent
receiving and processing of speech signal more difficult. Against the above background,
the background of this topic in wireless transmission of speech signal, two-way road
and separation of speech signals as the key point, first of all, the speech signal distor-
tion of information disclosure and transmission process, and then focus on modulation
of two-way speech signal encryption and decryption algorithm, selecting the appropri-
ate modulation demodulation method, based on the above research, FPGA based dual
speech signal transceiver.

At present, the mainstream speech processing is designed on the basis of software
platform, and it is still a minority to realize the speech processing with hardware devices.
However, field programmable gate array (FPGA) is very suitable for processing speech
signal with its advantages of high parallelism and high flexibility. There are some pre-
validated IP cores for signal processing algorithms in FPGA. The design of these IP
cores can achieve higher performance of some commonly used signal processing func-
tions, which is very convenient to use in the development process and can greatly shorten
the development time. Moreover, the effective integration of multiple signal processing
algorithms can effectively reduce the actual cost and reduce the risk. With the develop-
ment of FPGA technology, the realization of signal proc-essing algorithm in FPGA is
becoming a new alternative because of its relatively low implementation cost and high
parallel processing speed. By implementing the speech signal processing algorithm in
FPGA, the traditional limitation separation between hardware and software design level
is gradually overcome [1].

Speech encryption is to transform the information processing, so that in addition to
the target receiver of the communication system, can not get the real speech informa-
tion in the transmission signal. The method of speech signal transformation is speech
encryption and decryption algorithm. The most common method is to transform speech
signal by key control. Speech decryption is the process of restoring the encrypted signal
to the original speech signal using the opposite processing operation. The research of
speech encryption has been deepening at home and abroad [2, 3].

In addition to ensuring the security of speech communication, it is also necessary to
ensure that the information in speech communication can be accurately and completely
transmitted. Otherwise, speech encryption is meaningless when the information cannot
be completely transmitted. For the problems that speech communication must face, the
requirements of speech encryption generally include the following: with the increasing
awareness of information security in modern people, people hope to be able to protect
their personal information security through speech encryption; On the other hand, for the
country and the enterprise, if the confidential information leakage will bring irrepara-
ble huge economic losses to the country and the enterprise, which more reflects the
importance of speech encryption [4].



148 T. Yang and S. Shi

Speech ) .| Speech
Signal 1 | Signal 1
‘ Combiner H Encrypt H Momdulate |—'| Demodulate H Decrypt I—'l Splitter ‘

Speech | | | Speech
Signal 2 Signal 2

Fig. 1. System flow chart

Based on the overall process, the speech signal is input into the system in the form of
digital signal in this study. The two-channel speech signal successively passes through the
combination, encryption, modulation, demodulation, and decryption. After separating
the complete system, the two-channel signal is extracted without distortion. Figure 1
shows the specific flow chart.

Therefore, it is mainly divided into three parts: speech signal routing and separation,
speech signal encryption and decryption, and signal modulation and demodulation. In
this study, frequency division multiplexing (FDM) is selected to combine and separate
dual speech signals. Because of ensuring the integrity of the signal to the greatest extent,
it is easy to operate, easy to implement, and does not occupy too many resources. The
AES speech encryption algorithm can protect the two speech messages from being easily
deciphered and meet the security requirements. 2FSK modulation and demodulation
method is selected to complete and accurately demodulate the original modulated signal.

2 Speech Signal Combination and Separation

In order to reduce the communication cost, the current communication system pursues
the high efficiency and low cost scheme of transmitting multiple signals in the same
channel. Under the condition that the transmitted signals do not interfere with each
other, multiple signals can be merged, so that they can be completely separated after
transmission at the same time.

In the process of speech signal convolution transmission, because the two speech
signals are simultaneously transmitted, it is difficult to recover the two speech signals
from the convolution signal completely and without distortion in the time domain in the
processing of the convolution signal transmitted through the same channel. Therefore,
considering the time of signal processing and the degree of difficulty of implementation,
the frequency division multiplexing processing method in frequency domain is adopted.

2.1 The Realization of Speech Signal Combination

Firstly, one speech signal 1 is processed, its spectrum is transformed to a higher fre-
quency, and then it is transmitted with another speech signal 2 as a closed signal. The
two do not affect each other, and the transformed speech signal 1 and speech signal 2
have no overlap in spectrum to complete the closed path.

The realization of speech signal jointing mainly lies in the generation of fixed carrier
for spectrum shifting and the multiplication of speech signal and carrier for frequency
division multiplexing. The generation of the fixed carrier can be generated by the IP core
of the DDS (Direct Digital Synthesis) built into Vivado.
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Fig. 2. Results of speech signal combination and separation

Because the carrier with a fixed frequency needs to be generated, it is not necessary
to write a frequency control word to change the frequency of the output waveform, but
only need to fix the phase increment to generate a single frequency wave with a fixed
frequency. A fixed phase increment is selected, which does not change during operation,
and a sinusoidal waveform with a fixed frequency is generated. The output frequency
of the IP core of DDS is controlled by the frequency control word, clock frequency and
Phase Width. The output frequency is:

four = (feik .ﬁvm_d)/zl’huseWidth "

Subsequent operations only need to connect the input speech signal 1 and DDS
output carrier signal to the multiplier, and connect the output of the multiplier and
another speech signal 2 to the adder, and the output of the adder is the signal to complete
the circuit closing.

2.2 The Realization of Speech Signal Separation

Considering the spectrum characteristics of the two channels of speech signal after
processing, the two channels of speech signal can be obtained only by two different
processing of the combined channel signal. The first processing is to directly low-pass
filter the received combined channel signal to get the original speech signal 1. Of the
second processing the received signal to bandpass filter, bandpass filter center frequency
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is a way to deal with the carrier frequency, bandwidth of 2 times the signal bandwidth,
and after the road processing carrier multiplication, the modulation of the speech signal
after 2 spectrum move back to its original position, then the original speech signal 2 is
obtained by low pass filter.

Fig. 3. Symmetric Encryption Algorithm

Using the IP core of the Vivado FIR Compiler. The IP core can be designed according
to the Filter Designer in Matlab to generate the required Filter. This greatly simplifies
the difficulty of filter design, so the parameters can be directly designed and selected
according to the characteristics of speech signals.

In order to facilitate the analysis, data_in and data_in2 are the input two-way speech
signals, add_out is the join-way signal, and final_outl and final_out2 are the sepa-
rated two-way speech signals. The realization results of speech signal combining and
separating FPGA are shown in Fig. 2:

According to the results, the two signals are separated without distortion. It verifies
the correctness of the dual speech signal merging and separating module implemented
by FPGA.

3 The Implementation of AES Algorithm

3.1 Principle of AES Algorithm

Because the inverse function of the decryption algorithm of the AES algorithm is itself,
the encryption and decryption algorithm of the AES algorithm [5] has symmetry. In the
algorithm, the same key is used, and both the sender and the receiver process the data
with the same key. As shown in Fig. 3:

The AES algorithm mainly has four different stages, which are SubByte layer, Shift
Rows layer, Mix Column layer and Add Round Key. The subsequent 128bit key is
selected for 10 rounds of processing, and the length of the plaintext and the key are both
128bit.

Most of the processing of AES algorithm is byte processing, so according to the
regulations, the data should be arranged by byte, the input order is arranged by column
from left to right into 4-4 array. Similarly, the encrypted ciphertext is read in the same
order, and the array is changed into the original 128bit form. In the same decryption, the
data is also processed in a 4-4 array byte arrangement and read in the same order.

(1) Round key addition: 128bit plaintext and key are processed in round key addition.
In the finite field used in round key addition, each element can be represented as:

Alx) = a7x7 +a6x6+ . t+aix+ag 2)
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Fig. 4. S-box Processing

The addition and subtraction of two elements give the same result because it is
equivalent to an XOR gate in a digital circuit. The object of the operation is the round
transformation result of each round except the round key plus itself and the specific
generated round key. The final processing result obtained by XOR operation is the
output result of this layer.

(2) byte substitution layer: byte substitution layer to the processing of data of the main
is to make the input data through the S-box table finish from a byte changes into
another completely different, the conversion operation is the input data of each byte
by S-box table to find the corresponding new byte as output bytes, S-box table
lookup method is: The input of a former four bytes of data value as the table to find
S-box, and after the bytes of the value of the four as a table column value to find S
box, by the number value and the value of the column to identify the S-box in the
table the transformation output of new bytes address, find the corresponding new
byte as complete through the address byte substitution transformation output, Fig. 4
abstracts this transformation.

There are 256 8bit long elements in the S-box table, which can be defined as
a two-dimensional number table. The method of reading the data in the S-box is
to take the first 4 bits of each byte in the input data to represent the row value in
the table, and the last 4 bits to represent the column value in the table. Because the
corresponding processing can be carried out in FPGA, the S-box is regarded as a
two-dimensional number table for subsequent processing and research. The inverse
S-box has the same principle as the S-box, which is applied to the data processing
of byte replacement during decryption.

(3) Row displacement: Row displacement operation is very easy compared with other
processing stages. It is used to process the 16-byte input data of this layer as the state
matrix, the input bytes as the units of the state matrix, and then the position of the
unit rows in this state matrix is changed. The operation of row shift is to change the
position of a single byte to affect other byte positions and thus affect the entire state
matrix. Row displacement is the data processing operation only between the rows of
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the state matrix, without changing the position of the cell column in the matrix. In the
state matrix, for the data with four units in each row, the first row of the state matrix
is guaranteed to remain unchanged during processing. The second row is moved to
the left by 1 unit, the third row is moved to the left by 2 units, and the fourth row
is moved to the left by 3 units. According to the symmetry feature, in decryption
and encryption operation opposite, the retrograde displacement processing is still
keeping the first row unchanged, the second row to the right one unit, the third row
to the right two units, the fourth row to the right three units.

(4) Column confusion: The data processing in the column confusion stage is the most
complex in this algorithm. Column obfuscation operation shuffles each column of
the input state matrix, so that any byte of the input data will affect the four bytes
of the result, which is the most important diffusion element in this algorithm. The
operations performed by column obfuscation include matrix multiplication, finite
field addition and finite field multiplication. For encryption, column obfuscation
right-multiplies a particular matrix by the input state matrix.

(5) AES key generation: Sub-key generation is to process the columns in the key matrix,
not the rows. A column contains 4 bytes, and the four columns together constitute the
sub-key. Because the first key addition layer also uses sub-keys for XOR addition, the
number of generated sub-keys is one more than the round number of AES algorithm,
that is, 11. The sub-key data is all in the extension. However, if the column generated
by the operation is the first column of the sub-key, the processing transformation of
G function should be carried out on the data in the column of the operation.

The G function is to first invert the four bytes of the input column, then replace
each byte through the S-box table, and finally XOR calculate the round coefficient with
the first byte after replacement. The round coefficient contains 10 data, each of which
is 8bit in length. Clearing the symmetry of AES and improving the nonlinearity of the
key arrangement process are the reasons for the existence of G function. With these two
features, the probability of password cracking attacks is greatly reduced.

AES decryption process and encryption stream operation process relative compari-
son can find the symmetry of the symmetric encryption and decryption algorithm pro-
cess, the content of the data processing process is similar, the difference is only that the
decryption is the inverse process of encryption, and the use of the same key, so no longer
related to the specific introduction.

3.2 AES Algorithm Implements the Results on FPGA

The setup of the pin is described first. Input pin: clock is the clock signal, the clock
frequency is 100 MHz, resetn is the reset signal, the low level is effective; Enc_dec is
the choice of encryption and decryption algorithm, low level means encryption, high
level means decryption; Start is to start the operation of the encryption and decryption
algorithm (valid when key_val is 1). The rising edge is triggered, and the next clock
starts the operation. Key_in indicates the input value of the 128-bit key value. Text_in
indicates the input value of 128-bit plaintext or encrypted data value. Key_val is amodule
enabled interface. The module can be executed only when the value is 1. Output pin:
text_val changes to high level, indicating that the encryption and decryption operation
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has been completed; Busy indicates that the module is performing operations. Text_out
represents the calculated output of 128-bit encrypted or decrypted data [6].

Fig. 5. AES Decryption Result

The AES encryption algorithm is running, where the input value is
BI9D1C48E348FE771FA464A77A178FB07 (in hexadecimal format, and the sub-
sequent data is also displayed in hexadecimal format). The key input is
000102030405060708090A0BOCODOEQF, and the final output is 95F8847369A8573D
76AF987AB30ASDE2.

As shown in Fig. 5, AES decryption algorithm is carried out, and
the input encrypted data is the output value of the above encryption algo-
rithm, namely 95F8847369A8573D76AF987AB30ASDE2, The key is also 0001020
3040506070809 0AOBOCODOEQF, and it can be found that the decrypted output is
BI9D1C48E348FE771FA464A77A178FB07.1tcanbeclearly found thatalthough the cor-
responding data generated by each round of encryption and decryption is different, the final
outputresultis correct.

4 2FSK Modulation and Demodulation Implementation

2FSK can use the IP core of DDS to complete the generation of carrier on FPGA. Only
two different frequency control words are needed to complete the modulation of 2FSK.
The keying of frequency control words can be completed by the value of the input digital
signal. Then, different frequencies are generated for the IP core control of the DDS that
generates the modulation signal to complete the modulation of 2FSK.

Demodulation using a relatively simple non-coherent demodulation, that is, envelope
detection. The central frequencies of the passband frequencies of the two bandpass filters
are respectively those of the two frequencies generated by keying. The power of the
corresponding frequency signal in the received signal can be output by bandpass filtering,
rectification and low-pass filtering. The output of two low-pass filters is subtracted to
find the difference between the two frequency components. When the difference is large
enough, the decision can be considered to receive a signal of “0” or “1” [7].

Bpfl_m_data_out is a signal that passes through a bandpass filter, where BPF1_abs
is the output after rectification of one of the channels, and rectification is completed by
taking the inverse. Bpfl_m_data_valid indicates that the output of the bandpass filter is
enabled. If there is data output, set this parameter to 1. The results of 2FSK demodulation
on FPGA are shown in Fig. 6:
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Fig. 6. 2FSK Demodulation Is Implemented on FPGA
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Fig. 7. FPGA Speech Signal Input

In the figure, bpfl_out and bpf2_out are respectively the outputs of two bandpass
filters. Approximately, it can be seen that there are outputs only when the sequence signal
value is the center frequency corresponding to the filter, dout is the final output sequence,
sync is the positioning signal, and the length of a cycle is the length of a symbol, which
is used for positioning and output signals. By comparing the input sequence din with
the output sequence dout, it is found that only the time is changed, and the information
carried by the sequence signal is not changed, which proves the accuracy of 2FSK
demodulation [8].

5 System Testing and Analysis

After all the main modules of the system are built, the system is coordinated to correspond
to the quantized data of FPGA input, as shown in Fig. 7. In the figure, data_in1 represents
the input speech signal 1, and data_in2 represents the input speech signal 2. Ensure that
the information of the speech signal is input into the system for subsequent processing
[9].

The output of the whole system is shown in Fig. 8: Final_outl and final_out2 are 16-
bit signed speech signals 1 and 2 output by the system. The reason why the waveforms
become "smooth" is that the low-pass filter is used to process the signals when separating
the speech signals. By comparing the signals in the time domain, it is obvious that the
final output is almost the same as the original speech signals. The reason for the error
is the quantization error caused by quantization, which is unavoidable. In order to more
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Fig. 8. FPGA System Output
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Fig. 9. Spectrum of Two Speech Signals

accurately determine whether to achieve distortion-free demodulation signal, the system
output is sampled according to the sampling rate of the original speech signal, and then
converted into floating point numbers for the convenience of subsequent operations.

Fourier transform is applied to the original speech signal to obtain the spectrum of
two speech signals [10], as shown in Fig. 9. Then Fourier transform is applied to the
two signals output by the system to obtain the spectrum of speech signals, as shown in
Fig. 10.

The original speech signal and the system output speech signal spectrum is compared,
found that the output of the speech signal of high frequency component has been filter,
this is because the shunt processing used by low pass filter, is the low pass filter is not
only completed the separation effect of signal, and to filter out the noise of the original
speech signal.
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6 Conclusion

This paper first explains the background and significance, and then introduces and ana-
lyzes the current situation.In this paper, the wireless transmission of speech signals as
the background, the realization of dual speech signal convolution and separation, first of
all, the study of information leakage and distortion in the process of speech signal trans-
mission, AES algorithm, the selection of 2FSK modulation and demodulation method,
based on the above research, the realization of dual speech signal transceiver based on
FPGA. In the final process of the system, through the analysis of the results, it is found
that the whole system can achieve distortion free separation of two speeech signals,
which verifies the correctness of the system. On the basis of ensuring the integrity of the
signal to the greatest extent, it is easy to operate, easy to implement, does not occupy
too many resources, and can be correctly implemented in FPGA.
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