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Abstract. The university laboratory that adopts the virtual machine method has
problems such as the large maintenance workload of the experimental environ-
ment, complex configuration, fixed experimental time, and the inability to save the
process. We propose a lightweight experimental environment based on Docker.
Monitoring service, high availability session management, and resource protec-
tion mechanism of Docker runtime are designed. The full life cycle service runs
after the Docker container is created and provides a management interface for
the upper cloud platform. The prototype system of the cloud experimental plat-
form is realized, which simplifies the construction and management of the cloud
experimental platform in colleges and universities.
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1 Introduction

The traditional laboratory in colleges and universities has the defects of large infrastruc-
ture investment and high equipment loss rate. Due to the fixed location of the experiment,
it is difficult for the instructor to grasp the experimental progress in the limited time,
let alone to carry out the expansion of teaching. At present, most of the experimental
platforms in colleges and universities are based on virtual machine technology, not only
resource utilization but also can not carry out the full life-cycle management.

With the rapid development of computer networks [1–4], the emergence of cloud
computing provides a new idea for the experimental platform of colleges and univer-
sities [5–7]. By reintegrating and encapsulating resources such as computer hardware,
software, and computing capability, and providing them to students in the form of ser-
vices, this new computing mode can be more flexible and make full use of computing
resources. Based on lightweight virtualization technology, such as Docker [8]. Docker
directly shares the kernel and hardware of the host, so the performance gap between the
application running in the Docker container and the application running on the host is
almost negligible. Unlike virtual machines, containers do not require hardware virtual-
ization or run a complete operating system. This benefits higher resource utilization, a
faster application running, and more efficient data storage.
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In general, the cloud platform for experiments based on Docker should meet the
following points: (1) Ability to deploy and distribute lab environments. (2) Can manage
the full life cycle of containers. (3) Have a certain experimental preservation ability.
However, the virtualization scheme provided by native Docker cannot meet the above
requirements. Based on the above requirements and deficiencies, we first redesigned
the Docker container from three aspects: monitoring service, high availability session
management, and resource protection mechanism, providing a management interface
for the upper cloud platform and realizing full life cycle management. Then the pro-
totype system of the cloud experimental platform is designed and implemented, which
simplifies the construction and management of the cloud platform.

2 Related Work

None of the three scheduling algorithms built into Docker’s native resource scheduling
management tool Swarm can give full play to the overall performance of Docker clus-
ters, and many studies have improved Docker container scheduling strategies [9–11].
Kaewkasi et al. [12] proposed an algorithm based on ACO(Ant Colony Optimization,
ACO), and experimental results show that ACO placed workload is about 15% better
than greedy algorithm workload on the same host configuration. McDaniel et al. [13].
Proposed a two-layer approach to extend Docker and Docker Swarm so that both can
monitor and control the I/O of Docker containers and improve resource utilization with-
out being affected by competition. Zhang et al. [14]. Proposed an effective adaptive
scheduler by modeling the scheduling problem as integer linear programming, which
achieved significant cost savings. Wu et al. [15]. Developed an availability guaran-
tee buffer layer priority scheduler, which could use the local buffer layer on nodes in
Docker Swarm to reduce network traffic and speed up the start of service-related tasks. To
ensure maximum utilization of system resources, idle containers are closed by recycling
resources. To realize this process, it is necessary to monitor and manage the state of the
container and to be able to save and restore the memory state of the container. Jimenez
et al. implemented CoMA [16], a container monitoring agent for OS-level virtualization
platforms.

However, the experimental platform has two special scenarios: (1) Different services
are sensitive to different resource types. (2) A large number of concurrent requests may
occur in a short time. Previous studies have not discussed this, so it is worth studying how
to design corresponding algorithms for different scenarios and propose amulti-algorithm
collaborative scheduling strategy to meet scheduling requirements in different scenarios
by using different algorithms in turn to process requests.

3 Full Life-Cycle Management

3.1 Monitor Service

To obtain monitoring information on each node, it is necessary to require nodes to be
able to transmit data to each other. Therefore, we adopt a centralized architecture, and
the nodes in the cluster are divided into master nodes and slave nodes. The overall
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monitor service is divided into a monitor agent, a monitor center, and the monitoring
data processing logic on the server-side. Since the system uses the monitoring data in
the way of active requests, and the demand of the request is real-time data, there is no
need to store the data. The data that the monitoring service needs to collect is mainly
divided into two categories: container-oriented monitor and host-oriented monitoring.

3.1.1 Monitor Agent

Themonitor agent is deployed on each node in the cluster. As a data collector, themonitor
agent collects various performance data of the node host, keeps monitoring status, and
responds to data requests from the server. The structures used to record performance
data are shown in Table 1.

Table 1. Structure for recording host information

Variable Type JSON

CoreNum int json:”core_number”

CpuRatio float64 json:”cpu_ratio”

MemCap float64 json:”memory_capacity”

MemUsage float64 json:”memory_usage”

MemRatio float64 json:”memory_ratio”

NetIO float64 json:”net_io”

BlockIO float64 json:”block_io”

The structure records basic host performance parameters: number of CPU cores,
CPU usage, total memory, memory usage, network, and disk I/O throughput. In addition
to basic configuration data, such as the number of CPU cores and memory capacity,
other performance data must be collected and calculated in real-time. The CPU usage is
calculated as follows:

CPU (Ni) =
(

us+ sy

us+ sy + id

)
× 100% (1)

where, us, sy, and id respectively indicate the kernel state, user state, and idle id in
Linux. The memory usage is read by the values of MemTotal and MemAvailable in
/proc/meminfo. Then the following formula is calculated:

Mem(Ni) = MemTotal −MemAvailable

MemTotal
× 100% (2)

The network load of the system in a certain period can be expressed as formula 3:

Net(Ni) = (ReceByte2− ReceByte1)+ (TransByte2− TransByte1)

(T2− T1)× Throughput
(3)
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3.1.2 Monitor Center

The main responsibility of the monitoring center is to collect the global image infor-
mation of the cluster, the basic information of docker containers and the operation
performance data of containers. The structure design for recording performance data is
shown in Tables 2 and 3. The image structure records the basic parameters of the Docker
image: image repository, tag, and ID.

Table 2. Image structure

Variable Type JSON

Repository string json:”image_repository”

ID float64 json:”image_id”

Tag float64 json:”tag”

In the container structure, the ID, Name, CPU, and memory capacity are all basic
information after a container is generated. BlkIO indicates the average I/O speed of disk
data, and NetIO indicates the average I/O speed of network data flows.

Table 3. Container structure

Variable Type JSON

ID string json:”container_id”

Name string json:”container_name”

CpuCap float64 json:”cpu_capacity”

MemCap float64 json:”memory_capacity”

Host string json:”host_name”

Cpu float64 json:”cpu_usage”

Mem float64 json:”memory_usage”

BlkIO float64 json:”block_io”

NetIO float64 json:”net_io”

3.2 Session Services

We use port mapping to expose the host computer to external users for access. However,
Docker itself does not provide the function of managing ports. If the port number is
not specified when creating containers, Docker will randomly allocate host ports, which
is not conducive to management in a multi-host cluster environment. To this end, we
designed a highly available session management service based on an etcd cluster.
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3.2.1 Etcd Storage Directory

Etcd’s cluster awareness can quickly respond to the addition and removal of nodes. Can
provide high availability for the cluster, so that the cluster can cope with node failure
and expansion problems. The directory structure of the storage system node is shown in
Fig. 1. The cluster contains multiple node information and builds a Swarm, so the node
information format is a string composed of IP and the port monitored by the Swarm,
and the key and value are the same, and these key-value pairs store the Swarm cluster
information required by the Swarm manager.

Fig. 1. Information directory structure of etcd cluster nodes

The container information used by users, including port information, container state,
container access links, and so on, is maintained by the etcd instead of database storage,
which improves the portability of the system. As shown in Fig. 2, container information
for the entire cluster is stored in the user directory of the etcd. The user directory
is a subdirectory named in the format of the username. To effectively utilize system
resources, each user can use only one container at a time. Therefore, there is a one-to-
one relationship between users and containers. Each subdirectory contains five key-value
pairs that record details of containers created by that user. IP indicates the IP address
of the host running the container. Port records the cluster port corresponding to the
container. ConID records the container id. Status records the status of the container,
including None, created, and saved. Url records the URL that accesses the container.
The above data is subject to change frequently and can be kept up to date using etcd’s
key-value store.

3.2.2 Port List

The session structure for recording the port session is shown in Table 4. The variables
in the session structure correspond to the port storage of etcd.
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Fig. 2. The etcd container information directory structure

Table 4. Session structure

Variable Type JSON

IP string json:”host_ip”

Port string json:”container_port”

ConID string json:”container_id”

Status string json:”container_status”

Url string json:”container_url”

3.3 Resource Conservation

Although the resource utilization of the Docker container is much more efficient than
that of the virtual machine, it is difficult to determine the demand for system resources
of the application that needs to run for a long time when it is started in the Docker
container, and some applications are transient. If the quota is allocated according to the
maximum possible demand, when the application demand is in a slow period, Most of
the resources allocated cannot be used efficiently. We designed a resource protection
mechanism to obtain the container operating status information with the assistance of
the monitoring system. The main functions are as follows: (1) If the container resource
is tight, the resource quota is dynamically increased. (2) If the container is not in use for
a long time, save the container on-site and recycle the container resources.
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3.3.1 Dynamic Increases

Themonitoring center designed in Sect. 3.1 can collect the basic information and perfor-
mance data of Docker containers in the global scope of the cluster. The resource usage
of a container can be determined based on the CPU and memory usage. If the resource
usage of a container is high, it indicates that the container needs more resources to
ensure normal running. In this case, the monitoring center triggers the resource protec-
tion mechanism to increase the resource quota for the container. In the case of wasted
resources, the system does not do much because the container does not have a good
prediction of whether it will need its allocated resources in the future.

When a container resource is scarce and the usage of a certain resource (memory or
CPU) reaches 90%, the system increases the allocated resource quota by 20% to ensure
the normal running of the container. For example, if the memory limit of container A
is 200M and the monitoring center detects that the memory usage of container A is
92%, the resource protection mechanism is triggered and the docker update command
is executed to reset the memory limit of container A to (200 + 200 × 20%) M.

3.3.2 Storage of Containers

The monitoring center collects global container information every 15 min. When BlkIO
and NetIO are both 0, it means that the user has not used the container for at least
15 min. Trigger the resource protection mechanism to save the container. When saving
a container, you need to take into account what is being edited in the saving container.
The storage algorithm of the container is shown in Table 5.

Table 5. EclipseSave.sh

1. #!/bin/bash
2. WID=`xdotool search --

name "Eclipse Platform" | head -1`
3. if [ -n "$WID" ]
4. then
5. xdotool windowactivate $WID
6. xdotool windowfocus $WID
7. xdotool key ctrl+S
8. xdotool key --window $WID Return
9. xdotool windowkill $WID
10. else
11. echo "eclipse is not running"
12.fi
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4 Cloud Platform Implementation

4.1 System Structure

Basedon the full life-cyclemanagementmechanism,wedesigned the overall architecture
of the system, as shown in Fig. 3. When a user initiates a request through the front-end
page, the management center will route to different execution modules according to the
corresponding API of the request, and these execution modules will complete the user’s
request. System users have two roles: teacher and student. As an administrator, teachers
can view the basic information of Docker images andDocker containers and have certain
management rights, such as setting experimental images. The operation of students is
mainly the creation, saving, recovery, and destruction of the experimental environment
(Docker container).

Specifically, the request to create the container is distributed to the scheduling mod-
ule, which is responsible for scheduling the container in the cluster.When the container is
created, the sessionmanagementmodule allocates ports and records connection informa-
tion for remote sessions. The monitoring module will constantly detect the health status
of the container, and provide the host load information and container status information
for the scheduling module and the runtime module. The runtime module is responsi-
ble for saving and restoring the container runtime. The data module is responsible for
allocating storage directories to containers.

User

API

Server

Docker Monitor

NODE-1

...

User 
Data

Runtime

Etcd

Port m
anagem

net

Docker Monitor

NODE-n

Daemon

Schedule

User Docker

request

Data

Fig. 3. Overall architecture of the system
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4.2 Module Page

The experimental platform is B/S mode. Students create, save, restore, and destroy the
web page. Teachers can view containers and set up experimental mirrors, including the
status information of hosts in the cluster and the list of remotely connected ports (Fig. 4).

Fig. 4. Interface corresponding to experimental environment operation

5 Conclusion

In this paper, the full life-cycle management system of the cloud experimental platform
is designed and implemented. First, themonitoring service is designed and implemented,
the docker monitoring tool is analyzed and the monitoring agent and monitoring center
are introduced in detail. Secondly, by analyzing the forwardingmechanism of theDocker
network, the port management storage structure of etcd is designed, and a port list is
maintained for each node in the cluster. Thirdly, the corresponding dynamic increment
and container saving operations are described in two cases of resource shortage and
container idle respectively. Fourthly, the prototype system of the cloud experimental
platform is designed. In the future, we will study the customized Settings of different
experimental environments combined with Docker images.
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