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Abstract. Supersingular isogeny-based cryptosystems are considered
an attractive candidate for the post-quantum cryptographic world due to
their smaller key sizes. Based on the traversal in a supersingular isogeny
graph (expander graph), Charles, Goren, and Lauter proposed a cryp-
tographic hash function also known as CGL hash. In this paper, we
present our study on the implementation-related aspects of the compact
variation of the standard CGL hash function using different forms of
elliptic curves (Weierstrass, Montgomery, and Legendre). Moreover, we
show that some redundant computations in the original propositions of
the CGL hash function can be avoided by utilizing the unique character-
istics of the different forms of the elliptic curve. We also compared the
running time and the total number of collisions through the experiments
with the implemented algorithms.
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1 Introduction

The cryptographic secure hash function is one of the widely used cryptographic
tools which appears in almost all information security applications. Some long-
established applications of secured hash functions are commitment schemes, dig-
ital signature schemes, message authentication codes, Blockchain, and password
encryption. A cryptographic hash function converts an arbitrary length of input
bit string to fixed-size data. One of the fundamental properties of a good hash
function is its low computational time. Moreover, a secure hash function should
be collision-free and preimage resistant, and the output distribution should be
uniform. According to [20], a fully-fledged quantum computer can quickly break
the currently standardized hash functions. However, based on a US National
Academy report [15], we are roughly a decade away from such a fully-fledged
quantum computer. Therefore, a post-quantum secured hash function is required
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to resist cryptanalysis for both classical and quantum computers. Moreover, the
early deployment of such a post-quantum secured hash function will smooth the
transition from pre-quantum to post-quantum cryptography.

In 2016, NIST initiated a process to standardize the post-quantum public-key
cryptographic algorithms. After multiple rounds of evaluation and inspection, a
handful of algorithms were nominated for the final round. SIKE [6] an Isogeny-
based key encapsulation scheme advanced to the final round as an alternative
candidate. The SIKE is mainly based on the idea of pseudo-random walks on
a supersingular isogeny graph. Charles, Goren, & Lauter et al. first proposed
walking on the supersingular isogeny graph (expander graph) to generate a hash
function [1] in 2009. The hash function is also known as the acronym CGL. In
CGL, each bit in the input strings of the hash function is used as the direction
to traverse around the graph. Both CGL’s and SIKE’s security relies on the
hardness of finding an isogeny between two supersingular elliptic curves. The
best-known attack for both of these cryptosystems have exponential quantum
complexity [7, §5]; hence they are quantum secure.

CGL hash function can also be shown as a sequence of 2-isogenies computa-
tion on supersingular elliptic curves over the finite field F

2
p. The isogeny compu-

tation is mainly carried out through Vélu’s [19] formula, where the elliptic curves
are expressed in the Weierstrass form. Other than the Weierstrass form, an ellip-
tic curve can also have some other well-known forms [8, §II.B], i.e., Montgomery
form, Legendre form, Edward curves, etc. Each form shows a wide variety of
computational costs for arithmetic operations and isogeny computations in the
prime field. By utilizing unique non-trivial characteristics in the different forms
of elliptic curves, some of the redundant computations can be saved from the
original proposal of the CGL hash. In this paper, we showed some efficient and
compact implementations of CGL on three widely used forms of elliptic curves.
To the best of our knowledge, there is one such work [21] on the efficient algo-
rithm of CGL previously. However, the work is only limited to the Weierstrass
form. We also compared running times and collisions of our implementations for
different prime fields with an extensive number of bit strings.

In Sect. 2 we refresh some basics, i.e., elliptic curve, isogenies, and the CGL
hash. Some compact implementations of CGL hash on different forms of elliptic
curves are discussed in Sect. 3. We present the theoretical and experimental
results in Sect. 4 where we compare the running time and the total number of
collisions for a comprehensive number of bit strings.

2 Definitions and Background

2.1 Elliptic Curve and Isogeny

An elliptic curve is a non-singular projective curve of genus 1 over a finite field
Fq of q elements where q = pk with some prime p. The elliptic curve E over Fq

can be represented as the following affine equation,

E/Fq : y2 + a1xy + a3y = x3 + a2x
2 + a4x + a6,
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where a1, a2, a3, a4, a6 ∈ Fq. If a p-torsion subgroup of an elliptic curve E[p]
is non-trivial then the curve is supersingular otherwise it’s ordinary [16, §V.3].
As the CGL is primarily based on supersingular isogeny graphs, in this paper,
we interchangeably use the elliptic curve and supersingular elliptic curve. Let
E and Ẽ be an elliptic curve over Fq. An isogeny φ : E → Ẽ is a surjective
morphism of curves over Fq so that φ(OE) = OẼ The rational function φ is
also a group homomorphism which maps E(Fq) → Ẽ(Fq). Here, the elliptic
curves E/Fq and Ẽ/Fq are isogenous as there exists an isogeny φ between them.
The existence of φ also ensures that there is presence of dual isogeny φ̂ so that
φ̂ : Ẽ/Fq → E/Fq [16, §III.6.1]. This also creates an equivalence relation on the
finite set of isomorphism classes of elliptic curves defined over Fq. The equivalent
class of the elliptic curve under this relation is defined as the isogeny class. For
a seperable and non-constant isogeny, the degree of isogeny degφ is equal to
the cardinality of the kernel i.e.,. degφ = |ker(φ)|. Therefore an isogeny can
be identified by its kernel. For example, l-isogeny would have the kernel of size
l. Vélu’s formula uses the knowledge of the size of the kernel to compute the
isogeny. Two isogenous curves fall into the same isogeny class, i.e., either both
are supersingular or both are ordinary.

2.2 Isogeny Graph

In this discussion we will fix field Fq = Fp2 , as all the supersingular elliptic curve
in characteristics p are on the same isogeny class and can be defined in either
Fp or Fp2 [11]. The isomorphic classes of the elliptic curve can be represented
through j-invariant, which is a unique a priori element of Fp2 . A graph of l-
isogeny graph can be defined by a set of elliptic curves in Fp2 as the vertices and
edges are degrees l-isogeny between them. Such a graph consists of both ordinary
and supersingular components. Because of the isogenous relation, supersingular
and ordinary components of isogeny graphs are disconnected.

Pizer [12,13] shows that the supersingular component has the property of the
Ramanujan graph [10]. Ramanujan graph is a highly connected regular graph
also known as expander graph. The details on the Ramanujan graph can be
found on [2,10]. Because of the strong connectivity found in Ramanujan graphs,
there is only one supersingular component in the isogeny graph which will be
the main interest of this paper. The vertices in the isogeny graph are represented
as j-invariants, which can be computed from the curve equation, and the total
number of vertices is close to p/12. CGL hash function employs l = 2 isogeny
graph.

Figure 1 shows such a 2-isogeny graph F2112 . There are 18 vertices in the
graph, which corresponds to supersingular j-invariants, and 2-isogenies refer to
the edges between them. All of the 17 vertices show the expected behavior of
2-isogenies except the node with j-invariants of 40. However, it can be shown
that as p expands, the total number of nodes with such an exceptional behavior
stays small.
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Fig. 1. The 2-isogeny graph for F2112

2.3 CGL Hash

The rapid mixing property for a random walk in an expander graph showed
strong pseudo-random behavior. Such a behavior has been widely used in dif-
ferent cryptographic constructions [4,9]. The principle idea of the CGL hash
function is to use the same pseudo-random behavior of supersingular isogeny
graph to produce a collision-free hash function. In CGL, the input of the hash
function is used as the direction to traverse around the supersingular isogeny
graph from the fixed starting vertex with backtracking avoided, and the end
vertex is the output of the hash function. As we can see that changing the start-
ing vertex or elliptic curve yields a different hash function, we can define a family
of hash functions based on the starting curve. A 2-isogeny supersingular graph is
ideally a 3-regular graph. As the CGL hash function avoids backtracking, there
are two edges to follow from each vertex to the next vertex. Based on a uniform
convention, these two edges will be assigned to the bit 1 and 0 leading to the
next vertex.

Let’s consider, a starting vertex or an elliptic curve E1 which is defined as
y2 = f1(x). Now if we can factor the cubic f(x) into (x − x1)(x − x2)(x − x3), 3
non-trivial 2 torsion points of E1 can be represented as {(x1, 0), (x2, 0), (x3, 0)}.
Now, consider the computation of an isogeny φ that results an isogenous curve
E2 or y2 = f2(x) where kerφ = 〈(x1, 0)〉. The other two torsion points (x2, 0)
and (x3, 0) will map to the same points on curve E2 i.e., φ(x2, 0) = φ(x3, 0). The
subgroup generated by kernel 〈(x2, 0)〉 or 〈(x3, 0)〉 on E2 is the dual isogeny φ̂
return to the curve E1.

In CGL, the dual isogeny is called the backtracking isogeny. So backtracking
can be averted if new cubic f2(x) can factored out by (x− x̂2) where x̂2 is the x-
coordinate of φ(x2, 0). The remaining part of the factor is a quadratic term, and
the two quadratic roots will be the x-abscissa of the other two torsion points.
CGL hash proposes that a convention for ordering the point can be fixed to
choose one torsion point with respect to the input bit. The chosen point will
determine the next walk in the graph. Consequently, for the n-bit input string,
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the CGL hash takes a walk of n-steps. The output of the hash function is the
j-invariant of the last elliptic curve. The flowchart of the CGL hash function is
shown in Fig. 2.

Fig. 2. Flowchart of CGL Hash

3 Compact CGL Hash Algorithms

3.1 Short Weierstrass Form

Any elliptic curve E over a field Fp2 of prime p, with p > 3 can be transformed
into short Weierstrass form,

E : y2 = x3 + αx + β,

where (α, β) ∈ K and 4α3 + 27β2 �= 0. Later condition ensures that there are
3-distinct roots. The j-invariant of the elliptic curve E can be defined by,

j(E) = 1728
4α3

4α3 + 27β2
.

2 Isogenies. Let γ be a root of x3 + αx2 + β. An algebric polynomial division
by (x − γ) shows that,

x3 + αx + β

(x − γ)
= (x2 + γx + (α + γ2))



Supersingular Isogeny-Based Hash Function 19

Therefore, the elliptic curve E can be expressed as,

E : y2 = (x − γ)(x2 + γx + (α + γ2)).

So, the 3 torsion points of order 2 are {(γ, 0), (−γ±
√

−4α−3γ2

2 , 0)}. According to
[18, Theorem 6.13], if (x0, 0) is a torsion point of order 2 applying 2-isogeny with
ker(φ) = 〈(x0, 0)〉 produce the following mapping,

φ : E → Ẽ : y2 = x3 + α′x + β′

(x, y) �→
(

x2 − x0x + t

x − x0
,
(x − x0)2 − t

(x − x0)2
y

)
,

where, t = 3x2
0 + α, α′ = α − 5t, w = x0t, and β′ = β − 7w.

CGL Hash Algorithm for Short Weierstrass Form. The four input param-
eter of the Algorithm algspswei are α, β, γ over a field of Fp2 , and n-bit message
M = (b1, b2, · · · , bn). Here, α, β forms a supersingular elliptic curve E in weier-
strass form y2 = x3+αx+β over a field of Fp2 , γ is one of the root of x3+αx+β.
We calculate x-abscissa of other two torsion points (x0, x1) in step 2 and step 3
of Algorithm algspswei. From steps 4 to 7, we set a uniform convention to define
x0 and x1 to navigate the next walk in the graph. The convention is simply to
choose the maximum of two values from step 3 as x0 and the minimum value as
x1 for bit 1 and vice versa for bit 0. Steps 9 and 10 is utilizing Vélu’s formula to
calculate the next isogenous elliptic curve Weierstrass parameter α and β. The
x abscissa of the dual isogeny or the backtracking point in the new isogenous
curve is calculated in step 11. The output of the algorithm is the j-invaraint of
the last elliptic curve which is calculated in step 13.

Algorithm 1. CGL hashing using Weierstrass Curve
Input: α, β, γ, M
Output: j-invariant
1: for bit in M do
2: δ ← √−4α − 3γ2

3: (x0, x1) ← (−γ+δ
2

, −γ−δ
2

)
4: if bit ← 1 then
5: (x0, x1) ← max(x0, x1), min(x0, x1)
6: else {bit ← 0}
7: (x0, x1) ← min(x0, x1), max(x0, x1)
8: end if
9: t ← 3x2

0 + α, w ← x0t
10: α ← α − 5t, β ← β − 7w

11: γ ← x2
1−x0x1+t

x1−x0
12: end for
13: return j-invariant ← 1728 4α3

4α3+27β2
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3.2 Montgomery Form

An elliptic curve in Montgomery form over a field Fp2 can be defined by equation

E(A,B) : By2 = x3 + Ax2 + x = x(x2 + Ax + 1),

where, A,B ∈ Fp2 and B(A2 − 4) = 0. The parameter A primarily controls the
geometry of E(A,B). The j−invariants of the curve can be expressed as,

j(E(A,B)) =
256(A2 − 3)3

A2 − 4
.

2 Isogenies. From the curve equation E(A,B), it can be easily verified that a
K-rational point Q = E(0, 0) is order of 2. If P = (xP , 0) is another K-rational
point of order 2, then x2

P + AxP + 1 = 0. So, the other two rational points
of order 2 are (−A±√

A2−4
2 , 0). According to [14, §4.2], applying 2 isogeny with

ker(φ) = 〈P 〉 generates the following mapping,

φ : E → Ẽ : by2 = x3 + ax2 + x = x(x2 + ax + 1)

(x, y) �→ (g(x), yg′(x)),

with b = xP B, a = 2(1 − 2xP )2 = 2 − (−A ± √
A2 − 4)2, and g(x) = xxxP −1

x−xP
.

Moreover, [14, Corollary 1] shows that kernel of dual of φ is 〈(0, 0)〉. Hence,
ker(φ̂) = 〈(0, 0)〉. On the other hand, the authors in [3, Eqs. (18) & (19)] outlines
2-isogeny for ker(φ) = 〈(0, 0)〉 as, ‘

φ : E → F : By2 = x3 + (A + 6)x2 + 4(2 + A)x

(x, y) �→
(

(x − 1)2

x
, y(1 − 1

x2
)
)

.

The authors in [14, Remark 6] describes an isomorphism of F with the following
mapping,

ψ : F → G :
B√

A2 − 4
y2 = x3 − 2A√

A2 − 4
x2 + x

(x, y) �→
(

x + A + 2√
A2 − 4

,
y√

A2 − 4

)
.

Now by applying 2-isogeny with kernel of 〈(0, 0)〉 following a simple algebric
computation on coefficients of x2 can be shown that, dual of ψ is also 〈(0, 0)〉.

−2 −2A√
A2−4√

4A2

A2−4 − 4
= ±A

Hence, ker(ψ̂) = 〈(0, 0)〉.
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CGL Hash Algorithm for Montgomery Form. The two input parameters
of the Algorithm algspsmont are the Montgomery curve parameters A ∈ F

2
p

so that y2 = x3 + Ax2 + x supersingular elliptic curve and n-bit message M
(b1, b2, · · · , bn). As we know from the previous description, the dual of the kernel
is always 〈(0, 0)〉. So now, for the CGL hashing algorithm (0, 0) is the backtrack-
ing point. Hence, we don’t need to calculate the backtracking point and other 2
torsion points can be assigned for bit 1 and 0 based on some uniform convention.
From step 2 to 8, such a convention have been set to choose the next isogenous
curve. The hash function’s output will be the j-invariant of the last isogenous
curve.

Algorithm 2. CGL hashing algorithm using Montgomery Curve
Input: A, B, M
Output: j-invariant
1: for bit in M do
2: C ← √

A2 − 4
3: A0 ← 2A2 − 4 + AC
4: A1 ← 2A2 − 4 − AC
5: if bit ← 1 then
6: A ← 2 − max(A0, A1)
7: else {bit ← 0}
8: A ← 2 − min(A0, A1)
9: end if

10: end for
11: return j-invariant ← 256(A2−3)3

A2−4

3.3 Legendre Form

Another interesting form of elliptic curve is Legendre Form. If λ ∈ F
2
p and

λ �= 0, 1, elliptic curve E in Legendre form can be represented as,

Eλ : y2 = x(x − 1)(x − λ).

Here, Legendre coefficient, λ for E is not unique. In fact each of

λ,
1
λ

, 1 − λ,
1

1 − λ
,

λ

λ − 1
,
λ − 1

λ

yields an Isomorphic E curve. The j-invariant of Eλ is,

j(Eλ) = 28
(λ2 − λ + 1)3

λ2(λ − 1)2
.

Considering the fact that most supersingular elliptic curves will have three 2-
isogenies, we can infer that those six possible Legendre coefficients for the same
j-invariant can be grouped into three pairs where each pair is directly related to
each of the three 2-isogenies.
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2 Isogenies. The three 2-torsion points are readily available from the elliptic
curve expression, Eλ. The points in affine form are (0, 0), (1, 0), (λ, 0). From [5,
Theorem 4 & 5], it can be shown that applying 2 isogeny when ker(φ) �= (λ, 0)
will produce the following mapping,

φ : E → Ẽ : y2 = x(x − 1)(x − λ′).

The relationship between λ and λ′ can be shown with the following equation.

λ =

⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

(
√

λ+1)2

4
√

λ
= λ+1+2

√
λ

4
√

λ
if ker(φ) = 〈(0, 0)〉

−(
√
1−λ−1)2

4
√
1−λ

= λ−2+2
√
1−λ

4
√
1−λ

if ker(φ) = 〈(1, 0)〉
(
√

λ+
√

λ−1)2

4
√

λ
√

λ−1
= 2λ−1+2

√
λ

√
1−λ

4
√

λ
√

λ−1
if ker(φ) = 〈(λ, 0)〉

CGL Hash Algorithm for Legendre Form. The input parameters of the
Algorithm algspsleg are Legendre parameter λ ∈ F

2
p so that y2 = x(x−1)(x−λ)

is a supersingular elliptic curve and n-bit message M (b1, b2, · · · , bn). Similar to
the Montgomery form algorithm, the backtracking point is fixed which is (λ, 0).
Therefore, from step 2 to 5, we set kernel point (1, 0) for bit 1 and (0, 0) for bit
0. The output of the hash function algorithm will be the j-invariant of the last
isogenous curve.

Algorithm 3. CGL hashing algorithm using Legendre Curve
Input: λ, M
Output: j-invariant
1: for bit in M do
2: if bit ← 1 then
3: λ ← λ+1+2

√
λ

4
√

λ

4: else {bit ← 0}
5: λ ← λ−2+2

√
1−λ

4
√
1−λ

6: end if
7: end for
8: return j-invariant ← 28 (λ2−λ+1)3

λ2(λ−1)2

3.4 Yoshida et al. Proposed Method for Computing CGL Hash

Yoshida et al. proposed two compact methods for computing CGL hash in [21,
§5] for the Weierstrass form of supersingular elliptic curves. Both methods mainly
rely on their proposed Theorem [21, Theorem 1] which deduces a relationship
between the current and following curve parameters using the non-backtracking
torsion point. As both methods theoretically share the exact cost, we imple-
mented their proposed method 1.
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4 Result and Discussion

4.1 Algorithmic Cost Comparison

Tables 1 and 2 compare the computational cost for all the three different algo-
rithms described in Sect. sectionspsAlgos. The result in the tables is based on
the frequently used assumption that I = 100M, S = 0.67M, and SR = (0.67 log
p + 100)M, where I, S, SR, and M represent Inversion, Squaring, Square root,
and Multiplication, respectively.

The computational cost measure for calculating 2-isogeny sequences for n-bit
input strings and determining the j-invariant of the last isogenous curve. The
comparison among the algorithms shows that the algorithm for Montgomery
and Legendre form has a lower computational cost than the algorithm for the
Weierstrass form. Moreover, simulation result from the implementation of the
algorithm in the following subsection also shows the same result.

Table 1. CGL Hash operation counts for different algorithms

Algorithm Curve Model Counts

Multiplication Square Square root Inversion

1 Weierstrass 4n + 1 3n + 2 n n + 1

2 Montgomery 2n + 1 n + 1 n 1

3 Legendre 2 3 n n + 1

Table 2. CGL Hash costs comparison for different algorithms

Algorithm Curve Model Costs in M

1 Weierstrass (206 + 0.67 log p)n + 102.33

2 Montgomery (102.67 + 0.67 log p)n + 101.67

3 Legendre (200 + 0.67 log p)n + 104

4.2 Simulation Result

To evaluate the performance of the algorithms algspswei, algspsmont, and algsp-
sleg we wrote a Python script using SageMath [17]. We also implemented the
algorithm proposed in [21, §5.3] and compared it with our compact algorithms.
All the algorithms are simulated in 64 bit processor Intel R©CoreTM i5-7500 CPU
@ 3.40 GHz x 4 in Ubuntu 18.04.6 LTS operating system. Moreover, we identified
the algorithm’s running time and the total number of collisions as the comparison
criteria as “low computational time” and “collision avoidance” are the two fun-
damental properties of the hash function. The running time and total collisions
have been computed for 220 number of unique 128-bit input strings with different
finite (prime) fields. Here, running time means the difference between starting



24 M. U. Zaman et al.

and ending times of the algorithm for each input bit string. To find the central
tendency of running time, we took the arithmetic mean of all the 220 unique
input bit strings. On the other hand, the total number of collisions is the input
bit strings that end up on the same j-invariant. We used the SIKE proposed
elliptic curve, or its isomorphic curve over F

2
p, as the starting curve for all the

algorithms. The starting elliptic curves are y2 = x3−11x+14, y2 = x3+6x2+x,
and y2 = x(x − 1)(x − 17 + 12

√
2) over F

2
p for Weierstrass, Montgomery, and

Legendre forms respectively.

Fig. 3. Average computation time and total number of collisions for 220 number of 128
input bit strings over different size of finite field Fp2 . P1, P2, P3, P4, P5, P6, P7 in
Fig. 3b are representing the prime number 224 + 43, 228 + 3, 232 + 15, 236 + 31, 240 +
15, 244 + 7, 248 + 75 respectively.

Figure 3 shows the simulation result for all four algorithms. The algorithm
proposed in [21, §5.3] is designated as Yoshida, and the other three algorithms
are represented with the corresponding curve form name. Figure 3a shows that
computational time increase with the field size and Algorithm algspsmont, algsp-
sleg have lower computational time than other two algorithms. The total number
of collisions decreases exponentially with the increasing prime field sizes shown
in Fig. 3b.

In another experiment, we tested the total number of collisions for different
sizes of input bit strings on all the implemented algorithms. As we know, for a
prime field of size p, there are approximately P

12 number of j-invariant or unique
isomorphic supersingular elliptic curve. In this experiment, we choose p ≈ 221

and checked the collisions for all the combinations of input bit strings up to the
length of 18. Figure 4 shows that the number of collisions increases exponentially
as the length of the input bit string expands. The more rapid increase of the
number of collisions by Montgomery form curves needs more detailed analysis
with different starting elliptic curves and prime fields, but one thing clear is that
the collision increase like this is not acceptable behavior in a cryptographic hash
function. This experiment was designed to choose the proper size of the prime
field in the design of a secure hash function.
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Fig. 4. Total number of collisions for different length of input bit strings

5 Conclusion

In this paper, we presented four different compact implementations of 2-isogeny
sequences or a CGL hash function. Out of the four different implementations of
the compact CGL function, we found that Legendre and Montgomery forms lead
to the best result in computation time. This is the result of the effective use of the
fixed backtracking isogeny properties of Montgomery and Legendre form curves
which were one of the performance bottlenecks in the standard CGL function.
On the other hand, Legendre form-based implementation’s collision rates were
higher than those for Montgomery form while still lower than those for the other
two implementations. We believe that this could be the result of short-length
cycles during the computation with Legendre form and we’ll dig into the details
to find more explanations and solutions.

In future work, we will focus on further reducing the cost of traversal in
supersingular isogeny graph as well as the time and collision trade-off study
through comparison with other variations of CGL function. We strongly believe
a cryptographic hash function’s key aspect must be security and a faster hash
function with poorer security cannot be accepted.

Our future work also includes the in-depth study of the relation between the
six Legendre coefficients and the three 2-isogenies as mentioned in Sect. 3.3 that
can lead to a more efficient design of a supersingular isogeny-based cryptographic
hash function. If we can use it to avoid or mitigate the calculation of square roots
which is an expensive operation in supersingular isogeny graphs, it will provide
not only a better way to design a new hash function but also a better way to
improve the other cryptographic functions based on supersingular isogeny.
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