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Abstract. Deep learning has been shown to perform extremely well
at various machine learning tasks. However, these same architectures
are highly vulnerable to adversarial examples: malicious inputs carefully
crafted by adversaries which can force a neural network to produce erro-
neous predictions with high confidence. This undermines the security of
deep learning algorithms when apply to those security-sensitive applica-
tions. Existing works have shown that the Signal Modulation Recognition
(SMR) solutions based on deep learning are also susceptible to adversar-
ial attacks. In this paper, we propose a new approach called tempera-
ture regularization to defense a deep learning scheme against white-box
attacks in signal modulation recognition. Specifically, we introduce dif-
ferent temperatures to the softmax layer during the training of the neural
network. Experimental results show that training a neural network with
an appropriate high temperature can significantly enhance its robustness
to three white-box attacks.

Keywords: Deep learning - Automatic modulation recognition -
Adversarial defense - Temperature regularization

Introduction

China

With the rapid growth of the end-devices and wide deployment of wireless com-
munication technology, the scarcity of spectrum resources becomes more and
more severe and consequently reduces the network availability. However, a large
portion of the assigned spectrum is used sporadically and geographically. The
survey [10] shows that the utilization of licensed bands from 0 to 6 GHz is
less than 6%. Moreover, according to the Federal Communications Commis-
sion (FCC) [8], temporal and geographical variations in the utilization of the
assigned spectrum range from 15% to 85%, or even lower, thus wasting a lot of
spectrum resources. Because of this, the FCC proposed a new concept, namely
Cognitive Radio (CR), to use the spectrum opportunistically and overcome the
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problem of low spectrum utilization [8]. CR is an intelligent wireless communica~
tion system, which builds upon software-defined radio technology and is aware
of its operating environment. It helps to learn and readjust the transmission
parameters dynamically based on the statistical variations in the environment.
CR has been proved to be effective in using the spectrum holes without causing
harmful interference to the primary users while maintaining a good quality of
service.

Modulation recognition plays a key role in most intelligent communication
systems and is considered as a major task of CR in both civilian and military sys-
tems. Generally, the existing wireless signal modulation recognition algorithms
are mainly implemented in two approaches, i.e., the maximum likelihood method
based on hypothesis testing and the pattern recognition method based on feature
extraction. Since the later approach has much lower computational complexity
and is applicable to real-time applications, it is considered as a promising alter-
native of the previous one [13]. Deep learning is one of the typical pattern recog-
nition methods with impressive performance. However, Szegedy et al. [26] has
found that Deep Neural Networks (DNNs) are highly vulnerable to adversarial
examples. By applying well-crafted but subtle perturbations to natural exam-
ples, it is easy to fool a pre-trained model to produce erroneous predictions with
high confidence. Thus, if a DNN is deployed in adversarial environment to per-
form automatic modulation recognition task, the normal modulation recognition
may not be implemented.

In this paper, inspired by the defensive distillation [23], we propose a new
method, called temperature regularization, to defend the DNN against adversar-
ial attacks. Our empirical findings show that training a DNN with an appropri-
ate high temperature can substantially improve its robustness to three white-box
attacks, i.e., FGSM [9], MIM [7] and PGD [17].

Contributions. In this paper, we make the following contributions:

— We provide an intuition of why training the DNN with an appropriate high
temperature without distillation may enhance its robustness to adversarial
attacks.

— We analyze how temperature influences the DNN’s sensitivity to subtle vari-
ations around the inputs from the prospect of the Jacobian matrix.

— We empirically prove the feasibility of the proposed method on modulation
signal dataset and identify an “optimal” temperature for defending the VT-
CNN2 model in modulation recognition.

2 Preliminaries

Szegedy et al. [26] first noticed the existence of adversarial examples in the field
of computer vision and they proposed the L-BFGS algorithm for crafting adver-
sarial examples. After that, various attack algorithms have been proposed for
generating adversarial examples, such as FGSM [9], MIM [7], PGD [17], Deep-
Fool [19], CW [4] and so on. Surprisingly, Moosavi-Dezfooli et al. [18] showed
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the existence of a universal and quasi-imperceptible perturbation that causes
most natural images to be misclassified with high probability. And they pro-
posed an iterative algorithm for generating such universal perturbations. [12,24]
even demonstrated that it is feasible to learn the universal perturbations with
a generative model. More troubling, adversarial examples misclassified by one
model are often misclassified by another model, even if the two models have
different network architectures or were trained on disjoint training sets, so long
as both models were trained to perform the same task [28-30].

More recently, Lin et al. [16] showed that the classification accuracy of the
modulation recognition model, VT-CNN2 [21], could be decreased by about 50%
on average when adding a perturbation level of 0.001 to the natural modulation
signals. Thus, when applying deep learning models to modulation recognition in
adversarial settings, one must take into account certain vulnerabilities.

In the literature, various defense methods have been proposed to reduce the
effects of adversarial examples. Typically, these defense methods can be divided
into three categories. The first class is to detect the presence of adversarial
perturbations in the input during inference. This is usually done by finding sta-
tistical outliers or training separate sub-networks that can distinguish between
adversarial and benign inputs [6,14,15]. The second class denotes the various
pre-processing methods which aim at removing or destroying structured per-
turbations on adversarial inputs before passing them to the classifier, including
[1,11,25] and so on. This class of defenses can be easily used in conjunction with
other defense mechanisms and is more practical due to its model- and attack-
agnostic property. The third class is to enhance the robustness of neural networks
itself, including Adversarial Training [3,27], Label Smoothing [5] and Defensive
Distillation [23].

3 Methodology

3.1 Temperature Regularization

Defensive distillation was proposed in [23] to reduce the effectiveness of adversar-
ial examples on DNNs. Their intuition is that knowledge extracted from teacher
neural networks, in the form of probability vectors, and transferred in student
neural networks can be beneficial to improving generalization capabilities of
DNNs to unseen inputs and therefore enhances their robustness to adversarial
examples. The authors also pointed out that an ideal training procedure would
result in distilled network F¢ converging to the original network F' although this
is not the case empirically.

We believe that the distilled network F¢ can learn what the original network
F can, and vice versa, because their network architectures are the same. Thus,
different from the defensive distillation [23] we discard the distilled network
training procedure and train the original network with high temperature. The
specific analysis is as follow.
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(1) Since softmax operation is to normalizes the logits into a probability vector
F(z), each component in F(z) indicates the probability that current input
x belongs to the corresponding class. For N classes classification problem
(i.e. the output dimension of F' is N), the output vector F(z) of the last
softmax layer can be expressed as

ez,;(m)/T

Pl =y o
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where z;(z),i € 0... N — 1 are the logits produced by the last hidden layer
of a DNN, and parameter T is called temperature. As T — oo the e (*)/T
converge to 1. Thus, all components in F(z) are close to 1/N. From the
above analysis, we can see that there exists Ty, when T' > Ty the model’s
prediction probability assigning to all classes not greater than p € (1/N,1)
for all inputs. Thus, training a DNN with a high temperature will force
it not to make overly confident predictions in any one class examples and
reduce its sensitivity to small variations of its inputs [23]. In addition, from
the perspective of the loss function, the higher the temperature is, the more
ambiguous its probability distribution will be (i.e. all probabilities of the
F(z) are close to 1/N). Therefore, the more stable the loss function will be
(i.e. the cross-entroy for any input is close to log N). This consequently can
make the learned model smoother. Note that this change of temperature
does not impact the relative ordering of classes.

(2) The neural network’s sensitivity to input variations can be quantified by its
Jacobian matrix. Let M denote the input dimension, we now consider one
element (i,5) € [0..N —1] x [0..M — 1] of the N x M Jacobian matrix for
a neural network F at temperature T":
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Equation 3 shows that increasing the temperature T' will reduce the absolute
value of all elements of model F’s Jacobian matrix when values of the logits
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z0(x), ..., znv—1(x) are fixed. Thus, using a high temperature during training will
systematically reduce the model sensitivity to small perturbations of its inputs
at test time.

From the above analysis, we can derive that choosing an appropriate high
temperature T for training will improve the robustness of a DNN to adversarial
attacks and maintain its performance on benign examples at the same time (Fig.

1).

Modulation Normal VT-CNN2
- . FGSM
Whitened Gr Symbol RRC Filter Channel MIM Wrongly classified
Source Bits Mapper Interpolating Modeling
PGD
== Signal to be modulated Defense VT- 2
== Modulated signal Correctly classified
== Adversarial signal

Fig.1. An overview of defending the VT-CNN2 model against white-box attacks
in modulation recognition. The only difference between the Normal VT-CNN2 and
Defense VT-CNN2 is the softmax layer, where Defense VT-CNN2 has a much higher
temperature than the Normal VT-CNN2.

convl+4 conv2+
input paddingl dropout1 padding2  dropout2

N flatten

dense3 densed+

Fig. 2. Structure of VT-CNN2

3.2 Datasets and Target Model

To have a thorough study of our defense technique in the field of wireless com-
munications, we choose the open-source dataset RADIOML 2016.10A generated
with GNU Radio [2]. This dataset consists of 11 modulation signals at vary-
ing signal-to-noise ratios, including eight kinds of digital signals: 8PSK, BPSK,
CPFSK, GFSK, PAM4, QAM16, QAM64, and QPSK, and three kinds of ana-
log signals: AM-DSB, AM-SSB and WBFM. It has 220,000 data samples totally
with 20 kinds of SNRs range from —20 dB to 18 dB in steps of 2 dB. Each SNR
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category has 11,000 data samples. We use 8 800 samples for training and the
remaining 2,200 samples for testing at each SNR. For target model, we use the
VT-CNN2 [20,21] which is optimized for the dataset RADIOML 2016.10A [2] to
perform the modulation classification task. The network depth of VT-CNN2 is
roughly equivalent to neural networks which work well on similar simple datasets
in the field of computer vision. The specific architecture of VT-CNN2 is shown
in Fig. 2.

3.3 Implementation

All the experiments in this work were performed on an NVIDIA GeForce RTX
2080 Ti and the code for the experiments was written in Python 3 using Ten-
sorflow 2.4.1. An Adam solver and a categorical-crossentropy loss function were
used to train the target model VT-CNN2 with a batch size of 1024. The three
white-box attacks, FGSM, MIM, and PGD were implemented by an open-source
software library, i.e., Cleverhans [22]. After the training converges, we obtain
~T72% and ~38% test accuracy on benign examples under SNR = 10 dB and
SNR = —10 dB respectively when there is no attack and no defense.

4 Experiments

4.1 Temperature Parameter Space Exploration

Firstly, we measure how temperature improves the resilience of the VT-CNN2
to adversarial attacks. Since the softmax mainly normalizes the logits into a
probability vector F'(z) and does not change the relative ordering of classes,
the parameter temperature 7' only matters during training. In order to produce
more discrete distributions of probabilities, the softmax temperature is set back
to 1 at test time.

80
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—¥— SNR=10 dB, Classification Accuracy
60 —»— SNR=10 dB, Adversarial Example Success Rate
—e— SNR=-10 dB, Classification Accuracy
50 —*— SNR=-10 dB, Adversarial Example Success Rate
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0
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Fig. 3. An exploration of the temperature parameter space. We plot the VT-CNN2’s
classification accuracy on test set and the success rate of adversarial examples generated
with PGD attack. Note that perturbations norm £ = 0.0015.
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To identify the “optimal” softmax temperature, we train the VT-CNN2 under
SNR = 10 dB and SNR = —10 dB with different temperatures {T: 1, 5, 10, 20, 30,
50, 75, 100, 150, 200, 300}. Then we use the attack algorithm PGD to generate
adversarial examples. The classification accuracy of benign examples and the
success rate of adversarial examples with respect to temperature is shown in
Fig. 3. We observe that with the increase of temperature, the adversarial example
success rate decreases rapidly and then largely remains constant. Specifically,
when the temperature increases from 1 to 100, the adversarial example success
rate decreased from 57.91% and 35.45% to 8.59% and 8.77% under SNR =
10 dB and SNR = —10 dB respectively. Based on the above observations, we
choose temperature 7" = 100 to train the VT-CNN2 to effectively defense against
adversarial attacks.

4.2 Defending Against Adversarial Attacks

To analyze the performance of our defense method, we conduct a series of com-
parative experiments. In the following sections, we refer to the model without
defense as the Normal VT-CNN2 while the model with defense (trained with
an appropriate high temperature) as the Defense VT-CNN2. Note that we do
not care about the relationship between these different attack methods, but just
how our Defense VT-CNN2 behaves under attacks.

Under Different Perturbations Magnitude. Figure4 shows the classifica-
tion accuracy of Normal VT-CNN2 and Defense VT-CNN2 under three attack
algorithms (i.e., FGSM, MIM, and PGD) with different perturbations magni-
tude € at SNR = 10 dB and SNR = —10 dB. We can observe that the pro-
posed defense method can improve the classification accuracy of VI-CNN2 on
adversarial examples largely, especially those generated with iterative-step attack
algorithms (i.e. MIM and PGD). Concretely, at SNR = 10 dB, the classification
accuracy of Defense VI-CNN2 on iterative adversarial examples is about three
times of that Normal VT-CNN2 when the perturbations magnitude £ > 0.001.
Furthermore, this defense technique has almost no influence on the accuracy of
VT-CNN2 on benign examples. In some cases, for example, when SNR = 10 dB,
the Defense VT-CNN2 even have higher accuracy than the Normal VT-CNN2.

To get more insight into the defense method further, we plot the confusion
matrix of Normal VT-CNN2 and Defense VT-CNN2 for all 11 categories at SNR
= 10 dB, as is shown in Fig. 5. It can be seen from Fig. 5a that when there is no
attack and no defense, the Normal VT-CNN2 has serious classification confusion
between analog signals 8PSK and QPSK, AM-DSB and WBFM, and between
digital signals QAM16 and QAMG64. In [16], they claimed that analog modulation
confusion is difficult to solve, but the QAMs confusion can be improved by
better synchronization and reducing channel impairments. Figure 5b shows the
confusion matrix of Normal VT-CNN2 under adversarial attack. As can be seen,
the MIM attack has a strong negative effect on the classification accuracy and
the confusion matrix is extremely chaotic. Particularly, BPSK and PAM4 are
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Fig. 4. Classification accuracy of VI-CNN2 with different perturbations magnitude €.

misclassified to each other with a higher probability. And CPFSK and GFSK
both are more likely misclassified as 8PSK. At the same time, the AM-DSB has a
great possibility misclassified as WBFM. That is, compared to other modulation
signals, FSKs, PSKs and AM-DSB signals are more vulnerable to adversarial
attacks.

Figure 5c shows the confusion matrix of Defense VT-CNN2 before attack.
Compare Fig. 5c with Fig. ba, we notice that the defense method has some impact
on the accuracy of 8PSK and WBFM benign examples. But overall, this impact
is negligible. Figure 5d shows the confusion matrix of Defense VT-CNN2 under
attack. Compare Fig.5d with Fig.5b, it can be clearly seen that the defense
method can mitigate the adversarial effect significantly with the exception of
QAM16. We do not exactly know why the accuracy of Defense VT-CNN2 on
QAMI16 is lower than that of Normal VT-CNN2 under attack, but this may
be caused by the low accuracy of Normal VT-CNN2 on the QAM16 benign
examples. Because when the classification accuracy is low, attack or defense
does not make much sense.

Under Different SNRs. Figure 6 shows the classification accuracy of Normal
VT-CNN2 and Defense VI-CNN2 under three white-box attacks at different
SNRs, where € = 0.001 for subplot Fig.6a and € = 0.0015 for subplot Fig.6b.
As shown in Fig.6a and 6b, when there is no attack, the classification accu-
racy of Normal VT-CNN2 exhibits an increasing trend first and then almost
remains constant (/72%) with the increase of SNR. Specifically, the classifica-
tion accuracy of Normal VT-CNN2 increases rapidly from 38% to 72% as the
SNR increases from —10 dB to 0 dB. But under adversarial attacks, the clas-
sification accuracy of Normal VT-CNN2 drops by almost one half at all SNRs.
Obviously, the strength of iterative-step attacks is stronger than that of one-step
attack. We find that our defense method is very effective against these adversarial
attacks, especially against the iterative-step attacks. In detail, the classification
accuracy of Defense VT-CNN2 under the three white-box attacks decreases by
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Fig. 5. Confusion Matrix of VT-CNN2 in different scenarios. Note the SNR = 10 dB
and perturbations magnitude € = 0.0015.

100 100
—&— Normal VT-CNN2, FGSM ~®- Defense VT-CNN2, FGSM —e— Normal VT-CNN2, FGSM ~®- Defense VT-CNN2, FGSM
Normal VT-CNN2, MIM Defense VT-CNN2, MIM Normal VT-CNN2, MIM Defense VT-CNN2, MIM
~+— Normal VT-CNN2, PGD ~+- Defense VI-CNN2, PGD ~+— Normal VT-CNN2, PGD ~+- Defense VI-CNN2, PGD
. 80 Normal VT-CNN2, No attack Defense VT-CNN2, No attack . 80 Normal VT-CNN2, No attack Defense VT-CNN2, No attack
X X
= =
3 3
e e
g o0 g o0
< <
< <
S s
S 40 3 40
= =
a a
© ©
o o
20 20
0 0
10 8 -6 -4 -2 0 2 4 6 8 10 0 8 -6 -4 -2 0 2 4 6 8 10
SNR SNR

(a) € = 0.001 (b) e = 0.0015

Fig. 6. Classification accuracy of VI-CNN2 at different SNRs.

no more than 10% at almost all SNRs compared to the case where there is no
attacks.

To further quantify the defense effect of the proposed approach against the
adversarial attack algorithms, we calculated the average classification accuracy of
the Normal VT-CNN2 and the Defense VT-CNN2 on adversarial examples under
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Fig. 7. Average accuracy of VT-CNN2 under all SNRs.

all SNRs. The results are shown in Fig. 7. It can be seen clearly that our Defense
VT-CNN2 is extremely robust to FGSM, MIM, and PGD attacks. Compare
to the Normal VT-CNN2, the classification accuracy of the Defense VT-CNN2
is improved by about 17% for FGSM and by nearly 25% for MIM and PGD
when perturbations magnitude e = 0.001. With the increase of perturbations
magnitude ¢, this defense effect is more significant. As shown in Fig. 7b, when
perturbations magnitude € = 0.0015, the classification accuracy of the Defense
VT-CNN2 is improved by about 34% under the iterative-step attacks (i.e. MIM
and PGD).

This results show that the Normal VT-CNN2 is more sensitive to the per-
turbations magnitude ¢ of the attack algorithms, since it’s average classifica-
tion accuracy decreased by almost 10% when the perturbations magnitude ¢
increased from 0.001 to 0.0015 while the classification accuracy of Defense VT-
CNNZ2 nearly remains unchanged. It is worth noting that, although the iterative-
step attacks are stronger, our Defense VT-CNN2 achieves almost the same accu-
racy under one-step attack (FGSM) and iterative-step attacks (MIM and PGD),
which is about 52%.

5 Conclusion

In this work, we evaluated the security problems on automatic modulation recog-
nition based on deep learning and demonstrated the efficacy of using an appro-
priate high temperature within the softmax layer as a defense method against
adversarial attacks. We analyzed the reason why this defense method works and
determined an “optimal” temperature for the VT-CNN2 model through experi-
ment. Our empirical findings showed that using an appropriate high temperature
during training can significantly reduce the successfulness of adversarial attacks
against automatic modulation recognition classifiers. Moreover, it nearly main-
tains the accuracy rates of VI-CNN2 on benign examples. Lastly, this defense
technique is extremely easy to implement and introduces no overhead for training
after the “optimal” temperature is chosen.
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