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Abstract. In 2022, Li et al. [1] proposed a quantum secure and non-interactive
identity-based aggregate signature protocol from lattices. In the end of their paper,
they claimed that their scheme has key escrow problem. Based on this fact, we
improve their scheme and propose a lattice-based certificateless aggregate signa-
ture protocol (L-CASP). Furthermore, our scheme has same signature size as Li
etal. scheme and can avoid key escrow problem. Finally, we prove that our scheme
is existentially unforgeable against adaptive chosen message attacks (EUF-CMA)
under type I adversary and a type II adversary in the random oracle model (ROM).
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1 Introduction

Digital signatures can generally be divided into three categories: certificate-based,
identity-based, certificateless.

For certificate-based signature schemes, public key infrastructure (PKI) is an impor-
tant mechanism to maintain certificates and spread trust information among users in a
hierarchical manner. As we all know, due to the generation and management of so many
certificates are quite time-consuming, PKI is very expensive to deploy in practice and is
very troublesome to use. Therefore, the introduction of the certification authority (CA)
and PKT into the network coding system and the additional verification of each certificate
will greatly reduce its performance.

For identity-based signature schemes, it can also be easily modified to be used in
network coding to simplify the management of public keys. However, the inherent prob-
lem of any identity-based primitive lies in key escrow, which means Key-Generation-
Center (KGC) entity knows the private key of any signer. Therefore, KGC can forge
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any signature of any signer as needed. Furthermore, the network coding system based
on identity-based homomorphic signature also encounters the same problem and is only
suitable for small private networks with low-security requirements.

For a certificateless signature scheme, it does not require key escrow, can avoid
malicious KGC, and can better ensure the security requirements in network communica-
tions. In 2022, Li et al. [1] proposed a quantum secure and non-interactive identity-based
aggregate signature protocol from lattices. In the end of their paper, they claimed that
their scheme has key escrow problem. Based on this fact, we improve their scheme and
propose a lattice-based certificateless aggregate signature protocol (L-CASP).

2 System Model, Algorithm Model and Security Model

Different from Li et al.’s scheme [1], our scheme is certificateless which avoids the
key escrow problem. The following is the algorithm model and security model of our
scheme.

2.1 Algorithm Model

1) Setup: Given a security parameter 1", KGC will generate system parameters params
and secret value msk.

2) Generate public key and secret value: Given a signer’s identity ID € {0, 1}*, outputs
the public key p;p and secret value ¢p;

3) Generate a partial private key: Given a signer’s identity ID € {0, 1}* and a public key
Pip- ID outputs the partial private key syp.

4) Generate private key: Given the signer’s identity ID € {0, 1}* and the partial private
key ¢ip, the user outputs the private key skyp and key pkjp.

5) Signature: Given a triple (myp, ID, skip), the user generates a signature Sig;, = z1p.

6) Aggregation: Given a triple (m;, PK = (pkpp,), Sig;(i € [t])), Aggregator outputs
the aggregated signature Zag;

7) Aggregate verification: input triplet (m;, PK = (pkpp,), (i € [1]), Zag), if Zag is a
valid aggregate signature, verifier output 1, otherwise output 0.

2.2 Security Model

There are two types of adversaries in certificateless cryptosystems: type I and type II
(A1 and A»). For signer ID, A;: If you know the secret value cyp, but you don’t know
the master key B, you can replace the user public key pkjp. A>: Know the master key
B, but cannot replace the user public key pk;p. According to different classifications of
adversaries, two types of games are defined as Game I and Game II.

The security requirements of the lattice-based certificateless aggregate signature
protocol (L-CASP) for cloud healthcare are as follows:

Definition 1. The L-CASP scheme satisfies unforgeability if the adversary wins in
probabilistic polynomial time with a non-negligible advantage in the next two games.

Game I. Challenger C plays an interactive game with type I adversary A;.
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1) Initialization : Challenger C runs the setting algorithm to generate secret value msk
and system parameter params, keeps msk secret, and sends system parameter params
to adversary Aj.

2) Query : Adversary A can perform polynomial number of queries. For the signer ID,
the adversary A; performs the following query:

(1) PK — Query : Adversary A; queries the public key of ID, and challenger C
outputs the corresponding public key pkjp.

(2) Hash — Query : Adversary A can query any hash function value.

(3) PK — Replace : Adversary A sends pk/ID to challenger C, and challenger C
replaces pk;p, with pk}D.

(4) PPK — Query : Adversary A queries the partial private key of ID, and the
challenger C outputs the partial private key syp. If the private key skyp of ID is
replaced, A will not be able to execute PPK — Query.

(5) SV — Query : Adversary A queries the secret value of ID, challenger C returns
cyp to adversary Aj. If ¢jp is replaced, adversary A1 will not be able to perform
secret value lookup.

(6) Sign— Query : Adversary A inputs the tuple (myp, ID, skyp), and the challenger

C outputs the signature Sig;p = (z1p)-

3) Forge : adversary Aq output
tuple (M = {my,my,---my},P = {(ID,pk,), (ID2,pk;), - - - (ID;, pk;), }, Zag).
The opponent wins if the following requirements are met:

(1) Sig is not obtained through Sign — Query;

(2) Aggregate verification (M, P, Zag) = 1,

(3) There is at least one identity ID for which the adversary A; did not perform
PPK — Query or replace the main private key B.

The advantage of adversary A; winning is defined as: AdvI/;I_CASP = Pr[Awins].
Game I1. Challenger C and the second type of opponent A; start an interactive game.

1) Initialization : Challenger C runs the setup algorithm to generate the secret value
msk and system parameters params, and then sends them to the adversary A,.

2) Query : Adversary A, performs the same polynomial query as in game 1.

3) Forge : the adversary A, output tuple M = {m;,my,---m},P =
{(IDy,pk,), (ID2, pks), - - - (IDy, pk;). }, Zag). The opponent wins if the following
requirements are met:

(1) Sig is not obtained through Sign — Query;

(2) Aggregate verification (M, P, Zag) = 1;

(3) There is at least one identity ID for which the adversary A, did not perform
SV — Query or replace the secret value ¢p.

The advantage of adversary A, winning is defined as: Aa’v'};z_CASP = Pr[Aywins].

3 Our Protocol

In this section, we will introduce our L-CASP in detail. In our scheme, we use the
TrapGen algorithm [2] and the SamplePre algorithm [3]. Additionally, all polynomial
computations of our protocol are defined on R, = Z,[X]/(X" + 1). The following are
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details. Figure 1 describes the process of key generation (This is the core step of our
improvement, as you can see, the user’s private key is generated in two parts).

@ s (3) pkip = (h.p1p)
; skip = ¢ip + Sip1 + Sip2

(1)(UD, pip)

Fig. 1. The process of key extraction

(1) Setup Phase

The Setup Phase is basically the same as the reference [1], except that we add a hash
function H3 : {0, 1}* — (Bg)*, Bg = {r e R : ||r|| < B3}.

(2) Key Extraction Phase
1) The user ID selects polynomial ¢;pR,, calculates pyp, = h * ¢yp and send p;p, to

KGC;
2) KGC computes kip = H3(ID,p;p), gets sip = (lel,smz)T (which
meets H3(ID,p;p) = sip1, + hsipa, |ISip1,sip2)l < o+/2n) through

SamplePre(h, B, o, (kip, 0)) and sends syp to the user ID;
3) User ID computes the private key skyp = cip + Sip1 + Sip2, lets public key

pPkip = (h,pip)-
(3) Sign Phase

The user /D can generate a valid signature on any message myp € {0, 1}* as follows.
ID gets the random polynomial wyp by the seed and the algorithm GaussFunction
[1], selects two polynomial y;p) > <—Dr.s, ¥ip 3<Dr.s, computes yyp | = w; —
hyip, — hyip 3, esp = Hi(PK,wip, mip) (PK = (pkpp.), i € [N]), zip,1 =
Yip.1 + Sip.1€Ip, 2Ip,2 = Yip2 + SIp.2€ID> ZID,3 = Yip3 + ciperp and out-

Dg,o zID,1) ~~ ;
Rostprerp @D.1) 1) (M, e), ZID,2 with

puts zyp,1 with the probability min( WD

the probability min(gpone é02)

rYS—TE (M2 =~ e), zip,3 with the probability

. DR zID.3) ~ . _
mm(—MsDR,a,cmem(zm,z)’ 1)(M3 = e). Next ID could generate a signature zjp =

h~'zip.1 + zip.2 + z1p 3 and sends it to the aggregator.
(4) Sign-Agg Phase

The aggregator getallwyp,,i € [N]by the seed and the algorithm GaussFunction [1],
the set of public keys PK = (pk,Di), i € [N], all messages myp, and wp,, i € [N],
calculates the hash value (x1,x2,...,x5) < H>(Wip, ,kaD1 ,mp,, -, WIDN,kaDN,

myp,, ), and an aggregate signature Zag = va:l XiZID; -
(5) Verify Phase

Given public keys PK = (kaDi)’ i € [N], the message set myp;, i € [N],
and the aggregate signature Zag, the verifier gets all wyp,, i € [N] by algorithm
GaussFunction with seed, computes (x1,Xx2,...,XN) < Hz(wu)l,pkml, mip,, -,
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Wipy, Pkipy, mipy) and emp,=H\(PK, wip;, mip;), i € [N], and verifies the
correctness of the following conditions:

N
hxZag = in (wip; + em,; (H3(ID;, pyp,) +Pp,))
i=1

Zag < ,Bver(,Bver >Np (G\/ﬁ + 2) (30«/% + nqﬁl))
4 Correctness Analysis

In this section, we analyze the correctness of our scheme. The details are as follows.

N
h«Zag =h ) xizip,

i=1
N
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Firstly, according to the Gaussian sampling [4], [ly;p, 1 Il l¥p, 2|l 11D, 31| < 20/n
with overwhelming probability.

Because ||sip;,1ll, lIsip; 21, llcip; | < ng, and l|lemp; || < Bi, lzip;1ll, llzip; 21l
lzip; 31l < 30/n + ngpi.

So, the signature zzp,,i € [N] satisfies the inequality ||zrp; || < (64/n + 2)(3o/n +
ngpl).

Due to Zag = YN, xizip;»

Zag|| < NB2(0/n+2)(30/n+ngpl).

5 Existentially Unforgeable Against Adaptive Chosen Message
Attacks (EUF-CMA)

Normally, the security of a L-CASP usually needs to be proven from two aspects.

1) Type I attack: Adversary can only replace the signer’s public key, but the partial
private key of any signer cannot be got;

2) Type Il attack: Adversary can only obtain the private key of KGC, but cannot replace
the public key of any signer.

The proof method is the same as the proof method in Ref. [5], we will not elaborate
here.
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6 Conclusion

Through comparison, our scheme has same signature size as Li et al.’s scheme and can
avoid key escrow problem. And we prove that our scheme is EUF-CMA under type I
adversary and a type II adversary in the random oracle model (ROM).
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