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Abstract. With the widespread of miniaturized inertial sensors embed-
ded in wearable devices, an increasing number of individuals monitor
their daily life activities through consumer electronic products. How-
ever, long-lasting data collection (e.g., from accelerometer) may expose
the users to privacy violations, such as the leakage of personal details. To
help mitigate these aspects, we propose an approach to conceal subject’s
personal attributes (i.e., gender) while maximizing the accuracy on both
the monitoring and recognition of human activity. In particular, a Multi-
Objective Evolutionary Algorithm (MOEA), namely the Non-dominated
Sorting Genetic Algorithm IT (NSGA-II), is applied to properly weight
input features extracted from the raw accelerometer data acquired with
a wrist-worn device (Empatica E4). Experiments were conducted on a
large-scale and real life dataset, and validated by adopting the Random
Forest algorithm with 10-fold cross validation. Findings demonstrate that
the proposed method can highly limit gender recognition (from 89.37%
using all the features to 64.38% after applying the MOEA algorithm)
while only reducing the accuracy of activity recognition by 5.45% points
(from 89.59% to 84.14%).
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1 Introduction

Different sensors and sensing modalities can be adopted in lifelogging applica-
tions, which may expose the subject to risks associated with privacy violations,
because of the pervasive and long-lasting collection of data [9,23,25]. Addition-
ally, the potential threat to privacy is also determined by the subject’s awareness
about the undergoing collection of sensor data, while performing daily life activ-
ities. In fact, while the explicit user permission is typically requested, e.g. by
mobile devices operating systems, to access and activate data collection from
sensors such as cameras, microphones and positioning systems, which are gener-
ally perceived as information rich and intrusive of the user’s privacy, other sensors
such as accelerometers, gyroscopes and barometers are usually considered less
dangerous in terms of privacy implications, if not taken into consideration at all
[24]. Unfortunately, the vast majority of the accelerometers embedded in con-
sumer wearables and smartphones are usually accessible to several third parties
(manufacturers, service providers, developers of apps running on the hosting
device), that are to be wisely considered as potentially untrusted if not mali-
cious, especially because the user does not have any control on their capabilities
to access the sensor data. As acceleration data collected from wearable devices
is shown to enable the leakage of personal details [20,42], suitable approaches to
privacy by design and by default in wearable devices, which are prescribed by
privacy regulations such as the European GDPR [15], are needed [17].

1.1 Activity Recognition with Accelerometry

Human Activity Recognition (HAR) targets to automatically detect and predict
human behaviors through motion data collection. Over the past years, both
video- and sensors-based HAR have been explored in many application fields,
such as ambient assisted living (AAL) [38], anomaly living patterns [16], fall
detection [31], sport [47] and pandemic emergency like COVID-19 [19].
Generally, the development of a HAR system follows a specific sequence of
steps, named Activity Recognition Chain (ARC), leading from collected raw data
to activity recognition system performance. As detailed in [5], ARC consists of
four consecutive steps that include the pre-processing, the segmentation, the
feature extraction, and finally the selection of features and classifier training.
Within the context of sensor-based HAR, thanks to the quick spread of minia-
turized inertial sensors (Inertial Measurement Units—IMUs) embedded in wear-
able electronic devices, motion-related raw data can be easily acquired from
several consumer electronics products (e.g. smartwatches and smartphones),
although their metrological properties are often unavailable [10]. Acceleration
data are widely employed for HAR analysis [1,40]: such approaches offer an ade-
quate, comfortable and affordable solution to directly measure the movement of
the human body. Several studies focused on monitoring human activities have
been reviewed in [13] and [39], where the accelerometer is used either alone or
combined with other inertial sensors like gyroscopes and magnetometers.
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Acceleration samples generated by the sensor capturing the current user’s
status may be continuously gathered from the wearable devices, processed and
then used to classify the performed activities through the use of Machine Learn-
ing (ML) and Artificial Intelligence (AI) algorithms. Among others, some of the
most commonly implemented classification algorithms include Naive Bayes (NB),
Random Forest (RF), Decision Tree (DT), Support Vector Machine (SVM),
k-Nearest Neighbor (kNN), Hidden Markov Model (HMM), Artificial Neural
Network (ANN), Convolutional Neural Network (CNN) etc. [22,37]. However,
different algorithms can be suitable for different scenarios of HAR, depending
on the nature of the data collected [36] and also on the target item to classify
(activity, gesture, pose, and so on). All of the mentioned algorithms exploit fea-
tures computed on the acceleration data, either in the time or in the frequency
domain; however, some of the features may capture not only the information
strictly needed to classify the activity, but also personal details about the sub-
ject performing it. As a consequence, the risk is that the personal information
is exposed with the HAR classification results.

1.2 Privacy Preservation

The very rapid growth in the adoption and popularity of wearable devices has
nurtured the development of a huge amount of different applications exploiting
not only the data collected by means of the on board sensors, but also the
personal information each user may decide to provide, such as age, height, gender
and weight.

For the latter, several mechanisms and approaches have been proposed in
the literature, in order to guarantee anonymous sharing and avoidance of pri-
vacy disclosure [7,29,46]. However, the same personal information could be dis-
closed also without the explicit consensus of the user, by processing some of the
motion-related data collected from wearable sensors, especially those generated
by accelerometers. As explained in [43], for applications targeting HAR based
on acceleration data, a potential privacy leakage exists about the user’s identity,
because it is possible to infer gait characteristics depending on a user’s muscle
growth, bone structure, height, and weight, from the sensed accelerometer data.
Also, the authors show how feature selection and sampling rate adjustment have
an impact on the accuracy of both activity and identity recognition, and they
should be considered on the basis of their mutual information metric. Based on
the above observations, motion data can be classified as a quasi-identifier [24],
because it may allow the identification and tracking of a user. In fact, every
individual has a distinctive way of walking, which is the reason why gait can
be a key element of biometric techniques to authenticate and/or identify the
user of a wearable device. Moreover, motion data can be drawn from wearables
(such as smartbands) and mobile devices without the user’s conscious partic-
ipation or explicit permission, thus becoming a potential threat despite being
generally thought to be harmless. Boutet et al. in their report [4] present a
privacy-preserving tool to sanitize motion sensor data against unwanted sensi-
tive inferences (thus improving privacy), while keeping an acceptable accuracy of
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the HAR (thus maintaining data utility). To do so, the tool builds several models
to sanitize the motion data against the specified attribute (such as gender), by
exploiting Generative Adversarial Networks (GANs). The generated sanitized
data may result to be distorted with regards to the raw one, for the aim of the
target application (HAR) so, based on a utility /privacy trade-off, several models
may be necessary before finding the one that optimizes HAR performance loss,
sensitive inference reduction, and data distortion. Authors present test results
on available data collections, for which gender inference is reduced up to 41%
while decreasing the HAR accuracy only by 3%.

While gait has been proved to enable a subject’s identification from his/her
motion data in the literature, in a previous paper we discussed the risk of expo-
sure of personal information also when the collected acceleration data are not
related to gait, but associated to different types of activities or gestures [34].
Taking all this into consideration, the main objective of this paper is to design a
method to properly select features computed from the acceleration data acquired
with a smart wristband while performing different activities, and used by super-
vised classification algorithms, so that HAR accuracy (i.e. the utility of the data)
is not affected, while personal attributes (i.e. unnecessary private details in the
processed data), such as gender, are concealed. A Multi-Objective Evolutionary
Algorithm (MOEA) is applied to find appropriate weights for each feature, dif-
ferently from the paper cited above which exploits GANs. The remainder of this
paper is organized as follows. In Sect. 2 the initial method applied for HAR and
gender recognition is presented. This Section also provides a description of the
collected dataset, highlighting the features extracted from the accelerometer sig-
nal, which serve as input for the recognizing systems. In Sect. 3 a multi-objective
evolutionary algorithm is described to find the relevance of each feature so that
HAR accuracy percentage is maintained (or improved), while gender recogni-
tion is worsened to preserve the private information. Finally, Sect.5 discusses
the approach proposed in the paper and presents some future works.

2 Activity and Gender Recognition

2.1 The Dataset

This work employs the publicly available PAAL ADL Accelerometry dataset [32],
a dataset acquired with a wearable multi-sensor device, the Empatica E4 [14],
which provides raw activity motion data in real-life conditions.

To the aim of this work, among the signals collected by the sensors embedded
in Empatica E4, only the acceleration has been extracted to monitor the users
performing different activities of daily living. To promote the real-life acquisition
procedure, subjects acted in their natural environment, with no instructions
about how and for how long to perform each activity.

The dataset includes 24 different activities performed using real objects. Each
activity was repeated between 3 and 5 times by 33 healthy subjects, characterized
by a gender balance (19 females and 14 males), and a large age range (between
18 and 77 years, mean = 45.24 years and standard deviation = 18.24 years).
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The list of activities is presented in Table 1. This dataset also includes infor-
mation about the gender and age of each subject.

Table 1. List of activities performed by the subjects.

1. Drink water |7. Take off jacket |13. Sit down 19. Sneeze/cough
2. Eat meal 8. Put on jacket 14. Stand up 20. Blow nose

3. Open a bottle|9. Put on a shoe |15. Writing 21. Washing hands
4. Open a box |10. Take off a shoe |16. Phone call 22. Dusting

5. Brush teeth |11. Put on glasses |17. Type on a keyboard |23. Ironing

6. Brush hair 12. Take off glasses|18. Salute 24. Washing dishes

2.2 Signal Processing and Features Extraction

Each time series of acceleration samples A was filtered by applying a 4" order
low-pass Butterworth filter (cut-off frequency: 15 Hz) for eliminating the high
frequency noise and preserving the human activities and gestures [35]. In addi-
tion, a 3"¢ order median filter was applied to remove abnormal spikes. In order
to infer the information contained in the human activity data, specific features
were computed in both time- and frequency-domain, and then extracted, either
from each spatial direction (A4,, Ay, A,) and from the signal magnitude vector

(SMV) of acceleration (defined as SMV; = \/AfH + A2, + A2, where i is the

2,17
index of the sample).

A successful technique for extracting features from accelerometer data is to
divide the signals into windowed segments [28]. Therefore, we extract features
from both raw data of the three axes and SMV, each segmented by fixed-
size sliding windows of 5s (i.e. 160 samples), with 20% (i.e. 1s) of overlapping
between two adjacent windows. Concerning the time domain analysis, features
strictly related to the changes in the acceleration signal were evaluated. The fre-
quency domain analysis was conducted by computing the magnitude of discrete
Fast Fourier Transform (FFT) on the acceleration signals. The selected features
were then extracted from the obtained signals. The list of 62 features used is
presented in Table2 [2,33].

2.3 Implementation

The overall implementation was made using the Python library Scikit-learn.
Among the ML classifiers commonly selected to train and test the classification
model, Random Forest (RF) was used thanks to its good performance reported
in previous similar studies [18,44]. RF is designed to obtain accurate predictions
by constructing multiple trees (named also estimators), where each tree is grown
with a randomized subset of features. In this study, the whole set of features was
used to build each tree of RF, measuring the quality of split with the informa-
tion gain function. The number of trees was investigated by selecting different
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Table 2. List of features extracted in time and frequency domain.

Domain Features Computation
Time Mean X, Y, Z axes, SMV
Median X, Y, Z axes, SMV
Standard Deviation X, Y, Z axes, SMV
Maximum X, Y, Z axes, SMV
Minimum X, Y, Z axes, SMV
Range X, Y, Z axes, SMV
Axes Correlation XY, YZ, ZX axes
Signal Magnitude Area SMV
Coefficient of Variation X, Y, Z axes, SMV
Median Absolute Deviation X, Y, Z axes, SMV
Skewness SMV
Kurtosis SMV
Autocorrelation SMV
Percentiles (20" - 50" - 80" - 90*") | SMV
Interquartile range SMV
No. of Peaks SMV
Peak - Peak Amplitude SMV
Energy SMV
Root Mean Square SMV
Frequency | Spectral Entropy SMV
Spectral Energy SMV
Spectral Centroid SMV
Mean X, Y, Z axes, SMV
Standard Deviation X, Y, Z axes, SMV
Percentiles (25" - 50" - 75t") SMV

numbers of estimators (from 10 to 170) to verify whether such parameter can
improve the model accuracy for activity and gender recognition.

In order to train the model, the k-fold cross validation was implemented with
k = 10. This means that the original dataset was randomly partitioned into k
subsets: k — 1 as training set, and the remaining as validation set. After k times,
the average of the k performance measurements on the k validation sets gives
the cross-validated performance.

2.4 Results

Generally, in the HAR context, supervised learning approaches are widely
exploited by using labeled data as inputs for predicting the classification of
unknown data through the ML algorithms. In this section, we present the results
of the RF supervised approach used to investigate both the activity and gender
recognition, separately.
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Fig. 1. Number of trees for RF classifier.

The experimental results are shown in Fig. 1, where the number of trees is
associated to a value of accuracy percentage achieved by the RF algorithm.
Contrary to what often may be thought, the results show that a large number
of trees does not necessarily cause a better recognition performance for the RF
algorithm. In fact, for both models, the percentages of improvement stabilize
or slightly decrease as the number of trees increases, especially after a number
of trees equal to 90. This means that the benefit in recognition performance
from using more trees is lower than the cost in computation time for learning
the additional trees. Therefore, at 90 estimators, the global accuracy percentage
is 89.59% and 89.37% for human activity and gender recognition, respectively.
Besides the accuracy, the performance of the activity and gender recognition
was assessed using the confusion matrix, that summarizes the information about
the actual and predicted classes, either correctly or wrongly classified. Figure 2
shows the results obtained for the RF algorithm to classify each activity. As
it is clear, the highly misclassified activities are the following ones: open a box
classified as open bottle, take off a shoe classified as put on a shoe, take off
glasses classified as put on glasses, and stand up classified as sit down. On the
other hand, Fig.3 shows the performance obtained for the RF algorithm in
distinguishing the gender of the participants. Male subjects were confused more
than female ones, probably because there are more female users in the dataset.

3 Concealing Private Information with a Multi-objective
Evolutionary Algorithm

The above results can be considered good for HAR. However, if the goal is
to protect identity details of the users performing those activities, this set of
features also gets good results for gender recognition. Then, the question is:
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Can the input features be transformed so that HAR remains good but gender
(or any other private data) recognition accuracy decreases? This would lead to
systems that perform well for HAR, maintaining the utility of the data, but,
simultaneously, conceal private information. This work presents a mechanism to
filter the input features in order to obtain this objective. We propose the use
of a multi-objective evolutionary algorithm to find appropriate weights for each
feature.

3.1 Evolutionary Feature Weighting

This is a similar objective to previous works on evolutionary feature subset
selection or feature weighting. This is, trying to approximate the optimal degree
of influence of individual features using a training set. However, the final goal of
this work is to filter the signal captured by the wristband trying to maximize the
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HAR accuracy while at the same time to minimize the recognition of personal
characteristics of the subjects, e.g. gender or age.

In the case of evolutionary feature weighting, the approach is to consider an
individual as a real vector where each gene represents the weight given to each
feature. Two main models are presented in the literature to implement this [6,
45]: the filter model and the wrapper model. The former selects the features
based on a priori decisions on feature relevance according to some measures
(information, distance, dependence or consistency) [30], ignoring the learning
algorithm underneath. In the latter, the feature selection algorithm exists as
a wrapper around the learning algorithm; in the search of a feature subset, the
learning algorithm itself is used as part of the evaluation function [21]. The main
disadvantage of the wrapper approach is the time needed for the evaluation of
each feature weight [26]. On the other hand, filter-based approaches, although
faster, find worse solutions in general [6].

This paper follows the wrapper approach, trying to find appropriate weights
for the features presented in Table 2 using RF as classifier.

3.2 Multi-objective Evolutionary Algorithms

In multi-objective optimization, the goal is to optimize simultaneously several
objective functions. These different functions have conflicting objectives, i.e.,
optimizing one affects the others. Therefore, there is not a unique solution but a
set of solutions. The set of solutions in which the different objective components
cannot be simultaneously improved constitute a Pareto front. Each solution in
the Pareto front represents a trade-off between the objectives. MOEAs [8] are
heuristic algorithms to solve problems with multiple objective functions. The
three goals of an MOEA are [41]: (1) to find a set of solutions as close as pos-
sible to the Pareto front (convergence); (2) to maintain a diverse population
that contains dissimilar individuals to promote exploration and to avoid poor
performance due to premature convergence (diversity); and (3) to obtain a set of
solutions that spreads in a more uniform way over the Pareto front (coverage).

This work employs the Non-dominated Sorting Genetic Algorithm IT (NSGA-
IT) [11] as wrapper algorithm. NSGA-II has the three following features: (1) it
uses an elitist principle, i.e., the elites of a population are given the opportunity
to be carried to the next generation; (2) it uses an explicit diversity preserving
mechanism (Crowding distance); and (3) it emphasizes the non-dominated solu-
tions. The algorithm will obtain a set of solutions, some of them optimizing one
over the other objective and vice versa. From these set of solutions, a specific
solution fulfilling particular conditions could be selected.

3.3 Characteristics of the Algorithm

An individual in the population (potential solution) is encoded as a real vector U
whose elements u;, Vj € [1..62] represent the weight of a particular feature during
the classification (62 being the number of features, see Table 2), i.e. each feature
is multiplied by the appropriate weight before being input to the classifier.
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The fitness functions to be optimized are:

fi=HAR (1)

1
fa = |Gender Recognition — 3 (2)

The objective will be to maximize f; while minimizing f5, i.e. maximizing
HAR while taking gender recognition close to random. Therefore, for other pri-
vate information, the second term in fo must be f—-— ofl categorics”

4 Results

This work has employed the implementation of NSGA-II offered by pymoo [3], a
multi-objective optimization framework in Python, using the following parame-
ters, which have been selected experimentally:

— Size of the population: 50;

— New individuals (offsprings) created per generation: 10; and

— Number of generations without changes in the best individual to stop the
algorithm: 100

Some other characteristics of the algorithm are:

— The individuals in the initial population are created with random real values
between 0 and 1;

— Binary tournament is used to select the parents to generate a new offspring;

— Simulated Binary Crossover (SBX) [12] with default parameters is employed
to create each individual;

— Each new individual is mutated by applying Polynomial Mutation [12] with
default parameters; and

— Duplicates are eliminated after merging the parent and the offspring popula-
tion. If there are duplicates with respect to the current population or in the
offsprings itself they are removed and the mating process is repeated to fill
up the offsprings until the desired number of unique offsprings is met.

The application of this algorithm obtains a set of solutions, some of them
optimizing one over the other objective and vice versa (Fig.4). From these set
of solutions, this work selects the solution closer (using Euclidean distance) to
perfect HAR (value equal to 1) and random gender recognition (value equal to
0.5). The accuracy results of this selected final solution (marked in green in the
Figure) are 84.14% and 64.38%, for activity and gender recognition, respectively.
Comparing with the results presented in Sect. 2.4 (in red in the Figure), in which
all the features are equally considered, HAR accuracy has been reduced 5.45%
points while gender recognition has worsened 24.99.

Figure5 shows that results are similar to those shown in Fig. 2, although
accuracy has been reduced for most of the classes. However, gender classification
has been dramatically affected by applying the MOEA as almost all the inputs
are now identified as being performed by a female user (Fig.6).
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5 Conclusion

In this work, the authors propose a method for privacy preservation in non gait-
related human motion data collection. More precisely, an MOEA is applied on a
dataset of 24 different activities of daily living performed in realistic conditions
by 33 healthy subjects, and for which acceleration signals were collected from
the medical grade wrist worn device Empatica E4.

In order to investigate how much private information (i.e. related to gen-
der) is included in the set of features extracted from accelerometer data, the
RF algorithm was firstly adopted for both the activity and gender recognition
separately. Then, the NSGA-II was employed as a wrapper algorithm to find the
appropriate weights for each feature so that HAR accuracy is maximized while
simultaneously gender accuracy is minimized. In order to validate the MOEA
with respect to the initial method, the classification accuracy along with the
confusion matrices were investigated.

Initial results show a global accuracy percentage of 89.59% and 89.37% for
human activity and gender recognition, respectively, by adopting the RF algo-
rithm with a number of trees equal to 90. In particular, the confusion matrix
for HAR suggests that some activities are highly misclassified because they are
difficult to distinguish using only a single accelerometer worn on the wrist, as the
movement of the device may be similar in some contrary activities (e.g. stand
up and sit down). Also, the same activity performed with two different tools
was harder to distinguish (e.g. open a box and open bottle). Regarding gender
recognition, the results demonstrate that the user’s gender can be easily detected
from the wrist motion data. Finding the appropriate weights by using an MOEA
allows to conceal the gender of the user while HAR is not considerably affected,
resulting in a global accuracy of 84.14% and 64.38% for human activity and
gender recognition, respectively. Additionally, Fig.4 shows that the output of
the multi-objective evolutionary algorithm is not a single set of weights (single
solution) but a set of solutions constituting a Pareto front. Therefore, under
some conditions instead of choosing the best balanced solution (as this work
proposes) any other of the obtained solutions could be chosen, for instance in
the case that, for a specific user, activity recognition needs to be prioritized over
privacy protection. Getting back to the motivations of this study, implementing
a concealing strategy on-board the sensor based on the selected condition on
the Pareto front, could be seen as a way to implement what is envisaged as a
privacy-by-design approach by the regulations.
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In the future, this work will be extended to consider other private information
which users would like to conceal, e.g. age. In that case, in which more than two
objective functions were to be considered, the optimization will be carried out
with a many-objective evolutionary algorithms [27]. Additionally, other set of
features extracted from the accelerometer data will be explored. For instance,
extracting deep features from the original data instead of using the handcrafted
features presented in Table 2.
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