
Research on Vehicle Networking Resource
Management Based on Trust Model

in Intersection Scene

Yanyi Li, Zhaonian Li, Wenhui Wang, and Zhenjiang Zhang(B)

Beijing Jiaotong University, No. 3, Shangyuan Village, Haidian District, Beijing, China
zhangzhenjiang@bjtu.edu.cn

Abstract. Recently, the traditional cloud computing network of vehicle network-
ing has some problems to be solved: 1) the security trust between the vehicle and
the subgrade unit; 2) The vehicle may be attacked by potentially malicious edge
servers during task unloading. In this paper, in order to solve the above problems,
aiming at the security problem of the edge computing network in the vehicle task
unloading and resource allocation problems of multi-vehicle and multi-subgrade
units in the urban intersection scene, the vehicle task unloading and resource man-
agement optimization algorithm and trust model based on the vehicle edge com-
puting network are constructed, and the approximate optimal simulation is carried
out for the urban intersection scene. Simulation results show that the proposed
algorithm can effectively improve the overall efficiency of the system.
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1 Introduction

Nowadays, the introduction of edge computing unit in vehicle networking has some
problems to be solved in practical application scene [1]. The first is the security and
trust issues between the vehicle and the subgrade unit. When the malicious subgrade
unit maliciously interferes with the vehicle, it will greatly affect the service quality of
the vehicle edge computing network. On the other hand, the computing resources and
energy resources in the subgrade processing unit are relatively limited and dynamic, so
when the vehicle is attacked by malicious edge servers during the unloading process,
the resource competition between vehicles will be more intense and unstable.

Based on the analysis of the trust problem and resource allocation problem between
vehicles and subgrade units in road intersection scene, this paper proposes a distributed
resource scheduling algorithm TBMADDPG based on trust model and deep reinforce-
ment learning. Under the premise of ensuring the constraints of vehicle task unloading
and resource allocation scheme, Minimize the time and energy cost consumed by the
vehicle to process the task, and ensure that the vehicle in the system can complete the
task calculation or unloading in a trusted environment.
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2 Related Works

In recent years, the global trust model analysis based on direct trust and indirect trust
in the scene of vehicle networking is diverse. The distributed trust mechanism model
proposed by Ke et al. comprehensively considers the information interaction between
vehicles and subgrade units and the decay of trust over time and other factors [2].
The study [3] introduced timestamp mechanisms and blockchain concepts into trust
management systems. Feng et al. used the satisfaction function of the service and the
degradation factor function of time to improve the direct trust value described by the
Bayes equation and improve the accuracy of the indirect trustmodel through an improved
gray correlation method [4].

With the popularity of machine learning and its potential in the field of IoT appli-
cations, more and more researchers are applying this technology in the strategy opti-
mization of task offloading and resource scheduling. For example, in the study [5, 6],
LSTM algorithm is used to dynamically predict the edge communication and computing
resources of mobile users, and make decisions based on the predicted future data. In the
face of the challenges of vehicle computing intensive applications, multi-agent training
reduces the instability in the environment and ensures that the strategy is updated [7].

3 System Model

Assumed that the intersection has two types of subgrade service units, including normal
and malicious, and are connected to each other through optical fibers. To improve the
model’s ability to identify malicious subgrade units and balance the allocation of edge
resources, this paper proposes a distributed resource scheduling algorithmTBMADDPG
based on trusted model and deep reinforcement learning, so that the system can identify
malicious subgrade units while reducing the overall time and energy consumption.

For all vehicles and subgrade units, the global trust matrix can be expressed as:
TrustMatrix(t) = [Trusti,j(t)]. In the description of the trust degree of the subgrade
unit, the trust coefficient of the subgrade unit in a certain time slot is defined as the
average of the global trust value of all vehicles, which can be expressed as: Trustj(t) =∑n

i=1 Trusti,j(t)/n.
In the model, the subgrade unit to provide vehicles also dynamic change of com-

puting resources, with the allocation rate denoted by T t
R. The global trust matrix of

the model is updated according to the interaction between the vehicle and the sub-
grade unit in each time slot. The vehicle’s own state information is first defined as:
si(t) = [

τmax,Er,j, tw,j
]
. And The system state space of the current timeslot t can be

defined as: St = (
s1(t), s2(t), · · · , sn(t), tw,m,T t

R,TrustMatrix
)
.

Since all the vehicle’s task is not completed by the vehicle itself is unloaded to the
calculation model of a calculated in subgrade unit, so the vehicle i in current time slot t
uninstall decisions can be expressed as a (m + 1) × 1 matrix. So, the system dynamic
space can be finally expressed as a (m + 1) × n matrix.

It can be seen thatwithin a certain time slot in the entiremodel can have (m + 1)n kind
action choice. As the increase of model of unit in the vehicle, the number of action space
will be to exponential growth make the space is too big, so as to cause the dimension



Research on Vehicle Networking Resource Management 47

explosion. Therefore, the multi-agent algorithm is adopted to solve this problem. In the
actual multi-agent environment, it is assumed that agent A can obtain the behavioral
strategies of other agents and train A’s own network according to the corresponding
experience generated. Each agent can learn by training several different strategies and
choosing a general strategy.

Suppose there are K agents in the centralized training process, and the network
parameters are θ = {θ1, θ2, · · · , θK }. The deterministic strategy of all agents can be
expressed as μ = {

μθ1 , μθ2 , · · · , μθK

}
. The deterministic policy μk for agent k is:

∇θk J (μk) = ES,A∼D
[∇θkμk(ak |sk)∇akQ

μ

k (S, a1, a2, · · · , aK )|ak=μk (sk )
]

For Critic networks, updates can be made according to the loss function:

Loss(θk) = ES,A,S ′,R
[(
Qμ

k (S, a1, a2, · · · , aK ) − y
)2

]

y = rk + γQμ′
k (S ′, a′

1, a
′
2, · · · , a′

K )|a′
j=μ′

j(sj)

(1)

The Actor network can be updated by minimizing the policy gradient of the agent:

∇θk J ≈ 1

Z

∑

j

∇θkμk(s
j
k)∇akQ

μ

k (Sj, aj1, a
j
2, · · · , ajK )|

ak=μk (s
j
k )

(2)

In order to ensure the stability of the training process, DDPG algorithm uses “soft
update” to update some parameters of the target network. The update relation is (Fig. 1):

θQ
′ ← τθQ + (1 − τ)θQ

′
(3)

Fig. 1. The algorithm diagram of TBMADDPG



48 Y. Li et al.

The specific training process of TBMADDPG algorithm is shown in Table 1.

Table 1. TBMADDPG training algorithm description for N agents

4 Simulation and Result Analysis

In order to verify the validity of resource allocation strategy based on trust model in
vehicle edge computing network, subgrade units are divided into normal subgrade units
and malicious subgrade units. The malicious subunit not only provides false computing
resources but also leaks task information, so the task should be avoided to be unloaded
into the malicious subunit. In the simulation, the model randomly selects two subgrade
units as malicious subgrade units. Regardless of the type of subgrade unit, all vehicles
have an initial trust rating of 0.5 in them.
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Fig. 2. Algorithm convergence curve

Figure 2 shows the training results of the TBMADDPG algorithm. As can be seen
from the figure, after several fluctuations, the algorithm reaches a stable state in 400
rounds. The effect of the model increases rapidly in about 100 rounds because the
multi-agent model first stores the experience group into its own experience pool during
interactive learning, and then trains the network when the capacity of the experience
pool is full. In fact, the model has achieved a good training effect in about 250 rounds,
so the training speed of TBMADDPG algorithm is still relatively fast, and a reasonable
unloading scheme with minimum delay and energy consumption based on the trust
model can be obtained.

5 Future Work

In the simulation of this paper, the proposed algorithms are all based on DDPG algo-
rithm. Considering the shortcomings of DDPG algorithm itself, other reinforcement
learning algorithms, such as PPO and A3C, can be adopted in the subsequent research
for simulation solutions, which may get better training results or achieve the purpose of
simplifying the work.

The actions taken by the agent in this paper are actually from the direct interaction
between the vehicle and the subgrade unit, and there is a “heavy unloading” situation
in real life, that is, some actions need to be judged by a third party whether to continue
to perform. In the face of this problem, the current reinforcement learning is difficult to
learn the optimal strategy because of the selfishness of the third-party system nodes.
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