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Abstract. With the outbreaks of recent cyber-attacks, a network intru-
sion detection system (NIDS) which can detect and classify abnormal
traffic data has drawn a lot of attention. Although detection time and
accuracy are important factors, there is no work considering both con-
trastive objectives in an NIDS. In order to quickly and accurately respond
to network threats, intrusion detection algorithms should be imple-
mented on both fog and cloud devices, which have different levels of com-
puting capacity and detection time, in a collaborative manner. Therefore,
this work proposes a packet assignment algorithm that assigns detection
and classification tasks for appropriate processing devices. Specifically,
we formulate a novel optimization problem that minimizes detection time
while achieving accuracy performance and computational constraints.
Then, an optimal packet assignment algorithm that allocates as many
packets as possible to fog devices in order to shorten the detection time is
proposed. The experimental results on a state-of-the-art network dataset
(UNSW-NB15) show that the proposed packet assignment algorithm pro-
duces similar performance to the optimal solution with regard to the
detection time and accuracy.

Keywords: Network intrusion detection · Packet assignment ·
Internet of things

1 Introduction

The advanced development of communication devices and networking technolo-
gies has enabled the explosive growth in data exchange and associated services in
computer networks [11], but also introduced extra challenges for network secu-
rity due to the increase of emerging cyber-attacks. A recent report by Forbes
has shown that the measured traffic of network attacks increases by three-fold
to more than 2.9 billion events worldwide in 2019 [3]. Therefore, it is essential
to develop a robust network intrusion detection system (NIDS) that can quickly
detect network intrusions with a high detection accuracy.
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A number of previous studies [1,4,5,8,12,15] have proposed various network
intrusion detection (NID) schemes which aim at detecting the network intrusions
based on advanced machine learning (ML) techniques. For instance, Moustafa
et al. [8] proposed an ensemble NID algorithm which combines different ML
models, including the decision tree, Näıve Bayes, and neural network to detect
abnormal packets generated by the network intrusions.

In addition, the study in [5] proposed a two-phase deep learning model which
can detect multiple types of network attacks. Specifically, their model first cal-
culates a probability that the network is attacked by network threats based on
the collected network data. Then, the network attack probability and other net-
work features are fed to a multi-label classifier for detecting types of the network
attacks.

With the primary focus on obtaining a high intrusion detection accuracy,
those previous schemes [1,4,5,8,12,15] are computationally expensive in general.
Thus, those schemes may not be implemented on real networking devices (e.g.,
gateways and switches) that often have limited computing and memory capabil-
ities. In those studies, the collected network traffic data are often forwarded to
an external computing node (e.g., a fog computing node or a centralized server)
with high computing performance CPU/GPUs and large memory, in which the
data are processed to detect the network intrusions. As a result, those schemes
generally have long detection latencies due to the long communication delay of
transmitting the collected data to the external computing devices.

To achieve low NID latency, few existing studies [6,9] have developed
low computational complexity NID algorithms which can be implemented in
resource-constrained networking devices (e.g., an FPGA-based gateway). For
instance, the authors in [6] developed and implemented an entropy-based NID
scheme on the data plane of the programmable network devices using the P4
programming language. More specifically, source and destination IP addresses
are collected and processed for detecting the DDoS attacks in real time. By pro-
cessing the collected data at the networking devices rather than sending the data
to the external stations, those studies can significantly reduce the NID latency.
However, they often suffer from the low detection accuracy due to the limited
computational complexity.

Generally, existing algorithms are suitable for a specific type of processing
devices and as a result only one factor (detection time or accuracy) can be
achieved. There were some initial works [10,14] on multi-level collaborative NIDS
which leverages the use of both the fog and the cloud computing levels. However,
there is no study which considers both detection time and accuracy factors. In
order to address the limitation of existing works, we propose a packet assign-
ment algorithm which can balance between two contrastive requirements (i.e.,
low detection time and high accuracy). In the network model, we assume that
two types of processing devices participate in the intrusion detection tasks in a
collaborative manner. Since gateways can detect abnormal data traffic within a
short time, we should allocate as many packets as feasible to gateways until the
accuracy and memory constraints are not satisfied. The remaining packets are
transmitted to servers for inspection. By doing that, we can make use of benefits
from gateways and servers.
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We summarize the main contributions of our paper as follows.

– We first formulate the novel packet assignment optimization problem with
the objective of minimizing detection time and constraints on detection and
classification accuracy as well as the computational capacity.

– We analyze and compare the detection and classification performance of two
different types of processing devices using state-of-the-art network traces.

– A novel and optimal packet assignment algorithm consisting of two phases
(independent assignment and collaborative assignment phases) is proposed
where each gateway makes a decision on which packets should be inspected.
More specifically, the independent assignment phase allocates packets for
gateways and servers based on the performance constraints and only the
closest gateway to a sensor is responsible for attack detection of that sen-
sor. Then, the collaborative assignment phase performs fine-tuning packet
al.location by considering the computational capacity limitation of gateways.
To achieve short detection time, packet assignment which exceeds the capac-
ity of a gateway should be forwarded to nearby nodes.

– We design practical network scenarios and conduct the experiments with dif-
ferent parameters to verify the effectiveness of the proposed packet assignment
algorithm.

– The experiments with different network parameters have been conducted and
results show that our proposed method is able to obtain a close solution to
the optimal one.

The rest of the paper is organized as follows. Section 2 introduces the net-
work model and assumption considered in this study. Section 3 presents the
problem formulation. Section 4 describes the proposed packet assignment algo-
rithm. Section 5 analyzes the evaluation setting and results. Section 6 concludes
the paper.

2 Network Model

We consider a network which consists of k sensors (or data sources), networking
devices (e.g., gateways, switch), and external processing devices (e.g., server or
cloud computers) as shown in Fig. 1. In this work, nodes are used to indicate
networking devices and external processing devices. Two kinds of nodes are able
to detect network attacks with different detection time and accuracy. Let us
define a set of sensors S = {1, 2, ..., k} and a set of nodes N = {1, 2, ..., n}.
Sensor i generates and sends packets to end devices in the network for data
storage with data rate ri. Each gateway is connected to one or several external
processing devices. Each node has specific features, e.g., the number of incoming
packets per second, the maximal number of packets to be inspected per second,
attack detection (task 1) capacity, attack classification (task 2) capacity denoted
by nin

j , nmax
j , aj,1, aj,2, respectively. We define vj as the node type, e.g., vj = 1

if node j is a gateway while vj = 2 if node j is a server. Since there are two
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types of nodes, we define N
1 as a set of gateway nodes (type 1) and N

2 as a set
of server nodes (type 2).

A routing algorithm (e.g., hop count-based) is used to forward packets to
destination addresses, which means routing paths for packets are determined in
advance. We use G(si) to indicate the closest gateway to sensor i which is in
charge of forwarding packets of sensor i according to the routing algorithm. For
example, G(s1) = {2} indicates that data collected by sensor i is first sent to
gateway 2 before arriving at a destination device. In addition, tij denotes the
detection time if node j is assigned to conduct the attack prediction task for
data from sensor i (tij > 0 with ∀j ∈ G(si)). For gateway j, we define S(nj)
and G(nj) as a set of sensors which have direct connection to node j and a set
of servers which are affiliated with node j.

NIDS has two related tasks: attack detection (or anomaly detection) and
attack classification. Nodes including gateways and servers are responsible for
conducting the two tasks. However, we assume that gateway nodes can only per-
form the attack detection task due to the limitation of memory resources and
computational capacity. Meanwhile, thanks to the large memory size and power-
ful processing units, server nodes can perform both detection and classification
tasks. For better understanding of performance difference between gateways and
servers, the evaluation section will compare the detection and classification accu-
racy using two different algorithms which are suitable for two types of processing
nodes.

Fig. 1. Collaborative NIDS for interconnected networks with homogeneous devices
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3 Problem Formulation

In this section, we present the formulation of an optimization problem for attack
detection and classification with the given network model. The optimization
problem is to minimize the detection time with performance and resource con-
straints of processing nodes. We first define decision variables as follows.

yij =

{
1, if node j is assigned to detect abnormal packets from ith sensor
0, otherwise

(1)

zij =

{
1, if node j is assigned to classify an attack from ith sensor
0, otherwise

(2)

Table 1 summarizes definitions of notations used in the problem formulation.

Table 1. Model parameters

Notation Description

k The number of data generated devices

n The number of processing nodes (gateways and servers) for NIDS

S A set of data generated devices

N A set of processing nodes (gateways and servers)

N
1 A set of gateways nodes

N
2 A set of servers nodes

ri Data rate of sensor i

nin
j The number of incoming packets per second at node j

nmax
j The maximal number of packets to be inspected per second at node j

aj,1 Attack detection capacity of node j

aj,2 Attack classification capacity of node j

vj Node type

G(si) The closest gateway to sensor i

S(nj) A set of sensors with direct connection to node j

G(nj) A set of gateways associated with node j

hij The number of hop counts from sensor i to node j

tij Detection time of node j for packets of sensor i

Based on the given routing paths in the network, we define hij as the num-
ber of hop counts from sensor i to node j. Assume that average hop-to-hop
propagation time is t0. The processing time at a hop is relatively small and



306 D. Thi-Nga et al.

can be ignored. Therefore, detection time of sensor i’s packets is estimated as
t(si) = t0

∑n
j=1 hij × yij and the average detection time of the whole network is

t0
k

k∑
i=1

n∑
j=1

hij × yij . The task assignment problem can be formulated as follows:

min
t0
k

k∑
i=1

k∑
j=1

hij × yij (3)

subject to
1
k

k∑
i=1

n∑
j=1

yijaj,1 ≥ ad (4)

1
k

k∑
i=1

n∑
j=1

zijaj,2 ≥ ac (5)

k∑
i=1

(yij + zij)ri ≤ nmax
j , ∀j ∈ N (6)

n∑
j=1

yij = 1, ∀i ∈ S (7)

n∑
j=1

zij = 1, ∀i ∈ S (8)

zij = 0, ∀i ∈ S, j ∈ N
1 (9)

zij ≥ yij , ∀i ∈ S, j ∈ N
2 (10)

Equation (3) represents the objective function which aims to minimize the
average detection time of all packets in the considered network. Inequalities
(4) and (5) make sure that the average detection and classification accuracy
should be at least the accuracy constraints ad and ac, respectively. Meanwhile,
constraint (6) indicates that packet assignment should not violate the compu-
tational capacity of nodes. Equations (7) and (8) ensure that only one node is
assigned for a specific task. Equation (9) guarantees that the intrusion classifi-
cation task is not assigned to gateway nodes. At the same time, inequality (10)
makes sure that a server node should perform both tasks if this node has already
assigned to task 1. If yij = 1, zij should be set to 1. Inequality (10) is included
in the optimization problem since we aim to minimize the packet transmission
cost.
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4 An Optimal Packet Assignment Algorithm

In this section, we will analyze the motivation of the proposed algorithm and
describe the two-phase algorithm procedure in details as follows. First, based on
the required detection accuracy, gateway j separately divides the incoming pack-
ets into two groups: group 1 processed by gateway nodes and group 2 inspected
by server nodes. Let pj denote the proportion of packets assigned for nodes in
group 1 and then (1 − pj) is the proportion of packets for nodes in group 2.
Assume that gateway and server nodes have detection performance a1 and a2,
respectively (aj,1 = a1 and aj,2 = a2,∀j ∈ N). The average detection perfor-
mance ad can be estimated as ad = pja1 + (1 − pj)a2. Therefore, to achieve the
required detection accuracy, we can determine packet grouping for gateway j as
below.

pj =
a2 − ad
a2 − a1

(11)

Note that gateway j has limited processing capacity, nmax
j , which means pjnin

j ≤
nmax
j . Then pj = min(

a2 − ad
a2 − a1

,
nmax
j

nin
j

).

Based on the analysis of accuracy and bandwidth constraints, we design the
optimal packet assignment algorithm which consists of two consecutive phases:
independent assignment and collaborative assignment phases. As can be seen in
Algorithm 1, in the first phase, gateway j assigns packets in a distributed man-
ner. The proportion of packets inspected by nodes in group 1 pj is estimated
by using Eq. 11. Then, gateway j randomly selects traffic packets for intrusion
detection with the probability pj and allocates the detection task of the remain-
ing packets to a server which is connected to gateway j. Since there can be
multiple servers (G(nj)) associated with gateway j, we assign a relatively simi-

lar load to these servers, i.e., yik ∼ B

(
1,

1 − pj
|G(nj)|

)
,∀i ∈ S(nj), k ∈ G(nj). Note

that notation x ∼ B(1, p) is used to indicate that random variable x follows the
Bernoulli distribution with mean p. At the end of phase 1, detection tasks are
assigned to gateways and servers based on the accuracy requirement. However,
there may exist some gateways who could not perform all allocated tasks due
to limited computing resource. Therefore, the proposed algorithm contains the
second phase where the limited-resources gateways decide which tasks should be
offloaded to nearby devices.

In the second phase, each gateway needs to check whether constraint on
bandwidth is achieved or not. If

∑k
i=1(yij + zij)ri ≤ nmax

j , gateway j could not
conduct intrusion detection on some packets, called uncompleted packets. Then,
gateway j needs to find neighboring nodes which can perform the detection task
on uncompleted packets. we use the hop count metric to measure the distance
between two nodes. If there is a nearby gateway l who is willing to help gateway
j and is closer to gateway j than the server connected to node j, we change task
assignment of packet i from gateway j to gateway l, (i.e., yij = 0 and yil = 1).
Otherwise, the server k which is dedicated to gateway j is selected to perform
the detection task on uncompleted packets.
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Input: Sensor set S, node set N

Output: Assignment of two tasks to nodes: yij , zij ,∀i ∈ S,∀j ∈ N

Initialize assignment:
yij ← 0, zij ← 0,∀i ∈ S,∀j ∈ N

Independent assignment phase:
for j ∈ N

1 do

pj ← a2 − ad
a2 − a1

/* compute pj using constraints on accuracy

*/
yij ∼ B(1, pj), ∀i ∈ S(nj) /* assignment to gateway j

follows Bernoulli distribution with mean pj */

yik ∼ B

(
1,

1 − pj
|G(nj)|

)
, ∀i ∈ S(nj),∀k ∈ G(nj) /* assignment

to server k has Bernoulli distribution with

probability
1 − pj
|G(nj)| */

end
Collaborative assignment phase:
for j ∈ N

1 do
i ← 1
if (yij = 1) & (i ≤ k) &

( ∑k
i=1(yij + zij)ri ≥ nmax

j

)
then

yij ← 0 /* remove task assignment for gateway j */
for l ∈ N

1 (l �= j) do
if hil ≤ hik with k ∈ G(nj) then

yil ← 1 /* l is a close gateway to node j */
end
else

yik ← 1 /* k is a server associated with node j
*/

end
end

end
i ← i + 1

end
Algorithm 1: An Optimal Packet Assignment Algorithm

5 Performance Evaluation

5.1 Experimental Setup

In this subsection, we describe a practical network scenario and network traces
for evaluation of the proposed algorithm. We consider a heterogeneous network
including sensors from different applications (e.g., smart home, smart healthcare,
smart city, smart agriculture). In each application, sensors are deployed and
connected in a sub-network, e.g.., 28 different sensors scattered around a smart
home [2,7]. Assume that each gateway is responsible to forward data of several
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sub-networks. The parameters of network scenarios are summarized in Table 1.
For edge devices, we consider Virtex-7 FPGA-based gateways since the Virtex-
7 FPGA board [13] with 64 Mb RAM is the most advanced experimental kit
manufactured by Xilinx. Each gateway can have 4, 8 Ethernet ports where a
half of them is used for incoming traffic and the remaining ports are dedicated
for outgoing data. Assume that each port of gateways can support data rate at
100 Mbps.

In this work, the UNSW-NB15 dataset is selected to evaluate the performance
of the proposed assignment algorithm. The UNSW-NB15 dataset includes real
normal and synthetic abnormal network traffic traces during a 16-hour experi-
mental period and consists of 9 attack classes. For our evaluation, the full dataset
is divided into a training data set of 175,341 samples and a test data set of 82,332
samples, and one third of the training data set is used as the validation dataset.
The validation set is used to find the best hyper-parameters for the predic-
tion model. In this traffic trace, around 68% of samples are normal while the
remaining data belongs to packets associated with one of 9 network attacks. The
UNSW-NB15 dataset provides 48 traffic features for each data connection. We
convert these features into 196 numeric attributes for the intrusion detection
model.

Table 2. Network scenarios

Parameters Values

The number of gateways 5

The number of servers 2

The number of sub-networks {15, 21}
Processing capacity of gateways 0.5

The number of available ports at each gateway {4, 6 }
Data rate of each sub-network 100Mbps

Intrusion detection accuracy requirement 73%

5.2 Performance Comparison of Processing Nodes

We select and compare performance of detection algorithms which are suitable
for gateways and servers based on their memory size and computing capacity.
Due to the resource limitation, a logistic regression-based intrusion detection
method is constructed for gateway nodes. Meanwhile, in order to gain improve-
ment over the logistic regression-based model, we use an autoencoder model,
which learns the latent representation of traffic packet, followed by a fully con-
nected neural network-based intrusion detection model for cloud nodes. The
performance of two constructed models are summarized in Table 3. We com-
pare two models in terms of the number of training parameters and detection
accuracy. The logistic regression-based detection model which consists of a signif-
icantly smaller number of training parameters and produces less accuracy (with
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roughly 16% difference) compared the neural network-based attack detection
model. For the evaluation of the proposed packet assignment algorithm in the
next subsection, we use the collected accuracy of the logistic regression-based
and neural network-based models as the detection accuracy of gateways and
servers.

Table 3. Performance of prediction models

Models No. of input features No. of parameters Accuracy (%)

LR-based detection 196 197 70.62

NN-based detection 196 25,791 86.3

NN-based classification 196 25,980 73.37

5.3 Evaluation of the Proposed Packet Assignment Algorithm

In this subsection, we describe a small example to show how the proposed packet
assignment algorithm updates the solution at different phases. Then, using a
larger network scenario as shown in Table 2, the proposed algorithm is verified
and compared to the optimal solution in terms of detection accuracy and time.

Figure 2 demonstrates the packet assignment when the number of sub-
networks and nodes are set to 10 and 5, respectively. Among 5 processing nodes,
the first three nodes are gateways and the last two nodes are servers. Gateways
1 and 2 have connected to four sub-networks while gateway 3 is responsible
for two sub-networks. The processing capacity of gateways is set to 0.5, i.e.,
each gateway should only perform network intrusion detection on 50% of sub-
networks. Assume that each gateway consists of 4 networking ports then only
2 sub-network flows can be inspected in each gateway. We use a binary matrix
consisting of ten rows and five columns to represent the assignment solution.
The value at the ith row and jth column represents the assignment of node j
to sub-network i, e.g., value 1 means assignment and 0 indicates no assignment.
At the initial phase, all values of assignment matrix are set to 0, i.e., there is no
assignment for processing nodes.

Then, in the next phase, the proportion of packets which are inspected by

each gateway is estimated. In this example, pj =
a2 − ad
a2 − a1

=
86.3 − 73

86.3 − 70.62
= 0.84.

Then, the number of sub-networks which are inspected by gateways 1 and 2 is
	0.84 ∗ 4� = 3. Similarly, gateway 3 should perform anomaly detection on one
sub-network in order to satisfy the detection accuracy requirement. Since there
are four sub-networks which forward data packets to gateway 1 and gateway
1 should detect intrusion for 3 sub-networks due to the accuracy constraint,
gateway 1 simply selects the first three sub-networks for intrusion detection
and sends data from the fourth sub-network to node 4 (server 1). After the
independent assignment phase has completed, anomaly detection for packets of
ten sub-networks are assigned to five nodes considering the accuracy requirement
as shown in Fig. 2(b).
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Finally, the collaborative assignment phase implements fine-tuning the cur-
rent assignment based on the computing limitation of gateways in order to min-
imize the detection time. Assume that each gateway can perform the intrusion
detection function for two sub-networks due to the limited memory and com-
puting capacity. As a result, gateway 1 needs to ask the neighboring node to
conduct the detection task for one sub-network. As can be seen in Fig. 2(c),
gateway 1 selects and forwards traffic data of the third sub-network to node 4
(server 1). Similarly, gateway 2 transmits packets of the seventh sub-network to
node 5 (server 2) for intrusion detection.

In order to evaluate the effectiveness of our proposed algorithm, we made per-
formance comparison between the proposed algorithm and the optimal solution.
Note that the optimal solution is obtained by using the brute-force search while
the proposed algorithm determines a packet assignment solution based on a dis-
tributed manner. As can be seen in Table 4, the proposed assignment method
produces similar detection time to the optimal solution in both cases of 15 and

Table 4. Performance comparison with the optimal solution

Proposed
algorithm

Optimal brute-force-based
algorithm

Average detection time
(15 sub-networks)

6.93t0 6.86t0

Detection accuracy
(15 sub-networks)(15 sub-networks)

75.84% 75.84%

Average detection time
(21 sub-networks)

6.67t0 6.67t0

Detection accuracy
(21 sub-networks)

75.1% 75.1%

Fig. 2. Packet assignment at different phases of the proposed algorithm, (a): Initial
assignment, (b): Independent assignment, and (c): Collaborative assignment
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21 sub-networks. For instance, if there are 15 sub-networks, average detection
time of our method and the optimal solution is 6.93t0 and 6.86t0, respectively
(t0 is the one-hop propagation time).

6 Conclusion

In this paper, we address the problem of balancing between detection time and
detection accuracy in a multi-level network intrusion detection system. In this
system, both fog and cloud devices are assigned tasks of anomaly detection and
classification in order to shorten the detection time while satisfying the accuracy
requirement. We define the novel optimization problem which aims to minimize
the detection time with constraints on accuracy and computational capacity of
computing nodes. Then, a heuristic packet assignment method is proposed to
find a solution for the optimization problem. The proposed method is evaluated
by using the UNSW-NB15 dataset and the results show promising performance
in terms of detection time and accuracy. As a future work, we plan to design an
intelligent and self-adaptive packet assignment algorithm which is able to learn
optimal solutions given the change of network conditions (e.g., the number of
sub-networks and the number of neighboring gateways).
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