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Abstract. With the popularity of the Internet and the increasing power of video
editing software, digital video can easily be tampered with. The detection of the
authenticity and integrity of digital video is very important. A video tampering
detection method based on multi-scale normalized mutual information is pro-
posed. Firstly, the mutual information is introduced into video tamper detection
and the normalized mutual information content of the video frames is extracted.
Then, based on the “scale invariance” feature of human vision, the mutual
information between frames is analyzed from a multi-scale perspective. The
multi-scale normalized mutual information is used to characterize the similarity
of content between video frames. Finally, the LOF algorithm is used to calculate
the degree of abnormality of the similarity coefficient sequence to achieve three
kinds of tampering detection in the time domain: deletion, insertion, and
replication. Experimental results show that the proposed method can effectively
detect tampered video.
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1 Introduction

With the continuous maturity of digital multimedia technology and the increasing
popularity of Internet technologies, the number of video files has increased dramati-
cally. Video file access has become easier. The people have been able to enjoy the
video feast brought by the Internet at any time. However, with the widespread using of
various video editing soft wares such as Adobe photoshop and Adobe premier CSX,
video files have been intentionally or unintentionally tampered with time [1, 2]. Once
these tampered videos are used in official media, judicial proceedings, insurance,
forensic evidence, etc., it is easy to cause misunderstandings or distort the facts of the
truth and have a tremendous impact on others and the entire society. Especially at the
current stage, the attention of the society to the security field has been increasing, and
the authenticity and integrity of multimedia video content have also become the focus
of public attention [3, 4]. Therefore, how to make scientific and reliable identification
of the originality, authenticity, and integrity of digital video has become a branch of
research in the field of modern multimedia information security.
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Compared with the tampering events of image and audio, the complexity of video
tampering technology is relatively large. People have high recognition of the authen-
ticity of video. Formally because of this, the video tamper is more harmful. At present,
the world has made remarkable achievements in image modification and forensics
research. However, digital video forensics technology is still in the preliminary
research stage. There are few scientific and technological achievements that can truly
detect various video materials [5]. At the present stage, most scientific research dis-
sertations are inspired by digital image forgery and forensic detection techniques. They
detect color changes by extracting color features, texture features, wavelet features,
lighting features, and noise features [6–9]. In addition, due to the coding specificity of
the video, extracting its GOP change characteristics or MPEG2 coding characteristics
can also achieve video tamper detection.

Aiming at the problems of deletion, insertion, and replication in the time domain, a
multi-scale normalized mutual information video tampering detection method is pro-
posed. This method extracts the inter-frame mutual information amount of tampered
video based on information theory, simulates the mutual information amount between
video frames based on human visual multi-scale, and uses multi-scale mutual infor-
mation to measure the similarity between video frames. Finally, the LOF algorithm is
used to determine the degree of abnormality between tampered video frames. Exper-
imental results show that this method can effectively detect three kinds of video
tampering in time domain, such as deletion, insertion and replication.

2 Content Similarity Calculation

When humans identify an object, regardless of the object’s distance, they can correctly
determine the object’s category. This is called “scale invariance.” Therefore, by per-
forming different scale analysis on the image, different details of the image can be
obtained, thereby making the analysis of the image more accurate. Using a multi-scale
normalized average mutual information model to measure the similarity between
adjacent frames is closer to the perceptual characteristics of the human visual system.

2.1 Multi-scale Analysis

The spatial information of different scales of a two-dimensional image can be calcu-
lated by convolving the image with the Gaussian kernel, as follows:

Lðx; y; rÞ ¼ Iðx; yÞ � Gðx; y; rÞ ð1Þ

where Iðx; yÞ is used to represent the gray value of the video frame image, Gðx; y; rÞ is
the Gaussian kernel function, and r is the scale space factor, which is the variance of
the normal distribution and reflects the degree to which the image is smoothed. Image
Gaussian pyramid transform is used to build multi-scale spatial information of video
frames.
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After the video frame passes the Gaussian pyramid transform, the image resolution
will decrease with the increase of the number of layers. According to the size of the
initial video frame, the video frame is generally transformed by 3–4 layers.

Gkðx; yÞ ¼
X2

m¼�2

X2

n¼�2

�wðm; nÞGk�1ð2xþm; 2yþ nÞ ð2Þ

where 1� k�N; 0� x�NRk; 0� y�NCk. NRk and NCk represent the number of rows
and columns of the k-th Gaussian pyramid image, respectively. w is a 2D 5th order
Gaussian window function
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2.2 Video Frame Mutual Information

Mutual information was first proposed by the American scientist Shannon, the father of
information. Its purpose is mainly to measure the size of another random variable
contained in the information of a random variable. Based on the technology of mutual
information in image processing, we apply it to video frames. For a given video
segment, each frame in the segment is viewed as a time sequence F1;F2; � � � ;Fmf g, and
each video frame Ft is a grayscale image. The amount of information provided by
video frame Ft can be measured by source information.

HðFtÞ ¼ �
XL�1

i¼0

pðliðFtÞÞ log2 pðliðFtÞÞ ð4Þ

where pðliðFtÞÞ represents the probability that the source Ft sends the symbol li, that is,
the probability that the li gray level appears in the frame B. Therefore, by definition,
HðFtÞ can be calculated using the grayscale histogram of video frame Ft.

Any two adjacent frames in a video sequence form a communication system. Then,
the amount of information provided when two adjacent frames appear at the same time
can be measured by the unity of the information theory.

HðFt;Ftþ 1Þ ¼ �
XL�1

i¼0

XL�1

j¼0

pðliðFtÞ; liðFtþ 1ÞÞ log2 pðliðFtÞ; liðFtþ 1ÞÞÞ ð5Þ
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For the communication system with Ft as the source and Ftþ 1 as the sink, the
average amount of information the sink receives from the source can be measured by
the average mutual information.

MIðFt;Ftþ 1Þ ¼ HðFtÞþHðFtþ 1Þ � HðFt;Ftþ 1Þ ð6Þ

The value of MIðFt;Ftþ 1Þ can measure the visual content similarity between
adjacent video frames HðFtÞ and HðFtþ 1Þ. It is called the single-scale content simi-
larity operator.

2.3 Multi-scale Normalized Mutual Information

We combine the two methods of mutual information and multi-scale analysis between
images, and introduce multi-scale normalized mutual information to measure visual
content similarity between video frames. First, multi-scale analysis is performed on
adjacent video frames to obtain Gaussian pyramid images for each layer. Then, the
normalized average mutual information is calculated at each layer. Finally, the
weighted sum of the normalized mutual information for each layer is normalized, and
the result is a multi-scale normalized mutual information amount.

The formula for multi-scale normalized mutual information of adjacent video
frames is as follows

qðtÞ ¼
Xn

k¼0

wk � HðFtðkÞÞþHðFtþ 1ðkÞÞ
2HðFtðkÞ;Ftþ 1ðkÞÞ ð7Þ

where wk represents the weight, HðFtðkÞÞ denotes the k-th layer Gaussian pyramid
image in the t-th frame, HðFtðkÞ;Ftþ 1ðkÞÞ is the joint entropy of the kth Gaussian
pyramid image between the t-th and t + 1-th video frames.

In this thesis, for a given video segment, it can be converted into a visual content
similarity sequence qð1Þ; qð2Þ; � � � ; qðM � 1Þf g by mutual information operator. The
data sequence is one-dimensional data that describes the similarity of the content of the
image sequence within the video segment.

2.4 Content Similarity Abnormality Measure

The degree of outliers of a data is not only related to its own data, but also related to the
degree of outliers of the surrounding data. Therefore, the relative value of the average
local density in the data point domain is used to describe the degree of data anomaly.
For data point qðiÞ, the degree of abnormality is specifically defined as

Lof ðiÞ ¼
�lrdðjÞ
lrdðjÞ ð8Þ

where �lrdðjÞ represents the average of all points in the decentralized neighborhood with
qðiÞ as the center and DkðiÞ as the radius. Lof ðiÞ is called the abnormality of data B.
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The value of the degree of abnormality Lof ðiÞ of data qðiÞ measures the degree of
anomaly of the data object qðiÞ relative to the surrounding data points. The larger the
value of C, the higher the degree of abnormality is. This shows that the visual content
of the i-th frame differs greatly from the visual content of the video frames before and
after it. Once the variability exceeds a pre-set threshold, it is reasonable to consider the
data location as a tampered or stopped position of the video frame.

3 Algorithm Design and Implementation

Although the video encoding formats are different, they all have a high-speed frame
rate, generally higher than 24 frames/second. Therefore, there is a high degree of
similarity in visual content between video frame sequences. This paper measures the
similarity between two adjacent frames by constructing multi-scale normalized mutual
information descriptors between adjacent frames. The degree of abnormality of the
similarity data sequence is established by means of the LOF algorithm. Once the video
has been tampered with, the value of the sequence of the degree of similarity of the
similarity sequence will change significantly. By setting a reasonable exposition to
detect a relatively large coefficient of abnormality, the location of the video that has
been tampered with is determined.

The basic steps of video tamper detection designed in this paper are described in
detail as follows.

(1) Read the video segment to be detected, separate the video frames, audio and other
elements in the video segment to be detected, and obtain the frame sequence.

(2) RGB color video frames are converted to grayscale frames.
(3) Calculate the Gaussian pyramid transform for each frame of image.
(4) Calculate the histogram of the Gauss pyramid image at each level and the joint

histogram of adjacent frames.
(5) Calculate the multi-scale normalized mutual information operator of the t-th

frame.
(6) Calculate the degree of abnormality sequence Lof ð1Þ; Lof ð2Þ; � � � ; Lof ðM � 1Þ� �

of the similarity sequence.
(7) Set the detection threshold b. For the i-th degree of abnormality Lof ðiÞ, if

Lof ðiÞ[ b, it is determined that the degree of similarity can be an outlier data
point, thereby determining that the i-th frame is the starting point of the tampering
position. Otherwise, it is considered that the i-th frame is not the starting point of
the tampered position.

According to the basic steps of the algorithm, the three types of tamper detection
flowcharts for deleting, inserting, and copying in the time domain are shown
in Fig. 1.
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4 Experimental Results and Analysis

4.1 Experimental Data

The existing video tamper detection technology does not have a unified video library.
Various detection algorithms use self-captured video or some network resources for
experimentation. Therefore, this article uses self-built test database. The video library
downloads eight YUV format video clips from the literature [10]. The relevant
parameters of the video are shown in Table 1.

Video library original video clips Video tamper is mainly to use some video editing
software to modify the video content, time stamp, encoding format, etc., resulting in the
destruction of the original video’s authenticity and integrity. This paper mainly detects
the time domain tampering in the video tampering method, including inter-frame
deletion, frame replacement, and frame insertion.

Video tampered

Decompose into a sequence of video frames

Gaussian pyramid transformation

Neighbor Frame Normalized Mutual Information Extraction

Adjacent frame similarity coefficient calculation

Similarity sequence anomaly calculation

Is greater than the threshold?

No tampering in video

Video to be detected

Fig. 1. Multi-scale normalized mutual information tamper detection process
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4.2 Tamper Detection Results

The computer configuration used in the experiment was Intel 2.2 GHz CPU, 4G RAM,
750G hard disk, and Microsoft Windows 7 64 bit operating system.

For tampering with the clip Video-1 in the video library, the clip is obtained by
deleting 80 to 123 video frames of Video-1. The calculated anomaly curve is shown in
Fig. 2.

It can be seen from Fig. 2 that the abnormal value of most frames is less than 3,
while the abnormal value of the 79th frame far exceeds the abnormal values of other
frames. Therefore, it can be considered that there is a tampering between the 79th and
80th frames. This position is consistent with the deletion of the 80th to 123th frames of
the original video. Therefore, the 79th position detected by the algorithm is correct.

For tampering with the video-3 in the video library, the clip is formed by inserting a
copy of the video frames 210 to 230 of Video-3 into frames 149 and 150. The cal-
culated anomaly curve is shown in Fig. 3.
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Fig. 2. The abnormal curve of the tampered video clip Video-1

Table 1. Video library original video clips

Video number Name Number of frames Resolution

Video-1 hall_cif_yuv 300 352 � 288
Video-2 coastguard_cif_yuv 300 352 � 288
Video-3 coastguard_cif_yuv 300 352 � 288
Video-4 silent_cif_yuv 350 352 � 288
Video-5 pans_cif_yuv 150 352 � 288
Video-6 bus_cif_yuv 200 352 � 288
Video-7 flower_cif_yuv 300 352 � 288
Video-8 mobile_cif_vuv 300 352 � 288
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It can be seen from Fig. 3 that there are two locations where the outlier exceeds the
threshold 10, that is, 149 and 170, and the outliers at other locations do not exceed 3.
This shows that there is a big difference in the visual content between the 149th and the
150th frames, and there is also a big difference in the visual content between the 170th
and the 171th frames. Experimental results confirm that abnormality detection is
correct.

4.3 Performance Comparison

In order to evaluate the performance of the algorithm, this paper uses the traditional
detection accuracy rate Rp and the detection rate Rr. Two performance indicators are
defined as follows

Rp ¼ NC

NC þNF
ð9Þ

Rr ¼ NC

NC þNM
ð10Þ

where NC indicates the number of detected abnormal points, NF indicates the number
of abnormal points detected by mistake, and NM indicates the number of abnormal
points that are missed. In theory, the larger the Rp and Rr values corresponding to the
tamper detection method, the better the detection performance is. Through statistics and
calculations, the indicator values shown in Table 2 are obtained.
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Fig. 3. The abnormal curve of the tampered video clip Video-3

Table 2. Video tamper detection performance comparison

Correct Lost Misdetection Rp Rr

Proposed method 28 1 2 90.32% 93.33%
Nonnegative tensor method [11] 19 7 5 73.07% 69.16%
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The data in Table 2 shows that the tamper detection accuracy and detection overall
rate using the method proposed in this paper are significantly higher than the Non-
negative tensor method. The detection accuracy of this method is 90.32%, which is
17.25% higher than the Nonnegative tensor method. In terms of overall detection rate,
this article reached 93.33%, an increase of 24.17% over the Nonnegative tensor
method. Statistical indicators show that the proposed algorithm has better detection
performance for video tampering.

5 Conclusion

This paper studies the detection of frame deletion, frame replacement and frame
insertion in digital video. A digital video tamper detection method based on multi-scale
content similarity between frames is proposed. This method can analyze the mutual
information between adjacent frames in multiple scales from the perspective of human
visual effects perception, and implement video tamper detection through multi-scale
normalized mutual information and LOF algorithm. The experimental results verify the
validity of the detection method. This method provides a new idea for digital video
tamper detection.
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