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Abstract. Since malicious cyber attacks are common in modern indus-
try, cyber security has become an important issue. Motivated by this, a
novel feedback watermark approach is proposed to defend cyber phys-
ical systems against replay attacks in this paper. Specifically, we pro-
pose a new secure control framework to defend systems against replay
attacks, where a feedback channel and a feedback control function are
constructed. We address the problem starting from the problem formula-
tion with a linear quadratic Gaussian (LQG) controller, a Kalman filter
and a x? detector. We investigate the LQG performance with replay
attacks and study the LQG performance loss after adding feedback
watermarks. It is also proved that the detector output will converge to
a new steady point with a class of feedback function when an attacker
launches replay attacks. It is shown that our approach can increase the
probability of detecting replay attacks. Finally, we show the validity of
feedback watermarks with a numerical example.

Keywords: Cyber physical system - Physical watermark - Replay
attack

1 Introduction

Nowadays, due to the development of hardware equipment and telecommunica-
tion, more data has been used to guide industrial processes. Networks are more
effective to deal with the explosion of data, and hence are frequently used in
cyber physical systems (CPSs). However, the openness of networks has caused
many drawbacks in security [6]. For example, Stuxnet Worm [13] destroyed the
centrifuges in Iran. Such malicious attacks may even be harmful to people’s lives.
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Therefore, cyber security has become a significant issue in industry and detection
of malicious attacks is an urgent problem to be solved.

There are two types of malicious attacks widely concerned in the research
community. The first one is denial of service (DoS) attack, which enables attack-
ers to jam communication channels. DoS attacks are simple to launch and hence
have been adopted by malicious hackers in many cases (see e.g. [7]). However,
DoS attack consumes more energy and is not disguised. Signal to interference
plus noise ratio (SINR) is frequently used to construct the energy consump-
tion of DoS attacks and researchers have proposed different strategies to defend
CPSs under DoS attacks. For example, based on game theory, Li et al. [8] has
developed a framework design the transmission strategy, which can be used to
defend remote estimation. De Persis et al. [3] has designed secure control in linear
systems under DoS attack by appropriate scheduling of transmission time.

False data injection (FDI) attack, the second type of attack, is more destruc-
tive since it has the ability to generate malicious signals. However, it is not easy
to launch this type of attack since most of the malicious FDI attacks (e.g. [11])
need full knowledge of the system. Detection of false data injection attacks is
hard and many people have proposed different methods to detect this type of
attack. For instance, Li et al. [7] separated sensors into benign ones and suscep-
tible ones. They designed a fusion algorithm to distinguish malicious sensors.

Replay attack is one of false data injection attacks, which only needs to
record sensor measurements and replay them to a fusion center. In other words,
it does not need any knowledge about the system. Because of the simplicity of
replay attacks, it could be utilized in many scenarios (e.g., the Stuxnet Worm
[13]) and even bypassed detectors. Therefore, we concentrated on detection of
replay attacks in this paper. To be more specific, we utilize physical watermarks
to detect replay attacks.

In order to detect malicious attacks, physical watermarks are small noises
added to the control input, which were originally proposed in [12]. Mo et al.
[10] have extended the result to general controllers, and they designed a specific
detector to detect replay attacks. Weerakkody et al. [15] have used physical
watermarks to detect false data injection attacks when some of the controllers are
eavesdropped by the attacker. To reduce the performance loss and increase the
detection rate, Miao et al. [9] applied a game theoretic approach in the watermark
design to detect replay attacks. They developed an algorithm to calculate a sub-
optimal solution in a finite time case. Huang et al. [5] applied watermarks to
guard remote estimation. Satchidanandan et al. [14] have equipped CPSs with
Neyman-Pearson detectors and used watermarks to defend systems. Fang et al.
[4] added watermarks with a periodic schedule to reduce performance loss.

In this work, a novel feedback watermark approach is proposed to defend
CPSs against replay attacks. First, we formulate the whole system and analyze
the effects of replay attacks. Furthermore, the system performance is investigated
after adding feedback watermarks. Then we introduce feedback watermarks and
propose a formula to design the feedback control function. With the above
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function, it is proved that feedback watermarks are more efficient. We summarize
the main contributions of this paper as follow:

(1) The effects of replay attacks are investigated. To be more specific, we show
that the system is stable under replay attack if the system matrix A is
Hurwitz.

(2) We propose a novel feedback watermark approach, which can be seen as an
extension of the existing works [10]. Moreover, we study the LQG perfor-
mance loss after adding the watermark. It is shown that the detection rate
will increase to a new steady point and our method is more effective than
the method in [10].

(3) A design formula is given to design feedback control function, which can be
utilized to generate physical watermarks. One can develop specific feedback
control function based on our formula.

The rest of this paper is organized as follows: in Sect. II, we formulate a
CPS with a Kalman filter, a controller and a y? detector. In Sect. III, we deeply
investigate the effects of replay attacks. Section IV proposes the feedback water-
mark approach and investigates a formula to design feedback control function.
In Sect. V gives a numerical example to show the validity and advantages of the
proposed methods. Section VI provides some concluding remarks.

Notation: R represents the set of real numbers. E(-) is the expectation of
a random event. .4 (u, ) denotes a Gaussian distribution with mean g and
covariance matrix 2.

2 Problem Formulation

2.1 System Dynamic and Kalman Filter
Consider the following discrete linear invariant system:

Ty1 = Axy + Bug + wy, (1)
yr = Cxp, + v, (2)

where zj, € R” and y; € R™ is the state and the measurement output. u; € R!
is the control input. wy and vy is the Gaussian noise with covariance @) and R. It
is assumed that wj, and v; are independent of each other, wy, is independent of
wj,Vj # k and vy, is independent of v;,Vj # k i.e.,E[wkva] =0,Vk, 7, E[w;cij] =
0,Vk # j and E[vkva] =0,Yk # j.

A Kalman filter is used in this paper to estimate the state, it is well known
that a Kalman filter can be expressed in an iteration form:

g1 = AZp_1p—1 + Bug—1,
Pyj—1 = APy 51 AT +Q,
K, = Pyjj—1CT (CPyp1 CT + R)7H,

ik = Tijp—1 + Kelyp — Cp—1),
Py = (I = K C) Pyjie—1,

A~ o~~~
S Ot
—_ = L D

EN|
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where Py_y = E[(#x — Zppp—1)(@r — Zxpe—1)"] and Py = E[(z — &) (21 —
Ty ©)T]. It should be pointed out that a Kalman filter will enter the steady state
exponentially fast. Therefore, it is without loss of generality that we assume the
Kalman filter run in the steady state at the beginning, i.e.,

Po1 = P.Ky = K,Tly = (I — KC)P, ®)
jk\k—l = Aik‘k + Bug_1, (9)
Tk = Trjp—1 + K(yr — Copj—1), (10)

where P £ limy oo Pyp_1, K £ PCT (CPCT + R) ™.

2.2 Linear Quadratic Gaussian (LQG) Optimal Control

The LQG controller in this paper minimizes the infinite time linear quadratic
objective function [2] as follows:

T—1
- 1
J = min Th_r)nOO E{T kz_% (zf Wag +ui Uug) | }, (11)

where W and U are semidefinite matrices. Given the state estimate 2y, a fixed
gain controller will solve the minimization problem, taking the following form:

up = uf = — (BTSB+U) "' BT SAdy, (12)
where uj, is the optimal control input, and S is the solution of the following
Riccati equation [2]:

S=ATSA+W — A"SB (BTSB+U) ' BTSA. (13)
Let us define L £ — (BTSB + U)_1 BTSA, then
uy, = L. (14)

Using the above fixed gain controller, J becomes a constant dependent on system
parameters: [2]:

J = trace(SQ) + trace [(ATSA+ W — S) (P — KCP)]. (15)

2.3 x2 Detector

A 2 detector is a very commonly used detector to detect abnormal behavior
in a system. Let us define 2, = yr — CZyp_1. Then, a x? detector takes the
following form:

k

o
gk = Z 2] Pl s 7, (16)
i=k—7 +1 7
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where & = CPCT + R, .7 is the window size and 7 is the threshold. /% denotes
that the system is operating normally, and J#{ denotes that an attacker imple-
ments an attack strategy 2. The probability of detection (i when the system
is under attack and the probability of false alarm «y, are defined respectively as

Br 2 Pr(gy>n|AA), ar=Pr(g>nl|Hk). (17)

In this paper, the window size .7 is set to be 1. However, it is trivial to extend
our results to the scenario where .7 > 1 by vector stack.

2.4 Some Lemmas

Before introducing replay attacks, the following lemmas are recalled here to
facilitate the understanding of the paper:

Lemma 1. [1]

(i). z is a Gaussian distributed vector with probability distribution function
(PDF) ~ A4 (0, 22).

(ii). Elzfz] =0, Vk # 1.

Lemma 2. [10] Define o/ = (A+ BL)(I — KC). If o/ is stable, the detection
rate By will converge to ay, i.e.,

lim 61@ = Q. (18)

k—o0

Conversely, if </ is unstable, the detection rate By will converge to 1, i.e.,
klim Ok = 1. (19)

Remark 1. Lemma 1 and Lemma 2 are technical and used in the proof of The-
orem 1.

3 Effects of Replay Attacks

In this section, we concentrate on the detector performance provided the attacker
is launching a replay attack. Without loss of generality, it is assumed the replay
attack begins at time 0. Following [10], we can think of y;s (the attacker’s
records) as outputs of the following virtual system:

zy = Az}, + Buj, + wy, (20)

v, = Czy, + v, (21)
Thop1lb41 = Teprp T K2 (23)
= Ly + 1)

where Auj, ~ (0,2"). Define &o_; — %Ifl =& and 2} =y, — Cppp_q. It is
worth pointing out that 2} is the innovation when a replay attack occurs.



Detection Against Replay Attack: A Feedback Watermark Approach 707

Assumption 1. o is stable.
Assumption 2. x¢ is independent of x(, w}, and vj,.

Remark 2. Even though the two assumptions seem very harsh at the first sight, it
is reasonable since a replay attack will be detected immediately if 7 is unstable.
Then, we don’t need to design a mechanism to detect replay attacks. Moreover,
an attacker is more likely to record a long period measurements. And the replay
part signal is almost independent to the real time signal (zg) due to the system
is stable. It should be noticed that z}, £y — Cx;‘kfl is independent of x;, since
Assumption 2 holds.

Theorem 1. Under the Assumptions 1 and 2, the system will be stable if A is
Hurwitz. When A is Hurwitz, the LQG performance under a long period replay
attack without being detected is:

J = trace(W P?), (25)

and P® € R?" satisfies the following equation,

Po— APUAT + B [f)? {;} BT, (26)

A+ BL BL I 0

where W = ,Az[ 0 A}andB:{—IK}

W+ LTUL LTUL
L'uL LTUL

Proof. Rewrite Tp41)3 as

Tpy1p = D -1+ (A+ BL)Ky;. (27)
For the virtual system,

£;€+1U€ = szi"%lk_l + (A+ BL)Ky;,. (28)
Then it can be shown that

zi =Y — Oy + C2pq — Cyp
=2 + C(@p—1 — Thjp—1)
=2z, — Car*e. (29)

Considering o7 is stable, this shows the residue under attack will coverage to the
normal residue z}, which means that a replay attack can bypass the x? detector.

Tpqifet1r = Trprp + K2k
= (A + BL)fk“c + Kz,‘;
= (A+ BL)dy + Kz}, — KCa/*¢. (30)
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The system dynamic (1) combined with (14) can be rewritten as:
Tht1 = (A + BL)xk + BLep, + wy. (31)

Now Let us define e, £ &, — @k, 0 = [z1, e} ]" and P¢ £ E(0x0F). Subtracting
the above two equations, it can be obtained

epi1 = Aeyp + Kz, —wy, — KCo/®e, (32)
and
Ori1 = Af) + B [‘;ﬁ] + BEarte, (33)
k
~ |A+BLBL| 5 |1 O ~ 0
where A = [ 0 A],B— {—IK and F = [—KC’]'It can be observed

that the estimation error will go to infinity when the system parameter A is not
Hurwitz and hence the system will be unstable. When A is Hurwitz, one can
obtain limy_. P¢ = P?, which satisfies the following condition:

Po— APUAT 4 B {f{ % BT (34)

It can be obtained that

~

1
lim E{T (xfok + u{Uuk)

T—o0

J

}

=

| [0 + [LTUL LTUL
= fm B [ <9k {0 0} O + 0 [LTUL rror) % )|}

!
- o

=

=0
= trace(W P%), (35)

W+ LTUL LTUL

where IV = [ LTUL LTUL

} . This ends the proof. |

Remark 8. Since a replay attack is usually launched for a long time [13] and &7
is a Hurwitz matrix, it is reasonable to omit the last term of (30). Moreover, if
an attacker has the ability to eavesdrop the sensor measurements, the time to
begin replay attacks will be chosen carefully to avoid being detected, meaning
that yo and y, will be chosen to be approximately the same and hence & will be
small. Therefore, a replay attack cannot be detected easily when &/ is stable

4 Detection of Replay Attacks

In order to defend against replay attacks. Mo et al. [12] proposed a physical
watermark approach, where physical watermarks denote small noises in the con-
trol inputs. To be more specific, the watermark signals are only known to the
system and the attacker has no information about it. In order to efficiently



Detection Against Replay Attack: A Feedback Watermark Approach 709

A

a

Mk
—| Attacker [«

=) Uiy Vel i

monitor/control

u )’(‘/. v
k < klk [ :
< | Estimator |<—

Detector |« =
f(gy) | eector ] yk_ka\k—l

Fig. 1. System architecture

detect malicious attacks, we propose a feedback watermark approach, where
we connect the physical watermark with the detector output (See Fig.4). Let
Auj ~ A(0, Q) denote the ordinary watermark which is independent of g, wy
and vy for all k, our feedback watermark is given by:

Auy, = [(gk) Aug, (36)

where f(-) := RT — [0,4] is a measurable function to control the watermark
signal. Therefore, we call this function as a feedback control function. The rea-
son why we adopt an upper bound § here is to avoid an unbearable physical
watermark. Otherwise, a small malicious signal may lead a serious consequence
in the control system. In other words, we would like to adopt a mechanism to
increase the covariance of watermarks with a relatively small impact on the sys-
tem when the system is under attack. Furthermore, if f(g;) = 1, we may obtain
the ordinary watermark as in [10], meaning that our approach is an extension
to the existing ones.

In the next part, we want to explore the effects of the feedback control func-
tions f(+). f(-) can be designed according to Theorem 2. First, let us explore the
LQG performance loss after adding physical watermarks.

Theorem 2. When there is no attack, the LQG performance J' after adding
feedback physical watermark is given by

J =J+ AJ, (37)
where AJ = htrace ((BT'SB+U) Q), with h =E[f(g0)?.

Proof. The proof is similar to the proof of Theorem 1 in [12] and hence is omitted
here. u
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The next theorem shows that the covariance of Auy is larger when the system
is under attack, i.e., E[f(gx)?] > E[f(g})?]. Therefore, our approach can be used
to defend systems against replay attacks.

Theorem 3. Let h(z) £ f(x)%. If h(z) is a monotone increasing truncation
function, then the following statements hold:

(i) E[h(gr)] will converge to a steady point h,

(i) limg—.c E(gi) = m + trace (CT P1CX) , where ¥ = U + W, U satisfies
Y —hBOBT = % AT and W satisfies W — hBOBT = 7w 7.

Proof. The system dynamic now becomes:
Tpt1 = Azxy, + Buy + BAuy, + wy, (38)
and thus z}} can be recalculated as

2 = Yo — Cpp_y + Oy — Cgpr
= Z;; + Cﬂ(.f?;g_l‘k_z — j:k—l\k—2) — CB(Aug_1 — Au;c—l)

k—1
=2, — Ca*¢ — CY /"7 B(Au; — Auj)
=0
k—1 4
=2, — C*¢—CY A TTIB(f(gh) Au; — fgi)Au’).  (39)
=0

Then, it can be calculated that

E(zp227) =E{zp,2] + Ca*eeT (%) CT

k-1
+C > g T BAu Auf BT ()T T
i=0
k—1 ) )
+C Y h(g)) e T BAu; AT BT (o )T O
=0
k-1 ) ]
=2+ CaPee (7M)TCT + C Y Elh(gh)e* ' BOBT (" H)TCT
i=0
k—1 ) )
+C Y Eh(g))e " T BOBT (o/F 7 HTCTY, (40)
=0

where the superscript a helps to clarify vectors under attack. Since C.Z*¢€T
(*)TCT will be close to zero arbitrarily when k is large enough, this term is
omitted in the following proof. Now (40) becomes

k—1
E(epz") =2 +C ) Elh(g))o* " BQBT (/51T CT
=0
k—1
+C Y Elh(g)]e* " BOBT (/¥ HTCT. (41)

=0
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First, we show that E[h(g¢)] > E[h(g§)]. Define Xy £ E(282¢7), it is trivial
to prove X > Y. Also, let v = P228 ~ N (0, P25,P2) and v& = P22% ~
A(0, 9%219%). Suppose zf is a scalar, i.e., m = 1, it can be shown that (recall
that the window size . = 1)

E[h(91)] - Elh(g5)] =E[h (217 27"21)] — Elh (7 27" 25)]

B3 (03)dof — / h(0@2)po(u8)dvg

h(v?) (p1(v) = po(v)) dv

Il
%%%\%\

B(02) (1 (0) — po(v)) dv + / (v — polv)) dv

(Y

h(8?) (p1(v) — po(v)) dv + / ) @1 (0) = ) e

=0, (42)

where V = {v|p1(v) < po(v)} and v satisfies p;(0) = po(¥). Since the density
function of a Gaussian distribution is symmetrical and h is a monotone increasing
function, the inequality holds. When zi is a vector, the additional step in the
proof is to diagonalize the covariance matrix first and then the following proof
is similar. Hence, we omit the detailed proof for the general case here.

Now, it is trivial to see that Xy > X1 and E[h(¢9)] > E[h(¢{)]. Following the
same procedure, it can be shown that E[h(gy + 1%)] > E[h(g})]. Combined this
with E[h(g#)] < 42, it can be concluded that limy_, E[h(g¢)] = h, which proves
(i). To prove (ii), it can be shown from (i) and the last two terms of (41) will
converge to the steady state given by the Lyapunov equations that

lim X = X. (43)

k—oo
It can be calculated that
lim E(gx) = lim E(z¢T 227 128)
k—oo k—o0
= lim trace (ﬁflﬂk)

k—oo
=trace (2 (2 +CECT))
=m + trace (CT 21CY), (44)
which finishes the proof. |

Remark 4. It should be emphasized that h is a monotone increasing function
since we would like to generate a larger physical watermark when the system is
in anomaly. Tt is also worth pointing out h > h by E[h(g)] > E[h(g¢)], meaning
that our approach is more effective when the AJ is the same. This shows that
our method will have a higher detection rate compared with that in [10] when
the performance loss is the same. Furthermore, the detector proposed in [10] can
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——System State
10+ = Kalman Filter Estimate

0 50 100 150 200 250 300 350 400
Time, k

Fig. 2. System state and Kalman Filter estimate under replay attacks.

— Ordinary Watermark in [12]
— Feedback Watermark

Asympototic £y,
o
T

/ Iy \f‘ [}
:I\l‘n,r,"“\\’,.,“ I"f \,\J,"‘l ;,q

1 1 1
50 100 150 200 250 300 350 400
Time, k

Fig. 3. Comparisons between feedback watermark and ordinary watermark in [10].

also be utilized in this paper. Actually, any detector using statistical properties
of the innovation z;s can be used in this paper. We adopt x? detector in this
paper for the brevity of explanations.

5 Numerical Example

In this section, we provide a numerical example to show the effectiveness of
our approach. The system parameters are as follow: A =08, B=1,C =1,
Q=1R=01,W=1,U =1, = 10 and the feedback function is chosen
as f(z) = v/x, which means that the square root of the output of x? detector
is directly multiplied with the ordinary Auj. The upper bound ¢ is chosen as 5.
Under this condition, h = m.7 = 10 is the standard expectation of a x? detector.
AJ with feedback watermarks can be calculated by Theorem 2 as AJ = 23.70.

It can be seen from Fig. 2, the estimate deviates from the system states when
the replay attack begins at time step 201. Therefore, the controller can not have
a satisfactory LQG performance.

In order to compare with the existing watermark approach in [10], we make
AJ the same in the two methods. Thus, we set @ = 0.02 in our method and
Q = 0.2 in the ordinary watermark. Moreover, the false alarm rate is set to
be 0.001. The attacker records the measurements from time 1 to time 200 and



Detection Against Replay Attack: A Feedback Watermark Approach 713
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Fig. 4. Comparisons between feedback watermark with different Os.
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Fig. 5. Comparisons between feedback watermark with different ds.

replay them between time 201 and time 400. The results are the average of 1000
times experiments.

From Fig. 3, one can see that feedback watermark is more effective than the
ordinary one. We wish to investigate the detection rates with different Os. To
do this, we set § = 2 and Q7 = 0.1, Q; = 0.2, Q; = 0.3. From Fig. 4, one can
find that a larger Q can lead a larger detection rate.

To better illustrate the effect of the upper bound §, we set d; = 2, do = 4,
03 = 6. In this case, @ = 0.1. It is important to recall here that a larger 6 means
the system can endure a larger noise. It is immediately seen from Fig. 5, a larger
¢ is beneficial to the detection rates. However, the choice of a larger § increases
the uncertainty of the whole system.

We also give a diagram Fig.6 demonstrating the detection rates with dif-
ferent parameters. A system designer can choose the feedback control function
according to this diagram.
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6

\ Y
A\ \ \ ,
o 09
20 \“,,b o7 ~ . o0 —
1 \ R 03 [y —
0.05 0.1 0.15 Q 0.2 0.25 0.3

Fig. 6. Detection rates with different Qs and ds.

Finally, it is worth pointing out here that our feedback approach can be uti-
lized to generate dependent watermark in [11]. Moreover, other works mentioned
in the introduction mainly focus on other scenarios. Hence, we omit the other
comparisons here.

6 Conclusions

In this paper, a feedback watermark approach has been designed to detect mali-
cious replay attacks. First, the effects of replay attacks have been analyzed.
Then, we discussed the LQG performance loss after adding feedback watermark.
It has been proved that the detector output converge to a steady point when a
class of feedback function is utilized, meaning that our approach is more effective
than the ordinary watermark. Finally, we have shown the validity of feedback
watermarks with a numerical example. However, since the feedback function can
be designed in different forms, we will explore more efficient feedback functions
in future work.
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