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Abstract. Access control is important for IPFS and collusion resistance is a basic
requirement in traditional attribute-based encryption (ABE). However, in many
emergency situations, conditional collaboration between multiple users is needed
to decrypt ciphertext data. In addition, in order to make access control mechanisms
suitable for the change of user attributes, it is necessary to construct ABE schemes
that support attribute revocation. In this paper, a fine-grained collaborative decryp-
tion scheme that supports attribute revocation in IPFS storage (GORE-ABE) is
proposed. In this scheme, the tree access policy is adopted, and the users are divided
into different groups. The premise for successful decryption is that the users par-
ticipating in the collaboration are in the same group and that the user attribute set
satisfies the tree policy. The analysis results show that the GORE-ABE scheme is
secure and efficient.
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1 Introduction

As time goes on, more people store massive data on cloud storage [1]. However, central-
ized cloud storage servers are prone to failure. Such as, the service provider interrupts
service or removes the user’s files on the grounds of violating the regulations [2]. In
addition, cloud storage fees are getting higher and higher. Inter-Planetary File System
(IPFS) has the characteristics of decentralization, semi-trust and automatic deletion of
duplicate data [3]. Therefore, before uploading data to IPFS, users must use encryption
algorithm to process their own private data [4-9]. Attribute-based encryption (ABE) is
a traditional and widely used technology [10-13]. Although traditional ABE can realize
collusion resistance, it requires conditional collaborative decryption by multiple users
in many emergency situations. In view of this, Li et al. [14] proposed the concept of
collaborative decryption of multiple users within a group. Specifically, users are grouped
and only users in the same group can cooperate to decrypt, however, this scheme only
implements coarse-grained access control policy [14]. Xue et al. [15] proposed group-
oriented fine-grained collaborative operation scheme, but this scheme lacks necessary
mechanisms such as attribute revocation and hence is not practical.
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In summary, a scheme that only supports coarse-grained collaborative access control
means that the scheme allows collaborative decryption of all user attributes within the
same group. In a scheme that does not support fine-grained revocation, when a user
logs out of the system but still has the decryption capability, this is undoubtedly a huge
security hole [16, 17]. Therefore, it is vital to construct a fine-grained collaborative
decryption scheme that supports efficient revocation (GORE-ABE).

Our Contribution. In this paper, a fine-grained collaborative decryption scheme that
supports attribute revocation in IPFS storage (GORE-ABE) is proposed. Specifically,
the GORE-ABE scheme uses ABE to realize fine-grained collaborative decryption of
multiple users within a group. This scheme transfers the storage of mass data to IPFS
server and avoids the occurrence of single point of failure. The scheme also implements
efficient attribute revocation and ciphertext update. Next, the security and performance
of the GORE-ABE are analyzed.

2 Preliminaries

2.1 Bilinear Maps

Two multiplicative cyclic groups G and Gt (g is the generator) are defined. A map e :
G x G — Gr.The e is considered bilinear if it satisfies the following three requirements.
Specific conditions are as follows: 1) Bilinearity; 2) Non-degeneracy; 3) Computability.

2.2 Application Scenario of GORE-ABE

The GORE-ABE scheme not only encrypts the privacy of users, but also realizes the
decryption mechanism of single user and multi-user cooperation in emergency, which can
be applied to the following scenarios. 1) Single decryption scenario: As in the traditional
ABE scheme, a single user with sufficient access rights can decrypt. 2) Collaboration
scenario: when a single user cannot decrypt, it can cooperate with other users with
different attributes in the same group to decrypt. The process of collaborative decryption
is as follows. First, the requester U, tries to decrypt, and if the decryption fails, it will
send a request to the group for cooperative decryption (broadcasting its own translation
key T,). Translation key T, are composed of group generators g, group identifiers 6; and
random numbers (0, and C) and can be used to assist in collaborative access scenarios.
Second, a user U, ,; in the same group (the collaborator U I;) responds to the request and

calculates an intermediate ciphertext e(g, g)%%® with his private key SKI;. Thirdly, U,
uses the received translation key U, and its own translation key T;? and intermediate
ciphertext e(g, g)"liqz(o) to compute the intermediate ciphertext e(g, g)%© % and pass
it back to the requester U,. Finally, the requestor U), receives the intermediate ciphertext
e(g, )% and tries to decrypt it again. If it fails to decrypt, the requestor continues

to request other users in the same group to join the collaboration until it can decrypt it.
If it can decrypt it, the subsequent decryption operations will continue.
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3 Construction of GORE-ABE

Since traditional ABE schemes [e.g. 9, 11, 12] do not support collaborative access
control, and Xue et al. [15], which supports collaborative access control, cannot achieve
fine-grained revocation at the user attribute level. Therefore, GORE-ABE scheme is
proposed, and its system model is shown in Fig. 1, including four entities: IPFS storage
server, Data Owners, Data Users and Authority Center (CA). The specific scheme is as
follows.

Encrypt plaintext

Download

data and upload it I]:FS ciphertext data
< Distribution of
- .
<« translation key C
&
Data Owner Data User

Distribute the private
key and the
transformation key

g Distribute the private
J 9
R%‘:"g key and the
P transformation key
Central Authority

Fig. 1. System model

3.1 Setup

First, for each user group t, CA defines the group secret key with random numbers
(A, B, C € Zp) and then defines map ¢ : G x G — Gr. H is a hash function. Next,
multiplicative cyclic groups G and G7 (g is generator) are picked by CA. Finally, In the
scheme given w project, selecting the secret key for each group 8; € Zp and releasing
unique identifier to each user U).

Public key PK — <D = ¢B F=4gC.J =g K=gt, e(g 9" g H Gr. G>,
Master key MK = (gA, gel, ol gef, B, (C)

3.2 KeyGen

The attribute set of user Uy is S, = {ap.1, ..., ap,wp} (ap,q for S,, in the collection of the
first g attributes, w), for S, attributes in the number). First, CA use group key 6; marking
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to the user. Then, the CA to users randomly selected o, € Zp, CA randomly select
users attributes for Oa,, € Zp and attribute index Qap’ s € Zp, 1 < q < wp. Finally,
the KeyGen outputs the translation key T, [15] used for collaborative decryption and
private key SK),.

Athr DI Op.q / Q(yc]: ;q 1
SKy=(Mp =28 5 . Mpy=g"H(apg)"" . M, ,=g%.1<q= 0,

3.3 Encryption

For GORE-ABE scheme, mixed cryptography is used. The translation nodes [ 18] is set on
the tree access policy, and only on the transformation node can multi-user collaboration
decryption be allowed. S is the secret value in the tree 7.

Let Y and X be leaf node sets and non-leaf node sets in 7 respectively, and then get
the ciphertext CT),.

C=75C=7r5TVieX: (= FuO
CTM=< VyeY:C =20 ¢ = H(att(y))qﬁ‘(o)'Qap~q’>
C'=p-e(g )"

3.4 Decryption

The requester U, runs the decryption algorithm. If it can be decrypted, it is the tradi-
tional ABE decryption case alone. If it cannot be decrypted, it sends out the collabora-
tion request signal to other users (collaborators) in the group to realize the multi-user
cooperation decryption in an emergency U, invokes the recursive decryption algorithm
DecNode, inputs the user attribute set y for decryption operation, and stores all the
calculated node secret values in By.

e If x is a leaf node (attribute is p):
e(Mp,q, Cx) _ e(g”PH(ap)q)“P»q, g%
€(M,§’q, C)/C) e(g"p’ H(ap’q)qx(()))

=e(g, )" anr(x) = ap.q € Sp; otherwise, Py = L.

P, = DecNode(CTH, Vv, Up, x) =

e If x is a no-leaf node:

a) When z not translation nodes (not collaborate decryption), U, try to decrypt
separately (z is child node of x and attribute is p):

M, ., C
P, = DecNode(CTM, Y, Up, z) = M = e(g, g)7% O,

(. C1)
art(z) = ap, 4 € Sp; otherwise, P, = L.
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b) When z is translation nodes, GORE-ABE scheme can achieve multi-user
collaboration decryption: The collaborator decrypts the secret value:

e(MIMI’ CZ)
(M5, C)

Then user U;;S translation key T, and own (collaborator’s) translation key ’]I‘; to
convert P/ into P, containing U;s identity and sends it to Uj,. P, are as follow.

74z (0
P, = DecNode(CT,., vy, up,z) = = e(g, g)7r% O,

, AT o Or+op 9r+"1/7
Po= P e(Co ) = elg, )P0 - (g %@, g / g )
14

= (g, )%=

e U, merge user attribute private key set and continue decryption operation using
Lagrange interpolation formula:

A i
PX — HzEBxPZ index(z),{ index(z)}(©) _ e(g’ g)apqz(o)’ among them:
Apseo = Tges.qpyg

Then, U, runs the recursive algorithm to decrypt the root node r as follows:

P, = DecNode(CT,,, y, r,u;) = e(g, )7
Continue decrypting, output:

— Cqr(0) & %2
e(C.T,) e(g q“’gc'gﬁ) 6:-S
P = = 5 =e(g,.8)""7,
P, e(g. )74 ®

U, download the ciphertext from IPFS and decrypt the symmetric key p:

pP.C e(g, )% -e(g, o)

PTACM) T ()

e Finally, U, uses u to decrypt Enc, (M) to recover the plaintext M .

3.5 KeyUpdate

If an attribute ¢ is revoked, the corresponding index Qa,, 4 and ciphertext CT), are refac-
tored. CA randomly chosen Q, g € Zp (It’s different from Qa, 4) and sent it to contain

attributes ¢ for all users. After receiving it, the relevant users update thelr prlvate keys:
Qap.q

M, ', = g¢ra. However, users without ¢ are not affected and T, = g = does not
need to be updated.

CA sends the new attribute index Q;M € Zp to IPFS, which updates the ciphertext
by introducing random number ¢ (¢ € Zp). The updated ciphertext:

Vx e X: Cp = FeOte ¢ = DO+ € = F5+0 T,
CT, < >

VyeY:C= g0 O+e, C}/, = Hatt(y)) @O +¢)Qapq
C = p-e(g, g)AtH?
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4 Security Analysis

The failure-prone nature of cryptography has led to a widespread belief that these systems
should be designed and analyzed in a formal way. Next, we consider the following
security features.

Data Confidentiality: IND games are often used to describe the semantic security of
cryptographic schemes. In such a game, the algorithm is said to be provably security if
the two messages in the safe game are indistinguishable to the opponent [19]. GORE-
ABE scheme roughly is the same as the data confidentiality proof in reference [12, 15],
so the security of GORE-ABE scheme is the same as that of reference [12, 15], that is,
it realizes the provable security under the general group model.

Anti-User Collusion: GORE-ABE scheme uses parameters such as group identifier,
user random number and user attribute random number to resist user collusion.

Controlled Collaboration Within a Group: Only users in the same group can coop-
erate to decrypt, and all other actions are considered as collusion attacks.

Private Key Confidentiality: Translation key T), [18] are composed of group genera-
tors g, group identifiers 6; and random numbers (6; and C) and can be used to assist in
collaborative access scenarios without users revealing their private keys SK,.

Secure Revocation of User Attribute: GORE-ABE scheme can effectively resist user
collusion.

5 Performance Evaluation

The performance of GORE-ABE scheme is analyzed by comparing it with the scheme
proposed by Xue et al. [15]. In short, the GORE-ABE scheme maintains high efficiency
on the basis of realizing attribute revocation.

5.1 Computational Complexity

The computation overhead of addition and multiplication operation is very small, so the
main operations in the algorithm include exponentiations and pairings. Although a small
amount of exponentiations is added in GORE-ABE scheme, the computational overhead
is not increased and the algorithm is more practical. In addition, the ciphertext update
algorithm is executed by IPFS.

For convenience, expressed in P, bilinear mapping, expressed in E, index operation,
the number of user attributes in W,, said with W,. said the number of attributes associated
with the access structure expressed in W, number of user attributes for decryption in
W, from the root node to leaf node between the number of leaf nodes, expressed in
T, convert the number of nodes, with T,/ for decryption of the conversion of the node
number. In Table 1, we give the theoretical computation overhead above two schemes.
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Table 1. Computation overhead.

Phase Xue et al. scheme Ours

Setup S+ wE; + P, 5+ w)Ex + Py

KeyGen Wy, +3)Ex W, 4+ 3)E,

Encryption QWe +3+Tr)Ex BWe +3+Ty)Ex

Decryption | QWy +2+ TPy + (W, + Wy)Ex | Wy + 2+ T,)Pq + (W) + Wy)Eyx
KeyUpdate | N/A Ex

5.2 Computational Complexity

The storage costs, communication costs, encryption and decryption time, ciphertext size
and other parameters of GORE-ABE scheme are consistent with those of Xue et al. [15].

6 Conclusion

In this paper, we propose a fine-grained collaborative operation scheme that allows mul-
tiple users within a group (GORE-ABE). This scheme transfers the storage of mass data
to IPFS and avoids single point of failure. In addition, the scheme also implements the
user’s attribute revocation and ciphertext update, which further enhances the practica-
bility of the scheme. The GORE-ABE scheme is secure and has a broad prospect in
practical application.
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