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Abstract. The paper considers generic construction of 2-party private
function evaluation (PFE) in the malicious adversary model. There is
hitherto only one concrete design of actively secure 2-party PFE proto-
col (Liu et al. at PKC 2022, and LWY hereafter) with constant rounds
and linear complexity. One interesting feature of LWY is its function
reusability (i.e., the same function is involved in multiple executions of
LWY) which makes its execution more efficiently from the second execu-
tion. Nevertheless, in its first execution (in particular for those settings
where only one invocation of the function is required), LWY is quite
involved and too inefficient to be of practical use. For these settings
(of non-reusable private functions), we initiate a generic construction
of 2-party PFE protocol with constant rounds and linear complexity in
the malicious adversary model based on Yao’s garbled circuit and singly
homomorphic encryption. When instantiated with ElGamal encryption
and Groth secret shuffle (J. Cryptology 2010), the generic construction
effectuates a novel concrete design of 2-party PFE, which has better
performance and reduces 51.2% communication bits and 52.4% compu-
tation costs, compared to LWY (in its first execution) at the same secu-
rity level. It even outperforms several 2-party PFE protocols (Katz and
Malka at AISACRYPT 2011, and Mohassel and Sadeghian at EURO-
CRYPT 2013) that are secure in the semi-honest adversary model from
the communication perspective. The proposed PFE and LWY thus make
optimal solutions available for non-reusable and reusable private func-
tions, respectively.
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1 Introduction

Secure multi-party computation (MPC) protocols allow a group of participants
to perform a computation together without revealing the private input of any
party [13,57]. Since its introduction by Yao in the 1980 s,s, MPC has evolved
from a theoretical curiosity to an important tool for building large-scale privacy-
preserving applications [3,10,12,15,16,25,43,51].

SFE and PFE. There are two cases of MPC protocols, secure function evalu-
ation (SFE) and private function evaluation (PFE), depending on whether the
functions involved in the computation are public/private. In SFE, the func-
tion f(· · · ) (multi-variable) is not private knowledge of any participant, but an
open function that all the parties agree to compute. Suppose there are n parties
P1, · · · , Pn and Pi has private data xi. At the end of SFE, n parties are given
f(x1, · · · , xn), but any Pi’s private data xi is not disclosed to any other parties.
Many SFE protocols rely on translating f into a Boolean or arithmetic circuit
Cf . For example, Yao’s garbled circuit (GC) [37,58] and GESS [32] are applicable
to 2-party computation. Multi-party computation protocols include GMW [20],
BGW [7], and BMR [5], and computation rounds of GMW and BGW are linear
with the circuit depth, and BMR is constant-round. In PFE, the function f(· · · )
is private knowledge of one of the parties, who cooperates with data owners
P1, · · · , Pn (holding private xi, respectively) to jointly compute f(x1, · · · , xn).
At the end of PFE, the final result would be obtained while the private knowl-
edge of each party is not disclosed. Existing PFE protocols are mainly based
on translating private function f into circuit Cf with u input wires, g gates,
and o output wires. Before executing PFE, function owner should open some
parameters to data owners [9,27,29,30,42,46,48], such as the values of u, g, o
and some auxiliary parameters, as long as these public parameters would not
help the adversaries learn the function f .

MPC Security Profile. MPC security is generally divided into a semi-honest
adversary model (for low security requirements, a.k.a. passive security model)
and a malicious adversary model (for high security requirements, a.k.a. active
security model) [13]. In the semi-honest adversary model, each corrupt party
follows the prescribed protocol steps, except that he is curious (honest but curi-
ous) and tries to infer as much as possible other parties’ private data from
the transcripts. Therein, corrupt parties might collude with each other in an
attempt to learn more knowledge. In the malicious adversary model, corrupt
parties can deviate from the protocol arbitrarily. Besides the ability in the semi-
honest adversary model, these corrupt parties can also take any action during
the protocol execution. An actively secure PFE can detect the behavior of cor-
rupt parties and eventually abort the protocol or kick out them to continue
the protocol. The paper concentrates on actively secure PFE. Actively secure
SFE [14,28,35,36,39,54] has been well studied, and relatively less attention is
paid to actively secure PFE [29,42,48] besides UC-based designs.

Generic PFE: UC-Based. Valiant proposes universal circuit (UC) to achieve
PFE. UC can be programmed (letting pc be control bits) to encode any circuit
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Cf that needs to be protected [55]. Then UC could be public and pc is private
to function owner. Now the problem of computing Cf (x) from private circuit
Cf (of function owner) and private data x (of data owner) is transformed into
computing UC(x, pc) via SFE protocols. That is, we gain a technical routine
of reducing PFE to SFE by securely computing publicly available universal cir-
cuits [1,26,31,34,40,41,55,60]. One may thereby attempt to optimize UC as the
smaller the size of the constructed UC, the smaller the consumption required in
SFE. The best asymptotic size of Valiant’s UC is 12g·logg (g is the number of
gates in Cf ) by Liu et al. [41] and seems to reach theoretical optimum. UC-based
PFE designs (either passively or actively secure) would thereby comply with the
logarithmic factor in the complexity of O(g·logg).

Generic PFE: Beyond UC-Based. Katz and Malka [30] present a specific 2-
party PFE protocol (KM hereafter) with linear complexity O(g) from Yao’s GC
and singly homomorphic encryption (HE) in the semi-honest adversary model.
Later, Mohassel and Sadeghian show a general framework (MS hereafter) of PFE
in the semi-honest adversary model [46]. MS is divided into two subprotocols,
oblivious extended permutation (OEP) and private gate evaluation (PGE). OEP
hides the topology of the circuit and protects the relationship between individual
gates. PGE is a private computation of individual gates, and the computation of
the circuit Cf is completed after computing g gates one by one. OEP based on
oblivious switched network design [47] can build PFE protocols with complexity
O(g·logg), while OEP based on HE can build PFE protocols with complexity
O(g). Mohassel et al. [48] further describe a generic framework of PFE with
linear complexity in the malicious adversary model based on the framework
MS [46]. Technical tools used therein include one-time MAC for checking data
consistency and actively secure SFE for data distribution and reconstruction. In
addition, the zero-knowledge proof protocol ZKEP with O(g) complexity proves
to data owner that function owner performs correct extended permutation (EP,
see Definition 1). ZKEP is the first zero-knowledge protocol with linear complex-
ity proving correct EP operation, and it is a general framework but constructed
with redundant computations. Jia and Li [29] propose a more succinct double
shuffle protocol (ZKDS) to prove the correctness of EP operations, which is con-
structed more light-weight and retains the generic feature of ZKEP . In addition,
they also construct [29] a general-purpose PFE framework with O(g) complexity
based on ZKDS for better efficiency in the malicious adversary model.

DDH-Based Concrete PFE with Function Reusability. Bicer et al.
[9] propose a 2-party PFE protocol based on decisional Diffie-Hellman (DDH)
assumption with linear complexity and function reusability in the semi-honest
adversary model. Liu et al. [42] propose a specific zero-knowledge protocol for
proving correct EP operation and transforming the 2-party PFE [9] with pas-
sive security to that with active security (LWY hereafter). Function reusability
says that the same function could be invoked multiple times (for different data
each time) so that protocol executions become more efficient from the second
execution1. The more times of protocol being executed, the smaller of the aver-

1 The overhead required due to the EP operation on the function is no longer needed
from the second execution, which accounts for the major part of the total overhead.
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age overhead will be. For detailed protocol design, we refer the readers to the
original paper [9,42].

Table 1. PFE protocols with linear complexity O(g).

PFE Security Parties Round Reusable

[30] Semi-honest Two Constant No

[46] Semi-honest Multi & Two Constant No

[9] Semi-honest Two Constant Yes

[48] Malicious Multi #Gates No

[42] Malicious Two Constant Yes

[29] Malicious Multi #Gates No

For ease of understanding, we list in Table 1 main PFE protocols with linear
complexity.

1.1 Motivations

Consider 2-party PFE with constant rounds, linear complexity, and active secu-
rity. Constructing actively secure PFE can be viewed as two divisions, one is to
construct a passively secure PFE and another is to construct an efficient prim-
itive proving to data owners that function owner correctly performs EP oper-
ation. The latter could be solved using the approach of zero-knowledge proto-
cols [29,42,48]. There is hitherto only one concrete design (i.e., LWY) of actively
secure 2-party PFE with constant rounds and linear complexity. One interest-
ing feature of LWY is its function reusability. Nevertheless, in its first execution
(in particular for those settings where only one invocation of the function is
required), LWY is quite involved and too inefficient to be of practical use.

We note that privacy-preserving machine learning is a good solution to pro-
tecting both private models and sensitive data [8,19,44,45,56]. In this regard,
the concrete PFE construction [42] with function reusability property could find
its position in privacy-preserving inference. For privacy-preserving training how-
ever, the model parameters are updated continuously during the training process
and now we confront intrinsically a series of non-reusable private functions. It
naturally raises the following question:

Can we pursue a generic 2-party PFE with constant rounds and linear active
security for non-reusable private functions, whose instantiations might achieve
less computation and communication consumption (compared to the first execu-
tion of LWY)?

In this paper, we present a positive answer to the question. Next we start
with some preparatory knowledge which inspire our constructions.

Two-Party PFE Protocol KM [30]. We briefly describe how KM works in
the semi-honest adversary model. KM is based on Yao’s GC and singly homo-
morphic encryption and we assume that the readers are familiar with GC. First,
function owner (P1) translates his private function f into a circuit Cf which
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has u input wires, g NAND gates and o output wires (see Fig. 1). Each of these
NAND gates is two fan-in and any fan-out. Let the u input wires of Cf and the
output wires of the g−o non-output gates be called outgoing wires, and the input
wires of the g gates be called incoming wires. Data owner (P2) holds private data
x ∈ {0, 1}u. P2 generates public-private key pair (pk, sk) for singly homomor-
phic encryption (e.g., ElGamal encryption) and sends pk to P1. In addition, P2

generates u + g pairs of random wire keys, (s0i , s1i ) representing bits 0 and 1,
respectively. P2 encrypts the first u + g − o pairs wire keys with pk

[Encpk(s01), Encpk(s11)], · · · , [Encpk(s0u+g−o), Encpk(s1u+g−o)] (1)

and sends the ciphertexts to P1. In Eq. (1), the first u ciphertext pairs correspond
to the wire keys of u input wires of Cf and the last g − o ciphertext pairs
correspond to the wire keys of output wires of non-output gates. P1 knows the
topology of Cf and can extend u + g − o ciphertext pairs to 2g ciphertext pairs
by EP. These 2g pairs represent the wire keys of input wires of all gates. P1

chooses ai, bi, a
′
i, and b′

i, i ∈ {1, · · · , g}, uniformly at random from appropriate
domain, and encrypts them under pk. Then the 2g ciphertext pairs could be
re-randomized due to the homomorphic property. For each gate i ∈ {1, · · · , g} of
Cf , suppose that its left incoming wire is connected with some outgoing wire l (of
some preceding gate) and right incoming wire is connected with some outgoing
wire r (of some preceding gate). P1 computes

[Encpk(ai · s0l + bi), Encpk(ai · s1l + bi)]

[Encpk(a′
i · s0r + b′

i), Encpk(a′
i · s1r + b′

i)]
(2)

Finally, the re-randomized ciphertexts are returned to P2, who can decrypt them
to recover new wire keys representing input wires of each gate. The wire keys
for output wires of each gate are generated by himself, so P2 can create garbled
tables. At this point, P2 has the ability to perform GC protocol with P1. P1

knows the topology of Cf and the random values in the re-randomization, so
he has the ability to act as an evaluator and eventually gets the o wire keys
representing the output wires of Cf . P2 receives these o wire keys and obtains
the result of f(x).

The Design of ZKEP [48]. ZKEP is a generic zero-knowledge protocol to
prove that EP is correctly executed. It consists of three components, Dummy
Placement Phase, Replication Phase, and Permutation Phase. The number of
inputs (input size) in all three phases is 2g. The first component is the shuffle
operation, which takes as input 2g ElGamal ciphertexts, including u+g−o wire
keys on outgoing wires generated by P2 and g − u + o dummy values known to
both. P1 then performs shuffle and re-randomization, proving the correctness of
his operation by using ZKshuffle [17]. The second component is a copy operation
whose inputs are the outputs of the first component. P1 performs replication and
re-randomization and uses ZKrep [46] to prove the correctness of his operation.
The third component takes as inputs the outputs of the second component, per-
forms shuffle and re-randomization (not the same as the first one), and outputs
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2g ElGamal ciphertexts of the wire keys of the incoming wires. P1 again proves
to P2 the correctness of his operation by ZKshuffle [17]. P2 believes that P1

performs the correct EP if all three components are verified correctly.

The Design of ZKDS [29]. ZKDS optimizes the ZKEP protocol and
consists of two succinct components, randomness-generating & outgoing-
wires-determining (RG&OWD) and randomness-reusing & incoming-wires-
determining (RR&IWD). In ZKDS , the inputs of RG&OWD are u+g−o ElGa-
mal ciphertexts of random wire keys provided by P2. P1 executes RG&OWD to
generate u+ g − o new ElGamal ciphertexts of wire keys of outgoing wires, and
proves that his execution is correct by ZKshuffle. P2 receives a set C of auxiliary
parameters (C does not disclose Cf ) from P1 before the protocol. Each element
in C tells how many times each random wire key2 will be copied, and [29] proves
that this does not decrease security. Then P1 executes RR&IWD with the inputs
being the ciphertexts of 2g random wire keys (generated by copying the inputs
of RG&OWD according to C ). Its outputs are 2g new ElGamal ciphertexts of
the wire keys of incoming wires. P1 uses ZKshuffle to prove the correctness
of his execution. Once these two components have been executed, P2 gets the
inputs and outputs of EP. Two ZKshuffle executions suffice for P1 to prove the
correctness of EP.

1.2 Contributions

LWY is well suited for scenarios where private functions might be reused multiple
times (for different private data). In its first execution (in particular for those
settings where only one invocation of the function is required) however, LWY is
quite involved and too inefficient to be of practical use. For these settings (non-
reusable private functions), we initiate the first generic construction of 2-party
PFE with constant rounds and linear complexity in the malicious adversary
model.

By learning the above, one might perceive that ZKEP (yet cumbersome)
could be directly plugged into passively secure KM to produce an actively secure
2-party PFE. This will not work for ZKDS due to its particular structure, how-
ever. We thus design a novel generic construction of 2-party PFE protocol that
can exactly support the succinct structure of ZKDS protocol. The resulting
actively secure 2-party PFE is with constant rounds and linear complexity, and
its instantiation has much less consumption of communication and computa-
tion. Any optimization of ZKshuffle [4,11,17,21–24,50] would lead to perfor-
mance improvement of ZKDS (and surely of our PFE protocol). As an instan-
tiation, we take the scheme in [22] as candidate ZKshuffle in our 2-party PFE
and ZKDS would thereby require approximately 9g · ||Zq||3 proof bits and 36g
exponentiations to prove the EP of Cf . Together with ElGamal encryption, our
instantiation of the proposed generic PFE construction has better performance
and reduces 51.2% communication costs and 52.4% computation costs, respec-
tively, compared to LWY (in its first execution) at the same security level. It
2 Note that these random wire keys do not represent outgoing wires, but rather a

shuffle and re-randomization with the outgoing wires.
3 Usually ||Zq|| = 160.
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even outperforms passively secure KM [30] and MS [46] from the communication
perspective.The proposed PFE and LWY thus make optimal solutions available
for non-reusable and reusable private functions, respectively.

We provide in Sect. 3 detailed description of our 2-party PFE and in Sect. 4
detailed performance comparison.

2 Preliminaries

We denote the security parameter by k. r ←R {0, 1}k means that r is a random
number chosen uniformly at random from {0, 1}k. We use both bold and italic
(lower-case or capital) letters to denote sets (e.g., D), and italic for values or
elements in a set (e.g., Di). For a set S , we denote the size of the set by |S |, and
we write S = {Si}|S |

i=1. We use ||G|| to denote the bit length of a group element
in the group G. We use s := s+r to denote reassigning a new value to element s.
We denote a mapping function by π, e.g., j = π(i) where i is the preimage and j
is the corresponding image. We use π1 and π2 to denote bijective functions and
π3 a surjective function.

We use a singly homomorphic encryption scheme (Gen,Enc,Dec), whose
plaintext space is G of prime order q. We then use n to denote the security param-
eter of the homomorphic encryption scheme, i.e., (pk, sk) ← Gen(1n) denotes
that a pair of public and private keys is generated. We want to encrypt the plain-
text m ∈ {0, 1}k and we can map m to a group element in G. For the convenience
of representation, we directly use c = Encpk(m) to denote encryption of plain-
text m into ciphertext c with the public key pk. We use m = Decsk(c) to denote
decryption of ciphertext c into plaintext m with private key sk. Singly homomor-
phic encryption suitable for our protocol includes Elliptic curve (EC) ElGamal
[18] and Paillier [52], etc. It is believed [27] that EC ElGamal encryption is more
efficient to implement some known 2-party PFE protocols from GC [30]. We use
EC ElGamal encryption as well, and for a detailed homomorphic addition step
we suggest to read [[27] Sect. 4.3].

We also need a symmetric encryption scheme (sEnc, sDec) whose plaintext
space and key space are both k -bits random numbers. Given a ciphertext c =
sEncsk(m) (sk is the secret key in the symmetric cipher), we have m = sDecsk(c).
The symmetric cipher would be used in our protocols to create standard Yao’s
GC for each garbled table (GT) and decrypt each GT. It is required [38] for
(sEnc,sDec) that it has elusive and efficiently verifiable range. Additionally, we
require that (sEnc,sDec) satisfies a weak form of related-key security, and the
work of Applebaum et al. [2] can be used to construct a scheme that satisfies
the security based on the decisional Diffie-Hellman assumption. Holz, Nissim et
al. [27, Sect. 5.1] used an AES-128 encryption scheme [6] to construct the GC in
the linear PFE protocol.

Definition 1 (EP [46]). The inverse of π3 is defined as an extended permu-
tation function, i.e., π−1

3 . In the following, |ow| elements would be copied and
permuted to |iw| elements, i.e., owi = iwπ−1

3 (i).
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(a) A simple example circuit Cf where u = 5,
g = 4 and o = 2.

(b) EP relationship between ow and iw
in f .

Fig. 1. A simple example of circuit Cf , and its corresponding EP relationship.

There are two players in our 2-party PFE protocol, function owner P1 holding
f and data owner P2 holding x. P1 will privately translate the function f into a
Boolean circuit Cf (see Fig. 1) with u input wires, g gates and o output wires (in
general, u ≈ o, u � g). Let N = u + g and M = 2g. Note that all the g gates of
Cf in our protocol are NAND gates with two fan-in and more than one fan-out,
so there is no need to hide the gate function. We declare that this is different
from the standard Yao’s GC protocol. The Cf is like a directed acyclic graph, i.e.,
all the gates have topological order. We use G = {Gi}g

i=1 to denote the g gates
that have been topologically sorted. We divide the g gates into output and non-
output gates according to the destination of each gate output wire, i.e., {Gi}g−o

i=1

are non-output gates and {Gi}g
i=g−o+1 are output gates. We refer to both the

input wires of Cf and the output wires of the non-output gates collectively as
outgoing-wire (abbreviated as ow), and in addition refer to the input wires of all
gates collectively as incoming-wire (abbreviated as iw). It is obvious that we can
observe that |ow| = N − o, |iw | = M and |ow| ≤ |iw |. Since each gate of Cf is
the NAND gate, the problem of protecting the private function f is transformed
into the problem of protecting the EP relation from ow to iw (iwi = owπ3(i)),
i.e., P1 hides the topological order of circuit Cf from P2. We decompose the EP
problem (π−1

3 ) into two permutation problems (π1 and π2).

3 Two-Party PFE with Linear Active Security

3.1 High-Level Description

Next, we describe our generic construction of actively secure 2-party PFE. We
suppose the readers are familiar with Yao’s GC. Our PFE has two parties, P1

the function owner and P2 the data owner. P1 has private function f(·) (one-
variable), and P2 has private data x. In the original Yao’s GC, function owner
acts as the garbler of the circuit and data owner acts as the evaluator of the
circuit. In our PFE however, they are assumed opposite roles, i.e., P2 acts as the
garbler of the circuit and P1 acts as the evaluator of the circuit. The goal is that
P1 and P2 cooperate to compute y = f(x) (only disclosed to P2), while P2 cannot
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learn valid knowledge about f and P1 cannot learn x. Our PFE uses a singly
homomorphic encryption as one of the building blocks. EC ElGamal encryption
is currently one of the most effective candidates applicable to our PFE [27,30].

The function f of P1 is translated privately as a Boolean circuit Cf with u
inputs, o outputs and g gates, and we let N = u + g. The g gates are all NAND
gates. All gates are two fan-in and can be any fan-out. For each gate with the
fan-out greater than 1, we view each of its output wires as a different wire. This
differs from the gates in the universal circuit [41,55]. Highly optimized hardware
synthesis tools already exist for translating the function to Boolean circuits with
a small number of (or optimized) NAND gates [27]. Since the output of each
non-output NAND gate and the input of the circuit (ow) are used at least once
in the circuit Cf , P1 can compute a set C. P2 has private data x ∈ {0, 1}u.

We view u, o, g and C as system parameters, which are not secret knowl-
edge of f and x, i.e., others can know these parameters but cannot recover f and
x effectively. The topology of Cf and x should be only known to P1 and P2,
respectively. In our protocol, P2 does not know the topology of the circuit, so
he cannot construct the garbled gates directly. Instead, we can take advantage
of the property that the ciphertexts can be directly summed up in a homo-
morphic encryption: let P2 provide N - o wire keys, encrypt these wire keys,
and send the ciphertexts to P1. According to the topology of the circuit, P1

can perform permutation (π1) and re-randomization on N - o ciphertexts to
obtain new N - o ciphertexts about the ow, and then apply permutation (π2)
and re-randomization to the replication results of N - o ciphertexts to obtain
new 2g ciphertexts about the iw. Note that the protocol here is different from
KM protocol, where P2 generates the wire keys about ow directly. We say that
P1 constructs the encrypted garbled gate (abbreviated as encGGi) for the i -th
NAND gate in the circuit. By decrypting encGGi, P2 can obtain 3g-o new wire
keys which can be used to create garbled tables. After P2 gets g encGGs, he can
act as the garbler. As each wire key is re-randomized by P1, P2 cannot learn the
topology of the circuit. We describe the protocol in detail below.

3.2 Specification

We decouple the PFE into three phases: the offline phase, the initiation phase,
and the evaluation phase. Figure 2 shows the details.

1) Offline Phase. In this phase, P1 translates the private function f into a
circuit Cf and discloses the parameters u, g, o, and C . P2 generates a pub-
lic/private key pair (pk,sk) for a singly homomorphic encryption and discloses
the public key pk. In addition, P2 chooses uniformly ri ←R {0, 1}k, i ∈ {1, 2},
where k is the security parameter (say 128 [27]). These two random values would
be used in creating the garbled tables.

Then, P2 randomly generates a set of wire keys, H = {hi}N
i=1. We assume

that all the N wire keys represent the bit value 0, which are written as
H 0 = {h0

i }N
i=1. Similarly, we use H 1 = {h1

i }N
i=1 to represent the N wire keys
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Fig. 2. Our 2-party PFE protocol. π3 maps 2g incoming wires to N-o outgoing wires.
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corresponding to the bit value 1. Rather than sampling the wire key h1
i as h0

i ,
we produce it by adding a global shift r to h0

i , i.e., h1
i = h0

i + r. This trick
also appears in the application of free-XOR [33]. The security of Yao’s proto-
col depends on the indistinguishability of the wire keys h0

i and h1
i . Note that

these N wire keys do not correspond one-to-one4 to the N-o outgoing wires and
o output wires of Cf . In the semi-honest adversary model [30], the first u of
these N wire keys correspond to the bits that represent the data x, the next g
- o correspond to the output results that represent the non-output gates, and
the last o correspond to the results that represent the output gates. We assume
that P2 selects the last o wire keys in H 0, i.e., {h0

i }N
i=N−o+1, which correspond

one-to-one to the output results used for the o output gates. P2 encrypts the
other N - o wire keys in H 0. In addition, P1 uniformly chooses N - o random
values ai and 2g random values bi and encrypts them under pk.

The complexity of this phase is O(g) and we have about ||G|| communication
bits and 8g exponentiation computations. This phase can be set up before the
start of the protocol and thus one may freeze out the consumption of the phase.

2) Initiation Phase. In this phase, P2 sends {Encpk(h0
i )}N−o

i=1 to P1. Upon
receiving N − o ciphertexts, P1 first needs to determine the order of the
wire keys used for ow . He applies permutation (π1) and re-randomization to
{Encpk(h0

i )}N−o
i=1 to obtain N - o new ciphertexts Encpk(s0i ) = Encpk(h0

π−1
1 (i)

) +
Encpk(ai) based on the topology of the circuit and the property of homomor-
phic addition. The first u plaintexts in {Encpk(s0i )}

N−o
i=1 correspond one-to-one

to the wire keys that represent x. The next g - o plaintexts correspond one-to-
one to the wire keys that represent the outputs of the non-output gates. Then
P1 extends {Encpk(h0

i )}N−o
i=1 to 2g ciphertexts according to C and we denote

the new set as {Encpk(h
′0
i )}2g

i=1. This process is a (ci - 1)-copy operation on
Encpk(h0

i ), i.e., each ciphertext in {Encpk(h
′0∑i−1

j=1 cj+1
), · · · ,Encpk(h

′0∑i
j=1 cj

)} is

equal to Encpk(h0
i ), where ci is the i -th value in C , i ∈ {1, · · · , N − o}. Next,

P1 applies permutation (π2) and re-randomization to Encpk(h′
j) to obtain 2g

new ciphertexts Encpk(v0
j ) = Encpk(h

′0
π−1
2 (j)

) + Encpk(bj), j ∈ {1, · · · , 2g}. The
plaintexts of these 2g new ciphertexts correspond one-to-one to the wire keys of
the incoming wires of the g gates that have been topologically sorted, i.e., the
plaintexts of Encpk(v2i−1) and Encpk(v2i) correspond to the two wire keys of the
i -th gate’s two incoming wires, i ∈ {1, · · · , g}. P1 creates g encrypted garbled
gates encGG i, where the first g - o have different forms from the last o. Thus,
the wire keys of two incoming wires used in the gate Gi and representing the
bit value 0 are v0

2i−1 and v0
2i, and the wire keys of the outgoing wire are s0u+i,

i ∈ {1, · · · , g}, then the first g - o are encGGi = (Encpk(v0
2i−1), Encpk(v0

2i),
Encpk(s0u+i)) (1 ≤ i ≤ g − o) and the last o are encGGi = (Encpk(v0

2i−1),
Encpk(v0

2i)) (g − o+1 ≤ i ≤ g). P1 then sends {encGGi}g
i=1 and {Encpk(s0i )}u

i=1

to P2. P1 also applies ZKDS to prove the correctness of his execution. Then,
P2 decrypts each encGGi and recovers the new wire keys in preparation for

4 The one-to-one here means that the i-th element of the former set (A) corresponds
to the i-th element of the latter set (B), i.e., Ai corresponds to Bi.
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constructing the GTs. From each of the first g - o encGGi, P2 obtains two input
wire keys representing the bit value 0 of gate Gi, v0

2i−1 and v0
2i, and also the

output wire keys representing the bit value 0, s0u+i, i ∈ {1, · · · , g − o}. From
each of the last o encGGi, P2 gets only two input wire keys representing the
bit value 0 of gates Gi, v0

2i−1 and v0
2i, i ∈ {g − o + 1, · · · , g}. P2 also decrypts

{Encpk(s0i )}u
i=1 and obtains {s0i }u

i=1. Even with {s0i }N−o
i=1 and {v0

j }2g
j=1, P2 cannot

learn about the topology of the circuit due to P1’s re-randomization on these
values.

The complexity of this phase is O(g) and we have approximately (4u+ 8g −
4o) · ||G||+9g · ||Zq|| communication bits and 39g exponentiation computations.

3) Evaluation Phase. By decrypting each encGGi, P2 can act as the circuit
garbler in Yao’s protocol. As shown in Fig. 3, we let Li, Ri and Oi denote the left
incoming wire, right incoming wire and outgoing wire of the gate Gi. Next, we
use the global random values r1 and r2 generated in the offline phase to define
the corresponding wire keys: L0

i = v0
2i−1 + r1, L1

i = v0
2i−1 + r2, and similarly,

R0
i = v0

2i + r1 and R1
i = v0

2i + r2. There will be a bit different for outgoing
wires. The wire keys about the g - o non-output gates are O0

i = s0u+i + r1 and
O1

i = s0u+i + r2, i ∈ {1, · · · , g − o}; the wire keys of the o output gates are
O0

i = h0
i + r1 and O1

i = h0
i + r2, i ∈ {g − o + 1, · · · , g}. Garbled tables GTi can

then be generated according to Yao’s protocol, and the detailed implementation
is shown in Fig. 4 where we use symmetric encipher sEnc. The secret keys of
the symmetric encipher are the input keys (L0

i , L
1
i ) and (R0

i , R
1
i ) of Gi, and

the plaintext is the output key (O0
i , O1

i ), i ∈ {1, · · · , g}. This yields a truth
table which needs to be randomly permuted to become a garbled table. In [27],
sEnc is instantiated with AES-128. We emphasize that the input and output
wire keys of each gate in the circuit are preprocessed and additive homomorphic
operations are applied. More discussions on optimization techniques (e.g., point-
and-permute [5], garbled row reduction [49,53], or half-gates [59]) might be found
in [27]. After that, P2 sends {GTi}g

i=1 to P1.
Now P2 needs to compute the wire keys representing the private data x. It

may be noted that we have not used the u wire keys about {s0i }u
i=1. P2 does

not directly use these wire keys to represent the 0-bit in data x, but to perform
the following computations. P2 calculates sxi

i := s0i + r1 to denote xi = 0 and
sxi

i := s0i + r2 to denote xi = 1, i ∈ {1, · · · , u}, i.e., sxi
i := s0i +rxi+1. We use the

wire keys {sxi
i }u

i=1 of the circuit input wires to denote P2’s input bits {xi}u
i=1.

P2 sends these new wire keys to P1.

Fig. 3. Li is the left incoming wire of Gi, Ri the right incoming wire and Oi the
outgoing wire.
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Fig. 4. Create a garbled table.

P1 has the ability to act as the circuit evaluator after receiving the input bit
keys sent to him by P2, and he has enough information to decrypt the garbled
tables and then recover the wire keys for the output wires in this circuit. This
decryption process is similar to Yao’s GC method, but not exactly the same.
Next P1 decrypts the garbled table corresponding to the g NAND gates one
by one according to the topological order of the circuit. In order to decrypt the
garbled table GTi, P1 recovers the keys used to encrypt the GTi. Starting from
GT1, the two incoming wires of G1 are the keys of the input bits about x, i.e.,
sx1
1 and sx2

2 . P1 knows the random values a1 and a2 used to re-randomize the two
keys and also knows b1 and b2, so he can calculate Lx1

1 = sx1
1 −a1+b1 = v0

1+rx1+1

and Rx2
1 = sx2

2 − a2 + b2 = v0
2 + rx2+1. P2 gets Lx1

1 and Rx2
1 to decrypt GT1

and recovers the outgoing wire key O
NAND(x1,x2)
1 , which is used to decrypt

the garbled table(s) later. Thus P1 decrypts the garbled tables one by one in
topological order, and once all the garbled tables are computed, he obtains the
output wire keys of the o output gates {Og−o+1, · · · , Og}, and sends these wire
keys to P2. P2 receives {Og−o+1, · · · , Og} to recover the value of f(x).

The complexity of this phase is O(g) and we have (u + 4g + o) · k communi-
cation bits and u exponentiation computations. The costs of symmetric cipher
are negligible.

To sum up, the computation complexity of the proposed protocol is O(g).
We have the total communication overhead of (4u + 8g − 4o + 1) · ||G|| + 9g ·
||Zq||+(u+4g+o) ·k bits and approximately 39g exponentiation computations5.

3.3 Heuristic Analysis

We next check whether it can resist against malicious adversaries. To achieve
actively secure PFE protocol, malicious P1 should be prevented from learning
the valid knowledge of P2’s private x, and malicious P2 should be prevented from
learning the valid knowledge of P1’s private f. If one party cheats in the protocol,
it should be checkable by another party or this cheating is useless. In addition,
the function f of P1 should be irreversible, i.e., it should not be like f(x) = x.

5 Exponentiation is the dominant computation in the protocol. We omit lightweight
operations (e.g., symmetric cipher, addition, etc.).
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We analyze above three phases (the values, the computation, and the inter-
action) one by one. Note that there is a takeaway in the protocol: we need to
prove that P1 uses the correct permutation maps π1 and π2. Fortunately, this
can be resolved exactly by ZKDS protocol. For the public key pk sent by P2 to
P1 in the offline phase, one can simply and efficiently verify that it is generated
by ElGamal encryption. P2 generates random values r1 and r2 as part of the
keys used to represent the wires, and for his own security he does not fudge, and
even if he does he cannot learn the valid knowledge of f. In the initiation phase,
the N - o wire keys sent by P2 to P1 can also be verified simply and efficiently
that these ciphertexts are well-formed corresponding to the public key pk. Then
P1 does a permutation (π1) and re-randomization operation on the N - o wire
keys generated by P2, and a permutation (π2) and re-randomization operation
on the 2g extended wire keys. At the end of this phase, P2 knows the ciphertexts
of v0 and s0. Along with the knowledge of C , he knows the inputs and outputs
of the two shuffles (permutation and re-randomization). P1 can convince P2 that
he performs the correctly local work through the ZKDS protocol. In the eval-
uation phase P2 creates the garbled tables. If P2 does not create these garbled
tables correctly, it could be using fake wire keys or using the gates other than
NAND. The former will be checked when P1 decrypts the garbled table, and the
latter is P2 not getting the correct result. As long as P1 does not tell P2 in the
process that he made an error in decrypting that one garbled table, P2 cannot
learn valid knowledge of f. The next P2 sends P1 the u bit keys representing the
data x. These ciphertexts are well-formed corresponding to the public key pk
and can be verified simply and efficiently, and P2 cannot learn valid knowledge
about f by falsifying these ciphertexts. At the end, P1 decrypts the g garbled
tables one by one, which are constructed using a symmetric encryption scheme.
P1 can only recover one row of the corresponding garbled table using the keys
obtained in decrypting encrypted GT1, and then calculates the keys to decrypt
the subsequent garbled tables, and finally obtains o wire keys Oyi

g−o+i (where yi

is the i -th bit of f(x)), i ∈ {1, · · · , o}. Since P1 does not know the random values
r1 and r2, the possibility of replacing Oyi

g−o+i with O1−yi

g−o+i is negligible. If P1

modifies Oyi

g−o+i privately, this can be checked by P2 quite simply and effectively.

3.4 Security

Theorem 1. The proposed 2-party PFE protocol has active security.

Proof sketch. We can demonstrate the security of the proposed 2-party PFE
protocol in the malicious adversary model by the real-ideal simulation paradigm.
Intuitively, a protocol P is secure if anything a party sees can only be computed
from that party’s inputs and outputs.

We construct a simulator S2−party that makes a poly-time environment Z
unable to distinguish between the real protocol system and the ideal protocol
system. We assume here that the corrupted adversary is malicious (active) and
static. This simulator S2−party runs a copy of the protocol given in Fig. 2, which
relays messages between the parties and Z so that Z will see the same interface
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as when the actual protocol is interacted with. The next detailed description of
S2−party is presented in Table 2.

Table 2. Simulator S2−party

Simulator S2−party

1) Offline Phase
P2 generates (pk, sk).

– If P2 is a corrupter. Simulator S2−party verifies whether pk is a
well-formed public key, and if not, simulator aborts.

– If P2 is not a corrupter. Simulator S2−party honestly follows the protocol.
2) Initiation Phase

P2 sends N − o ciphertexts, {Encpk(hi)}N−o
i=1 .

– If P2 is the corrupter. Simulator S2−party verifies whether
{Encpk(hi)}N−o

i=1 are well-formed ciphertexts, and if not, simulator aborts.
– If P2 is not a corrupter. Simulator S2−party honestly follows the protocol.

P1 performs two different shuffling operations on {Encpk(hi)}N−o
i=1 , as

described in Sect. 3.
– If P1 is the corrupter. Simulator S2−party randomly generates two mapping

functions (π1 and π2) and sends them to ZKDS . Then, simulator aborts.
– If P1 is not the corrupter. Simulator S2−party waits for two mapping

functions (π1 and π2) sent by P1 and sends them to ZKDS .
In both cases, if P2 aborts, simulator aborts.

3) Evaluation Phase
After P2 decrypts the encrypted garbled gates, he creates g garbled tables and

calculates u wire keys representing his data x.
– If P2 is the corrupter. Simulator S2−party randomly generates g garbled

tables and u wire keys and proceeds to decrypt the garbled tables.
– If P2 is not the corrupter. Simulator S2−party follows the protocol honestly.

In both cases, if P1 aborts, simulator aborts.
P1 decrypts the garbled tables and recovers the o wire keys

– If P1 is the corrupter. Simulator S2−party randomly generates o wire keys
and proceeds with the protocol.

– If P1 is not the corrupter. Simulator S2−party follows the protocol honestly
In both cases, if P2 aborts, simulator aborts.

In order to see that the simulated process is indistinguishable from the real
process, we will show that the view of the environment in the ideal process is
computationally indistinguishable from the view in the real process. This view
includes the honest player’s inputs and outputs as well as the corrupted player’s
view of the protocol execution.

The views of the adversaries P1 include: the public key pk, random val-
ues {ai}N−o

i=1 and {bi}2g
i=1, {Encpk(h0

i )}N−o
i=1 , {Encpk(s0i )}N−o

i=1 , {Encpk(v0
i )}2g

i=1,



Generic 2-Party PFE with Constant Rounds and Linear Active Security 405

{GTi}g
i=1, {sxi

i }u
i=1, {Li}g

i=1, {Ri}g
i=1 and {Oi}g

i=1. {sxi
i }u

i=1, {Li}g
i=1, {Ri}g

i=1

and {Oi}g
i=1 are the results computed from the random values, which all look

random and are therefore indistinguishable in real and ideal execution. Due
to the randomness of r1 and r2, the probability that P1 accurately computes
{O1−yi

g−o+i}o
i=1 based on {Oyi

g−o+i}o
i=1 is negligible, so in the evaluation phase, he

must send the obtained o wire keys to P2 correctly, and malicious falsification
of wire keys is easily detected by P2. The ElGamal scheme is based on the DDH
difficulty assumption, and the probability of recovering sk according to pk is neg-
ligible. {Encpk(h0

i )}N−o
i=1 are the ciphertexts encrypted by the ElGamal scheme,

sk is private to P2 and therefore indistinguishable in the real and ideal execu-
tion. If the protocol is not aborted, {Encpk(s0i )}N−o

i=1 and {Encpk(v0
i )}2g

i=1 are
valid permuted and re-randomized ElGamal ciphertexts due to the verification
of ZKDS . {GTi}g

i=1 are obtained based on the symmetric encryption scheme and
random garbled, and is therefore indistinguishable in real and ideal execution.

The views of the adversaries P2 include: the pk and sk, random values r1
and r2, {Encpk(h0

i )}N−o
i=1 , {Encpk(s0i )}N−o

i=1 , {Encpk(v0
i )}2g

i=1, {h0
i }N

i=1, {s0i }N−o
i=1 ,

{v0
i }2g

i=1, {Li}g
i=1, {Ri}g

i=1, {Oi}g
i=1, {GTi}g

i=1 and {sxi
i }u

i=1. {sxi
i }u

i=1, {s0i }N−o
i=1 ,

{v0
i }2g

i=1, {Li}g
i=1, {Ri}g

i=1 and {Oi}g
i=1 are the results computed from the ran-

dom values, which all look random and are therefore indistinguishable in real
and ideal execution. ElGamal ciphertexts all are indistinguishable in real and
ideal execution. P2 must ensure that the {GTi}g

i=1 created is correct, otherwise
they will be checked by P1 when decrypting the garbled, or P2 doesn’t get the
correct result. If P2 wants to successfully cheat P1 and learn valid knowledge
of Cf , he must guess exactly every mapping relation of the function π3, which
is obviously a negligible probability. The random values and wire keys all have
uniform distribution in ideal and real execution.

As a result, it is indistinguishable between ideal and real execution for envi-
ronment Z.

4 Performance

In this paper, we initiate the first generic construction of 2-party PFE protocol
with constant rounds and linear complexity in the malicious adversary model. In
the case where the function is invoked once, we compare it (after instantiated by
ElGamal encryption and Groth’s secret shuffle [22]) with the only 2-party PFE
protocol LWY [42] in the malicious adversary model. See Table 3. We consider
the total communication costs and the exponentiation of the protocol. We let
||G|| = 1024 and ||Zq|| = 160. The communication bits and exponentiation com-
putations of our protocol are about 10144g and 39g, respectively. For the same
parameters, LWY requires about 20800g communication bits and 82g exponen-
tiation (including 8g exponentiation in constructing and decrypting GTs). Our
protocol reduces approximately 51.2% communication costs and 52.4% compu-
tation costs, compared to the first execution of LWY. We mention that from the
second execution, LWY requires at least a total of 4096g communication bits
and 8g exponentiation computations in each execution.



406 H. Jia et al.

We also analyze the communication costs of all passively secure 2-party PFE
protocols. The communication costs in the original KM protocol Sect.3.1 [30],
optimal KM protocol Sect.3.2 [30], MS [46], and Bicer et al.’s protocol [9] are
approximately 16896g bits, 8704g bits, 10752g bits, and 7168g bits, respectively.
Thus our protocol even outperforms the original KM and MS that are passively
secure from the communication perspective.

Table 3. Communication costs and exponentiation consumption in LWY and ours.
||G|| = 1024, ||Zq|| = 160 and k = 128.

PFE Communication (bits) Exponentiation
P1 P2 Total P1 P2 Total

LWY [42] ∼15520g ∼5280g ∼20800g ∼51g ∼31g ∼82g

Ours ∼7584g ∼2560g ∼10144g ∼18g ∼21g ∼39g

5 Conclusion

Both our generic PFE and the concrete LWY are with constant rounds, linear
complexity, and full security. They make optimal solutions available for non-
reusable and reusable private functions, respectively. We believe that our con-
structions have practical relevance. In particular, we do expect our PFE could
be both easier to implement and more efficient (for large circuits) than existing
proposals (e.g., UC-based). We are also interested in constructing 2-party PFE
with constant rounds and linear active security from other cryptographic prim-
itives (to pursue better performance, e.g., without the usage of homomorphic
encryption or reducing the number of exponentiations). We leave all above as
future work.
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