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Abstract. With the development of information and communication
technologies, the services provided by smart grid attract more users to
join smart grid. However, with the explosive growth of the number of
smart meters, the transmission between the control center and smart
meters has brought huge data transmission and computing costs to the
smart grid, which is prone to network congestion, untimely power ser-
vice supply and other network conditions. This paper proposes a Physi-
cally Unclonable Function (PUF)-based lightweight group authenticated
metering data collection scheme with privacy protection in smart grid
(PGAC). The PGAC scheme is designed with lightweight cryptographic
primitives, which is suitable for resource-constrained devices. In addition,
the PGAC scheme divides the users into groups and uses the gateway as
the repeater and aggregator of the communication data of each group,
which reduces signaling and communication costs for activating addi-
tional request messages from a large number of devices. Security analysis
shows that the PGAC scheme maintains the security and privacy of the
data collection process for large-scale smart meters. Functional analysis,
theoretical analysis and performance analysis show that PGAC scheme
has better authentication function and low communication cost.

Keywords: Physically unclonable function * Security - Privacy -
Authentication - Aggregation + Encryption - Smart grid

1 Introduction

Smart grid is a new type of intelligent network that optimizes power service and
facilitates the user’s participation in the operation and management of the power
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system [22]. At present, electricity mainly comes from large power companies
[20]. The control center, as the management organization of the power company,
makes two-way communication with the power grid equipments, collects the
electricity consumption information of users in real time, and provides timely and
accurate electricity demand data for the implementation of smart grid pricing
and power supply. Therefore, smart grid has achieved efficient and reliable power
management [19,26], achieved dynamic balance of power supply, and simplified
the cumbersome traditional electricity information collection method.

The metering data collection process of the control center (CC) for smart
meters (SMs) is carried out in the public network, and the integrity and con-
fidentiality of the metering data may be threatened [1,10]. The adversary may
affect the user’s billing bill or even disrupt the supply and demand balance of
the grid by tampering with the metering data transmitted in the communication
[14]. The adversary may be able to infer the daily behavior of users by analyzing
their power consumption information over time. Smart meters are installed on
the external grid equipment, users may change the configuration of the smart
meter to reduce billing. In addition, the control center needs to communicate
with a large number of smart meters at the same time, and a large number
of messages are transmitted within the network at the same time may cause
network congestion and other situations.

1.1 Related Works

Many solutions have been proposed to solve the problem of identity authentica-
tion and key agreement. Kumar et al. [18] proposed an identity authentication
scheme based on elliptic curve cryptosystem, which establishes secret session
keys through mutual authentication between power grid equipment and control
center, so as to securely exchange electricity demand information. Khan et al. [17]
established a lightweight smart grid authentication and key negotiation proto-
col between users and servers based on elliptic curve encryption mechanism and
biometrics technology, which does not have key escrow problems and improves
the security and confidentiality of the protocol. Zhang et al. [27] designed a
lightweight anonymous authentication and key protocol scheme for smart grid,
which not only ensures the anonymity and non-traceability of smart meters, but
also realizes the rapid mutual authentication between smart meters and service
providers.

There are a large number of users and data in smart grid, and efficient data
aggregation solutions for privacy protection has become a hot research direction
in recent years. Lu et al. [21] discussed the edge layer data security and privacy
issues faced by data aggregation schemes, and designed a three-layer privacy
protection data aggregation scheme combining edge computing and blockchain
architecture. This scheme combines Paillier homomorphic encryption and one-
way hash chain technology, and uses edge servers to aggregate data from the same
region, and can filter false data in advance. Fan, Liu and Zeng [9] proposed a
privacy-protecting data aggregation scheme based on blockchain, which adopted
the leader election algorithm and Paillier encryption algorithm to ensure that
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data privacy would not be disclosed in the process of metering data collection. In
order to solve the problem of communication security, Guan et al. [12] proposed a
smart grid privacy protection aggregation authentication scheme, which realizes
data source authentication and data aggregation efficiently and flexibly.

Many PUF-based secure authentication and communication schemes have
been proposed. Gope and Sikdar [11] introduced an identity authentication key
protocol scheme based on PUF to protect privacy and ensure the physical secu-
rity of smart meters. Cao et al. [2] proposed a PUF-based lightweight iden-
tity authentication and privacy protection data collection scheme in smart grid,
which can simultaneously solve the security and privacy problems faced in the
process of smart grid metering data collection. Ren et al. [24] proposed an Inter-
net of Things (IoT) packet authentication and data transmission scheme based
on PUFs. This scheme generates session keys based on the output of PUF's, and
sets group leaders to aggregate and forward authentication information, thus
reducing the communication cost of activating additional request messages from
a large number of devices.

1.2 Owur Contributions

In order to solve the security, privacy and efficiency problems of smart grid data
collection for multiple users at the same time, a lightweight PUF-based privacy-
preserving group authentication metering data collection scheme (PGAC) is pro-
posed. In the PGAC scheme, gateway is introduced as a repeater and aggregator,
and PUF is used to realize group authentication. Compared with the public key
cryptosystem, the computing cost, communication cost and storage cost of the
PGAC scheme are significantly reduced, and can better meet the requirements
of resource-constrained devices. The security analysis shows that the scheme can
not only guarantee the unforgetability of the identity of the control center, gate-
way and smart meters, but also protect the physical security of smart meters.
Experimental analysis show that the scheme is efficient and can be widely used
in multi-user data acquisition scenarios.

1.3 Paper Organization

The rest of this article is organized as follows. Section 2 briefly introduces the
knowledge of PUF and fuzzy extractor. In Sect. 3, the system model and system
requirements of PGAC are presented. Section 4 presents a concrete PGAC con-
struction in detail. Section 5 includes security analysis, theoretical comparision,
and experimental performance analysis. In Sect. 6, the paper is concluded.

2 Preliminaries

This section summarizes some basic knowledge of PUF and fuzzy extractor.
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2.1 Physical Unclonable Function

PUF is first proposed by Pappu [23] in 2002. A PUF is a physical entity that
is hard to clone based on random physical factors introduced during its pro-
duction [5]. With a specific challenge Chal, the PUF can generate a random,
unique and unclonable response R according to its production variability, i.e.
R = PUF(Chal). PUF can be used for privacy protection, identity authenti-
cation and key generation for resource-constrained devices because it is unique,
non-clonable, lightweight and resistant to physical attacks. It should also be
noted that PUF has a drawback in that it is difficult to reproduce the orig-
inal response for the same input due to bit errors caused by factors such as
temperature or aging effects [4].

2.2  Fuzzy Extractor

Fuzzy extractor allows input data with a certain amount of noise (or error),
as long as the inputs are close enough to extract the same uniform random
string. Therefore, fuzzy extractor is able to convert unevenly distributed data
such as biometrics that have bias at the time of input into uniformly distributed
random numbers required by the cryptosystem. Fuzzy extractor consists of two
algorithms: FE.Gen and FE.Rec [8,16]. FE.Gen is the key generation algo-
rithm, which takes as input a random string R, and outputs a key K and a help
string hd, i.e., (K,hd) = FE.Gen(R). FE.Rec is the key recovery algorithm,
which takes as input a random string R containing noise and a help string hd,
and outputs the key K, i.e., K = FE.Rec(R, hd).

3 System Model and Requirements

This section defines the architecture of PGAC and formalizes the system require-
ments.

3.1 System Model

The PGAC system structure is shown in Fig. 1, which consists of three types of
entities, including smart meters (SMs), gateway (GW) and control center (CC),
and the communication between different entities is through a public network.
During the metering data collection process, CC generates a set of data collec-
tion request information and sends it to the target GW. The GW forwards the
set of information to the group of SMs after verifying the source of the message.
Then each smart meter verifies the source of the request information, encrypts
the collected metering data and sends it to the GW. After that, the GW verifies
the source of these responses, aggregates the authentication code of the SMs
into one aggregated authentication code, and aggregates the response and the
authentication code into one aggregated response. Finally, the CC verifies the
source of the aggregated response and the authenticity of the aggregated authen-
tication code, decrypts the encrypted metering data, and obtains the metering
data collected by the SMs.
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Fig. 1. PGAC system model in smart grid.

— SM is installed on the user side and embedded with a PUF component, which
is responsible for collecting the user’s power consumption information. After
receiving the collection request from CC, the SM transmits the encrypted
metering data to CC through the GW, which has the functions of data col-
lection, authentication and encryption in the PGAC system.

— CC is the largest power center of the PGAC system, which is responsible
for regulating the balance of power supply and demand and power billing.
It has the functions of initiating communication, authentication, encryption
and decryption and devices registration in the PGAC system.

— GW is also embedded with a PUF, and is installed by CC between the CC and
the SMs based on the geographical range and number of nearby users, which
is responsible for forwarding messages to users of its group and aggregating
data. It has the functions of authentication, encryption and aggregation in
the PGAC system.

3.2 System Requirements

In the PGAC system, a large number of smart meters communicate with the
control center through the public network. Besides the security of communica-
tion, privacy and physical security of smart meters are vulnerable to threats, the
power system often faces high computing overhead and bandwidth occupation
due to the massive data transmission at the same time. Therefore, the PGAC
system needs to meet the following requirements.

Confidentiality of metering data: Only CC can obtain the real information
related to the metering data sent by smart meters, and the regional GW cannot
effectively analyze the data sent by smart meters.

Resistance to man-in-the-middle attacks: In the whole communication pro-
cess, no malicious entity can tamper with or replace the transmitted data without
being discovered by the receiver.

Resistance to impersonation attacks: Any entity posing as the identity of CC,
GW and smart meter will be detected by the receiver.
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Resistance to replay attacks: Any entity sending duplicate tuples can be
detected by the receiver.

Resistance to physical attacks: Any tampering with the smart meter config-
uration can be detected by GW and CC, and any tampering with GW can be
detected by CC.

Lightweight: There is not a lot of complex computing and there is no resource-
intensive computing at the smart meter side.

Low bandwidth consumption: In the process of collecting massive users’ meter-
ing data, the data length should be compressed and the number of messages
should be reduced.

4 A Concrete PGAC Construction

This section describes the proposed PGAC construction.

4.1 PGAC Construction

System Setup. With the security parameter v, CC randomly selects a large
prime ¢, chooses a collision-resistant hash function H : {0,1}* — {0,1}° and a
secure symmetric AES encryption scheme IT with encryption algorithm ENC
and decryption algorithm DEC, where § is determined by ~. CC publishes the
parameters pubparam = {q, H, ENC, DEC}.

After that, CC divides the power consumption range into multiple areas
according to the information such as geographical location and number of users,
and assigns a GW to each area. All smart meters in this area communicate with
CC through the gateway they have. Then CC generates a unique identity GID
and a challenge Caw,cc for the GW, and sends GID and Cgew,cc to the GW
through a secure channel.

With the challenge Cow, cc, the GW computes the PUF response Row.cc

Raw,cc = PUFgw,cc(Caw,cc) (1)

and sends Rgw,cc to CC over a secure channel.
Then, CC calculates the shared key Kgw,cc with the GW and the help
string hdgwycc

(Kaw,cco, hdaw,cc) = FE.Gen(Raw,cc) (2)

CC stores {Caw,cc, Kew,cc, GID} in the database and sends hdgw,cc to the
GW through a secure channel.
At last, the GW stores {Caw,cc, hdew,cc, GID} securely at local.

Registration. When the smart meter SM; newly connected to the smart grid,
it should perform the registration process with CC and the GW. Above all,
CC randomly generates a unique identity ID; and a set of challenges C; =
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{Cin, Ciza, ..., C; s} for SM;. CC also assigns a GW as its group leader for
SM; based on its area. Then CC sends {ID,;,C;, GID} to SM; and ID; to GW
through secure channels.

With the challenges C;, SM; computes the PUF responses R; =
{Ri,h Ri,g, ceey Ri,s} as follows

Rl"j = PUFZ(ClJ),j =1,2,...,8 (3)

and sends these PUF responses to CC through a secure channel.
Then, CC calculates a set of shared keys K; = {K;1, K, 2, ..., K, s} with
SM; and help strings hd; = {hd; 1, hd; 2, ..., hd; s} as follows

(Ki,jy hd@j) = FE.GBH(R,’J),.]' = 1, 2, ey S (4)

CC stores {C;, K;, ID;, GID} in the database and sends hd; to SM; through
a secure channel.

After receiving ID; sent by CC, the GW generates a challenge C; cw and
sends it to SM; through a secure channel.

Then SM; computes the PUF responses R; cw as follows

R, cw = PUF;(Cj.aw) (5)

and sends R; gw to the GW through a secure channel.
Next, the GW calculates the shared keys K; gw with SM; and help strings
hd; aw as follows

(Ki,aw,hdiaw) = FE.Gen(R; aw) (6)

The GW stores {C; aw, Kaw.cc, ID;} securely at local and sends hd; gw to
SM; through a secure channel.
At last, SM; stores {hd;, ID;, GID, hd; gw } securely at local.

Request. CC retrieves the information {Caw.cc, Kew.cc,IDew,cc, GID}
for the GW with the identity GID and the group members SM; (i = 1,2,...,n)
information {(C;;,K;;,ID;):i=1,2,...,n}. Then CC genecrates a request
information Req, a timestamp ¢ and a random number r € Z7. Then CC cal-
culates

ri =H(K;;|t) ®ri=12..,n (7)

Also, CC calculates the authentication codes for SM; (i = 1,2,...,n)
AUTHCC_Z* = H(RequestHCi,j ||IDZ HGIDHtH?“: HKZ'J') (8)
and the authentication code for the GW

AUTHcc-ew = H(IDew ||GID||t|Req|| Kaw,ccl|Cow,ccIDENcc —swms)
(9)
where IDENcc—sms = {(ID;,C; j,rf, AUTHeeo—; 11 =1,2,...,n}. At last, CC
sends the request data tuple DTy = (IDgw,t, AUTHoc—ew,IDENcc—sus,
Req) to the GW.
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Forwarding. After receiving the request data tuple DT, the GW retrieves
(Cew.cc, hdaw,cc) from its memory, then generates the PUF response

Rew = PUFew (Cow,co) (10)
and recovers the shared key with CC' by invoking F'E.Rec algorithm
Kaw,cc = FE.Rec(Rgy, hdaw,cc) (11)

Next, the GW verifies the authentication code of CC as follows

?
H(IDgw ||GID||t||Req||Kew,cc||Cow,cc|lIDENcc-sms) = AUTHoc—aw
(12)
If it holds, the GW broadcasts the forwarding data tuple DT, =
(IDEN¢c—-sus,t, Req) to SM; (i = 1,2,...,n), otherwise the protocol termi-
nates.

Encryption. After receiving the request information broadcast by the GW,
SM; generates the PUF response as follows

R; ; = PUF;(Cy ;) (13)

Next, SM; retrieves hd; ; from its memory and invokes Fe.Rec to recover the
key

Ki,j = FE.Rec(R;m hdi’j) (14)

Then SM; retrieves GID and verifies the correctness of CC’s authentication
code AUTHee—; as follows

H(Req||C; ;| IDi||GID||t|r}|| K ) = AUTHee - (15)
If it holds, SM; calculates
r=H(K;|t) &r; (16)
SKi; = H(r| Ko | 1D |GID) ) a7)
SM; encrypts the metering data M; using the session key SK; ;
E,=ENC(SK, ;, M) (18)
and SM; calculates the authentication code
AUTH;-cc = H(ID;||GID| E;i||r| K ;) (19)
Next, SM; retrives {C; aw, hd; gw } and calculates
R; ow = PUF;(Ci.aw) (20)
Kiow = FE.Rec(R] gy, hd; aw) (21)
Also, SM; generates a timestamp ¢; and calculates
AUTH;—gw = H(ID;||Ei||t;|GID| Ki,cw |[AUTH;—cc) (22)

At last, SM; sends the response data tuple DT3 = (E;,t;,ID;, AUTH;_cc,
AUTHi_Gw) to the GW.
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Aggregation. After receiving the data D73 ; from the group’s smart meter
SM;, the GW retrieves the stored K; gw, and verifies the authentication code
AUTH;_gw as follows

?
H(IDi||Ei|t:||GID|| K; awl|[AUTH;—cc) = AUTH;—gw (23)

If authentication codes AUTH;_gw (i = 1,2,...,n) are all verified successfully,
the GW calculates the aggregated authentication code

AUTH = AUTH_¢cc ® AUTHy_cc @ ... ® AUTH,_cc (24)
Then the GW generates a timestamp tgw and calculates

AUTHgw-cc = HLAUTH||GID|tew || Kaw,cc||CTsms) (25)
where CTsys = {(IDi, E;) :i=1,2,...,n}. In the end, the GW aggregates

the messages into one message MES = (GID,tew, AUTHgw—-cc,AUTH,
CTsns) and sends it to the CC.

Decryption. After receiving the aggregated response M ES from the GW, CC
verifies the identity authentication code AUT Haw —cc

H(AUTH|GID|tew |Kew) = AUT Haw —co (26)

If it holds, CC calculates the identity authentication codes for the group of smart
meters SM; (i = 1,2...n) as follows

AUTH;_cc = H(ID;||GID|| E;|r|| K; ;) (27)
and verifies the authenticity of the group authentication code AUT H
AUTH| oo ® AUTH) o & ... ® AUTH!, oo =~ AUTH — (28)
If it holds, CC calculates the session keys with each SM; (i = 1,2,...,n)
SKij = H(r|Ki;[[ID:||GIDI|t) (29)

then uses the session keys SK;; (i = 1,2,...,n) to decrypt the corresponding
metering data ciphertext respectively

M; = DEC(SK, ;, E;) (30)

and stores the metering data M; (i = 1,2,...,n) in the database to provide data
support for subsequent power services.

Theorem 1. The proposed PGAC construction is correct.
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Proof. To prove the correctness of the proposed PGAC construction, it is only
necessary to prove that all equations in Eq. (12), Eq. (15), Eq. (23), Eq. (26),

Eq.

1)

(28) and Eq. (30) hold.

The GW generates the response Ry, through Eq. (10), recovers the key
Kew,cc through Eq. (11), and then verifies Eq. (12) according to the data
tuple from CC as follows

H(IDGW||GIDHtHReqHIDENCC,SMS) = AUTHCC,GW

Therefore, the GW can successfully verify the authenticity of the data
tupleDT; sent by CC.

SM; (i =1,2,...,n) generates the responses R;yj (i=1,2,...,n) through Eq.
(13), recovers the keys K; ; (i = 1,2, ...,n) through Eq. (14), and then verifies
Eq. (15) according to the data tuple DTy = (t, Req, IDEN¢cc—sas) from the
GW as follows

H(Req||Cij[IDi||GID||t]r7 ]| K 5) = AUTHoc—i

Therefore, SM; (i = 1,2, ...,n) can successfully verify the authenticity of the
request information sent by CC.

The GW verifies Eq. (23) based on the data tuple DT3,; = (E;,t;,ID;,
AUTH,_cc,AUTH,;_gw) from SM; and the key K; cw as follow

H(ID;|Ei|[t:|GID|| K;.cw||AUTH;_cc) = AUTH;—cw  (31)

Therefore, the GW can successfully verify the authenticity of the data tuples
DT3; sent by SM; (i =1,2,...,n).

CC verifies Eq. (26) based on the aggregated response M ES = (GID, tgw,
AUTHgw—cc, AUTH,CTgpy,) from the GW and the key Kgw,cc as follows

H(AUTHHGIDHtGW||KGW’Cc||CTSM5) = AUTHcw_cc

Therefore, CC can successfully verify the authenticity of the aggregated
response M ES sent by the GW.

CC verifies Eq. (28) based on the aggregated response M E'S, random number
r, and the keys K, ; (i =1,2,...,n) from the GW as follows

AUTH{?CC = H(IDZHGIDHEZHT”KL]) = AUTHZ',CCJJ = 1,27 e n

Therefore, CC can successfully verify the authenticity of ciphertext E; (i =
1,2,...,n) of the metering data in the aggregate response M ES.

For ciphertext F; of metering data from SM; (i = 1,2, ...,n), CC can calculate
the session key SK; ; through Eq. (29), which meets

DEC(SK,;, E;) = DEC(SK; ;, ENC(SK, ;, M;)) = M,

Therefore, CC can correctly decrypt ciphertext E; of the metering data F;
(i=1,2,..,n).

Therefore, the proposed PGAC scheme is correct.
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4.2 Construction Optimization

Note that if CC fails to verify AUT H during the decryption phase, it needs to
find out the source of the error. To this end, the truncation code technology
can be adopted to optimize the above PGAC construction. The truncation code
enables CC to locate the source of faulty data effectively, and avoids the waste
of computing resources, communication cost and time of grid devices caused
by the repeated transmission and computation of a large number of data. Fur-
thermore, the truncation code replaces long data transmission with short data,
which greatly reduces communication transmission costs and bandwidth con-
sumptions. The optimized PGAC construction has the same system setup, reg-
istration, request, forwarding and encryption phases as in Sect. 4.1, thus they
are omitted here.

Aggregation. This phase is the same as in Sect.4.1 before aggregating
the data into the message M ES. The GW truncates the first eight bits of
AUTH;_cc, which is represented as AUTH;_;yn- Then the GW aggregates
the response data tuples from SM; (i = 1,2,...,n) into one message M ES’ =
(GIDtgw, AUTHow—cc, AUTH,{(ID;, E;, AUTH;_tryn) : 1 =1,2,..n})
and sends it to CC.

Decryption. This phase has the same authentication process for SM; (i =
1,2,...,n) and GW as in Sect. 4.1. If Eq. (28) does not hold, CC verifies whether
AUTHZ’ trun, = AUTH; 4y (i = 1,2, ...,n) holds one by one. If any truncation
code is not satisfied, CC re-requests the metering data of the owner of the wrong
truncation code. Otherwise, CC starts the metering data collection process for

all smart meters SM; (i =1,2,...,n) in the group again.

5 Scheme Analysis

This section analyzes the security and performance of the proposed PGAC con-
struction.

5.1 Security Analysis

Theorem 2. Assuming that the symmetric encryption scheme II is secure, the
proposed PGAC scheme can protect the privacy of users, that is, other entities
cannot infer any metering data information of users from the data transmitted
during the communication.

Proof. In the proposed PGAC construction, the confidentiality of metering data
depends on the confidentiality of the session key. The legitimate CC has the
shared key K;; and can compute r; = H(K;;|[t) ® r and the session key
SK;; = H(r|K;;||ID;|GID||t). SM is able to calculate R} ; = PUF;(C; ;),

thus recovering K; j = F'E.Rec(R; ;, hd; ;), and then calculate 7“ =r EBH(KHt )
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and the decryption key SK; ; = H(r| K, ;||ID;||GID||t). Because PUF is insep-
arable from the microprocessor of the smart meter [13], K, ; and SK; ; cannot
be obtained by other entities. In addition, random elements such as the one-
time key Kj;; and the random number 7 are used in the generation of session
key SK; ;, so that the confidentiality of session key is not affected by past or
future session key leakage. Therefore, the proposed PGAC scheme can ensure
the confidentiality and integrity of the session key, and ensure that the privacy
of users is not leaked.

Theorem 3. The proposed PGAC scheme can resist man-in-the middle attacks.
That is, any malicious entity cannot deduce any information about metering
data by intercepting the communication data transmitted during metering data
collection, nor can it make the GW, SM; (i =1,2,...,n) or CC accept tampered
or forged communication data.

Proof. According to Theorem 2, entities other than CC and SM; cannot destroy
the confidentiality of metering data M; through sniffer attacks. When a malicious
entity attempts to tamper with the intercepted tuple DT} or the aggregated
response M ES, a valid authentication code AUTHoo_gw or AUTHaw —_cco
must be generated. According to Theorem 2, only legitimate CC and GW can
obtain the key Kgw,cc, thus no other entity can generate valid authentication
codes AUTHeo_aw or AUTHaw _cc. When a malicious entity attempts to
tamper with the intercepted data tuple DTy = (¢, Req, IDENcc—sms), a valid
authentication code AUTHoeo—; (1 =1,2,...,n) must be generated. By the same
token, only legitimate CC and M; (i = 1,2,...,n) can obtain the key Kj ;,
other entities cannot generate valid authentication code AUT Hoco—;. When a
malicious entity attempts to tamper with the intercepted tuple D73 ;, a valid
authentication code AUTH;_gw must be generated. Similarly, only SM; and
the legitimate GW can obtain key K; gw, while other entities cannot generate
valid AUTH;_gw. Therefore, the proposed PGAC scheme can resist man-in-
the-middle attacks.

Theorem 4. The proposed PGAC construction is resistant to impersonation
attacks. That is, any malicious entity cannot impersonate the identity of SM;
(i=1,2,....,n), the GW or CC without being detected.

Proof. To impersonate CC, the malicious entity must compute a valid
AUTHece—gw and avalid AUTHoe—; (i = 1,2,...,n). In addition, if the adver-
sary tries to impersonate the GW, she/he must send a valid AUTHgw _cc to
CC. Also, if the malicious entity tries to impersonate SM;, she/he must com-
pute a valid AUTH; _gw and AUTH;_¢cc. According to Theorem 2, the mali-
cious entity cannot compute valid AUTHeo_aw, AUTHoo—i, AUTHow _cc,
AUTH;_gw and AUTH;_cc. Thus, the proposed PGAC construction is resis-
tant to impersonation attacks.

Theorem 5. The proposed PGAC construction is resistant to replay attacks,
which means any malicious entity cannot make CC, the GW or SM; accept a
data tuple that has been accepted before.
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Proof. In the proposed PGAC construction, the timestamp ¢ is employed in gen-
erating data tuples DT} and DT, the timestamp ¢; (¢ = 1,2, ...,n) are employed
in generating data tuples DT3;, the timestamp tgw is employed in generating
the data tuple M ES. Thus, when the data tuple DTy, DTy, D13 or MES is
resent, it would be recognized as invalid according to the freshness of timestamps.
Thus, the proposed PGAC construction can resist replay attacks.

Theorem 6. The proposed PGAC construction is resistant to physical attacks.
That is, the user cannot modify metering data by changing the configuration of
smart meters.

Proof. PUF is unclonable, and no entity can recreate the same PUF [25]. In addi-
tion, the PUF will lose its function after being tampered with. When PU Fgw
and PUF; are tampered with, the behaviors of the GW and SM; will be
changed [3]. That is, the PUF would not be able to correctly generate Ry,
R’ ; and R .aw» which implies the keys Kew,cc = F'E. Rec(Reyy, hdaw,cc),
Kl ;j=FE. Rec(R’ ;) and K; gw = FE.Rec(R;] oy, hd; gw) could not be recov-
ered. This causes SM and the GW to be unable to calculate valid authentication
codes, which will be detected by the receivers. Thus, the proposed PGAC con-
struction is resistant to physical attacks.

5.2 Functional Analysis

This section compares the functions implemented by Ding et al.’s scheme [6], Cao
et al.’s scheme [2], Ren et al.’s scheme [24], and our PGAC scheme. Ding et al. [6]
proposed an identity-based metering data aggregation scheme for the security of
metering data collection in industrial smart grids. In [6], the collector can collect
and aggregate metering data of users in their respective management domains,
and supports the collector to perform batch verification of user signatures in
the management domains, thus maintaining the confidentiality and integrity
of metering data. However, the solution does not employ any authentication
mechanism to verify the data collection request from the service provider before
the smart meter performs the signature process.

Ren et al. [24] proposed a group authentication and data transmission scheme
based on PUF to solve the large-scale concurrent access authentication problem
in narrowband IoT. In [24], the data management server communicates with all
narrowband IoT devices within the group through a specified gateway to per-
form efficient authentication and data transfer processes. However, the scheme
does not use any authentication mechanism to verify the authenticity of the
data request from the data management server before the gateway forwards the
data request to the narrowband IoT devices in its region. In addition, when the
gateway aggregates the responses of all narrowband IoT devices it manages, the
scheme similarly does not employ any authentication mechanism to verify the
authenticity of those responses.

Cao et al.’s scheme [2] mainly aims at the mutual identity authentication
and data privacy protection problems faced by real-time data collection between
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the control center and a single smart meter, and does not take into account the
measurement data collection of large-scale smart meters at the same time. In our
PGAC scheme, control center uses the gateway to collect metering data of all
smart meters in the area and realize group authentication function. In addition,
the PGAC scheme uses the gateway to verify the source of data collection request
and ciphertext of metering data respectively in the forwarding phase and the
aggregation phase, which improves the security of the system and reduces the
waste of computing resources caused by invalid data to the control center and
smart meters Table 1.

Table 1. Function comparison

Scheme | Forwarding Request Response Aggregate | Group Batch
authentication |authentication | authentication | response authentication | authentication

(6] X x v v X v

2] X V4 v X X X

E Vv x Vv Vv x

PGAC |/ V4 V4 Vv V4 X

Notes: 4/ indicates support, x indicates no support.

5.3 Theoretical Comparision

In this section, the proposed PGAC scheme, Ding et al.’s scheme [6], Cao et al.’s
scheme [2] and Ren et al.’s scheme [24] are analyzed theoretically and compared
in terms of computational cost. Table 2 summarizes in detail the computing costs
required by system setup phase, registration phase, request phase, forwarding
phase, encryption phase, aggregation phase and decryption phase in these four
schemes. Among them, the number of smart meters is n, Ths.q represents the
operation time of a modular exponentiation operation, Ty represents the oper-
ation time of a bilinear pair operation, T, represents the operation time of a
multiplication operation, and 17,4 represents the operation time of a discrete
logarithm operation. Ty indicates the operation time of a hash operation, Tgen
indicates the operation time of a FE.Gen algorithm, Tge. represents the run
time of a F'E.Rec algorithm, Tpyr denotes the run time of a PUF operation,
and Tg indicates the run time of a encryption or decryption algorithm of sym-
metric encryption scheme II.

Cao et al.’s scheme [2], Ren et al.’s scheme [24] and our PGAC scheme only
carry out lightweight operations such as hash operation and PUF operation,
while Ding et al.’s scheme [6] has complex bilinear pair operation and a large
number of modular exponentiation operation, discrete logarithm operation and
multiplication operation, thus it has more computational time costs.

Since Ren et al.’s scheme [24] assumes that PUF is idealized, it is not
equipped with a fuzzy extractor, so the following analysis does not take into
account the extra time spent on the FE.Gen and F E.Rec algorithms by Cao et
al.’s scheme [2] and our PGAC scheme. For the system setup procedure, since
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Table 2. Computing cost comparison

Phase Scheme [6] Scheme [2] Scheme [24] PGAC
System setup | 2Tnoa + T + Tk A Trur Trur + TGen
Registration (TL + 1)TH + (n + 1)T1\10d nTpur + nTGen nTpur 2nTpur + 2nTGen
Request AN nTy Trur + (4An+ | 2nTy
2)TH
Forwarding | — - A Tpur +Tree +Th
Encryption | nTw + 3nTrod + 20Ty | nTPur + nTRec + | nTPUr + 2nTpur +2nTRec +
AnTy +nTs 5nTy +nTs 5nTy +nTs

Aggregation | (2n+1)Ty + (2n + — A (n+1)Twu

Q)T]uod + (6n — 1)T1\,{p
Decryption | Throqa + 2T +3Tvp + | 3nTH +nTs nTuy + nTs (2n+1)Tu +nTs

Te +nTpog

Notes: A denotes that the execution time of lightweight operations not defined in this
phase, such as @ and random number generation.

Cao et al.’s scheme [2] does not have an aggregator, the computing time of Cao
et al.’s scheme [2] and Ren et al.’s scheme [24] can be regarded as consistent with
our PGAC scheme. For the registration procedure, because Cao et al.’s scheme [2]
and Ren et al.’s scheme [24] lack the identity authentication mechanism between
the gateway and the smart meter, our PGAC scheme costs nTpyr more than
Ren et al.’s scheme [24]. For the request procedure, Ren et al.’s scheme [24] costs
Tpur + (2n+ 2)Ty more than our PGAC scheme, and our PGAC scheme costs
nTy more than Cao et al.’s scheme [2].

For the forwarding procedure, our PGAC scheme costs Tpyp + Thee + Th
more than Cao et al.’s scheme [2] and Ren et al.’s scheme [24], but Cao et al.’s
scheme [2] does not have an aggregator, and the gateway in Ren et al.’s scheme
[24] does not have the function of gateway to verify the identity of the control
center. For the encryption procedure, Ren et al.’s scheme [24] costs nTy more
than Cao et al.’s scheme [2], and our PGAC scheme costs nTpyr +nTrec +nTH
more than Cao et al.’s scheme [2]. However, Cao et al.’s scheme [2] and Ren et
al.’s scheme [24] lack the function of gateway to verify the identity of each smart
meter. For the aggregation procedure, our PGAC scheme costs (n + 1)Ty more
than Cao et al.’s scheme [2] and Ren et al.’s scheme [24], but Cao et al.’s scheme
[2] does not have the aggregation function and Ren et al.’s scheme [24] does not
realize the function of gateway to verify the identity of each smart meter. For
the decryption procedure, Cao et al.’s scheme [2] costs (n — 1)Tx more than our
PGAC scheme, and our PGAC scheme costs (n + 1)Ty more than Ren et al.’s
scheme [24].

To sum up, compared with Ding et al.’s scheme [6], our PGAC scheme has
obvious advantages in computational time cost, but spends more on compu-
tational time cost than Cao et al.’s scheme [2] and Ren et al.’s scheme [24].
However, our PGAC scheme implements more comprehensive authentication
function and only rely on lightweight operations.
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5.4 Experimental Performance

In this section, the experimental performance of the proposed PGAC system is
compared with Cao et al.’s scheme [2] and Ren et al.’s scheme [24]. This section
uses the Python HashLib module to implement the SHA-256 algorithm and the
Crypto library to implement the 256-bit AES-CBC encryption algorithm. The
simulation experiments are run on Microsoft Windows 11 operating system with
Intel(R) Core(TM)i7-11800H CPU@2.30 GHz and 32GB RAM. Moreover, the
simulation results of a 128-bit arbiter PUF circuit on an MSP430 microcon-
troller machine with a CPU of 798MHz in [15] are used to evaluate the per-
formance of PUF operations. The proposed PGAC system uses the BCH code
migration mechanism [7] to implement the FE.Gen and FE.Rec operations of
fuzzy extractor, where Tgen is 1.17ms and Tge. is 3.28ms. Table 3 shows the
parameter length in the simulation.

Table 3. Parameter length

Parameter Size (bits)
Number of user n 500
Challenge C' 128
Response R 128
Shared key K 128
Identity code ID 128
Random number r 128
Timestamp ¢ 64
Request information Req | 512
Metering data M 2048

This section sets up a group of 500 users and uses the same metering data to
fairly test the performance of each scheme. Figure 2 shows the computing time
of Cao et al.’s scheme [2], Ren et al.’s scheme [24] and our PGAC scheme in the
five procedures of request, forwarding, encryption, aggregation and deception.
In the request procedure, Cao et al.’s scheme [2] takes about one-third as long
as Ren et al.’s scheme [24], and our PGAC scheme takes about half as long as
Ren et al.’s scheme [24]. In the forwarding procedure, only the PGAC scheme
has the capability of the gateway authentication request and costs 3.402ms. In
the encryption and aggregation procedure, Ren et al.’s scheme [24] did not set a
fuzzy extractor, so it took about twice as long as Cao et al.’s scheme [2], while
our PGAC scheme designed a mutual authentication mechanism with gateway,
so it took about twice as long as Cao et al.’s scheme [2] and Ren et al.’s scheme
[24]. In the decrption procedure, Ren et al.’s scheme [24] and our PGAC scheme
perform group authentication in about half the time of Cao et al.’s scheme [2].
The proposed PGAC scheme takes more total time than the other two ones, but
implements a more complete authentication mechanism.
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Fig. 2. Comparison of execution times for each procedure of the communication pro-
cess.

Figure 3 shows the total number of messages sent by Cao et al.’s scheme
[2], Ren et al.’s scheme [24], and our PGAC scheme in the four procedures of
request, forwarding, encryption, and aggregation. In Ren et al.’s scheme [24] and
our PGAC scheme, only one message is sent between the control center and a
group of smart meters in mutual communication, while 500 messages are sent
between smart meters and control center in Cao et al.’s scheme [2].

Figure4 shows these three schemes to send the ciphertext response to the
control center or data management server. Ren et al.’s scheme [24] and our PGAC
scheme have basically the same size of data transmitted, while Cao et al.’s scheme
[2] has at least 42.41 KB more data than the two schemes. Figure 3 and Fig.4
show the superiority of group authentication mechanism in the large-scale user
data collection scenario of smart grid. This mechanism can effectively reduce the
number of message transmission and shorten the total length of transmitted data
to a certain extent, thus achieving the design goal of controlling the bandwidth
pressure of the main communication network.
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Fig. 3. Number of messages sent in the request, forward, encrypt and aggregate phases.

Then, the computing time of control center, gateway and smart meter in
PGAC scheme is analyzed when the number of group users is 100 through 1000.
Because the calculation of a single smart meter has nothing to do with the
number of groups, the smart meter has maintained a time cost of about 6.837ms.
Figure5 shows the time spent by the control center and gateway in different
group users. As shown in Fig. 5, the computing time of the control center and
gateway increases linearly with the number of group users.
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Fig. 5. Time overhead of the control center and gateway.

6 Conclusion

In order to ensure the confidentiality and integrity of metering data and the high
efficiency of communication in the process of data acquisition of a large number
of users, a multi-user data acquisition scheme (PGAC) based on PUF is proposed
in smart grid. The PGAC scheme realizes the group authentication process of
the control center for smart meters and the mutual identity authentication of
the communication among the control center, gateway and smart meters. The
security analysis shows that the PGAC scheme can resist the traditional attacks
and physical attacks, and user privacy can be prevented from disclosure. Based
on the results of functional analysis, theoretical analysis and efficiency analy-
sis, the proposed PGAC scheme has more advantages in computing cost and
communication overhead compared with other schemes.
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