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Abstract. Educational resources have a higher need for copyright pro-
tection to avoiding illegal redistribution. The transactions of educational
multimedia data resources can effectively promote the development of
educational informatization and solve the island situation of educational
resources. In the process of traditional transactions for educational mul-
timedia data, there is always a third parties, which may lead to dispute
and distrust. And the copyright is not well protected. In this paper, we
propose a fair and accountable trading scheme for educational multime-
dia data. The scheme is based on blockchain to achieve accountability and
secure storage with IPFS. And we aim to construct a relatively strong
copyright protection model through digital fingerprint and watermark
technology. We implemented and evaluated the scheme in Ethereum.
The results show that our scheme can achieve well copyright protection
and preserve the users’ privacy. The overall overhead is reasonable.

Keywords: Blockchain trading + Educational multimedia data -
Copyright confirmation

1 Introduction

The era of big data has promoted the development of online education. More
and more students would like to obtain knowledge through the Internet. Digi-
tal educational resources such as teaching plans, handouts, teaching videos and
other multimedia data become the key to the development of online educa-
tion. The transactions of high quality resources have become one of the effective
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ways to solve the island of educational multimedia data. Educational multime-
dia resources are easy to be copied. This will lead to them to be pirated easily
[1]. Many challenges need to be solved in the transaction of multimedia data in
the network, such as the fairness of educational multimedia data transaction,
the digital copyright protection after the transaction of educational multimedia
data, and the large storage problems of educational multimedia data. It will
affect the development of educational informatization to some extent.

Our scheme focuses on multimedia data in the transaction of educational
resources, which includes educational audios and videos, teaching plans. Whereas
handouts are not considered in our scheme. We summarize the challenges of
educational multimedia data transaction as follows:

— Copyright confirmation: When the data owner wanted to sell data in
our system, he may only want to sell right to buyers to use data instead
of data ownership. That is, the data consumers are not allowed to sell data
for the second time after getting the data. The data consumers can sell the
data again after obtaining the permission of the data owner, who needs to
purchase ownership of the data before them can sell the purchased data,
otherwise buyers can only have the right to use the data.

— Secure storage: Educational multimedia data is mainly based on teaching
videos which are generally generated through the whole school year and teach-
ing books. And the contents are very rich. These educational multimedia data
need to use large storage resources. It is obviously impractical to store such
huge multimedia data directly on the blockchain. And it is also not secure
to store in the cloud server because of the dishonest or curious cloud server.
There may be security issues [2,3].

— Reasonable pricing: In the current scheme of data trading, the price of
data is set by the data owner. Unreasonable price will affect the profit of
data, the higher price will lead to unsatisfactory data sales, on the contrary,
lower price will also affect the income of data owner. Data buyers also hope to
have a price negotiation mechanism, which can realize the bargaining process
of commodities trading in order to achieve the best balance of both sides.

— Fair transaction and privacy. In the traditional multimedia data transac-
tion process, privacy and fairness is an issue that has to be considered. The
fairness we mentioned is defined as follows:

e Real-time. The data owner obtained the token and buyer got the data com-
pleting their act of trading. After the buyer passed the verification, the data
owner should obtain the transaction amount corresponding to the data imme-
diately.

e Independence. Cheating by one of the parties in the transaction will not
affect the other party’s benefits negotiated before the transaction.

¢ Reasonable rewards and punishments. Users who have participated in
transactions in the system can apply for arbitration for cheating during the
transaction. Once it is determined to be cheated, the cheating party will be
punished (such as forfeiting the deposit).
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As one of the most representative emerging technologies in the 21st century,
blockchain has become an indispensable technology for distributed transactions
because of its decentralized, traceable and tamper proof characteristics. The use
of blockchain technology can help to realize the fairness of the transaction pro-
cess and can effectively prevent security and privacy issues caused by tampering
of transaction data. The role of blockchain technology is not only limited to
transactions, but also helps to confirm and trace data rights in the process of
transactions. At present, copyright protection works focus on digital fingerprint
and digital watermark technology. The digital watermark can confirm the own-
ership of copyright, and digital fingerprint can confirm the owner of copyright
[4]. Combining blockchain and digital fingerprint can help the confirmation work
of copyright in the process of transaction more credible.

Our scheme realizes a fair and accountable transaction process of educational
multimedia resources, and uses blockchain combined with digital fingerprint and
watermark technology to confirm copyright of educational data. In terms of
privacy protection, we use the enclave module of SGX to protect the privacy
of smart contracts, which protects users’ private information, and proves the
feasibility of our proposed scheme through efficiency. Our contributions mainly
include the following:

— Compared with the previous work requiring the participation of a trusted
third party, our scheme uses blockchain technology to realize a decentralized
data right confirmation model. The symmetric fingerprint scheme is optimized
by homomorphic encryption to protect the privacy of transaction participants,
and the process of right confirmation and accountability is completed by
smart contract;

— Reasonable pricing model combines with fair mechanism of trading were
designed by using smart contract, and our scheme used Trusted Execution
Environment SGX to protect users’ privacy.

— We implement and evaluate our scheme on Ethereum. The results show the
solution works well.

2 Related Work

Blockchain technology was first proposed by Nakamoto in his paper [5] in 2008.
The emergence of the first Genesis block marks that blockchain technology
has entered the development of Internet, blockchain technology has been devel-
oped for thirteen years. Smart contract [6] and the consensus mechanism [7,8§]
is the key technologies of blockchain. In particular, the use of smart contract
makes blockchain not only used for transaction bookkeeping, but also provides
blockchain with the ability to deal with complex computer problems, which pro-
vides a good technical foundation for the application of blockchain.

Blockchain technology has been used for transactions since its inception,
the recent works were more about privacy and security issues in the transac-
tion process [9,11]. For example, [12] uses the anonymous mechanism which is
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implemented on the blockchain to protect users’ privacy, and the dynamic price
negotiation model is implemented by using the Robin Stein bargaining model,
and the proxy re-encryption technology is used to realize the secure storage of
data. The work is completed by smart contract, but the smart contract has
the problem of privacy leakage in the process of public operation because it is
publicly executed. The anonymous mechanism is implemented by elliptic curve
encryption algorithm, and each execution of the smart contract needs to ver-
ify the identity information. So it may be not efficient enough. [13] proposed an
auction transaction framework with copyright protection, and blockchain is used
to implement the copyright protection protocol. However, the complexity of the
protocol is log(m) in the process of right confirmation, and m is the number of
users who participated in the transaction. If the number of users is large, the
protocol will be inefficient and cannot meet the requirements of actual trans-
action application scenarios. [14] uses the trusted execution environment SGX
combined with blockchain technology to implement a secure transaction scheme.
The scheme puts the smart contract into Software Guard Extensions (SGX) for
execution, which protects the privacy of sensitive information of the smart con-
tract. SGX is responsible for outputting the final result, while the execution
process is confidential to all participants.

The main current works of copyright protection are through digital finger-
print and watermark. Digital watermark technology can confirm the ownership of
copyright, but it can not confirm the responsible person in the process of piracy
tracking [15]. On the contrary, digital fingerprint technology can determine the
owner of copyright which can be divided into three kinds: symmetric fingerprint
[16], asymmetric fingerprint [17] and anonymous fingerprint [18]. Symmetric fin-
gerprint may lead seller to frame the buyer, while the asymmetric fingerprint
refers to the asymmetric encryption technology to solve the problem of anti
frame, and the anonymous fingerprint realizes the identity hiding on the basis of
the asymmetric fingerprint. In copyright protection aspect, there are some work
combined with Digital Rights Management (DRM) system [19-21]. But DRM
system is a centralized management system, privacy information may be tam-
pered by administrator. Meanwhile, DRM system will charge the management
fee, which will add the transaction cost to a certain extent. In the copyright
confirmation work, we hope to achieve a copyright management system without
the third party, which can protect users’ privacy and finish the transaction with
fair process.

Due to its technical characteristics, the copyright protection work of
blockchain technology combined with digital fingerprint and watermark is less.
The representative work is the work [22] which used zero knowledge proof, pro-
tocol of oblivious transfer, secret sharing and digital watermark technology to
realize data tracking. This work can still track the copyright in the case of par-
tial data leakage. However, it used many encryption technologies, the scheme is
inefficient in the case of large volume data. It can not be applied to the scene of
multimedia data which is large. [23] uses local sensitive hashing and traditional
hashing technology to achieve copyright detection, but this work introduces a
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third-party organization for copyright confirmation, which deviates from our
efforts to achieve the copyright confirmation without the third party. [13] as we
said before, because it needs to compare with all the users participating in the
transaction in the detection process, it can not be applied to the actual scenarios.

To sum up, there is a lot of work on the blockchain transaction, but there
is little work on the data right confirmation in the transaction process. Copy-
right protection researches have been carried out for many years, and digital
fingerprint and watermark technology have been mature. How to combine the
blockchain technology with digital fingerprint and watermark technology to real-
ize a data transaction scheme with right confirmation can help solve the increas-
ingly obvious piracy in the process of trading for educational resources, so as
to improve motivation of resources providers and promote a better and faster
development of educational informatization.

3 Proposed Framework

3.1 Preliminaries

Blockchain and Smart Contract: Blockchain technology [24] is widely used
in data transactions due to its decentralized, tamper-proof, and traceable char-
acteristics. Blockchain is a distributed shared ledger and database, which can
effectively solve the problem of information asymmetry, and achieve collabora-
tive trust and concerted action among multiple subjects.

Smart contracts are a computer program that automatically executes after
setting predetermined rules and terms. It is used to process transaction steps in
the blockchain, which was the key to the development of blockchain to the 2.0
stages, which can help blockchain to realize more complex program and provide
a good foundation for large-scale application to real scenes.

Bilinear Map: Suppose there is a mapping e: G; X Ga — Gy is bilinear map,
it has properties as follow:

— There is the same order g which is shared by G; and Gs.

— If there have z,y € Z, and ¢,q € G1,e(¢%,¢¥) = e(g,q)"? can be calculated
correctly.

— If there have g belong to G and q is generated by be G,e(g,q) is generated
by Gg.

Homomorphic Encryption: Using the Homomorphic Encryption [25] base on
RSA, which can perform operations without decrypting them. When give the
key K, it satisfies: H(Enc(My, M3)) = Enc(f(My, Ms)), where H() and f() can

be seen as the addition and multiplication operations. Let ® and & represents

addition and multiplication operations. For Vz,y € prime field 94,2 ® y def Ty

modqandx@ydéfx—kymodq.

Diffie-Hellman Key Exchange Protocol: Diffie-Hellman key exchange pro-
tocol can exchange secret keys in non-secure channels for encrypting subsequent
communication information.
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— Setup: In order to exchange the shared secret key, both parties of the
exchange rely on a finite cyclic group G and the generator g of the group,
and both parties also need to generate random numbers x and y respectively.

— Exchange: Alice generates a random number x and sends g* to Bob. Simi-
larly, Bob generates a random number y and sends g¥ to Alice. Alice calculates
KeyapYp=(modp) = (g¥)*modp and Bob calculates KeypaYav(modp) =
(¢®)¥modp, where p is a large prime number.

— Verify: Both parties judge whether they have received the correct parameters
by calculating Keyap = Keypa.

The Diffie-Hellman key exchange protocol can effectively solve the problem
of safe key transmission in the transaction process and further enhance the
reliability of the transaction.

Trusted Execution Environment: Intel Software Guard Extensions (SGX)
[26] are currently under investigation in the area of privacy protection. SGX
provides a hardware environment where code runs in a memory area known as
an enclave. SGX is currently used to perform some privacy protection for smart
contracts which involved sensitive information [27].

IPFS: InterPlanetary File System is a File System that enables distributed
storage of large files, with technical features that are faster, more secure, and
more open. The goal of IPFS protocol is to replace the traditional Internet
protocol HTTP and store large files on IPFS in the system. Blockchain only
stores the address hashes returned by IPFS. The integration with blockchain
technology can effectively reduce the pressure of storage on blockchain [27].

RobinStein Model: In 1982, Rubinstein proposed the bargaining model of
alternating offers [28], which belongs to the cooperative model of game. The
simplified scenario assumes that there are two players 1 and 2 who shared the
cake with a size of 1 unit. 1 moves first and puts forward the allocation plan,
which is called “bid first”. 2 then chosen to accept or reject the proposal proposed
by 1 after finishing step. If the proposal is rejected, 2 will propose his own
proposal of allocation, which is called the “counter-offer” of 2, and then 1 will
consider whether to accept it or not. If 1 accepts, the game is over, otherwise 1
bid again,..... , until one party’s offer is accepted by the other.

3.2 The Overview of Our Scheme

As shown in Fig. 1, our framework consists of five entities: Schools/Teachers,
Data Buyers, SGX enclave, smart contracts, and IPFS.

Schools/Teachers (ST): The ST collects and sells educational multimedia
data in the system, participates in data processing, stores data, and initiates
smart contracts for data transactions to complete the transaction process.

Data Buyers (DB): The DB searches the data in the blockchain network
according to the data description to meet the purchase requirements, then pur-
chases the data, verifies the data and completes the transaction process.
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Fig. 1. System framework

Smart Contract: Smart contract completes the execution of the steps of the
transaction process. Our scheme includes the following smart contracts:

Query: The DB searches for data that met the requirements.

Bargaining process: Execute the process of ST and DB’s bargaining game
on data price, in which each bid is protected by SGX to protect the privacy
of both parties, in order not to be cheated after the other party knows its
price.

Data trading: Perform fair steps of data transaction.

Transaction receipt store: Perform transaction receipt store.

Private key verification: Smart contract uses zero knowledge proof to
verify whether the private key of DB meets the transaction requirements. It
should be noted that because there are many secret keys in system, using
zero-knowledge proof can quickly identify whether the private key meets the
requirement.

Piracy detection: Fingerprint comparison of pirated multimedia data to
determine if there is a piracy behavior.

SGX Enclave: Since the execution of smart contracts is public, enclave is used
to help prevent privacy issues during the execution of smart contracts and to
prevent cheating during transactions.

IPF'S: Distributed storage of large-capacity educational multimedia data. After
the storage is complete, return an address hash to smart contract for saving.

4

Our Fair and Copyright-Preserving Data Trading
Scheme

This section elaborates on our fair and copyright-protected data transaction
framework. Table 1 lists the symbols used in scheme and their specific meanings.
Figure 2 shows the workflow of our scheme.
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Table 1. Symbols appearing in the scheme and their explanation
Symbol | Description
FPst ST’s fingerprint
FPpp DB’s fingerprint
depst ST’s deposit
deppp DB’s deposit
PKgsr Public key of ST
SKsr Secret key of ST
PKpp Public key of DB
SKpg Secret key of DB
enckFP DB’s fingerprint used private key to encrypt
Receipto | Receipt required by DB to purchase data
Receipti | Receipt required for ST to withdraw tokens
Addpask | Hash of data storage address returned by IPFS
Price The price of the data
Data Owner Smart Contract IPFS
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4.1 Participants Registration

If DB wants to buy data in system, he submitted search request to query SC,
SC returns the most similar data to DB. Before the transaction, data should be
processed as following:

1. ST and DB register in the blockchain network, and obtain a public-private
key pair (PKgp,SKsr||PKpp,SKpg) issued by the CA center by Bilinear
Map by the following formula:SK = a, PK = a * G, a is a prime number. The
public-private key pair will be used in data processing and transaction processes.

2. If the DB wants to buy data, he should submit the set{deppp,encFPpp}
to smart contract, deposit deppp which is equal to the data price, EncF Ppp is
the encrypted fingerprint.

3. If the ST wants to sell educational multimedia data, he needs to register
in the blockchain and submit the set{F Psr, depsr, price}to smart contract.

Before the data is submitted, our scheme allows the price to be agreed as
follows:

DB invokes the remote enclave for executing the bargain smart contract.
Because our pricing is the priority of the seller, the price at the beginning is set
by the seller, which means that the seller always makes the first bid, and each
bid of the seller cannot be higher than the price of the previous round. The price
offered by the buyer each time cannot be lower than the last price. We define
the authentication of the bidding parties as following:

Verifypar = (Bid, Hash(Bid), Sigsx (Hash(Bid))) (1)

According to Rubinstein bargaining game theory, the perfect equilibrium of the
price negotiation between the two parties is calculated as:

(1—82) (ST — SEF)
1— 96162

The recommended bidding mechanism for the contract is based on predicting
that both parties have enough patience to participate in the data negotiation
process, so the selected initial discount factor for both parties is §; = d = 0.9.

The recommended price of the smart contract guides the bidder’s quote in the
next stage to reach the perfect equilibrium price as soon as possible, helping both
parties complete the price negotiation efficiently and fairly. When both parties
complete the stage of bidding, the discount factor will change, representing that
the best balance of the price negotiation between the two parties decreases.

M = + S0 (2)

4.2 Data Trading

Setup: ST invokes the remote enclave for trading smart contract execution.
ST and DB exchange shared key ¢g”¥ through the Diffie-Hellman key exchange
method, where x and y correspond to random numbers generated by ST and
DB, respectively. The ST and DB verify to each other by the shared key which
received by each other using formulas 3 and 4.

Enc(g*™, Sig(SKsr, H(g")||H(9"))) 3)
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Enc(g*, Sig(SKpp, H(g")|[H(g"))) (4)

DB can decrypt x generated by the ST through the random number: z =
SKpp * 1~ (modp(n)),where r x r~1 = 1(modp(n)).

Payment Receipt Generation:
1. Generated payment receipt for DB’s purchase data:

Receipty = PKpol|Pricepata||Time||Epk 5 (r)||Hash(r) (5)

Where Time is the time when the receipt is generated,Epk,,, (7) is the random
number r encrypted with the DB’s public key, which is generated by the tradi-
tional random number algorithm, and Hash(r) is the hash value of the random
number r.

2. The DB uses his private key to sign the receipt and send it to the smart
contract for transaction authentication.

Receipt; = Sig(Receipty, SKpp) (6)

Data Exchange: After the above steps, ST and DB will exchange the data.

1. The ST and the DB should submit deposit depsr and deppp for corre-
sponding data price respectively.

2. The DB queries the SC to find the matching data, initiates the transaction
request, and confirms the matching ST via the random number x of the Diffie-
Hellman key exchange method.

3. The ST initiates the transaction, encrypts the hash value Addg,sn of the
data address using the shared key ¢g*¥, and sends it to SC.

4. DB sends Receipt; and PKpp to SC.

5. The ST uses PK pp to verify Receipt; to get Receipty from SC, uses SKgr
to decrypt Epk,, (1) to get r’, and sends 1’ to SC for verification.

6. SC compares r’with Hash(r), the purpose is to identify the ST. The tokens
in the receipt will be sent to the ST account if the verification is successful.

7. The ST confirms the transaction, the SC sends the encrypted address and
data hash value to the DB, and the DB decrypts the data, verifies the data hash
to confirm the data which he bought, and finally closes the transaction.

8. Both the ST and the DB can initiate arbitration before closing the deal.
The arbitration contract validates the process and cheating party will forfeit the
deposit.

4.3 Traitor Tracing

Like work [13], we also divide the piracy tracking process into two examples.
It should be noted that an ST may correspond to multiple data, but since the
fingerprint embedded in each data is unique in our scheme, there is no problem
that the fingerprint of each file is different.

Case 1: When a data owner finds illegal pirated data datay;,q after the trading.
He gets the fingerprint F'P* = extract(datapirq). Find the illegal consumer from
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on-chain trading records and the request of the corresponding ID user, then
gets EncF Ppp according to the request, if EncFPpp = Enc(FP*,PKpp) the
consumer is the pirate. Then the seller submits the evidences to the arbiter for
accountability. Arbiter verifies the evidences through the Ethereum to make a
judgment.

Case 2: When a seller uploads the data hash path to smart contract: data
owner downloads the data; from IPFS. If data owner can detect a encrypted
fingerprint FP’ that: FP' = Enc(F Pst, PKpg) which can show this seller is a
pirate because he wanted to resell the data from others.

5 Security Analysis

In this chapter, we will carry out security analysis on the proposed scheme and
give corresponding defense scheme against the attack.

Single Point of Failure: Single point of failure refers to the failure or outage
of some nodes of the system that affects the operation of the whole system. Our
scheme is implemented with pow consensus algorithm for data synchronization,
allowing up to 1/2 of the nodes to fail.

Users’ Info Security and Privacy: All smart contracts designed for user
privacy or affecting the fairness of transactions are executed in SGX Enclave.
The transaction parties or other participants can only see the final result of
the transaction rather than the data information of the transaction process,
which greatly protects the privacy of parties and guarantees the security of the
transaction.

Problem of Framing: Our copyright confirmation scheme uses homomorphic
encryption combined with digital fingerprint, which is similar to asymmetric fin-
gerprint. In addition, the information of both sides of the transaction is stored on
the blockchain to prevent tampering, and there is no case of the seller embedding
other fingerprints to frame the buyer.

6 Performance Evaluation

We test our scheme on Ethereum with Intel Core i7 CPU with 16 GB RAM
with 1 TB hard drive with bandwidth 50 Mbps and 100 Raspberry Pi Nodes.
We tested the efficiency of 1 GB-6 GB of educational multimedia data stored in
IPFS to evaluate whether our proposed solution can meet actual needs.

6.1 Smart Contract Efficiency

We tested the gas consumption and execution time of the smart contracts in
the Ethereum environment, where we used Ganache to create private chain and
maintained the account using MetaMask. Tables2 shows the execution results
and gas costs of smart contracts and Fig. 3 shows the execution time. The 1-6
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Fig. 3. Smart contracts perform

Table 2. Gas consumption of smart contracts

Gas used | Gas cost (Ether)
Data query 98525 |0.0019
Bargaining process 3029521 | 0.0589
Data trading 254253 |0.0050
Transaction receipt 39558 |0.0007
Private key verification | 39000 |0.0007
Piracy detection 2959512 | 0.0563

abscissas of Fig. 3 respectively represent the smart contract: Data query, Bar-
gaining process, Data trading, Transaction receipt, Private key verification and
Piracy detection. Through the chart analysis, we can know that our scheme
meets the efficiency requirements of actual transaction scenarios.

6.2 IPFS Storage Data Efficiency

In order to show the efficiency of IPFS in storing large-capacity educational
multimedia resources, we tested the upload speed of IPFS, and the data size of
tested was 1 GB-5 GB as shown in Fig. 4. In the evaluation, the upload time of
1 GB compressed data is 16 s, and the upload time of 5 GB compressed data is
68 s. The experiment shows the efficiency and feasibility of using IPFS to store
large data. In addition, ours also tested the impact of the number of folders on
the storage efficiency of IPFS. Experiments show that the number of folders has
little effect on upload speed, and the time efficiency of the impact is within the
acceptable range.
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IPFS upload speed
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Fig. 4. IPFS upload speed

7 Conclusion

In this article, we propose a fair and accountable educational multimedia data
transaction scheme based on blockchain. A detailed solution is designed using
Ethereum, smart contract, IPFS, digital fingerprint/watermark technology to
provide a safe and reliable educational multimedia data transaction and trace-
ability digital copyright protection scheme. Blockchain technology mainly pro-
vides decentralized traceability, using smart contracts to complete the entire
transaction process, some transactions using SGX to complete the privacy pro-
tection of sensitive information, and testing the feasibility of the entire platform
through the implementation of smart contracts. In future work, we plan to con-
tinue to improve the platform performance and security.
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