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Abstract. With the development of mobile Internet and cloud computing, the
amount of network traffic has been significantly increased. Security problems
have drawn a lot of attention, while traditional methods are becoming increasingly
unsuitable for it. In this paper, three machine learning algorithms are employed
to detect network intrusion, including KNN, Random Forest, and Multilayer Per-
ceptron. Performance evaluation and comparison between them are conducted, in
terms of precision, recall, training time, etc. Simulation results on the NSL-KDD,
a benchmark data set of network intrusion detection, show that the Random For-
est algorithm exhibits higher detection accuracy and remarkably shorter training
time.
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1 Introduction

With the development of the mobile Internet, many business systems are deployed on
distributed cloud computing platforms. A large number of user groups generate massive
amounts of network traffic. Much of network traffic is generated by malicious attacks
carried out by attackers against certain servers or hosts. Some attackers act like normal
users, generating data, and hiding their malicious activities under TB or even PB-level
data. Due to a large amount of data or lack of network intrusion detection capabilities,
hackers can invade enterprise computer systems through Trojans, backdoors, and even
complex APT and “0-day” vulnerabilities, threatening the information security of the
companies. When the Trojan communicates with the attacker, the generated network
traffic showing obvious communication features, which can be effectively captured by
intrusion detection technology [1]. However, the anomaly detection algorithms behave
differently in different environments, and there is diversity between accuracy, recall,
precision. Therefore, it is especially important to compare and evaluate the performance
of different intrusion techniques.

Z. Li et al. propose a network intrusion detection method based on Recurrent Neu-
ral Networks and Broad Learning System to detect various known network attacks [2].
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Authors study the prediction approach to end-to-end traffic in space information net-
works [3, 4]. I. Ahmad et al. compare the performance of support vectormachine, random
forest and extreme learning machine algorithm [5]. Some studies also focus on estima-
tions to network traffic [6].M. C. et al. study the IDS built by Snort and Suricata based on
Raspberry Pi, and its performance comparison [7]. D. Jiang et al. research the behaviors
and activities [8]. SAMIRA et al. designed an anomaly-based detection called Mutation
Cuckoo Fuzzy for feature selection and Evolutionary Neural Network for classification
[9]. Compressive sensing-based approach also can be used in [10]. Authors propose to
optimize a soft computing tool widely used for intrusion detection namely Back Prop-
agation Neural Network using a novel hybrid Framework based on improved Genetic
Algorithm and Simulated Annealing Algorithm [11]. Wireless network is studied in
[12–14]. The scholars use the proposed State Preserving Extreme Learning Machine
algorithm [15]. Intrusion Detection for IoT network is studied in [16–18]. And industry
application is studied in [19–22]. An improved convolutional neural network model is
proposed in [23]. Large-Scale cyber networks are studied in [24, 25]. From the review
above, we can see that the performance of the network intrusion detection algorithms
still attracts a lot of attention in academia and industry.

In this paper, we study the performance comparison of three network intrusion detec-
tion algorithms. First, the general architecture of IDS (Intrusion Detection System) is
illustrated. And three network intrusion algorithms are introduced, including KNN (K
Nearest Neighbor), RF (Random Forest), and MLP (Multilayer Perceptron). To evalu-
ate the performance of three network intrusion algorithms, the network intrusion dataset
NSL-KDD is employed,which has been preprocessed to input to the algorithms. Besides,
we present several performance comparison metrics. Evaluating simulations are car-
ried out, which show that the Random Forest intrusion detection algorithm has better
performance than the other two algorithms.

2 System Model

In this section, we will briefly introduce three intrusion detection algorithms compared
in this paper, including KNN, RF, and MLP classifiers.

1. KNN
The basic rule of the KNN algorithm is to find the k nearest neighbors in all the N
samples. When k = 1, KNN becomes the nearest neighbor problem. The first step of
KNN is to calculate the distance between the input sample and all samples. The dis-
tance between the n-dimension vector a(x11, x12, . . . , x1n) and b(x21, x22, . . . , x2n)
is calculated as (1), which is called the Euclidean Distance.

d12 =
√
√
√
√

n
∑

k=1

(x1k − x2k)2 (1)

Then choose k nearest neighbors which have the shortest distance between the input
sample. Based on the main class of these k neighbors, the classification of the input
sample can be achieved.
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Fig. 1. Basic Architecture of Random Forest.

2. Random Forest
Random forest algorithm is an ensemble learning algorithm with decision tree as
base learner. The forest is constructed bymany decision trees. There is no correlation
between each decision tree of random forest. After the forest constructed,when a new
input sample enters, each decision tree in the forest judges separately and gets the
classification result of the sample. Finally, through the voting mechanism, combine
the results of all decision trees. The one with the most classification votes belongs
to this category. The basic architecture of RF is shown in Fig. 1. Figure 1 Basic
architecture of random forest.

3. MLP
MLP is also called artificial neural network (ANN). In addition to the input and output
layer, there can bemultiple hidden layers between the input layer and the output layer.
The general MLP contains only one hidden layer, which is shown in Fig. 2. The cells
of each layer are connected with all the cells of the adjacent layer. And there is no
connection between the cells of the same layer. When a training sample is input to
the network, the activation value of the neuron propagates from the input layer to
the output layer through each middle layer. Each neuron in the output layer obtains
the input response of the network. Next, according to the direction of reducing the
target output and the actual error, from the output layer through the middle layer,
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each connection weight is updated layer by layer, and finally back to the input layer.
By cycling the above processes, a trained neural network model can be obtained.
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Fig. 2. General MLP architecture.

3 Research Methodology

The performance comparison is based on the standard network intrusion dataset NSL-
KDD, which is the improved version of KDD-99. The data preprocessing is conducted
to make the dataset more suitable for classifiers to handle. The metrics to evaluate the
performance of different detection algorithms are presented in this section.

3.1 Data Preprocessing

NSL-KDD includes 39 common types of network attacks, 22 of them in the training set,
and 17 in the test. There are several columns in text form. Therefore, it is necessary to
convert them into the form which can be inputted into the classifier.

The raw data of the NSL-KDD dataset has some useless features and some of the
features are in text form. And all of 39 types of attacks are in the data, causing it cannot
be handled directly. Therefore, we carry out data preprocessing. The main steps of data
preprocessing of NSL-KDD are data cleaning, data encoding, data normalization and
label binarization.

1. Data Cleaning.
The 43rd column attribute in the dataset indicates whether the sample is easy to
classify, which is not essential for this paper. Thereby, it is necessary to eliminate
the influence of useless features.

2. Data Encoding.
There are three character-type features, including protocol type, service and flag.
The detection algorithms based on machine learning are not capable of dealing with
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characters. We conduct data encoding for the character-type features. For example,
for the protocol type, there are three types, TCP, UDP and ICMP. We encode the
TCP as 1, UDP as 2, and ICMP as 3. The remaining columns are also encoded in
this way.

3. Data Normalization.
When the scales of features in different dimensions of the original data are incon-
sistent, normalization steps are needed to preprocess the data. The normaliza-
tion method we conduct to deal with NSL-KDD is the Z-Score normalization
method. Z-score standardization is to scale the data to a specific range, ensuring
the σ = 1, μ = 1. The σ is the standard deviation of samples, and the μ is the mean
value of samples. The standard deviation is defined as

σ =
√
√
√
√

1

N

N
∑

i=1

(xi − μ)2 (2)

where N represents the total number of tested samples, xi is the value of sample i.
Z-Score transformation formula is:

z = x − μ

σ
(3)

where x is the sample before Z-Score normalization and z is the converted value.
4. Label Binarization.

In some application scenarios, it is not necessary to distinguish different types of net-
work attacks in detail. It only needs to detect normal and abnormal traffic. Therefore,
in the data preprocessing, we encode the abnormal traffic type including Dos, Probe,
R2L, U2R to 1 and the normal traffic to 0. The label binarization could effectively
improve the performance of some classifiers.

3.2 Performance Comparison Metrics

The confusion matrix is a common evaluation method used to evaluate the classification
performance of the intrusion detection binary classification problem. The confusion
matrix used to determine the detection performance of the three systems in this paper is
shown in Table 1.

Common performance metrics used to evaluate IDS performance are as follows:

• Precision
The precision rate is an indicator of accuracy, which indicates the proportion of the
number of positive cases correctly classified by the classifier to the number of positive
cases. It can be expressed as

Precision = TP

TP + FP
(4)

where TP represents the number of abnormalities correctly detected, and the FP
represents the false positive prediction of negative class.



220 Z. Wang et al.

Table 1. Confusion matrix.

Predicted value

Observed value TP (True Positive) FN (False
Negative)

FP (False Positive) TN (True
Negative)

• True Positive Rate (TPR)/Recall
The TPR is defined as the ratio of the number of correctly predicted network anomalies
and the total number of network anomalies. TPR is also called Recall or sensitivity.
TPR can be represented as

TPR = TP

TP + FN
=Recall = Sensitivity (5)

where FN represents the number of normal conditions that are erroneously detected.
• False Positive Rate (FPR)
The false positive rate is defined as the proportion of normal conditions incorrectly
classified as a intrusion and all normal conditions, which can be represented as

FPR = FP

FP + TN
(6)

where TN represents the number of correctly detected normal conditions.
• F1-Score
F-measure is the weighted harmonic average of precision and recall, which is quite
effective for the imbalanced classification problem.We use the F1-Score in this paper,
which can be expressed as:

F1 = 2 · precision · recall
precision+ recall

= 2TP

2TP + FP + FN
(7)

4 Simulation and Result Analysis

4.1 Evaluation Strategy

The simulation experiment in this paper is based on the NSL-KDD intrusion detection
data set. 80% of the dataset is taken as training set and 20% is taken as the testing set.
The officially provided test set is used as the validation set. We compared the training
results of the classifiers with the original data, the normalized and binary data, as well
as the training time and performance on the validation set. The metrics in 3.3 are used
to evaluate the performance of the KNN, RF, and MLP classifier. And the ROC Curve
is drawn to compare the performance of the two-class classification algorithm.
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4.2 Simulation Results

Comparison on precision, recall, F1-Score and training time between KNN, RF and
MLP is shown in Table 2. RF has better performance when processing the raw data of
NSL-KDD dataset. The precision, recall and F1-Score are higher than the other two
classifiers, while the training time is significantly shorter than them. As KNN is based
on the distance calculation between the samples, the training time is much longer than
the other classifiers, which will be even higher when the samples are normalized.

Table 2. Classification result on raw dataset.

Precision Recall F1-Score Time

KNN 0.71627 0.72529 0.67444 9.49819

RF 0.80297 0.73771 0.68995 0.83753

MLP 0.64075 0.70232 0.65793 4.54791

The detection precision on each attack type is shown in Fig. 3. If the detection
accuracy is less than 50%, the classifier is almost unavailable, because the accuracy is
less than that of the random guess classifier. Therefore, in the comparing experiment, we
only illustrate the detection result higher than 50%. The detection precision of the three
algorithms on the training data is higher than 95%. However, MLP cannot detect the
R2L and U2R attacks effectively. There is not much difference in the detection precision
between KNN and RF on the train data. As detecting on the test data, because there are
unknown attack types, detection precision decrease obviously. And the Random Forest
classifier has the best performance.

Fig. 3. Precision comparison on NSL-KDD.

The detection results after data normalization are shown in Fig. 4. After normal-
ization, the detection precision of KNN and MLP increases, while the Random Forest
decrease than before. Because KNN is based on the distance calculation of the samples,
and MLP can converge better and faster after standardization. But the training time of
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Fig. 4. Precision comparison on normalized NSL-KDD.

Fig. 5. ROC curve of two-class classifier.

KNN increases to 106.38 s, and the MLP increases to 16.5 s. The precision of MLP
exceeds RF and KNN, while it is still lower than the RF on the raw data.

After label binarization, the three classifiers turn into the two-class classifier. Figure 5
shows the ROC (receiver operating characteristic) Curve of them. The larger the area
occupied by the ROC curve, the better the performance of the classifier. Obviously, the
Random Forest Classifier still has better performance than KNN and MLP.

5 Conclusion

This paper investigates and compares the performance of different machine learning
algorithms in network intrusion detection, including KNN, Random Forest and MLP.
The NSL-KDD data is employed in the comparison, with data preprocessing. Speaking
of detecting precision, recall and F1-Score, the Random Forest algorithm outperforms
the other two algorithms. Except the MLP behaves better slightly after normalization.
Besides, the Random Forest has the best training efficiency, with remarkably short train-
ing time. Therefore, as an ensemble learning method, the Random Forest is suitable
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for network intrusion detection in this paper. For future work, more intrusion detection
algorithms and feature transformation techniques will be investigated.
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