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Abstract. Deep learning provides many new and efficient solutions for
edge computing. We study training image classification models on edge
devices in this paper. Although there have been many researches on deep
learning in edge computing. Most of them did not consider the impact of
the limited service capabilities of edge devices, the problem of straggler
and insecurity of training data on the system. We design a new dis-
tributed computing system to train image classification models on edge
devices. To be more specific, we vectorize the convolutional neural net-
work (CNN) to transform it to a lot of matrix multiplications. These
matrix multiplications can be arbitrarily cut into many smaller matrix
multiplications suitable for computing on edge devices. Besides, our sys-
tem utilizes codes to ensure the stability and security of distributed
matrix multiplications on edge devices. In the performance evaluation,
we test the performance of matrix multiplications and a CNN model
training in our system with uncoded and coded strategies. The evalu-
ation results show that the system with code strategies perform better
than with uncoded strategies on the edge devices having the problem of
straggler. In summary, we design a secure distributed image classification
model training system for heterogenous edge computing.
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1 Introduction

In recent years, edge computing is developing steadily and getting popular. The
computing systems and applications based on edge computing are emerging in
endlessly. They have provided lots of solutions for many practical problems.
For instance, edge computing has outstanding performance in smart health [1],
transportation system [6] and object detection [19]. Meanwhile, edge computing
is superior to traditional cloud computing in four aspects: latency, data security,
scalability and reliability [5]. Computing at the edge instead of computing on
the cloud, which has lower latency and facilitates the protection of data security.
Hence, we decide to train the image classification model on edge devices.

As well as edge computing, deep learning is booming. Nowadays, efficient
image processing technologies are based on deep learning. And it has wide
applications in practice. For example, deep learning helps analyze medical
images [14,17], construct image [2,3,9,10,16] and classify image [8]. We train
the image classification model using convolutional neural networks (CNNs) on
edge devices. Because CNNs are important and popular networks of deep learn-
ing. They are mainly composed of the convolutional layer, pooling layer and fully
connected layer. And convolutional layer and fully connected layer are primary
computing layers in CNNs [4].

In general, the edge devices are responsible for collecting data and the cloud
utilizes it to train the deep learning model as we can see in Fig. 1. However,
this scheme has several drawbacks. First, all the collected data needs to be
transmitted to the cloud through the network, which requires a large amount of
bandwidth resources. Second, once the cloud is attacked, the whole system will
not work well because the architecture of it is cloud-centric. Third, the security
of data is easily threatened in the process of uploading to the cloud. Finally, the
computing resources of cloud are expensive. In contrast, training CNN models
on edge devices has the following advantages: low latency, cheaper computing
resources. To sum up, it is necessary to train the deep learning models on edge
devices.

Fig. 1. The edge devices are responsible for collecting datasets and the cloud is respon-
sible for training deep learning models.
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However, training the deep learning model on the edge devices has several
challenges [5]. First, communication latency may affect the time it takes for
the master node to transmit data to the worker nodes. Second, network band-
width determines the amount of data transmitted from the mater node to the
worker nodes per unit time. Third, the compute capability of the worker nodes
may affects the computing power of the entire computing system. The comput-
ing power of the edge devices is weaker than the cloud. And training a CNN
model in a single edge device is scarcely possible. Therefore, we have to use dis-
tributed computing method to combine multiple edge devices. Data parallelism
and model parallelism are two existed methods of distributed deep learning.
Data parallelism is to copy the untrained model to many computing equipment
so that they have the same untrained model, and then divide the dataset to
them for parallel training. So data parallelism can accelerate the training speed
of a CNN model because the dataset is consumed in parallel. However, data
parallelism requires the subordinate computing equipment to be able to inde-
pendently train the entire model. Obviously, ordinary edge devices cannot meet
this requirement. Model parallelism is the process of cutting huge models into
different parts and deploying them to many computing equipment so that a
huge model which cannot be trained on a single computer can be trained in
the distributed environment. But the problem of straggler easier occurs to edge
devices, which makes the model training using model parallelism method failure.
Hence, the two distributed deep learning methods above are not suitable for edge
devices. So, we have to design a new distributed computing method to train the
CNN models on edge devices.

We transform the computing load in convolutional and fully connected layers
to many subtasks, which is equivalent to divide the big task that training a CNN
model to lots of subtasks. The convolution transforming to matrix multiplication
mentioned in [4,18] can help vectorize CNN. The computing load of training a
CNN model transforms to lots of matrix multiplications with it. Then these
matrix multiplications can be cut arbitrarily to fit the operation on an edge
device. Hence, we can train the CNN models on edge devices.

Nevertheless, distributed computing on the edge devices has a few drawbacks
need to be an addressed. The problem of straggler and data security problem
are the main issues of distributed computing on edge devices. The edge worker
devices distributed computing tasks may not timely return all computed results
due to the problem of straggler. And the security of computing data could be
threatened when there are edge worker devices being attacked. So we utilize
the redundancy coding strategy to handle these problems. After the computing
tasks which are matrix multiplications have been coded, we get redundancy of
the tasks. Then the redundant computing tasks are assigned to edge worker
nodes to deal with the negative impact of the straggler problem. Meanwhile, the
details of them are protected because the computing tasks are coded.

Overall, the contributions of this paper are as follows:
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– We find a new CNN distributed training method, which is more suitable for
running on edge devices with limited service capabilities and unstable states
than data parallel and model parallel training methods.

– In this paper, we design and implement a distributed computing system run-
ning on edge servers and edge work nodes. It effectively combines and utilizes
various computing resources of the edge, which further enhances the comput-
ing power of the edge.

– In addition, we apply coded strategies in our distributed computing system.
Then we conduct comparative experiments on edge devices simulated by dis-
tributed processes with different latencies. The experimental results show that
the distributed computing system using coded strategies can not only protect
the computing data, but also deal with the negative impact caused by the
problem of stragglers.

2 Related Work

2.1 Machine Learning for Edge Computing

There have been many researches on the cooperation between edge computing
and machine learning. [21] proposed a scheme for distributed training of machine
learning models based on gradient descent on the multiple edge nodes. The
training data is collected and stored by the edge node and used for the training of
the machine learning model on the edge node instead of being sent to the central
location for training the model, which saves network bandwidth. However, [21]
does not consider the impact of the security of training data and the limited
service capabilities of edge nodes on the system. [19] designed a distributed and
efficient target detection system in which end devices, edge servers and cloud
cooperate with each other and have a clear division of labor. The end devices
are responsible for data collection, compression and transmission to edge server,
where the edge servers train the local model, and the cloud server is responsible
for aggregating the global model and updating the model on the edge servers.
This division of labor makes the entire system more efficient. But, the security
of training data is also not taken into consideration in [19]. [13] proposed a
deployment strategy of deploying the lower layers of CNN on the edge server
and the higher layers on the cloud. Compared with deploying all layers of CNN
in the cloud, deploying the lower layers of CNN on edge servers close to the
data source can save network bandwidth and ease the computing pressure of the
cloud. However, it only uses the computing resources of the edge server, and does
not make full use of the computing resources of the edge worker nodes under
the edge server. In addition, the security of training data has not been taken
seriously.

2.2 Coded Distributed Matrix Computing

There are a lot of matrix computing in computer applications. Coded distributed
matrix convolution is studied in [7], which uses the MDS coding strategy to com-
plete the matrix convolution within the deadline on the worker nodes with the
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problem of stragglers. However, the limited number of worker nodes is not con-
sidered in [7], so it may achieve its theoretical effects in practical applications.
Coded distributed matrix multiplication is also studied in [15], which compares
the performance of the uncoded, task replication, and coded strategies in a dis-
tributed computing environment with the problem of straggler. The experimen-
tal results show that coded strategies are better than other strategies under the
same experimental environment, and the rateless coded strategy is superior than
the MDS code strategy in terms of experimental performance and time complex-
ity. On this basis, we apply the rateless coding strategy and MDS coding strategy
to our CNN distributed training system instead of simple matrix multiplication.

2.3 Coded Distributed Machine Learning

The distributed machine learning is already a mature technology. In order to
deal with the problem of straggler, code strategies are introduced in distributed
machine learning. The linear regression algorithm based on coding distributed
computing is studied in [12], which can therefore run well on the distributed
computing system with the problem of straggler. However, the linear regression
algorithm is just a simple algorithm in machine learning. For deep learning
algorithms with non-linear operations like CNN, training methods in [12] cannot
work. In this paper, we design a new distributed training method that can be
used for CNN model training to provide the problem a solution.

3 Design of the Secure Distributed Image Classification
Models Training System Based on Coding

In order to train CNN models on edge devices, we design a secure distributed
training system for an image classification model that can run on edge devices.
Firstly, we introduce the system framework and show the components of the
system and their general functions from a macro perspective. Secondly, we intro-
duce the vectorization of CNN, which converts the complex computation of CNN
into matrix multiplication so that we can perform the coded distributed matrix
multiplication on this basis. Thirdly, we introduce several distributed computing
strategies which are applied to distributed computing systems and help deal with
the problem of straggler. Finally, we introduce the design of an edge distributed
computing system which is an important part of our system.

3.1 System Framework

From the Fig. 2, we can see the detailed framework of the secure distributed
image classification models training system. It consists of an edge server and a
number of edge worker nodes. In the left part of the figure is the network topology
of our system that every edge worker node independently communicates with
the edge server. Specifically, the edge worker nodes obtain the task from the edge
server and then return the task result to the edge server in this network topology.
In the right part of the figure, we can see what the edge server is responsible for
and will be introduced in detail next.
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Fig. 2. The framework of the secure distributed image classification models training
system.

Edge Server. The edge server maintains a CNN model on it. So it is responsi-
ble for updating the parameters of convolutional and fully connected layers. In
addition to this, the edge server also do jobs of making coded computing tasks
based on matrix multiplication and integrating the returned task results. The
method of convolution transforming to matrix multiplication which is introduced
in 3.2 helps edge server extract computing tasks from the CNNs. Then, these
computing tasks are distributed to the edge worker nodes. Finally, the results
computed by edge worker nodes are collected by the edge server and then a
round of coded distributed computing ends.

Edge Worker Nodes. There are many kinds of edge worker nodes, such as
raspberry pies and smart phones. Nevertheless, they all have the ability of com-
municating with the edge server and have a few computing power. Edge worker
nodes constitute the basis of edge computing.

3.2 Vectorization of Convolutional Neural Network.

Although CNNs have different layers, the computational load is mainly concen-
trated in the convolutional layer and the fully connected layer. And the total
computational load of convolutional layers and fully connected layers is nearly
equal to the computational load of CNN. For example, the VGGNet which is a
classical CNN. In the Table 1 of [20], we get the configurations of VGGNet. As
can be seen from the configurations, the parameters of the CNN are concentrated
in the convolutional layer and the fully connected layer. So the entire compu-
tational load of VGGNet is composed of the computational load of the convo-
lutional layer and fully connected layer obviously. Meanwhile, the distributed
training of the CNN can be transformed into the distributed execution of the
computational load of the convolutional layer and the fully connected layer.

Our system is based on the vectorized CNN and vectorization has been proved
to accelerate the speed of training CNN models [4]. As mentioned above, the
convolutional layer and the fully connected layer are the main computational
load layers in CNNs and the parameters and bias that need to be updated only
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exist in them. Therefore, the vectorization of the convolutional neural network
is the vectorization of the convolutional layer and the fully connected layer.

As shown in Fig. 3, there are forward and backward propagation of CNN
on the edge server. In the forward propagation, the input image is processed
by the convolutional layer and the fully connected layer to obtain the predicted
value. The deviation between the predicted value of the image and the label
value becomes the product of the forward propagation i.e. the gradient. In the
backward propagation, the gradient is passed back to update the parameters
in CNN.

Fig. 3. Forward and backward propagation of CNN on the edge server.

The forward and backward propagation in a convolutional layer can be con-
verted to the forward and backward propagation in a fully connected layer by
the method of convolution transforming to matrix multiplication. Next we will
introduce the vectorization of forward propagation and the backward propaga-
tion in CNNs, i.e. the vectorization of the forward propagation and the backward
propagation in the fully connected layer.

Convolution Transforms into Matrix Multiplication Scheme. It is hard
to implement a distributed CNNs training system if we do not transform the
convolution. Then, a method in [4] can transform convolution to matrix mul-
tiplication, which has been proved to speed up image convolution operation in
practical application. And it brings us another advantage that we can do dis-
tributed computation easier because the image convolution is transformed to
matrix multiplication.

An example is shown in Fig. 4, which uses a unique way of matrix unfolding to
implement that image convolution turns to matrix multiplication. As we can see,
four 2×2 matrices are derived from the 3×3 image matrix after the convolution
kernel window scans the image matrix with step size 1. Then, they respectively
unfold to a single row and convolution kernel unfold to a single col. Finally, four
rows make up a big matrix which multiplies with convolution kernel col. And
then the result of the matrix multiplication is converted to the result of the
convolution operation.
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Fig. 4. Example of convolution transforming into matrix multiplication.

Vectorization of Forward and Backward Propagation. In the [4], there
is an initial introduction to vectorization of forward propagation and backward
propagation, the following is a more detailed vectorization of forward and back-
ward propagation that we have improved on this basis. The forward propagation
of the CNNs is to calculate the predicted value of the training samples. The vec-
torization process of the forward propagation is as follows:

Z [l] = A[l−1].W [l] + b[l], (1)

A[l] = g[l](Z [l]). (2)

In Eq. 1, W [l] is the parameter matrix of the lth layer of CNN and b[l] is the
bias of the lth layer of CNN. A[l−1] is the output of l − 1th layer and also the
input of lth layer. In Eq. 2, g[l] is the activation function of lth layer.

The backward propagation of the CNNs is to transmit the difference between
the predicted value and the real value of the training sample back to convolu-
tional layers and fully connected layers of the CNNs and update the parameters
in them. The vectorization process of backward propagation is as follows:

dZ [l] = dA[l].[g[l](Z [l])]′, dA[l−1] = dZ [l].W [l]T , (3)

dW [l] = A[l−1]T .dZ [l], (4)

db[l] = sum(dZ [l]), (5)

W [l] := W [l] − αdW [l], b[l] := b[l] − αdb[l]. (6)

In the equations above, d[ ] is the gradient of [ ] and [ ]′ is the derived function
of [ ] and [ ]T is the transposition of [ ] during backward propagation. In Eq. 5,
db[l] is the sum of dZ [l] in rows. In Eq. 6, α is the learning rate of the CNNs.
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3.3 Distributed Matrix Multiplication Strategies

The Uncoded Strategy. As a comparison benchmark, we keep the simplest
strategy that the uncoded strategy. When do the distributed matrix multi-
plication A × B with uncoded strategy, we cut the matrix A evenly along
the rows into n matrix blocks {a1, a2, . . . , an}. Then, we distribute n tasks
{a1×B, a2×B, . . . , an×B} to p workers. In this strategy, the matrix multiplica-
tion A×B has been completed when the master node received all n computation
results.

The r-Replication Strategy. In the r-replication strategy, we do the mul-
tiplication of matrix A with matrix B. The matrix A is repeated r times,
A = A1 = A2 = · · · = Ar. So, the computing task A × B is also repeated r
times. Then we get r computing tasks {A1 × B,A2 × B, · · · , Ar × B}. In dis-
tributed computing, the A × B task is divided into n subtasks and the total
number of subtasks is rn. When the rn subtasks are distributed to worker nodes
and at least n results returned or at most rn − n + 1 results returned, the result
of A × B can be got.

The (m,n) MDS Code Strategy. In the MDS code strategy, we use the
Vandermonde matrix to encode the matrixes which come from CNNs. Any n row
vectors of the m × n Vandermonde matrix can form an n × n invertible matrix.
The process of matrix encoding and returned result decoding is as follow:

Em×t = Mm×n × An×t, (7)

Rm×s = Em×t × Bt×s, (8)

On×s = M−1
n×n × Rn×s. (9)

The matrix Mm×n in Eq. 7 is a Vandermmonde matrix, which can encode
the matrix An×t redundancy to get redundant encoded matrix Em×t. Then the
redundant encoded matrix Em×t multiplied by the matrix Bt×s in the distributed
environment. In the equation 9, the matrix Rn×s from the matrix Rm×s can
be decoded with the inverse of its encoding matrix to get the result of An×s ×
Bs×t finally.

The LT-Code Strategy. Luby Transform (LT) code is one of rateless codes
that the number of encoded matrix blocks is not fixed and it increasing with
the need of decoding end for decoding out the whole result. Comparing with the
MDS code, the LT code has simpler encoding way based on ⊕. The operation ⊕
is exclusive or. In our system, we use addition and subtraction operations instead
of the exclusive or operation and they have the same performance in practice.

In the encoding phase, a degree d is selected to represent the number of origi-
nal matrix blocks participating in the encoding. The d original matrix blocks are
selected from n original matrix blocks randomly and the degree d ∈ {1, 2, . . . , n}.
The choice of degree d conforms to the probability distribution ρ(d) which is the
robust soliton degree distribution and can be found in [15]. The set of the sub-
scripts of d original matrix blocks is Sd and Sd ⊆ {1, 2, . . . , n}. The process
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Algorithm 1: Matrix Encoding Algorithm Using LT Code
Input:
The original matrix blocks M ;
The number of original matrix blocks nm;
The robust soliton degree distribution ρ(d);
The redundancy ratio r;
Output:
The encoded matrix blocks E;
The number of encoded matrix blocks ne;

1 ne = r × nm;
2 for i = 0 to ne do
3 d ← get a degree randomly according to ρ(d);
4 for j = 1 to d do
5 m ← pick an original matrix block randomly from M ;
6 e = e + m;

7 E[i] = e;

8 return E, ne.

of encoding is shown in Algorithm 1. In the first step of Algorithm 1, we get a
degree d according to the robust soliton degree distribution ρ(d). For the original
n matrix blocks, the set of values of degree d is {1, 2, . . . , n}. Then, we pick d
matrix blocks from the original matrix blocks and get the sum of them. The sum
of the d matrix blocks is an encoded matrix block. By repeating the above oper-
ation, we can theoretically obtain an endless stream of encoded matrix blocks.
However, we set a redundant parameter r to determine the number of encoded
matrix blocks produced in practice. So, we get rn encoded matrix blocks finally.

In the decoding phase, the decoding starts with blocks of degree 1 and the
neighbor blocks of them as we can see in Fig. 5. With the decoding carries on,
there are more and more blocks of degree 1. And the blocks of degree 1 are
the decoded blocks actually. When all original blocks are decoded, the decoding
phase is finished.

Fig. 5. The LT-Code decoding process.

3.4 The Scheme of Coded Strategies Protecting Data Security

In addition to maintaining the forward and backward propagation of CNNs, the
edge server is also responsible for distributing compute tasks to edge worker
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nodes and collecting computed results from them. After vectorizing the CNNs,
we get lots of large matrix multiplications. In a forward propagation of convolu-
tional and fully connected layers, the image data are transform to matrix A and
the weight parameters are transform to matrix B. So, protecting the security of
the matrix A is equivalent to protecting the security of the image data. As we
can see from Fig. 6, matrix A multiplying with matrix B is done by distributed
computing according to our design. Firstly, divide the matrix A into many small
matrix blocks evenly and then encode them using coding matrix. The size of
the small matrix block is determined according to the size of the largest matrix
multiplication that the worst-performing edge worker node can undertake. Sec-
ondly, make computing tasks. Thirdly, assign the computing tasks to edge worker
nodes. Finally, collect the results returned from edge worker nodes and combine
them into the result of A × B.

Fig. 6. Make, distribute computing tasks and collect results.

Matrix Redundancy Encoding. The redundant encoding has been proven
to perform well in distributed computing [12]. To cope with the problem of
stragglers, redundant encoding of the original matrix is inevitable. Because it
encodes the original matrix to ensure data security and makes the original matrix
redundant at the same time. We use the MDS code strategy as an example.
The detailed process is shown in Fig. 7. The Vandermonde matrix can encode
the original matrix redundancy in the MDS code strategy, but the encoding
vector in the Vandermonde matrix will increase as the size of the encoded matrix
increase, which also means that the computational load getting larger. In order to
reduce the computational load and low the complexity of encoding, we uniformly
partition the original matrix to n smaller blocks at first. Next, the large matrix
is encoded with redundancy based on these matrix blocks. The m × n(m > n)
coding matrix is used to encode n small matrix blocks. Finally, we get m encoded
matrix blocks.
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Fig. 7. Divide the big matrix into n blocks, then use the m × n(m > n) Vandermonde
matrix to encode the matrix blocks with redundancy.

Computed Results Decoding. Then the m encoded matrix blocks are dis-
tributed to edge worker nodes for computing results. As the edge server has
received n computed results from edge worker nodes, the original matrix multi-
plication result can be decoded out. As we can see in Fig. 8, the decoding matrix
is the inverse matrix of the matrix composed of the encoding vectors of n task
results. Then, the final result can be obtained when the decoding matrix is left
multiplied by the returned computed results.

Fig. 8. The process of decoding n result matrix blocks.

Data Security Protecting. In this paper, we protect the security of image
data during the transmission from the edge server to the edge worker nodes and
when the edge worker nodes perform computing tasks. As we can see in the Fig. 6,
the matrix A that needs protection is transformed from the image data. If matrix
A is directly transmitted in plaintext from the edge server to the edge worker
nodes, the content of matrix A is vulnerable to be leaked during transmission
and calculation on the edge worker nodes. Therefore, we use the coding matrix
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to encode the matrix blocks of matrix A. After that, the content of the encoded
matrix blocks has been protected during transmission and calculation. Even
if the attacker collects all the encoded matrix blocks by intercepting the data
packets of the transmission or attacking the edge worker nodes, he cannot get the
content of matrix A. Because the coding matrix is stored in the edge server and
it does not participate in the calculation on the transmission and edge worker
nodes. In the end, we protect the security of matrix A, which is to protect the
security of image data.

3.5 Design of Edge Distributed Computing System

In our system, we do the matrix multiplications with distributed computing.
Hence, the scheme of distributing and recycling computing tasks plays an impor-
tant role in the secure distributed image classification model training system.
Because the edge worker nodes have different performance at work, and it is dif-
ficult for an edge server to actively contact all edge worker nodes. How to assign
the computing tasks to edge worker nodes determines the performance of the
entire system. As we can see in Fig. 9, we create two pools on the edge server:
the task pool and the result pool. Due to the two pools, we divide a round of
computation into three specific steps. In the first step, every edge worker node
randomly gets a task from the task pool. In the second step, after complet-
ing the computation of the task, the edge worker node puts the result into the
result pool. Finally, the edge server takes all results out from the result pool and
integrates them into a final result.

We consider the different performance of the edge worker nodes in the edge
distributed computing system. Although these edge worker nodes get computing
tasks of the same size meanwhile, they return computed results at different times.
And it may lead to the problem of straggler. Previously, we introduced redundant
coding of computing tasks to address the problem of straggler in distributed
computing. Specifically, the final result can be successfully decoded if first n
computed results in m(m > n) computing tasks are returned to the result pool.
At the same time, we find that if the return of the first n computed results is
accelerated, the time to complete this round of calculation will be shorter. The
edge distributed computing system we designed can do this job. It has three
advantages:

Advantage 1: The computing tasks are properly assigned. In the edge server,
we create two pools: the task pool and the result pool. Hence, the edge worker
nodes are not assigned tasks passively, but actively takes them from the task
pool. Under this mechanism, the more powerful the edge worker node is, the
more computing tasks it can accomplish. From a macro point of view, the edge
worker nodes with powerful ability undertake a lot of work, while the edge worker
nodes with weak ability undertake little work. This reasonable and healthy way
of the division of labor makes our system run efficiently and thus speeds up the
return of the first n computed results.



192 C. Cheng et al.

Fig. 9. The edge distributed computing system.

Advantage 2: Easy implementation of the system. The system does not need
to set tasks of different sizes for edge worker nodes with different performance.
And there is no need to determine which edge worker nodes are the straggler
nodes. In the traditional distributed computing system, the edge worker nodes
with powerful ability are assigned large computing tasks for reducing the time it
takes to complete the all computing tasks. In our system, the edge worker nodes
actively fetch tasks from the task pool. So, we just need to partition the original
task evenly at the beginning of a distributed computing that the tasks in the
task pool are the same size.

Advantage 3: The contribution of straggler edge worker nodes is not wasted.
The straggler edge worker nodes take more time to return the computed results
than others. However, it does not mean that their work must be abandoned.
Especially in our system, the original computing task is divided into many sub-
tasks. During a round of distributed computing, the powerful nodes do lots of
tasks and the straggler nodes do few tasks rather than nothing. This design of
the edge distributed computing system successfully utilizes the computational
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resources existing in the straggler nodes and increases the computing resources
of the whole system.

4 Performance Evaluation

In this section, we compare the performance of distributed matrix multiplication
strategies in the edge distributed computing system which is running on edge
devices.

4.1 Experimental Settings

In uncoded distributed matrix multiplication strategies, we have uncoded strat-
egy and 2-replication strategy. Relatively, we have the MDS strategy and the
LT-code strategy in coded strategies. Before the experiments, we have set a
delay model to simulate the latency on the edge worker nodes during the dis-
tributed computing. In this paper, we use the distributed processes to simulate
the edge worker nodes. In order to simulate the problem of stragglers of edge
worker nodes, we add latency T to the processes using a Sleep() function. The
latency T is a set {t1, t2, . . . , tn} relative to n distributed processes. Then, we
make the latency T sequentially complies with the uniform, normal and expo-
nential distribution to get three different kinds of latency sets. For testing the
performance of the edge distributed computing system, we perform the coded
distributed matrix multiplication experiments on it in the first place. Finally, we
conduct a distributed training experiment of an image classification model on it
to evaluate the performance of our secure distributed image classification model
training system.

4.2 Coded Distributed Matrix Multiplication Experiments

In the first place, we need to evaluate the performance of the secure edge dis-
tributed computing system above. Uncoded schemes and coded schemes in the
system are compared. Moreover, the performance of different coded schemes
are also compared. Then, we make the computing tasks for the evaluation of
the system and design serval experimental schemes of matrix multiplication.
Before each round of distributed computations, we split the matrix A into ten
blocks {a1, a2, . . . , a10} along the horizontal direction. So, we get 10 original
tasks {a1 × B, a2 × B, . . . , a10 × B}.

The 10 original tasks were processed by uncoded, 2-replication, MDS and LT-
code strategies. Then, we put them in the task pool. In the scheme A, we test the
computing time required for computing tasks of different sizes using uncoded, 2-
Replication, MDS code, and LT-code strategies on the ten distributed processes.
And, the latency set on the distributed processes obeys uniform, normal or
exponential distribution. In the scheme B, we test the performance of the system
completing a same computing task when the latency sets that obey uniform,
normal or exponential distribution.



194 C. Cheng et al.

Scheme A: We consider different sizes of matrix multiplication computing on
the 10 distributed processes which have latencies that obey uniform, normal
or exponential distributions. The 6 kinds of matrix multiplications are from
1000×1000 matrix A multiplying with 1000×10 matrix B to 6000×1000 matrix
A multiplying with 1000× 10 matrix B. So we have six sizes of computing tasks
carrying on the 10 distributed processes with 3 kinds of distributed latencies.
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Fig. 10. The matrix multiplications of different sizes carrying on the 10 distributed
processes with the latencies that obey the uniform, exponential and normal distribu-
tion.

As we can see in Fig. 10(a), Fig. 10(b) and Fig. 10(c), the system with the
coded distributed matrix multiplication strategies takes significantly less time to
complete the six computing tasks of different sizes than the system with uncoded
and 2-Replication strategies whether the latency on the 10 distributed processes
obeys uniform, normal or exponential distribution. Among coded strategies, the
performance of MDS strategy and LT-code strategy are close. We can also see
that the 2-Replication strategy outperforms the uncoded strategy in our exper-
iments. The experiments of the scheme A show that in the distributed comput-
ing environment with the problem of straggler, the 2-Replication strategy with
backup computing tasks can alleviate the problem of straggler, but the actual
performance is inferior to coded strategies.

Scheme B: We consider the multiplication of a 6000×1000 matrix A with 1000×
10 matrix B computing on the 10 distributed processes with different latencies.
The ranges of values of the latencies that obey uniform distribution are from
range between 1 and 10 seconds to range between 1 and 90 seconds. The normal
distribution latencies have same expectation 20 and different variances from 12
to 20. And the exponential distribution latencies have different expectations from
12 to 20.

Figure 11(a) shows that the edge distributed computing system adopting
different distributed computing strategies takes different times to complete a
same computing task when the latencies of 5 ranges on 10 distributed processes
obey uniform distribution. From the Fig. 11(a), we can see that coded schemes
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Fig. 11. The multiplication of 6000×1000 matrix A with 1000×10 matrix B carrying
on the 10 distributed processes with the latencies that obey the uniform, exponential
and normal distribution and have different ranges, different variances and different
expectations.

are obviously superior to the uncoded schemes in time spent no matter which
range of latencies is set on the distributed processes. And with the range of
latencies increases, the performance gap between uncoded and coded schemes
is widening, which shows the stability of coded schemes from another point
of view. In the Fig. 11(b), the latencies we set on the distributed processes
follow normal distribution. And these latency sets have same expectation and
different variances. In this condition, we still find that the coded schemes are
more excellent than the uncoded ones. In the Fig. 11(c), the latencies on the
distributed processes obey exponential distribution. The latencies have different
expectations from 12 to 20. As the expectation of the latencies increases, the time
taken by the uncoded schemes to complete a same computing task increases
linearly. The difference is that the coded schemes are less affected by rising
expectations of the latencies.

4.3 Secure Distributed Image Classification Model Training
Experiments

We train the vectorized CNN model in the edge distributed computing system
and use uncoded schemes and coded schemes respectively. As alluded to above,
the coded schemes can deal with the problem of stragglers of edge worker nodes
and protect the security of the dataset. For evaluating the performance of our
system ,we consider using the MNIST dataset [11] to train a VGGNet [20] model.
Besides, we set three kinds of latency sets on the ten distributed processes. Three
kinds of latencies respectively obey uniform, normal and exponential distribu-
tion. When model training runs out of a batch of images which are 50 images,
we record the time spent by our system.

In the Fig. 12(a), the latency sets on the 10 distributed processes obey nor-
mal distribution. Whether they are uncoded schemes or coded schemes, the time
spent by the system increases as the latency range increases as we can see from
the Fig. 12(a). The coded schemes still can bring less time cost to our system. In
the coded schemes, MDS strategy and LT-code strategy have comparable per-
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Fig. 12. Training VGGNet using the MNIST dataset on the 10 distributed processes
with the latencies that obey the uniform, exponential and normal distribution and have
different ranges, different variances and different expectations.

formance. Then, the coded schemes also have better performance than uncoded
schemes in Fig. 12(b) where the latency sets obey normal distribution. In the
Fig. 12(c), the latency sets on 10 distributed processes obey exponential distri-
bution. With the increasing of expectation, coded schemes perform more stable
than uncoded schemes. The MDS strategy and LT-code strategy bring our sys-
tem less time cost than uncoded strategy and 2-replication strategy.

The coded schemes not only spends less time in distributed model training
than the uncoded schemes, but also improves the stability of the system. As the
range of latency increases, the time spent in the coding schemes increase more
slowly than the time spent in the uncoded schemes in Fig. 12(a). Similarly, we
can also see from Fig. 12(c) that as the expectation of the latency increases, the
time spent curve of the coded schemes fluctuates less and is smoother than that of
the uncoded schemes. In summary, the coded schemes can improve the stability
of the system when the image classification model is trained on heterogeneous
edge worker nodes with different latencies.

5 Conclusion

In this paper, we designed a secure distributed image classification models train-
ing system for heterogenous edge computing. The system can run on edge devices
and can deal with the problem of straggler of edge worker nodes. Besides, it has
the ability to protect the privacy of computing data because our system adopts
coded strategies. It brings two advantages. First, we use many idle edge devices
to perform task computing to reduce the cost of the system. Second, we have
implemented the secure training of CNN models on edge devices. The datasets
collected at the edge no longer need to be uploaded to the cloud, which avoids
the security problem during transmission and saves the transmission bandwidth.
After the experiment, we demonstrated that the system in this paper can deal
with the problem of straggler and can run smoothly on edge devices.
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