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Abstract. Nowadays, embedded processors face various hardware secu-
rity issues such as hardware trojans (HT) and code tamper attacks. In
this paper, a novel cycle-level recovery method for HT tamper in embed-
ded processor is proposed, which consists two units, a General-Purpose
Register (GPRs) backup unit and a PC rollback unit. The former one
is designed to replace original register files with backup function extra.
And the latter one is composed for rollback operations based on the
exact PC address corresponding to the wrong instruction. If a HT tam-
per is detected, the backup unit works in conjunction with PC rollback
unit allowing the processor to resume the instruction execution. The pro-
posed method has been implanted into a RISC-V core of PULpino, and
the experimental results show that the processor can restore from fault
state caused by inserted HT in real time with the latency of 7 clock
cycles, including 2 clock cycles for detection.

Keywords: hardware security - GPRs - fault recovery * embedded
processor

1 Introduction

In recent years, processors are facing potential security risks due to hardware
Trojan (HT) malicious attack [1-13] and code tamper attacks [14-16]. Facing
the security issues abovementioned, a fast and effective recovery mechanism is
important to protect processor working normal after a fault is detected.
Existing methods for processor fault recovery mechanism mainly include: 1)
checkpoint backup and rolling back [17-26], 2) method on combing attack detec-
tion and fault repairing [27-30]. The former one is the most common method for
recovery, which is based on building a checkpoint file of recording the state of
executing program. If a fault occurs, the checkpoint file would be loaded to cover
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the state. There are some shortcomings of this method, including low real-time
performance and higher requirements of memory resources. The latter one needs
to build a basic block (BB) depended on monitoring and recovery architecture.
However, this method leads to a large number of signatures for extraction of
all executing program in advance. Besides, the BB dividing according special
instruction may ignore the attack on other instructions.

To overcome these inadequacies mentioned above, a real-time recovery app-
roach is proposed herein, which is an extension of our previous work [31] with
performance improvement and hardware implantation. If an attack is detected,
recovery mechanism is triggered, a GPRs backup unit with dynamic selection is
responsible for restoring the right value which should write to GPRs. Meanwhile,
the pipeline of processor is suspended, and the PC of the processor is replaced
by the corresponding PC value at the exact moment of an attack occurs. Then,
the proposed method has been verified into RI5CY, which is a 4-stage in-order
RISC-V core of PULpino [32,33]. And the experimental results show that the
processor can restore from fault state caused by HT attack only with a latency
of 7 clock cycles, including 2 clocks for detection.

2 The Proposed Recovery Method

The fundamental idea of the proposed method is that the instructions are dis-
patched sequentially and executed sequentially for in-order processors. Instruc-
tion sequences in the program often have data dependencies. For example, con-
sider the following two register instructions to a pipeline processor as shown in
Fig. 1. The instruction 1 deposits the data into R1 as its execute stage at time t3.
Instruction 2 would be decoded at time t3 by using R1 data, and its execution
would be complete at t4. In this scenario, the result of current executed instruc-
tion is relied on the instruction itself and the GPRs data, which is updated from
execution or write-back stage result of the previous instruction.

When a HT attack is detected, fast recovery scheme can be realized through
re-executing the wrong instruction. If PC of wrong instruction, PC pointed at the
exact time when the attack occurs, and backup GPRs data are provided simul-
taneously, cycle-level recovery mechanism can be built by PC rollback. Based on
this idea, recovery scheme has been proposed which consists two units, a GPRs
backup unit and a PC rollback unit. Besides, a GPR-State Real-Time Detec-
tion Module (GSRTM) unit, presented in our previous work [34], are adopted to
monitor the state of GPRs, the indication signal will be generated to start the
recovery operation once an attack detected. Meanwhile, the corresponding wrong
instruction and its PC value are provided for rollback unit to perform recovery
scheme. The hardware implementation has been implanted into RISCY, which
is shown in Fig. 2.

2.1 The Design and Implement of GPRs Backup Unit

According to analysis above, the GPRs backup unit should have two functions.
It needs to bypass the EX or WB stage information which writes to GPRs
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Fig. 1. The function of GPRs information in processor pipeline.
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Fig. 2. System diagram based on backup and PC rollback techniques.

Detection result

registers in normal execution of the program. In addition, it also stores the
GPRs information corresponding to the previous executed instruction. Herein,
two register groups are needed, “Primary” registers are used in normal work
while “Secondary” registers are worked as backup information corresponding the
previous executed instruction, which used for restoring. The registers information
relationship of instruction life time (an instruction between ID stage to EX or
WB stage) between “Primary” and “Secondary” is shown in Fig. 3.
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Fig. 3. The information relationship of instruction stream between Primary and Sec-
ondary GPRs.

In order to minimize the recovery time, a backup unit with dynamic selection
through register label is built, which used to indicate work states of these two
groups. If tag = 1, it works as “Primary” registers, else if tag = 0, it works
as “Secondary” registers. When an attack is detected, label value is exchanged,
and original “Secondary” registers are used as “Primary” registers, the backup
information are output for restoring. In the meantime, the original “Primary”
registers are used as “Secondary” registers working for storing. If next attack is
detected, the process is carried out again. It should be noted that, only one group
registers work as normal output, while another is used for storing instruction
information corresponding to previous executed instruction.

Consequently, the implement of the proposed unit is given in Fig.4. GPRs’
value is updated from EX or WB stage result, we named this information as
write channel, which is input of backup unit. The “Primary” just works as by a
bypass channel without any extra process. While “Secondary’s input signals are
copying of the write channel signals with three clocks delay. Then latches and
releases the write channel signal with the delay of three clock cycles according
to the current instruction is over or not, signal insn_life_over generated by the
GSRTM unit. As shown in Fig.4, the detection result (signal_strong warning)
decides whether “Primary” registers or “Secondary” registers value should be
chosen for output. It should be noted that, the “Primary” or “Secondary” group
is decided by a tag, which can guarantee the backup unit would either affect the
normal execution of the program or reduce the performance of the embedded
processor.
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Fig. 4. The implementation of GPRs backup unit.

2.2 The Design and Implement of PC Rollback Unit

The PC rollback unit is similar to program rollback, which is responsible for
rolling-back of the exact PC address corresponding to the wrong instruction
rather than program checkpoint. Then, utilize the PC address and GPRs infor-
mation storage in “Secondary” registers to realize fast recovery.

There is an instruction should be processed specially, the STORE instruction
stores data from GPRs into a specified location in memory. Thus, if the wrong
instruction is STORE, it is necessary to block this instruction from storing mem-
ory immediately to ensure that the memory information is corresponding to the
previous instruction.
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Fig. 5. The implementation of PC rollback unit.

The strong_warning signal is a key signal, which is used to indicate an attack
occurs. In order to perform recovery, there are five steps: suspend pipeline, insert
NOPs, PC replacement, flushing prefetch FIFO and resetting warning signal.
The implementation of PC rollback unit is shown in Fig.5 which has five logic
parts corresponding to the steps mentioned above.
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Firstly, pipeline control logic would generate stall signal to suspend the
pipeline stages, including IF, ID, EX and WB stages for preventing the propa-
gation of error. Secondly, three NOPs are inserted into instruction transmission
path between IF stage and ID stage. Simultaneously, restore the pipelines of ID
stage, EX stage and WB stage. This operation can clear the invalid state and
useless control of the processor caused by suspending the processor pipeline,
and can provide time for the roll back operations subsequently. Thirdly, the cur-
rent PC address of processor in IF stage is replaced with the corresponding PC
value at the time the error occurred when inserting the second NOP. Fourthly,
the prefetch FIFO in the IF stage of the processor should be cleared, because
this FIFO still stores the instructions that have not been executed before, and
execution of these instructions are related to the information of GPRs. At the
same time, restoring the pipeline of the IF stage. Lastly, when the instruction
prefetched after the PC rollback is detected in the ID stage, it means that the
PC rollback recovery has been completed, at the same time reset the warning
signal generated by the GSRTM unit.

3 Experimental Results

In order to demonstrate the fast and effectiveness of the proposed method, six
programs with different functions were implanted for test, and the test results
were shown in Table 1, including number of HT implanted, detection number
and recovery time. The experimental results showed that all six programs with
207 HTs had been detected and recovered with the latency of 7 clocks.

Table 1. Detection and recovery results.

Codes HT number | Detected number | Recovery Time
add.c 5 6 7 cycles
testALU.c 50 50 7 cycles
testClip.c 38 38 7 cycles
testCnt.c 18 18 7 cycles
testMUL.c 82 82 7 cycles
testDivRem.c | 17 17 7 cycles

Further, an example, a HT maliciously tampered with x15 of the GPRs, is
used to explain the tamper flow which is shown in in Fig. 6. Moreover, the the
recovery process which is shown in Fig. 7.

When GPRs are subject to malicious tampering attacks (x15 is changed from
4 to 5, the PC address corresponding to the abnormal moment is 0x0000-041C,
and the instruction is 0x0010-0537), the inserted HT attacks can be recovered in
real time with the latency of 7 clock cycles, including 2 clock cycles for detection.
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The proposed method can realize fast recovery with cycle-level recovery conjunc-
tion with detection technology, which has performance improvement compared
with the part work in [6],which has at least 100 us sample length for HT detection
and more time for analysis and recovery.

! PULPino add.c code ! Assembler

!l#include <stdio.h> | 1: LU.I x15, 0x100000 . HT injection
| [#include <string lib.h> | 2:Lui x14, 0x100000 Before HT

dint a =2 ; : 3:lw x14, 1292(x14) injected x15

: ”‘: b |= ; ' | 4w x1s, 1288(x15) P—

“lint c;

'void funcl(void){printf("normal\n");} : Eé‘idlx,z,x},le,, 0x0000_0004——> 0x0000_0005
i void func2(void){printf("error:attack\n"); } LG,A,dgflf’,X}Eflfj

2|int main() i 7:Lui x14, 0x100000

h Dol eswa,ppa2)

|| c=a+b; i | 9:Swx15, 1384(x14) | After HT

. printf(“add result is %d\n", c); : 110:P.begimm x15, 32 h injected x15

1 if( ¢ == 4) funcl(); [ =

: else func2(); H

1y I

. : v

e a
Jump to wrong PC address

Fig. 6. An example of tamper attack on x15 of GPRs.
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Fig. 7. Simulation wave of HT activated, detection and recovery mechanism.

4 Conclusion

This paper proposes a real-time recovery method after real-time detection, and
its implemented way is also given, which has been verified in the RISC-V core
of PULpion. The experimental results show that the proposed method can effec-
tively guarantee that processor restored from abnormal state with the latency
of 7 clock cycles.
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