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Abstract. In this paper, we propose a public-key encryption scheme
based on the Ring Learning With Rounding (RLWR) problem. Our
scheme is seen as RLWR based variant of Saber (NIST PQC standard-
ization round 3 candidate scheme). The design motivation is to over-
come the very involved security proofs of LWR based public-key encryp-
tion schemes. To simplify the previous very involved security proofs, we
introduce an intermediate problem which is at least as hard as RLWE
problem. In contradiction to the previous LWR based schemes, our con-
struction shares simple and intuitive security proof. We first present an
IND-CPA public-key encryption scheme, and then apply a variant of
the Fujisaki-Okamoto transforms to create a CCA- secure KEM. Our
parameterization of the final KEM and the reference implementation
shows that the performance of our scheme is comparable with the NIST
PQC standardization round 3 candidates.
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1 Introduction

Since the ground breaking work of Shor [27], there has been a rising interest in
post-quantum cryptography. Recently the interest of constructing post-quantum
cryptographic primitives going up another level by the announcement of National
Institute of Standards and Technology (NIST) that looking towards the stan-
dardization of post-quantum cryptography [1]. Among the submissions to the
NIST, most of the constructions are based on the lattice problems. Further-
more, three [6,17,29] of the four round 3 finalists (public-key encryption and
key-encapsulation algorithms) are lattice based primitives.

Since the work of Ajtai [2] showed the worst-case to average-case reduction
on lattice problems, lattice based cryptography obtains much of interest. Yet the
cryptographic schemes are inefficient until Regev [26] introduced the Learning
With Errors (LWE) problem. Although the work of [26] presented a reduction
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from LWE to the shortest vectors problem on lattice, yet the reduction involves
quantum algorithms. The later works [12,22] improved the reduction and con-
sider the LWE problems over rings (RLWE) [21,24]. Let R := Z[z]/(z™ + 1) for
some n of power of 2, and R, be the quotient ring R/qR, then given the pair
(a,b) € Ry x R, where a is uniform over R,, the RLWE problem asks to distin-
guish if the ring element b is from a uniform distribution over R, orb=a-s+e
for some s € R, and e sampled from some distribution over ;. There are many
constructions of public key encryption schemes based on the LWE problem or
the RLWE problem [3,6,11,17,19,23,28|.

The work of [9] considered a deterministic variant of LWE problem, called
Learning With Rounding (LWR), in which the error term e is fixed by the
ring elements a and s, namely e := a-s — 1[fa- s|t. One obvious intuitive
advantage of LWR over LWE is that there is no need to sample the error term.
The work [9] showed that if the ring modulus ¢ is exponentially larger than the
rounding modulus p, then the LWR problem can be reduced to the underlying
LWE problem, and thus reduced to the hard problems on lattices. However the
reduction remains valid for polynomially sized modulus ¢ if there is a restriction
on the number of LWR samples [4,5,10,20].

Contributions. Intuitively, the current RLWR based public key encryption
schemes [7,17] use two-fold rounding operation in the encryption procedure. In
other words, the public keys of [7,17] are generated by proceeding a rounding
operation from R, to R,. Then the encryption algorithm proceeds a further
rounding operation to the public keys (say from R, to R;) to disguise the mes-
sage. From the hardness assumption of LWR problems, the outputs from the
rounding operation should be uniformly distributed over the corresponding rings
(R, or R;). Yet the security proof is more involved [17] or obscure [7]. Another
disadvantage is that the modulus ¢ could be much larger if the modulus ¢ (cor-
responding to the second rounding) is not small, and this heavily affects the
efficiency of the scheme.

In this work, we construct a public key encryption scheme based on the
RLWR problem. The main design motivation of the scheme is that our scheme
shares more simple security proof. As mentioned above, previous public key
encryption schemes based on LWR problems use two-fold rounding. Yet in this
paper, we overcome this by introducing an intermediate problem called LWR
with auxiliary error. This intermediate problem is different from the RLWE
problem, yet it is at least as hard as RLWE problem. We show that one rounding
operation (R, to R),) is sufficient for the security proof of our construction, and
the security proof is really simple. We also provide the IND-CCA secure key
encapsulation and reference implementation of our scheme. We use the latest
techniques [13] to accelerate the polynomial multiplications. The performance
shows that our scheme has some advantages over the 3rd round NIST post-
quantum cryptography standardization candidates.

! For a real = € R, [z] denotes the nearest integer to x. ¢ and p are ring modulus such
that p < ¢, mostly we require plq.
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Organization. In Sect. 2, we introduce preliminaries; we present our IND-CPA
public key encryption scheme in Sect. 3, and provide asymptotic correctness as
well as the security proof of our IND-CPA scheme. In Sect.4, we present an
IND-CCA secure key encapsulation scheme, and provide correctness and security
results in the classic random oracle model and quantum oracle model, respec-
tively. We present parameterizations and performances of our scheme in the last
section.

2 Preliminaries

Notations. Let R be the set of real numbers, Z be the set of integers. For a
real number z € R, use |x| to denote the largest integer that < z, use [z]| to
denote the integer |x+1/2], and use [z] to denote the smallest integer that > x.

We use upper-case bold letters to denote matrices (e.g., A). For a probability
distribution y, we use x < x to denote that x is sampled from distribution Y.

For a set S, we use x & S to denote that « is sampled from uniform distribution
over the set S. For a polynomial ring R, we use ||a||, to denote the p-norm of
corresponding coeflicient vector of a € R, we omit the subscript p if p = 2.
The function negl(-) denotes the negligible function, that is negl(\) < 5= for the
parameter A and any constant c. We say an event happens overwhelmingly if the
probability that the event not happens is negligible.

2.1 Cryptographic Definitions

Here we recall some definitions of public key encryption scheme that we will use
in the following sections.

Public Key Encryption.

Definition 2.1. A public key encryption scheme Ilpke consist of algorithms
(KeyGen, Enc, Dec) as follows:

KeyGen(1*) — (pk,sk): On input the security parameter, it outputs the public
key pk and secret key sk.

Enc(m,pk) — ct: On input the public key pk and the message m, it outputs the
ciphertext ct corresponding to the message m.

Dec(sk,ct) — m: On input the secret key sk and ciphertext ct, it outputs the
decrypting message m corresponding to the ciphertext ct.

Correctness. For a PKE scheme Ilpkg, we say it is §—correct if the following
holds for the parameter § > 0:

, ct — Enc(pk, m);
E [vrrflea/\)fl Pr [m 7 m m’ < Dec(sk, ct) <9

where M is the message space, and the expectation is taken over the (pk,sk) «—
KeyGen(1*).
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Security.For any PPT adversary A, the advantage of A against a PKE scheme
in the indistinguishability under chosen-plaintext attacks (IND-CPA) security
game, denoted Adviie “PA(A), is defined as

(pk, sk) < KeyGen(1*);

(mo, m1) < A(pk);

b — {0, 1}; ¢* = Enc(pk, mp);
b — A(c*, pk)

Pr|d =b < negl()).

Since the adversary can encrypt any message by itself using the public key, the
IND-CPA security is a passive security notion that the adversary doesn’t interact
with the party who owns the secret key. A natural security model extension is
the indistinguishability under chosen-ciphertext attacks (IND-CCA) security, in
which the adversary is allowed to query the decryption algorithm except on the
challenge ciphertext c¢*. Note that there are many works on transforming a IND-
CPA secure PKE to IND-CCA secure one by using classic random oracles [15]
or quantum accessible oracles [16,18].

2.2 Lattices and Distributions

Lattices. An n-dimensional lattice is a discrete subgroup in the space R™. For
a matrix B = [by, -+, b,] of column vectors are linearly independent, a lattice

generated by the matrix B is the integer combinations of the column vectors
of B.

Gaussians. For a real s > 0, we define the n-dimensional gaussian function with
=12
parameter s as ps(x) = exp(—w”f—!). For any n-dimensional vector ¢, define

the shifted gaussian by ps z:= exp(fﬂ”fgif”Q). The distribution function of the
spherical continuous gaussian Dy over R™ is proportional to ps. For § > 0, we
call a random variable X over R is d-subgaussian with parameter s > 0, if for all
t € R, the (scaled) moment-generating function satisfies: E[e2™X] < 9 . 7"
B-bounded symmetric random variable X (i.e., |X| < B) is 0-subgaussian with
parameter Bv/27, and thus the centered binomial distribution is also subgaus-
sian. Therefore in this paper we focus on binomial distribution as it is close to
small gaussian distributions [8].

Rings. Let the ring R := Z[x]/$(z) for some cyclotomic polynomial &(z), and
let R, be the quotient ring R/qR for some modulus ¢, we say a is sampled
from R (or R;) by binomial distribution with parameter 7, we mean by that the
corresponding coefficient vector of a is sampled from the n-dimensional binomial
distribution over integers, simply write a < Bin,,. In this paper, we set ¢(z) :=
(x™+1) for some n of a power of 2. For a set S € Z, we use Rg to denote the set
of ring elements such that each coefficients are in the set S, and we let 2 < U(S)
to denote the uniform distribution over the set of ring elements Rg. We use ||al|,,
to denote the p-norm of the coefficient vector the ring element a € R. Similarly,
lla||cc denotes the largest coefficient of the ring element a.
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2.3 LWR Problem

Here in this section, we recall the ring version of the RLWR problem. Let [*],_,
be the rounding function that for an integer z € Z [x]q—, = []x], and it applies
over the ring elements coefficient-wise. We recall the RLWE distribution over the
ring R, as follow.

Definition 2.2. The R-LWR,, ; 4. distribution is the distribution of the pair
(a,b) € Ry X Ry, where a is uniform over Ry and b = [a-s]4., for some s — x.

We recall the R-LWR,, ;, 4, problem as follows.

Definition 2.3. Given a pair (a,b) € Ry x R, for the random a — Ry, the
R-LWR,, p . problem asks to distinguish if the pair is from the R-LWR,, p 4y
distribution or the uniform distribution over Ry x R,,.

The LWR (RLWR) problem was introduced in [9]. However, the work of [9]
showed the hardness of RLWR problem for the sub-exponential modulus ¢. Note
that the work of [9] considered the statistical property in the reduction, thus the
hardness of LWR is regardless of the number of the LWR samples. Later works
[4,5,10,20] showed that polynomial modulus is enough to show the hardness
of LWR problem if we consider the polynomial number of samples. Note that
polynomial number of LWR, samples are sufficient for the encryption schemes
and other cryptographic protocols, thus a polynomially modulus is sufficient for
this work.

3 The Basic Encryption Scheme

In this section, we present detailed description of our basic encryption scheme.
In addition, we further provide the asymptotic correctness and the IND-CPA
security of the scheme.

3.1 The Scheme Description

The description of our encryption scheme is shown as in the Algorithm 1, 2, and
3. The set param contains all the scheme related parameters such as dimension
of the ring, modulus p, g, message space, security parameter A\, and others. On
input a A-bit length seed, the deterministic algorithm Gen,(-) outputs a random
ring element a € R,. On input a random seed, the algorithm Bin, outputs a
ring element whose each coefficients are sampled from binomial distribution of
parameter 7. On input an integer « € Z,, the rounding function [z |,_., is defined
as [z]q—p := [Ex] mod p. If the input is a ring element, the rounding function
applies coefficient-wise. Note that we want the modulus p and ¢ satisfies 2p|g,
thus the quantity L is an integer.
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Algorithm 1: IND-CPA.KeyGen(param)

(seeds) & {0, 1}*

a+— R,

s < Bin,(seeds)
bi=la-s|qp

Return: pk := (a,b),sk :=s

Algorithm 2: IND-CPA.Enc(pk = (a,b), u € R2)

seedr & {0,1}*

r «— Bin, (seedr)

vl u (132, £)nz)

o= [a- Tlqp

¢y = 1b+ (v mod g/p) mod gq.

€1 = ’701 lg—p + 511
Return: ct: (00761)

Algorithm 3: IND-CPA.Dec(ct = (¢cg,¢1),sk = s)

1: ,u’ —01—00 s

2y [HJP—Q
3: Return uw”

For simplicity we didn’t explicit the param in the input of the encryption and
the decryption algorithms, yet they implicitly contain it.

Remark 3.1. Note that the message space in the encryption algorithm is Ra,
However it can be enlarged to R, for some small t by the cost of increasing
the decryption failure probability. Compressing the ciphertezts also applicable to
above encryption scheme, however it increases the failure probability as well.

3.2 Correctness and Security

Correctness. The correctness of above scheme described in the Algorithm 1
to Algorithm 3 is given by the following theorem. In Sect. 5, we will show the
correctness of the scheme in the concrete parameter settings.

Theorem 3.2. Let the rounding modulus p > 10 Let s,r,u be the random vari-

ables as in the Algorithm 1 and Algorithm 2, u is uniform over R[;q a9 and
2p ’2p
erTy — Xs, €TTey < Xr, €TT¢, < Xsru » where the distributions are defined

below. Let & be the probability that

0 :=Pr[||(erry +u) - r+erre, —erre, - 8l|oo = g] (1)
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then the scheme described in the Algorithm 1 to Algorithm 3 is (1 — §)-correct.
For a random ring element a € Ry, the distribution X, indexed by x € R is

the distribution of (a sz — %[a -z qﬂp), and Xg,y,» indezed by x,y € R is the
distribution of ((% [a-a|qp+2)y — L[(L[a-z]q—p + Z)yj) :

Proof. From the description of the Algorithm 3, it’s not hard to see that the
scheme is (1 —4d)-correct if Pr[||u” — pi||oo > 0] < §. Thus showing Pr[||n” — pi]|oo <
0] <1 -0 is sufficient to the theorem.

The description of Algorithm 1 and Algorithm 2 tell that:

Ty—a s+ erry, ¢o= B(a STt erre,), €1 = B(c’l T4 erre )+ (B],u,

p q q 2
for some erry, errc,, erre, € Ry, and are distributed accordingly to the distribu-
tion X, Xr and Xs,, as the theorem assumption. From the decryption procedure,
we have following

/

W = R(rterry) +[Blu— (o r+erry) s @)
(gb—&—u)-r—l—errcl)—%(a-r-s—i—errc[]-s)—i-]—%]u (3)
= 5((6% +u)-r4erre, —erre, - s)+ [5]u, (4)

where the first equality is by the decryption algorithm that p/ = ¢; — ¢ - s;
the second equality is by the definition of ¢’ = £b+ u in Algorithm 2; the last
equality is by %b = a- s+ err, and rearranging them. We further have that

2 2
B! = [l = T ((ermy bu) vt erre, —err )+~ [51u). (5)

Since |[(erry+u)-7+erre, —erre, - sl > £ holds with probability § and p > 10,

hence [|p — plloe < [2 + %J = 0 holds with probability 1 — §. This completes

the proof. O

Security. The security of the encryption scheme given in Algorithm 1 to Algo-
rithm 3 can be reduced to the hardness of RLWR, problem. To show the security
of the scheme, we introduce an intermediate problem RLWR with auxiliary error
(RLWE-AE) problem. The definition of RLWE-AE problem is as follow.

Definition 3.3. For integers p,q such that 2p|q and a distribution Bin over
R,, the R-LWR-AE,, ,, 4 problem gives as challenge (a,b) € R, X R,, where

a & Ry, and asks to decide if b = [(La 4+ u) - s]q—p for some s « Bin and

ud U([3L 35) NZ), orb is from uniform distribution over Ry,.

One obvious difference between this problem and the RLWE problem is that
the errors here are uniformly distributed while the errors in the RLWE problems
are from the gaussian distribution. In practice sampling a uniform element is
easier than sample a gaussian element. The following lemma shows the hardness
of R-LWR-AE problem. The proof of above lemma given in the Appendix A.1
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Lemma 3.4. Let p,q be the integers such that 2plq, and x be some distribution,
then the RLWR with auziliary error problem R-LWR-AE,, ;, 4. s no easier than
the RLWR problem R-IWR,, ; ¢ -

The security of our encryption scheme, described in the Algorithm 1, 2 and
3, is given by the following theorem.

Theorem 3.5. The encryption scheme given in the Algorithm 1, 2 and 3 is
IND-CPA secure if the underlying R-LWRy,, ,  Bin; problem is hard.

Proof. We show the theorem by showing that if the underlying LWR problem is
hard, then the ciphertexts (cy, ¢1) are computationally indistinguishable from the
uniform elements in R, x R, regardless of the message encrypted, and thus the
IND-CPA security is follows. To show this, we introduce following hybrid games.

Game; Games Games

1: seeds,seedr <i{0,1}256 1: seeds,seedr i{0,1}256 1: seeds,seed’r<i{0,1}256
2:aqu 2:aﬁRq 2:aqu

3: s < Biny(seeds) 3: s < Biny(seeds) 3: s « Biny(seeds)
4:b=[a-slg—p 4 bih’,) 4: b«iRp

5: r « Biny(seedr) 5: 1« Biny(seedr) 5: r «— Biny(seedr)

6: co=[a-7|q—p 6: co=[a-7]q—p 6: | co < R,
7:u<—u[g—§7%> Tu—U|G 5L 7:u<—U[;—§,%>

8: )= %b—&-(u mod %) 8: = %b-l—(u mod %) 8: = %b—i—(u mod %)
9: c1:= [‘%'Hqﬁp*(%hl 9: c1:= (c’quﬂpH%M 9: |y S Ry

10: B+ {0,1} 10: 8 — {0,1} 10: 8 < {0,1}

11: if B8 =1 then 11: if 8 =1 then 11: if 3 =1 then

12: return(a,b, co,c1) 12: return (a,b,co,c1) 12: return(a,b,co,c1)
13: else 3 =0 13: else 3 =0 13: else 3 =0

14: return (a,b,U(RpxRp) | 14: return (a,b,U(RpxRp) | 14: return (a,b,URpxRy)

Note that the Game; is subtle different from the original IND-CPA game
that here in Game;, the adversary A is given the public keys (a,b) and the
challenge pair (cg,c1), and A’s goal is to guess the random number [§. We
call A wins in Game; if it correctly guesses the random bit 5. The IND-CPA
security of the scheme is obvious if A’s advantage in Game; is negligible. Let
Adviamei to denote the advantage of A in the Game; for i € {1,2,3}, namely
Advjamei = |PrlA win Game;] — 3|. We also use Game; ~ Game; to denote the
indistinguishability of two games. To show the theorem, we have following lem-
mas and proofs are defer to Appendix A.3 and Appendix A.2.

Lemma 3.6. If the R-LWR,, ;, 4 Bin; problem is hard, then Game; & Games,.

Lemma 3.7. If the R-LWRy,, ;4 Bin; problem is hard, then Gamey ~ Games.

Above two lemmas show that

Advjamel < AdvjameQ + negl(n) < Adviame?’ + negl(n) < negl(n),
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where the first and second inequalities are from Lemma 3.6 and Lemma 3.7; the
Gameg

last inequality is from the fact that Advy = 0, this is because the 4-tuples
(@, b, cg, c2) are uniform over R, x R;’) and independent of the random bit 8. This
completes the proof. O

4 The CCA Secure Scheme

In this section, we present our IND-CCA secure KEM construction, and we show
its correctness and security results.

Scheme Description. Let G : {0,1}* — {0,1}?%6%2 and H : {0,1}* —
{0,1}2?56 be the two hash functions, our KEM construction consists of 3 algo-
rithms (KeyGen, Encaps, Decaps) presented in the following Algorithm4, 5 and
6. The key generation algorithm is the same as the Algorithm 1 except that here
the secret key contains an extra 256 bit random string. The encapsulation and
decapsulation algorithms are obtained by using a KEM variant of F-O transform
[15,16] to our basic IND-CPA scheme given in the previous section.

Algorithm 4: IND-CCA.KeyGen(1%)

(seeds, z) & {0,1}*°

ad R,

s < Bin,(seeds)

bi=Tla-s]qp

Return: pk := (a,b),sk := (s, z)

Algorithm 5: IND-CCA.Encaps (pk = (a, ), )

o 01y

(K, rand) := G(pk|p)

(co, 1) := IND-CPA.Enc(pk, Encode(u); rand)
ct := (co, 1)

K := H(K|ct)

Return: (ct, K)

Algorithm 6: IND-CCA.Decaps (ct = (co, 1), pk = (a, b),sk = (s, 2))

p' := Decode(IND-CPA.Dec(ct, s))
(K',rand') :== G(pk|u)
(cp, c}) := IND-CPA.Enc(pk, Encode(p'); rand’)
ct’ := (¢, )
if ct = ct’ then
Return: K := H(K'|ct)
else
Return: K := H(z|ct)
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Correctness. Note that the randomness in the encryption procedure in Algo-
rithm 5 is determined by the message to be encrypted, and thus the decryption
failure probability is affected by the number of queries, denoted g, to the RO
G. If the underlying IND-CPA encryption scheme is §-correct, then the resulting
scheme in the Algorithm4, 5, and 6 is ggd-correct [16].

Security. Note that using the variant of F-O transform [16], the final scheme
can be proven IND-CCA secure in the random oracle model. The IND-CCA
security of the encryption scheme described in the Algorithm 4, 5, and 6 is given
by the following results.

Theorem 4.1 (ROM, [16]). If the encryption scheme PKE described in the
Algorithm 1, 2, and 8 is d-correct, for any IND-CCA adversary A against the
encryption scheme given in Algorithm 4, 5, and 6, and let qa,quy be the number
of (might be quantum) queries made by A to the random oracles G and H, then
there is an adversary B against the PKE such that

2 1
< 44c +qu + QG\/S-F 3AdVIND—CPA(B), (6)

IND-CCA
Adv 4 < M PKE

where M is the message space.

Note that the above theorem is illustrates the IND-CCA security of the
scheme assuming the adversary enables to query the RO’s as much as it’s desire.
Yet the RO’s are publicly available, consider the case where the adversaries
may capable of quantum computers, we want the encryption scheme provides
security in this scenario. Fortunately, the scheme in the Algorithm 4, 5, and 6 is
designed by applying the paradigm of variants of F-O transform [15,16,18], and
thus provide the IND-CCA security in the presence of quantum accessible ROs.
The following theorem and the corollary describe this kind of security.

Theorem 4.2 (QROM, [18]). If the encryption scheme PKE described in the
Algorithm 1, 2, and 3 is d-correct, for any IND-CCA adversary A against the
encryption scheme given in Algorithm 4, 5, and 6, able to query the random
oracles with quantum states, let g, qm be the number of (might be quantum)
queries made by A to the random oracles G and H, then there is an adversary
B against the PKE such that

AdVL’:D_CCA S 2QH + 4QG\/S + Z(QG + CZH) AdV::NKDE_CPA(B)y (7)

1
VIM|
where M is the message space.

Note that the message space of our scheme is exponentially in security param-
eter and the basic encryption scheme described in the Algorithm 1, 2, and 3 is
IND-CPA secure by Theorem 3.5, then the first and third term in the right
hand side of the above inequation is negligible. Thus the encryption scheme
described in Algorithm4, 5, and 6 is IND-CCA secure if the encryption scheme
PKE described in the Algorithm 1, 2, and 3 is overwhelmingly correct.



An Efficient Post-Quantum PKE from RLWR, with Simple Security Proof 417

5 Parameter Settings and Implementation

. S i .
In this section, we provide concrete parameters for our encryption scheme and
performance of C reference implementation.

5.1 Parameter Settings

To instantiate the encryption scheme, we select the concrete parameters such
that the resulted scheme has low decryption failure and provides desired bit
security. However, setting the parameters according to the theoretical results
definitely affects the performance of the scheme. Thus in practice we pay more
attention to the concrete security of the scheme.

Decryption Failure. The asymptotic correctness result for the scheme is pre-
sented in the Theorem 3.2, yet in practice we need more precise estimation of the
failure probability as the encryption scheme is instantiated with concrete param-
eters. For our encryption scheme in the concrete parameters, we first compute
the distribution function of each error terms involved in the Theorem 3.2. Intu-
itively, the larger the error terms the harder to solve the corresponding LWR
problem. However, increasing the errors result in increasing the decryption fail-
ure probability. Note that each coefficient of the error polynomial is discrete and
upper bounded by small positive, thus we can compute the probability distribu-
tion of each coefficients of error terms. then we compute the overall distribution
of the final error. Note that this procedure is independent of the running time of
the scheme, and thus any tools can be used to compute this failure probability.
Here we use a python script similar as [6,17] to estimate the failure probability of
our encryption scheme in the concrete settings, and results are shown in Table 1.

Concrete Security. As we showed in the previous sections, our scheme is based
on the ring LWR problem. However the best way to solve RLWR problem now
is to treat it as a LWE problem with deterministic errors, and further estimate
the security of corresponding LWE problem with same dimension and modulus.
There are two types of attacks to estimate the concrete security of LWE based
crypto-systems: primal attack and dual attack [25]. Apply this two types of
attacks to estimate the concrete bit security of a crypto-system is the main
stream in the lattice based literatures [6,17,25]. Recently, Dachman-Soled et al.
[14] formalized the primal attack and found a novel improvement to attack a
few NIST second round post-quantum cryptography standardization candidate
schemes [7,29]. Thus we use both the folklore estimation method and the recent
method to estimate the concrete bit security of our scheme. The bit security of
our scheme in the concrete parameter settings is shown in the Table 1.

Parameterization. As we showed in the security proof of our scheme, we need
the ring modulus ¢ and rounding modulus p to satisfy 2p|g. Thus we set the
ring modulus ¢ be a multiple of 2p, e.g., ¢ = 2* - p for some integer k € Z*.
Here we choose them a power of 2, yet any other settings are possible. Concrete
parameterization of our scheme is shown in the following Table 1, where the
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log(gq) or log(p) mean that logarithmic function of the modulus ¢ or p. The
7 denotes the binomial parameter. If the classic computer used to solve the
corresponding SVP problem respect to the LWR problem, we call it the classic
security of the LWR problem (as showed in the Table 1), otherwise the quantum
algorithms are used, then we call it the quantum security of the LWR problem
as we split the security column into two sub-columns). The space complexity
of the public keys and ciphertexts are computed in bytes (B). As shown in the
Table 1, the Schemel reaches 128-bit classic security, and the Scheme2 reaches
256-bit classic security.

Table 1. Parameter settings of our schemes.

n log(q) | log(p) | n | Failure | Security

Classical | Quantum
Schemel | 51211 8 227115 1134 121
Scheme2 | 1024 | 13 10 427128 974 250

The following Table 2 shows the space complexity of our Schemes and NIST
PQC standardization 3-rd round lattice based PKE finalist schemes. We compare
them in 128-bit security settings and 256-bit security settings.

Table 2. Space complexity comparison with NIST PQC standardization lattice based
PKE finalists.

pk(B) | sk(B) | ct(B) | Failure | Classic
Schemel 608 | 768 1024 |27'% 134
LightSaber [17] 672 | 832 | 736 [27'%0 |118
Kyber512 [6] 800 |1632 | 768 |27'%% |118
ntruhps2048509 [29] | 699 | 903 | 699 272431118
Scheme2 1312 | 1888 2560 |27'*® |274
FireSaber [6] 1312 1760 | 1472 | 27198 | 260
Kyber1024 [6] 1184 |2400 | 1084 |27'™ |256
ntruhrss701 [29] 1138 |1418 | 1138 | 272139 118
ntruhps4096821 [29] | 1230 | 1588 | 1230 | 2775 | 118

5.2 Implementation

Sampling. Our encryption scheme need two type of sampling: sampling from
binomial distribution with small parameter, and sampling from uniform distri-
bution over a small centered symmetric range. The binomial sampling proce-
dure can be accomplished by sampling uniform bit strings. Namely, a sample
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from binomial distribution Bin, is sampled as follow: first sample a bit string
(strly, str2;)]_, € {0,1}", then output 3=, (strl; — str2;). Since the modulus
q and p are power of 2, the uniform sample procedure in the Algorithm 2 is by
simply sample a log(£) bit string, then subtract ;L form the integer representa-
tion of the bit string and output the result. Thus the whole sampling procedure is
as quick as generating random strings. To sample a random ring element a € R,,
we first feed Output eXtendable Function (OXF) a random seed to obtain large
random bits, and then generate the random element a with these bits. Note that
this method reduces randomness of a to the security of OXF, yet the public key

size of our scheme is improved significantly.

Rounding. Since the scheme modulus ¢ and p are set to be the power of 2, thus
the rounding procedure as simple as bit shift operation.

Multiplication. As the settings of the modulus p and g be some power of 2
ease the sampling and rounding procedure, yet the multiplication operation is
important as the those operation, and might even have more impact on the
performance of the scheme. However, as our parameter settings, the polynomial
multiplication can’t be accelerated by the NTT. Yet we use Karatsuba algo-
rithm to implement the polynomial multiplication, and the Table3 shows the
performance of our schemes.

Performance. All the cycle counts in Table3 were obtained on Macbook pro
equipped with Quad-Core Intel(R) Core(TM) i5-8257U CPU@3.9 Ghz (turbo
boost on) processor. We use g+-+11 with optimization falgs -march=native -O3
-fomit-frame-pointer -fwrapv -Qunused-arguments. For the random oracles we
use SHA3 functions (implemented in fips202). The performance is shown in the
following Table 3.

Table 3. Performance comparison with NIST PQC standardization lattice based PKE
finalists (in cycles).

KeyGen | Enc Dec
LightSaber [17] 39561 | 40154 | 32064
Kyber512 [6] 54189 | 57557 | 61409
ntruhps2048509 [29] | 5695661 | 397765 | 576719
Schemel 27741 | 54586 | 64617
FireSaber [6] 81327 | 84558 85517
Kyber512 [6] 123693 | 125461 | 137841
ntruhps4096821 [29] | 15263307 | 770705 | 1434187
Scheme2 87092 | 180290 | 253419

The above table shows that the performance of our scheme is comparable
with LightSaber and Kyber512. Note that the recent work of [13] showed that
the Saber encapsulation can be improved about 22%, thus our schemes also
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can be improved significantly by using the same techniques from [13]. We only
provide reference C implementation, thus further optimizations are possible.
Furthermore, we didn’t consider the ciphertext compression, and thus a carefully
designed integration of ciphertext compression with efficient implementation will
result in more efficient scheme than ours. Note that the plain LWR version of
our encryption scheme is similar to ours, thus we only consider the ring LWR
version here.

Acknowledgement. Mingsheng Wang is supported by the Shandong Provincial Key
Research and Development Program under Grant Number 2019JZ7Y020127.

A Appendix

Al Proof of Lemma 3.4

Proof. We show the lemma by contradiction. Namely, we show that if there is an
algorithm A that can solve the problem R-LWR-AE,, ;, 4, then we can construct
a simulator Sim which solves the RLWR challenge with the same advantage. Our
construction of Sim is as follows:

Sim(a, b)

On input the pair (a,b) € Ry x R, of RLWR challenge, it gives the pair
([a]g—p,b) to the algorithm A. If A outputs 1 (mean that the input pair
([a]g—p,b) is from the R-LWR-AE,, ;, 4., distribution), then Sim also outputs
1 to mean that (a,b) is from the R-LWR,, , 4, distribution. Otherwise, if the
A outputs 0 (mean that the input pair is from a uniform distribution over
R, x R}), then Sim also outputs 0 to mean that the pair (a, b) is from uniform
distribution over Ry X R,,.

Note that showing the following two statements suffices for the lemma: (1) if
the input pair (a,b) is from uniform distribution over Ry x Ry, then from A’s
view the pair ([a]4—p,b) is from the uniform distribution over R, x Ry, (2) if
the input pair (a,b) is from R-LWR,, ;, 4 distribution, then from A’s view the
pair ([a]q—p,b) is a sample from the distribution R-LWR-AE,, ;, 4 -

The statement (1) is straight from the fact the 2p|g and the definition of
the rounding function [*],_,,, namely the rounding procedure maps a uniform
element in R, to a uniform element in R,,.

Next we show (2),if b = [a - s]4—p for the a S R, and an element s € Ry,

— q.,/ 3 A
then we prove that b = [(Ta’ + u) - s]q—p for a uniform o’ := [as—p, and a
uniform ring element u = a — %a’ whose coefficients are in [%, %), where the

uniformity is taken over the uniformity of a € R,. Note that the uniformity of a’ is

by a same argument as the argument of the statement (1), and it’s easy to see that

the coefficients of w in [35, 5L). Therefore, we now show uniformity of . In other
n
words, for any ug € [%, %), we show that Pr,[u = ug] = (g) , that is
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Pro[u = ug] = Pr,fa = Qa/ + o)
p

Z Prqfa a+u0/\a—ap]
ap€Ry

Py <)",

where the second equality is by the union bound; the third equality is by the
uniformity of a over R,. This completes the proof. O

A.2 Proof of Lemma 3.7

Proof. We show the lemma by two steps: (1) we show that the advantage of A
in Game; is no larger than that of an intermediate game Gamej we introduced,
and (2) from the view of A the two games Gamej and Game; is indistinguishable
if the R-LWRs,, p 4 .Bin, problem is hard. The difference between the Game, and
the intermediate game Gamej is the way they generate b and ¢; as follow

b Ry, c1 = [( b—|—u) ] g—p, and b Ry,c1 =1[b-7]q—p

Note that (1) is follows from the Lemma 3.4 that the advantage of A in Game,
is no larger than that of Gamej. Furthermore, an analogue reduction as in the
proof of Lemma 3.6 shows (2). This completes the proof.

O

A.3 Proof of Lemma 3.6

Proof. The Gamesy is different from the Game; by the way the pk generated,
that b is generated by computing the rounding function [a - s]4—, for some
secret s € Ry, but it is sampled uniformly over the ring R, in the Games. The
lemma follows if from the view of A the two games are indifferent. We show
this by contradiction. Assume that 4 can distinguish these two games, then we
construct an algorithm Sim as follows that can solve the R-LWR,, ; 4 Bin,-

Sim(a, b)
On input the pair (a,b) € Ry x R, of R-LWR,, ;, ; Bin,; challenge, it simulate
every step in Game; (or Gamesy) for A except the step2 and step 4 that it uses
(a,b) instead of sampling or computing them.

Note that if the pair (a,b) is from R-LWR,, ; 4 Bins, then Sim exactly simulated
the Game; for A, if the pair (a,b) is from uniform distribution over R, X R,,
then Sim exactly simulated the Gamey for A. Therefore, if A can distinguishes
the two games with noticeable probability, then Sim can solve R-LWR;, ; ; Bin,
problem with same probability. This is contradicts the lemma assumption that
R-LWR;, ; ¢.Bin; Problem is hard. Thus from the view of A the two games are
indifferent, and the lemma follows. a
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