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Abstract. Cyber risk presents a significant threat to financial reporting systems
and capital markets, regulatory authorities expect external auditors to obtain the
competence necessary to deal with cyber risk. As an exploratory study, we aim
to address the urgent question that whether current external financial auditors can
deal with cybersecurity-related tasks, as well as what drives their performance in
these emerging tasks related to cybersecurity. Based on the survey data of external
auditors from accounting firms located in Shanghai, China, we found that these
auditors did not consistently understand fundamental concepts related to cyber
risk. Using partial least squares based structural equation modeling, results indi-
cate that the personality trait of openness to experiences positively, while operating
stress negatively impact auditor performance in cybersecurity. Auditors’ risk atti-
tudes did not show significant influence on their cybersecurity performance. These
findings can be used as a new source for regulators, researchers, and practitioners
in their efforts of identifying audit quality drivers in the changing environments.

Keywords: External Auditor · Cybersecurity Performance · Personality ·
Operating Stress · Risk Attitudes

1 Introduction

In recent years, cyberattacks have become unprecedented, and cybersecurity has become
critical to the success of businesses. According to China’s National Internet Emergency
Center, there were 23.07millionmalicious programs, 13, 083 security breaches, over 13,
000 spoofing websites during the first half year of 2021 (National Internet Emergency
Center 2021). A Chinese technology risk expert at Deloitte, China suggested seven
hidden costs of a cyberattack, including disruption or damage to business operations, loss
of customers, loss of contract revenue and the added value, devaluation of the trademark,
reputation damage, intellectual property damage, and potential cybersecurity insurance
costs (Xue 2017). External auditors, who provide assurance over companies’ financial
reporting, has been expected to consider cybersecurity risks in their operations.

Today, accounting regulators and standards-setters are concerned about whether
companies and auditors are paying enough attention to cyber risks and related disclosures
(International Organization of Securities Commissions (IOSCO) 2016; Li et al. 2020;
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PCAOB 2014; Securities and Exchange Commission (SEC), 2014, 2018). According
to AICPA 2021 exam blueprints, CPAs should be able to identify the risks associated
with protecting sensitive and critical information within information systems (AICPA,
2021). In the Chinese Institute of Certified Public Accountants (CICPA)’s CPA Industry
Informatization Construction Plan 2021–2025, CICPA highlighted the importance and
necessity of implementing cybersecurity education in theCPAprofession (CICPA2021).
To address regulatory concerns, auditors have increased their audit risk awareness and
put adequate procedures in place to dealwith the consequences of cybersecurity incidents
(Rosati et al. 2019), and accounting firms have established cybersecurity service lines.
However, these classically trained auditors may not be adequately equipped to perform
cybersecurity-related tasks. Whether auditors can deal with cybersecurity-related tasks
remains a critical and urgent question.

This current study aims to understand how skilled auditors are in dealing with cyber
risk and what affects their capability of conducting cybersecurity-related tasks. External
auditors who work in accounting firms and perform auditing services for their clients are
increasingly expected to assess cybersecurity risk and its impact on financial reporting.
We use a sample of Chinese external auditors to assess external auditors’ performance in
cybersecurity related tasks and explores factors that affect their performance in cyberse-
curity performance.We found that these traditional financial auditors did not consistently
understand cybersecurity basics, which call for extended and systematic cybersecurity
training in the audit profession. The personality of openness to experience and operating
stress both significantly affect auditors’ cybersecurity performance. These findings will
inform audit leaders in their efforts of personnel management, as well as audit regulators
in their efforts of identifying audit quality drivers.

2 Background

2.1 Cybersecurity Regulations in Accounting

As cyber risk presents a growing threat to the financial reporting system and capital
markets, many accounting regulatory authorities have addressed concerns and devel-
oped frameworks regarding cyber risk. The SEC emphasized the responsibilities of
management and boards regarding cybersecurity and provide guidance in assisting pub-
lic companies to prepare for their disclosures about cybersecurity risks and incidents
in its Commission Statement and Guidance on Public Company Cybersecurity Disclo-
sures (SEC 2018). The PCAOB specifically alerts external auditors to consider how
cyber incidents might affect a firm’s internal control over financial reporting (ICFR)
(PCAOB 2010). In April 2017, the American Institute of Certified Public Accountants
(AICPA) introduced a market-driven, flexible, and voluntary cybersecurity risk man-
agement reporting framework that highlights the importance of security/cybersecurity
attestation in organizations (AICPA 2017a). TheAICPA has also developed guidance for
certified public accountants (CPAs) to help manufacturers and distributors better under-
stand cybersecurity risks in their supply chains (AICPA 2018). The Financial Industry
Regulatory Authority (FINRA) offered two studies on best practices for cybersecu-
rity—FINRA (2015) covers overall cybersecurity issues; FINRA (2018) is targeted to
particularly significant concerns and specifically addresses cybersecurity controls. The
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Committee onPayments andMarket Infrastructures and theBoard of the IOSCOreleased
theGuidance onCyber Resilience for FinancialMarket Infrastructures,which is the first
internationally agreed-upon guidance on cybersecurity targeting the financial industry
(IOSCO, 2016).

China releasedCybersecurity Law of the People’s Republic of China (2016CSL, with
effect from 1 June 2017) in 2016 to promote cybersecurity and maintain cyberspace in
the nation (Cybersecurity Law of the People’s Republic of China, 2016). In the Chinese
Institute of Certified Public Accountants (CICPA)’s CPA Industry Informatization Con-
struction Plan 2021–2025, CICPA highlighted the importance and necessity of imple-
menting cybersecurity education in the CPA profession (CICPA 2021). Researchers at
the National Audit Office in China proposed that the cybersecurity audits should include
the assessment of the cybersecurity risks faced by the organization and the assessment of
whether their cybersecurity protectionmeasures can effectively address the cybersecurity
risks (Chen and Sui 2019), their work focuses on the cybersecurity audits for government
agencies. Cyberspace Administration of China (CAC) released Regulations on Network
Data Security Management (Draft fort Comments) in 2021, which first proposed a data
security audit system (No. 58). The system provides two types of data security audits: 1)
the self-audit requires the data processor to hire the data security audit professionals to
carry out regular compliance audits on their personal data handling; 2) the examination
audit requires managers and supervisory departments to carry out audits on important
data processing activities (CAC 2021).

2.2 Auditors’ Role in Cyber Risk

According to theCICPA, auditorswork as independent third parties to express an opinion
on financial statements being audited. To fulfill their roles, auditors shall comply with
the code of professional ethics, plan and perform audits according to the requirements
of auditing standards, obtain sufficient and appropriate evidence, and draw a reasonable
audit conclusion based on the audit evidence obtained (CICPA 2006). Over the last two
decades, auditing markets in China are dominated by “Big Four” accounting firms. The
nature of the external audit services and the definition of audit quality does not vary
between China and foreign countries (Zhou and Lv 2007).

Many accounting regulatory authorities and academic research have defined individ-
ual auditors’ and audit firms’ role with respect to cybersecurity. Their expected auditors’
responsibilities in regard to cybersecurity have been summarized as follows:

Auditors are expected to:

• Consider cybersecurity risk in their operations (CAQ 2018);
• Identify cybersecurity risks associated with protecting critical and sensitive informa-

tion within information systems (AICPA 2021; CICPA 2021);
• Focus on the information technology (IT) that a public company uses to prepare

its financial statements and automated controls around financial reporting (PCAOB
2010);

• Evaluate whether financial statements are presented fairly under the applicable
accounting principles as a whole and if the financial statements reflect cybersecurity-
related incidents (PCAOB 2009; Knechel 2021);
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• Review clients’ cybersecurity disclosures and other cybersecurity related information
in financial reports (CAQ 2018; Calderon and Gao 2020; Knechel 2021);

• Understand the controls in place and the methods used to prevent and detect cyber
incidents that may materially affect a company’s financial reporting (Hamm 2019);

• Understand management’s approach to cybersecurity risk management (CAQ 2018);
• Assist boards of directors in their oversight of cybersecurity risk management (CAQ,

2018);
• Audit firms are expected to perform cybersecurity-related advisory, assurance, and

audit services (Eaton et al. 2019).

To date, external auditors’ ability of dealing with cybersecurity-related tasks is not
well understood and evaluated in the current state of research. There has been no clear
description on external financial auditors’ responsibility relating to cybersecurity. In
this study, we specifically focus on external auditors’ performance in understanding
and identifying cybersecurity risks, which is fundamental to their roles surrounding
cybersecurity subject matter. The dependent variable in this study is external auditors’
performance in cybersecurity. Consistent with the latest AICPA and CICPA’s exam
requirements for CPA candidates, we define auditors’ performance in cybersecurity as
their performance in identifying cybersecurity risks associated with protecting sensitive
and critical information (AICPA 2021; CICPA 2021).

3 Hypotheses

3.1 Personality of Openness

The extant cybersecurity and auditing literature has examined the personality character-
istics of external auditors (Dewi and Dewi 2018; Samagaio and Felício 2022). Barrick
and Mount (1991) found that the openness trait has a positive effect on performance.
Openness to information, experience, or being open to new things is a personality dimen-
sion that categorizes people based on their interest in new things, creativity, imagination,
and high intelligence (Kumar and Bhakshi 2010). As one of the five personality traits
within Big Five Personality Model (BFM) (Cherry 2021; Robbins and Judge, 2008),
the openness captures one’s attitudes towards emerging subjects. Cybersecurity-related
tasks are relatively new to traditional financial auditors. The current external auditors
of financial statements are mostly experts of financial accounting and auditing with few
backgrounds of cybersecurity, which makes cybersecurity-related tasks challenging to
traditional external auditors. Rustiarini (2013) found that external auditors with a high
openness personality can overcome problems in a short time, with limited information,
and under high uncertainty, which leads auditors to perform better on the tasks they are
unfamiliar with, like cybersecurity-related tasks. Therefore, auditor with higher open-
ness characteristic is likely to be associatedwith a higher level of professional skepticism
employed in an emerging task, which leads to improvement in their cybersecurity per-
formance. To date, how openness affects external auditors’ performance in dealing with
emerging tasks, such as cybersecurity-related tasks, have not been studied.

Therefore, it is hypothesized that higher openness personality is correlated with
better auditors’ performance in assessing cyber risk.
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H1: Openness to experience significantly and positively predicts an auditor’s
performance in cybersecurity.

3.2 Risk Attitudes

Auditors’ attitudes constitute components of their feelings and beliefs about risk (Nolder
and Kadous 2018). Risk attitudes, which are described as a “chosen state of mind with
regard to those uncertainties that could have a positive or negative effect on objectives”
(Hillson and Murray-Webster 2006, p. 4), are an important aspect of external auditors’
attitudes in risk assessment tasks. Clarke (1987) showed that significant systematic dif-
ferences exist among auditors regarding individual risk attitudes and perception biases
and that auditors’ risk attitudes affect their decisions of the audit scope. Risk attitudes
also refer to risk appetite (i.e., risk-averse, risk-neutral, or risk-prone) (Farmer 1993), or
risk capacity (Hindson 2013). People who are classified as risk-averse have a lower risk
tolerance and are likely to see an event as risky. The majority of audit firms agree that
Big Four firms are more risk-averse with respect to the reputation damage from public
scandals and/or audit failures (Sawan and Alsaqqa 2013). Research findings also sug-
gest that audit partners that are more risk-prone conduct lower quality audits; the clients
of more risk-prone partners are more likely to misstate, pay lower audit fees, and less
timely recognize loss (Pittman et al. 2019). In terms of individual auditors, auditors who
are risk-averse tend to express a more severe audit opinion (Breesch and Branson 2009).
Auditors who are detailed processors that read all of the available information tend to
process more risk cues before making their final judgment and be more aware of the
dangers implied by these cues, which leads to more risk-averse judgments (Goldhaber
and deTurck 1988). These dangers, which are cyber risks, are more likely to be identified
and evaluated by risk-averse auditors. Therefore, a higher level of risk aversion can lead
to a higher level of susceptibility to cyber risks.

H2: The level of risk aversion significantly and positively predicts an auditor’s
performance in cybersecurity.

3.3 Operating Stress

Auditors and cybersecurity professionals are operating under great pressure, given the
complex and difficult nature of their tasks (Gaertner and Ruhe 1981). DeZoort and
Lord (1997) (p. 33) defined auditors’ job stress as “the stress caused by his or her
self-perceived inability to perform well in an ongoing auditing work environment”.
Stress is generally recognized as being negatively associated with cognitive abilities,
task effectiveness, and general well-being (Linden et al. 2005). While stress could to
some extent lead to a higher work efficiency (DeZoort and Lord 1997; McDaniel 1990),
the potential of pressure-induced dysfunctional behavior could lead to impaired audi-
tors’ job performance (DeZoort and Lord 1997; Smith et al. 2007). Given the high-risk
and mission-critical nature of audit tasks, stress can be harmful to auditors in their daily
operations. The excessive workload and mental stress could eventually prevent current
auditors to commit themselves in emerging tasks, such as tasks related to cybersecurity
domain. This current study applied the fatigue level (physical tiredness) and frustration
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level (mental tiredness) to represent operating stress in the context of auditors’ cyberse-
curity performance. Fatigue and frustration were proposed by Dykstra and Paul’s (2018)
Cyber Operation Stress Survey (COSS) as indicators of operating stress of cybersecu-
rity professionals. When financial auditors experience a great workload and harsh work
conditions, their fatigue levels tend to increase, which is likely to cause errors and lead
to decreased performance (Li et al. 2013). Many factors that potentially lead to worker
frustration include a lack ofmeans andmaterials, inadequatework environments, deficits
in human resource management, and opaque and unfair training opportunities (Math-
auer and Imhoff 2006). This frustration demotivates workers from realizing their highest
potential. Using fatigue and frustration to indicate both physical and mental tiredness
would open up new approaches for job stress studies in the audit literature.

H3: Operating stress, indicated by fatigue level and frustration level, significantly
and negatively predicts an auditor’s performance in cybersecurity.

4 Research Methods

4.1 Sample

The sample for this research was composed of external auditors from accounting firms
located in Shanghai, China1. The sampling was anonymous, and the researchers deter-
mined the admission of participants from the applicant pool using the following goals:
auditors who work at public accounting firms or who have worked as auditors in public
accounting firms within the past six months.

4.2 Data Collection

This study used primary data, which were collected by emailing anonymous survey links
to the respondents. To recruit Chinese auditor participants, the snowball sampling tech-
nique was used in which research participants are asked to identify additional potential
subjects for the research. The recruiting advertisement was sent to the group of auditor
alumni via social media in Shanghai, and then the auditor alumni participated in the sur-
vey voluntarily and circulated the recruiting information among their auditor colleagues.
These auditors are from 10 accounting firms, including both big accounting firms and
local accounting firms. Most of them are from Big 4 accounting firms, including EY
(34.5%) and KPMG (17.3%).

The questionnaire was translated by the author of this current study and validated by
a Chinese faculty member who works in a prestigious U.S. educational institution and
a Chinese audit professional who is proficient in English. Eligible auditors who applied
to participate in this study were sent an anonymous link to the survey via email.

The total number of recorded responses is 69, with 37 of which are incomplete.
The incomplete responses either did not approve the written information consent or
left the cyber risk task unanswered. These incomplete responses are not paid, we only
provided payments to people who answered all the required questions in the survey, and

1 IRB exemption has been granted by the Institutional Review Board at the State University of
New York (Study number: 20X242; date of approval: October 15, 2020).
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we expect participants to be engaged while they participate in the survey. Finally, 32
out of 69 recorded questionnaires were considered complete and usable (see Table 1 for
details). To calculate an acceptable sample size, we use parameter values of anticipated
effect size of 0.35 (we anticipate a large effect), desired statistical power level of 0.8
and probability level of 0.05. The effect sizes that we obtained from regression analyses
confirm that the predictors have a fairly large effect. In this study, we have total of
four predictors, with two of which were retained after stepwise regression. Therefore,
the acceptable sample size for the regression with four predictors is 39, the acceptable
sample size for the regression with two predictors is 31. Therefore, our sample size is
acceptable for our analyses.

Table 1. Details of Distribution and Recorded Questionnaires

Explanation Amount Percentage (%)

Recorded questionnaires 69 100.0

Canceled questionnaires (incomplete filling) 37 53.6

Used questionnaires 32 46.4

Valid response rate = 32/69 * 100% = 46.4%

As an exploratory study, we mainly focus on addressing the current auditors’ perfor-
mance in the emerging cybersecurity-related tasks. Dealing with cybersecurity-related
tasks poses some challenges for all the participating auditors, auditors in China generally
have very busy schedule, both of which make it difficult to recruit them in the survey.
However, we argue that understanding current auditors’ performance in cybersecurity-
related tasks is of great importance and urgence given the regulatory emphasis and the
concerns from key stakeholders. We acknowledge that the respondents of convenience
may not wholly represent the population of interest, which are current external auditors,
but we eliminated bias as much as possible in the process of sampling and data collec-
tion. We anticipate this work to serve as a guiding resource for future studies both in
China and internationally.

4.3 Measurement of Independent Variables

The personality trait of openness was tested following Goldberg’s (1992) Big Five per-
sonality markers, which uses a publicly available source of the 50-item IPIP version of
the Big Five Markers score the five personality traits. For this study, we only extracted
the ten questions testing openness trait. For each question, participants rated their level
of agreement from 1 to 5 (1 = strongly disagree, 5 = strongly agree). The level of risk
aversion was used to represent risk attitudes. The Passive Risk-Taking Scale (Keinan and
Bereby-Meyer, 2012) was used, in which 25 Likert questions are included (1= strongly
disagree, 7 = strongly agree).

Fatigue and frustration were tested using the question suggested in the Cyber Oper-
ations Stress Survey (COSS). To test fatigue and frustration level, auditors were given
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seven progressive stages and asked to identify the stage that best fits their actual condi-
tion right before doing the cybersecurity task (Dykstra and Paul 2018, p. 8). Fatigue level
is rated from “fully alert, wide awake” to “exhausted, unable to function effectively”,
while frustration level is rated from “very low” to “very high” on the question about
“how insecure, discouraged, irritated, and annoyed are you right now.” Both fatigue and
frustration were tested immediately before and immediately after the cybersecurity task.

4.4 Measurement of Dependent Variable – Auditors’ Performance
in Cybersecurity

The dependent variable in this study is referred to as external auditors’ performance in
cybersecurity. To test the dependent variable, we used a case scenario task extracted
from a cyber risk assessment case study developed by Ayo et al. (2018). Consistent with
the latest CPA exam blueprint’s requirement on future CPA’s skills in identifying cyber-
security risks associated with protecting sensitive and critical information, we asked
respondents to examine the case scenario and identify all the threats, vulnerabilities,
and risks they perceive. Auditor performance is the action or execution of auditing tasks
completed by an auditor within a certain period (Trisnaningsih, 2007). Themeasurement
of an auditor’s performance in the case scenario task was done according to an execu-
tive rubric developed by the authors of this current study and modified by an external
cybersecurity risk assessment expert. The external cybersecurity expert also graded a
few responses as sample gradings. Based on the rubric and the sample gradings, auditor
performance was evaluated independently by two Ph.D. students with both CPA and
cybersecurity backgrounds. They reached a consensus on each response and assign a
final score for each response. Each auditor’s performance in cybersecurity was scored
numerically on a scale from 0 to 100, where 0 meant no relevant answers were provided,
and 100 meant the performance was as good as the performance of a cybersecurity
expert. All the instruments can be found in the Appendix.

The Ayo et al. (2018) case study is to provide a full cybersecurity risk assessment on
an African company called “SparTax Collection Agency” based on some background
scenario of the agency. To examine students’ performance in cybersecurity, we extracted
the background scenario of the agency, including its recent cybersecurity breach history
in Africa, the major business that the agency does (i.e., to contracted by the Finance
Authority of local governments to collect revenue in the form of taxes), implemented
technologies and third-party contracted information systems, security policies, person-
nel, and organizational structure. We asked students to identify cybersecurity threats,
vulnerabilities, and risks, should they exist. As CPA candidates and future accounting
professionals, we expect them to 1) systematically distinguish the basic cybersecurity
concepts (i.e., threats, vulnerabilities, and risks); 2) sufficiently identify cybersecurity
threats, vulnerabilities, and risks that may exist for the agency; 3) look into cybersecurity
issues from different aspects (e.g., cybersecurity risks emerged from security policies,
personnel management, third parties, etc.); 4) and clarify the impact of each identified
cybersecurity issues.
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4.5 Analysis

The hypothesis testing in this researchwas done through partial least squares (PLS) based
structural equation modeling (SEM). Previous studies have showed evidence for the
validity of using PLS-based SEM for small sample sizes (Henseler et al. 2016; Reinartz
et al. 2009; Rigdon 2016; Sarstedt et al. 2016). We employed partial least squares (PLS)
based Structural Equation Modeling (SEM) to explore both the measurement model of
operating stress and the structural model of cybersecurity performance.

5 Results

5.1 Descriptive Statistics

Among all the 32 participants, the average age was 24.5, and 16 (50%) of them are male.
Participants have averagely been trained for cybersecurity for 19.66 h during the last
year (2019–2020). 22 of the 32 participants (68.8%) have the highest educational degree
as bachelor’s, while the rest 10 of the 32 participants (31.3%) have a master’s degree.
Participants’ experiences in the field of auditing run from a few months to 9 years, with
a mean of 14.63 months. Therefore, our Chinese auditor sample consists of relatively
newer auditors.

Overall, the respondents’ openness level (M = 24.38, SD = 4.95) and risk aversion
level (M = 87.84, SD = 18.21) are about the moderate level. On average, the respon-
dents were between “very responsive, but not at the peak” and “okay, somewhat fresh”
in terms of fatigue level and slightly low on frustration level (M = 2.91, SD = 1.35)
immediately before the cybersecurity task. After completing the cybersecurity task, par-
ticipants’ fatigue level (MD = 0.66, p < .01) and frustration level (MD = 0.44, p <

.05) both significantly increased. The average performance score was not high (M =
40.34, SD = 19.65). On average, auditors were able to identify 5.47 items related to
cybersecurity issues, while there were 24 significant possible cybersecurity threats and
24 significant vulnerabilities exist in the scenario (see Ayo et al. 2018). Most auditors
were able to find cybersecurity issues related disgruntled employees, outdated security
policies, insufficient security training for employees, and third-party risks, and cloud
security. However, very few students explained why such cybersecurity issues may exist
or illustrated the negative impacts. They were also not able to identify specific cyberse-
curity threats (e.g., SQL injections, social engineering, etc.) that are likely to occur for
the agency.

The internal consistency reliability was acceptable for all scales (Cronbach’s alpha
was above 0.8) (Lance et al. 2006). None of the control variables was significantly
correlated with performance or was sufficiently significant to enter the regression model
at a significance level of .05, leading us to exclude them in both the correlation and
regression analyses.

5.2 PLS-Based SEM Analyses

WeusedPLS-based structural equationmodeling (SEM) tomodel the effects of openness
personality, risk aversion, and operating stress indicators of fatigue and frustration on
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Fig. 1. PLS-based SEM Results

auditors’ cybersecurity performance. The PLS-based SEM results are reflected in Fig. 1.
The assumption of noncollinearity was met.

PLS-SEM requires a two-step approach in analyzing and interpreting a research
model (Hair et al. 2017), including the measurement model and the structural model.
The assessment of the measurement model requires the inspection of convergent validity
and reliability (Hair et al. 2017, 2019). Convergent validity was analyzed using the
standardized loadings of the indicators and the average variance extracted (AVE). We
found fatigue and frustration both showed high standardized factor loadings (above 0.8),
the average variance extracted (AVE)was above 0.8, indicating themodel has convergent
validity. Composite reliability (CR) was above the threshold of 0.70 (Hair et al. 2017),
suggesting that all constructs have good reliability.

For the structural model, the personality of openness positively (B = .38, p < .01),
while operating stress negatively (B = -.41, p < .01) affect auditors’ cybersecurity per-
formance. The adjusted R-square is 0.423, indicating 42.3% variances in cybersecurity
performance could be explained by the presented SEM-PLSmodel, showing high model
predictive accuracy. The insignificant effect of risk aversion is consistent with our find-
ings in stepwise regression analyses.We also run the effect size (ƒ2) tomeasure the effect
of each performance driver. Using Cohen (1988) threshold, we found both openness (ƒ2

= 0.245) and operating stress (ƒ2 = 0.270) to have small to medium effects.

6 Discussion

6.1 Discussion of Findings

This study explores external auditors’ performance in cybersecurity and howpersonality,
risk attitudes, and operating stress affect such performance. According to the responses
from the research participants, we can conclude that the auditors did not consistently
understand the differences among the concepts of cybersecurity threats, vulnerabilities,
and risks. Understanding the basic concepts of cybersecurity and cyber risk is fundamen-
tal when dealing with cybersecurity-related tasks in daily operations. The results show
that the auditors lacked fundamental competence in identifying cyber risk. In addition,
auditors’ responses to cybersecurity tasks indicate that they are able to identify cyber-
security issues with personnel management, such as insufficient security training and



336 Y. Li et al.

disgruntled employees, while few of them could extend their scope of assessment to
governance structures, mission/business processes, enterprise architecture, information
security architecture, facilities, equipment, system development life cycle processes,
supply chain activities, and external service providers (National Institute of Standards
and Technology (NIST), 2012).

Personality traits have long been ignored in the security and IT audit literature. We
found openness significantly improves auditors’ performance in assessing cyber risks,
which lends support to Neuman et al.’ s (1999) and Rustiarini’s (2013) findings on
openness and performance in auditing tasks. Openness is a typical trait of profession-
als in technology fields, especially cybersecurity (Freed 2014). Our findings support
that openness is also an important trait that auditors should have to perform well in
cybersecurity-related tasks. The personality trait of openness also tends to mitigate the
level of frustration, according to the correlation analysis. An open and curious attitude
enables individuals to more competently deal with emotion-eliciting situations, which
contributes to their general capability of dealing with daily challenges effectively (van
der Kaap-Deeder et al. 2021), which could explain the negative correlation between
openness and frustration.

The findings suggest that operational stress, represented by fatigue and frustration,
negatively affects auditor performance in cybersecurity. The findings are in line with
Linden et al. (2005)’s finding that stress diminishes one’s performance. Hopstaken et al.
(2015) argues that fatigue reduces motivation for effortful activity and impairs task
performance. Therefore, the severe negative impact of fatigue on auditor performance in
cybersecurity may be due to fewer auditing efforts that auditors have employed during a
task. The utilization of fatigue and frustration to indicate the personal tiredness at both
physical and mental levels will open up new approaches for future studies of auditors’
job stress.While the risk aversion did not significantly affect cybersecurity performance,
this could be a result that auditors did not systematically understand the definition of
cybersecurity basics. Hence, they fail to identify cybersecurity threats, vulnerabilities,
and risks even though they are sensitive to risks in general.

6.2 Implications

The results of this study have implications for academics and practitioners. First, this
paper enriches the existing literature uniquely by exploring factors personality of open-
ness, risk aversion, and operating stress that affect auditors’ performance in cyberse-
curity. This is a critical step toward improving auditors’ performance in cybersecurity
related tasks. The problem that current auditors are not capable of identifying cyber-
security risks and potentially other cybersecurity-related tasks calls for comprehensive
training in the auditing profession and academics. Future research should consider how
training can be appropriately designed and effectively implemented to facilitate auditors’
adaption to cybersecurity-related tasks, especially for younger and entry-level auditors.
While factors of operating stress can bemanaged through effective staffing and planning,
it is obvious that personality cannot easily be changed. Fortunately, American colleges
and accounting firms can use the resources from this study to discover students and pro-
fessionals to fit their educational/recruiting objective or distribute cybersecurity related
tasks within the audit team more appropriately (Aufman and Wang 2019). Third, the
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operating stress indicators derived from cybersecurity performance literature opens up
new approaches for future studies on auditors’ job stress. Future research could con-
tinue to use fatigue and frustration levels in measuring audit professionals’ operating
stress. Fourth, these factors could be used as part of a quality control program to conduct
post-audit reviews, which could improve external audit quality when cybersecurity-
related tasks are involved (Stoel et al. 2012). Finally, regulators and policymakers can
incorporate these factors into ongoing or new frameworks of audit quality drivers.

6.3 Limitations

While this study contributes to both academia and practice, it also has limitations. First,
the small sample size and the use of convenience sample may introduce additional
biases. Given a smaller number of predictors used in this study, and a larger effect
size anticipated, we believe using of a small sample size will produce credible results.
As an exploratory study, we mainly focus on addressing the urgent question regard-
ing current auditors’ performance in the emerging cybersecurity-related tasks. Dealing
with cybersecurity-related tasks poses some challenges for all the participating audi-
tors, auditors in China generally have very busy schedule, both of which have made it
difficult to recruit current auditors in the survey. However, we argue that understanding
current auditors’ performance in cybersecurity-related tasks is of great interest to regula-
tors, business leaders, accounting firms, and other key stakeholders. We have eliminated
biases as much as possible in the process of sampling and data collection. We encourage
future studies to use this study as a guiding resource and further explore how personality
traits, attitudes, and operational stress affect external auditors’ performance in emerging
tasks related to cybersecurity, such as cyber risk identification, with a larger and ran-
dom auditor sample. Second, it only focused on external auditors from accounting firms
in China. Future studies may consider how these identified factors contribute to U.S.
and other foreign external auditors’ success in identifying cyber risks. Third, this study
only measured the individual characteristics of external auditors; factors at the process,
firm, and environmental levels should be further studied. In addition, the sample was
comprised of relatively young auditors (see, e.g., Christensen et al. 2016); future studies
should look at how these factors also work for the older population.
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