q

Check for
updates

A Hybrid Approach to Monitor Context
Parameters for Optimising Caching
for Context-Aware IoT Applications

Ashish Manchanda!®) | Prem Prakash Jayaraman®, Abhik Banerjee!,
Arkady Zaslavsky?, Shakthi Weerasinghe?, and Guang-Li Huang?

! Swinburne University of Technology, Melbourne, Australia
manchandaa45@gmail.com
2 Deakin University, Melbourne, Australia

Abstract. Internet of Things (IoT) has seen a prolific rise in recent
times and provides the ability to solve several key challenges faced by
our societies and environment. Data produced by IoT provides a sig-
nificant opportunity to infer context that is key for IoT applications to
make decisions/actuations. Context Management Platform (CMP) is a
middleware to facilitate the exchange and management of such context
information among IoT applications. In this paper, we propose a novel
approach to monitoring context freshness as a key metric, to improv-
ing the CMP’s caching performance to support the real-time context
needs of IoT applications. Our proposed hybrid algorithm uses Analytic
Hierarchy Process (AHP) and Sliding Window technique to ensure the
most relevant (as needed by the IoT applications) context information is
cached. By continuously monitoring and prioritizing context attributes,
the strategy adapts to IoT environment changes, keeping cached context
fresh and reliable. Through experimental evaluation and using mock data
obtained from a real-world mobile IoT scenario in Sect. 1, we demon-
strate that the proposed algorithm can substantially enhance context
cache performance, by monitoring the context attributes in real time.

Keywords: Context parameter monitoring - Cached context
freshness - Real-Time IoT applications * System efficiency

1 Introduction

IoT applications play a vital role in collecting and processing data from various
IoT sensors to provide insights into supporting decision making [1]. The data
from IoT sensors is key to infer context that is required to provide relevant
services to users. Context as defined by Anind Dey [5] is “Any information that
can be used to characterize the situation of an entity. An entity is a person,
place, or object that is considered relevant to the interaction between a user and
an application, including the user and applications themselves”.

Supported by Australian Research Council (ARC) Discovery Project Grant
DP200102299.

© ICST Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2024
Published by Springer Nature Switzerland AG 2024. All Rights Reserved

A. Zaslavsky et al. (Eds.): MobiQuitous 2023, LNICST 593, pp. 156-174, 2024.
https://doi.org/10.1007/978-3-031-63989-0_8


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-63989-0_8&domain=pdf
https://doi.org/10.1007/978-3-031-63989-0_8

Hybrid IoT Context Caching Optimization 157

Context Management Platform (CMP) has been proposed in the literature
as a middleware to facilitate the exchange of context between context providers
and IoT applications [6].

The increasing number of IoT applications and the need to provide context
to meet the real-time demands of such application pose several performance
challenges for CMPs. Delays in serving context to IoT applications can have
severe consequences due to delays or failure in decision-making/actuation. Hence,
it is a key challenge to manage the need and serve context to meet the demands.

To mitigate this delay and enhance the efficiency of the system, caching
context becomes an essential strategy. By storing context information in the
cache minimizes the time-consuming process of context retrieval from context
providers, thus allowing for real-time access to context for IoT applications. This
adaptation not only optimizes the performance of the CMP but also meets the
growing demand for real-time, responsive IoT applications [7].

Caching context for IoT applications to utilize, presents a unique challenge,
distinctly different from traditional data caching. The challenges associated with
caching context for IoT applications stem from the complex and dynamic char-
acteristics of context. Traditional data, which is typically static, can be cached
using well-established metrics like frequency and size [10]. In contrast, context
is very dynamic and is continuously changing which demands more nuanced
caching strategies. A multitude of factors come into play when determining which
context needs to be cached and when to refresh or discard it. As context-aware
IoT applications rely on context for their operations, it’s imperative to cache
it efficiently to ensure quick and accurate retrieval of context. There is a need
to support continuous monitoring of key metrics and a critical parameter called
“context freshness” which we introduce in this paper. This metric ensures the
current state of the context inside the CMP whether the context needs to be
cached anew, evicted, or left unchanged in the cache memory. In summary, due
to the dynamic nature of context, and the importance of keeping it fresh require
specialized strategies designed specifically for IoT applications [2,4]. This guar-
antees that real-time sensitive IoT applications can make well-informed decisions,
even in rapidly changing situations.

Let’s consider a scenario of a smart IoT navigation system in Autonomous
Vehicles(AVs) in a busy city. Here, an autonomous vehicle moves smoothly using
a new IoT system for navigation. This system doesn’t only use the vehicle’s own
sensors; it also uses information from other vehicles. For example, if a car detects
a “Road Work” sign or an obstacle, it sends this information to a context man-
agement platform. This information is then available for all connected vehicles.
So, another car coming to the same area knows about the obstacle before reach-
ing it, making the drive safer and more efficient. By sharing information in this
way, vehicles can better handle changing road situations.

Now current autonomous vehicles [8] often face difficulties in detecting situ-
ations such as road works, accidents, or heavy traffic congestion, because their
internal models need vast amounts of training data to predict and navigate
these situations effectively [9]. Contextual awareness of road conditions as dis-
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cussed in the scenario above can greatly help in navigation and in some cases
turning off auto-pilot. Given the ever-changing nature of such scenarios (road
conditions) - with work starting or ending, lanes getting blocked or opened up
- the underlying context representing the situations “Road Work” is constant
changing (dynamic).

Research in monitoring the parameters of context caching, particularly for
context freshness, is in its early stages [10,12]. The monitoring of query logs [11],
as a solution has been considered in the past but this approach lacks the
dynamism required to keep up with the ever-changing freshness of context that
characterizes a situation like road works. This motivating scenario highlights the
unique challenges posed by context caching in an IoT ecosystem in CMP, laying
the groundwork for our research. In this paper, we propose the Context Freshness
Monitoring System (CFMS) to monitor context-parameter /key-metric “context
freshness” with the aim of enhancing cache optimization for context-aware IoT
applications. Our work also includes comparisons with conventional algorithms
such as RU and FIFO in Sect. 4. CFMS uses two algorithms for its function that
are:

1. Decision Supporting Algorithm(DSA): The main aim of this algorithm
is to determine and prioritize the weights of context attributes using the
Analytical Hierarchical Process (AHP) based on their relative significance.
By doing so, it ensures that context-aware applications can efficiently process
and act upon the most relevant context attributes in changing situations such
as road work.

2. Parameters Freshness Processing Algorithm(PFPA): The main aim
of this algorithm is to take input of prioritize context attributes from deci-
sion supporting algorithm and cache them based on their respective weights.
This algorithm maintains the freshness of cached context and makes real-
time decisions on updating context attributes when they exceed predefined
thresholds using sliding window mechanism. By doing so, it ensures that the
most relevant and recent parameters are readily available for context-aware
TIoT applications, thereby optimizing performance and accuracy.

The CFMS integrates the strengths of its sub-algorithms to determine opti-
mal caching decisions for context-aware IoT applications. The DSA employs the
Analytical Hierarchical Process (AHP) to assign weights to context attributes,
thereby identifying their relative importance. Subsequently, the PFPA leverages
these weights to prioritize which attributes are cached. Using a sliding win-
dow mechanism, this algorithm ensures that the cache is consistently refreshed,
maintaining only the most relevant and current context attributes. Collectively,
the CFMS monitors the key metric “context freshness” which ensures that the
caching mechanism is both efficient and contextually relevant.

The remainder of the paper is as follows. Section 2 reviews the Related Work.
Section 3 describes the design and implementation of the Context Freshness Mon-
itoring System (CFMS). Section 4 evaluates the CEMS model. Section 5 discusses
and concludes the paper.
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2 Related Work

Research in the field of IoT has recognized the importance of data caching for
improving system performance. Traditionally, data caching strategies have relied
on parameters like popularity and logs to enhance cache performance [12]. How-
ever, due to the static nature of such data and the rapidly changing IoT environ-
ment, these approaches may not always provide the most relevant or updated
information [14,17]. Whereas context in IoT refers to the situational, environ-
mental, or operational information that can affect the behavior or interpretation
of ToT devices or data. For example, in a context-aware smart home, the con-
text could include whether the resident is home or away, time of the day, day
of the week, current weather conditions, etc. Context data involves a lot of fac-
tors and attributes that can significantly affect the operation of IoT devices and
applications.

In recent advancements concerning context caching within IoT applications,
a significant contribution was made in the paper [11]. This work focuses on the
optimization of a context management platform (CMP), named CoaaS. Their
novel system, ConCaf, utilizes context query logs and machine learning tech-
niques to estimate the demand probability of context information. This app-
roach is fundamentally different from our method, as their primary metric for
caching decisions is derived from monitoring query logs and optimizing the con-
text caching probability by adjusting the hyperparameters of the regression mod-
els. Although the results of their evaluation showed a significant improvement
in the response time of CoaaS, the emphasis was on the proactive placement of
context information based on query demand. In contrast, our work specifically
zeroes in on the real-time monitoring of context attributes, aiming to maintain a
context freshness metric inside the CMP. This distinction underscores our app-
roach’s commitment to addressing the transient and dynamic nature of contexts
in IoT environments, ensuring that cached data remains relevant and timely.

Context-aware systems consider a multitude of context attributes that pro-
vide a high-level interpretation of data and allow systems to make intelligent
decisions [18,19]. Nevertheless, the transient nature of these parameters intro-
duces challenges in maintaining updated cache which, in turn, could create
potential bottlenecks in system performance.

Several studies have explored adaptive caching strategies for context-aware
systems [13], but they often assume that all cached context data is equally rele-
vant. Such approaches do not take into account the freshness of the context or
the real-time changes in context parameters. Despite numerous research studies
focusing on the need for context-awareness in IoT systems, comprehensive stud-
ies emphasizing real-time monitoring of context parameters to maintain context
freshness are limited [15,16].

There has been a good amount of literature, that predominantly investi-
gates various techniques and technologies employed in real-time traffic monitor-
ing across diverse contexts. Utilizing ontologies, frameworks like CARE, Wireless
Sensor Networks, the fusion of visual perceptions with Convolutional Neural Net-
works (CNN), and IoT, these studies explore traffic evaluation, collision detec-
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tion, and traffic parameter monitoring [23-29]. However, a conspicuous gap lies
in these studies’ attention to the crucial aspects of context caching and context
freshness within IoT applications. Despite the substantial progress made in real-
time decision-making for IoT applications, a comprehensive approach towards
maintaining the context freshness and effective context caching strategies in IoT
systems remains largely unexplored.

The algorithm discussed in the study efficiently incorporates context-specific
content popularity to improve cache hits [20]. However, its reliance on content
popularity as the main parameter can limit its effectiveness in IoT applica-
tions, where a plethora of context attributes and factors define the context. Our
research seeks to address this gap by focusing on real-time monitoring of multiple
context parameters.

The studies explore content caching strategies in IoT, focusing on balanc-
ing energy consumption and content freshness, and optimizing UAV-based net-
work performance considering spatial parameters [21,22]. However, they overlook
the potential of continuous real-time monitoring of diverse context parameters.
Our approach enhances these strategies by incorporating comprehensive context
parameter monitoring, leading to nuanced insights into context caching. This
could significantly improve decision-making, system performance, and reliability
in IoT applications.

Thus, there is a clear need for research that not only considers context caching
but also addresses the dynamic nature of context parameters. This gap in litera-
ture justifies the necessity for our research, focusing on monitoring these context
attributes/parameters and the implications on metric “context freshness” as a
critical parameter in real-time IoT applications.

3 Context Freshness Monitoring System (CFMS)

In the realm of Internet of Things (IoT), the term “context” refers to any infor-
mation that can be used to understand the situation of an entity. An entity can
be a person, place, or object considered relevant to the interaction between a
user and an application, including the user and the application themselves [5].
Each building block of this information is termed as a “context attribute”.

Taking the IoT ecosystem with autonomous vehicles as an illustrative exam-
ple, let’s delineate the concepts:

1. Context Attribute: These are individual pieces of information, or param-
eters, that can provide insights about a specific aspect of the environ-
ment (situation) [30,31]. For contextual information such as “road work”
as discussed in the motivating scenario, context attributes could be “speed
of vehicle”, “weather conditions”, “traffic density”, or “road quality”. Each
attribute offers insight into a specific aspect of the driving conditions.

2. Situation/Context: This represents a broader, composite understanding
that is derived from the combination of various context attributes. For
autonomous vehicles, a “road work” situation would be an amalgamation
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of multiple context attributes: a decrease in vehicle speed, the presence of
roadblocks or diversions, detection of construction machinery, and maybe an
increase in dust levels [30,31].

The dynamism of these context attributes, especially in fluctuating scenar-
ios such as road conditions, underscores the importance of “context freshness”.
Ensuring that the context attributes being considered are the most recent and
relevant is crucial for accurate contextual awareness, particularly in real-time
environments like autonomous driving. Hence, it becomes paramount to contin-
ually monitor and update the context cache, addressing the unique challenges of
context freshness in IoT ecosystems.

Figure 1 demonstrates how the CFMS system works which can be incorpo-
rated into a Context Management Platform (CMP).
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Fig. 1. Context Freshness Monitoring System.

In the proposed system, the contextual information with all the context
attributes is received from IoT applications/context providers. The system incor-
porates two main algorithms. Firstly, the Decision Supporting Algorithm (DSA)
explained in Sect. 3.1, extracts context attributes and forwards them to the
Analytic Hierarchy Process (AHP) along with the relevant criteria information.
Based on this, DSA calculates the weight of each context attribute. Once the
weights are determined, the priority of the context attributes is ascertained.
This prioritized information is then passed on to the Sliding Window Algo-
rithm, which is an integral part of the Parameter Freshness Processing Algo-



162 A. Manchanda et al.

rithm (PFPA) explained in Sect. 3.2. Within PFPA, the Sliding Window Algo-
rithm processes the inputs received from DSA and a predefined threshold value.
The output of this is then channeled to a Continuous Monitoring Unit for the
cache module, which scrutinizes each parameter or context attribute against
the given threshold. Subsequent caching decisions are then formulated based on
observations from the continuous monitoring unit.

In managing these operations, the system, labeled as CFMS, directly mon-
itors a key metric called “context freshness”. This metric indicates the recency
or timeliness of the context information. As a result, the output from the contin-
uous monitoring unit ensures that the context information stored in the cache
remains consistently fresh.

3.1 Decision Supporting Algorithm

The aim of this algorithm is to consider the entire context as fresh if the
most essential context attributes are updated. To identify these pivotal con-
text attributes, it’s necessary to determine the weight (indicating its relevance
to the context) of each attribute, achieved using the AHP method.

For the application of the Analytical Hierarchical Process (AHP) [33] to any
given situation, the situation/context is perceived as the “goal” or the ultimate
object of consideration. The distinct context attributes of the contextual infor-
mation form the criteria, which are the parameters under examination in the
context. These context attributes are defined as a set CA, such that CA = cal,
ca2, ..., can where n represents the total number of context attributes. Each
context attribute or criterion cai is then weighed and ranked through AHP.

AHP uses a pairwise comparison matrix to determine the relative impor-
tance or “weight” of each context attribute which is then compared with every
other context attribute, forming a set of n(n-1)/2 pairwise comparisons. This
process results in a weight wi associated with each context attribute ci, forming
a weighted set W = w1, w2, ..., wn. Once these weights are determined, a consis-
tency check is performed using the consistency index (CI) and consistency ratio
(CR). Provided the CR falls within an acceptable threshold, affirming consistent
pairwise comparisons, the global priority weights are calculated.

A ranking is assigned to each context attribute based on its global priority
weight, forming a ranked set R = rl, r2, ..., rn, where rl, r2, ..., rn represent
the ranks of the context attributes cal, ca2, ..., can respectively. The ranking
ranges from 1 to n, with 1 being assigned to the attribute of highest priority
or importance and n to the one with the least. The entire process provides an
objective and quantified way to identify the key parameters for any context. It is
generalizable and capable of handling ‘n’ number of context attributes as shown
in Algorithm 1.
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Algorithm 1. Decision Supporting Algorithm

1: procedure AHP_DEcCISION(Goal, Criteria)
2: hierarchy = “Goal”: Criteria

3: comparison_matrix = pairwise_comparison(Criteria)

4: comparison_matrix = build_comparison_matrix(Criteria, comparison_matrix)
5: priority_weights = calculate_priority_weights(comparison_matrix)

6: C1 = calculate_consistency_index(comparison-matrix, priority_weights)

7 ACT = calculate_average_consistency-index(CI, num_criteria)

8: CR = calculate_consistency _ratio(ACI, RI)

9: if CR > threshold then

10: return “Inconsistent pairwise comparisons”

11: end if

12: global_weights = calculate_global_priority_weights(priority _weights, hierarchy)
13: sensitivity = perform_sensitivity_analysis(comparison_matrix, global_weights)
14: ranking = rank_criteria(global_weights)
15: return ranking

16: end procedure

The resulting pairwise comparison matrix is then processed to calculate the
weight of each context attribute. This operation is performed for all context
attributes as parameters and subsequently selects the top four parameters based
on their calculated weights. These chosen parameters are then cached for quick
reference and used as triggers for the Sliding Window Algorithm, ensuring the
context freshness of cached context. Figure2 displays the hierarchy of context
“road work” with related criteria as parameters and weighing decisions of cache
and no cache as alternatives.

3.2 Parameters Freshness Processing Algorithm

The Parameters Freshness Processing Algorithm with Sliding Window Algo-
rithm(SWA) and Continuous Monitoring Unit(CMU) operates in tandem with
the outputs from the DSA. The purpose of this algorithm is to ensure that pri-
oratized context attributes remain fresh and updated according to a specified
threshold inside the cache.

Inputs and Initializations. The algorithm requires two main inputs:

— prioritized_attributes: This is a list of context attributes ranked based on
their weights, as determined by the DSA.

— Threshold T A predefined threshold value which is used to determine when
a context attribute value should be updated or removed from the sliding
window.
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Fig. 2. Hierarchy of context “Road Work” for decision making.

Algorithm 2. Parameters Freshness Processing Algorithm with SWA, CMU,
and Cache
Require: prioritized_attributes from DSA > Ranked context attributes
Require: Threshold T

1: Initialize a deque window to hold the sliding window of data with size window_size
2: Initialize a set cache to hold cached data points

3: Initialize Continuous Monitoring Unit (CMU) with prioritized_attributes

4: procedure SWA (data_point)
5: Add data_point to window
6
7
8

while CMU.check_threshold(data_point) > T" do
old_data_point = window.popleft()
if old_data_point not in window then

9: CMU.update_context_attribute(old_data_point)
10: Remove old_data_point from cache
11: end if

12: end while
13: end procedure
14: for each data_point in prioritized_attributes do

15: if data_point not in cache then
16: Add data_point to cache
17: end if

18: SWA (data_point)
19: if CMU.check-threshold(data_point) > T then

20: Update cache with the fresh value of data_point
21: end if
22: end for

Upon initiation:

1. A deque, named window, is initialized to act as the sliding window, which
holds context attributes. The size of this window is governed by the variable
window _size.

2. The CMU is initialized with the prioritized context attributes obtained from
DSA.
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Sliding Window Algorithm (SWA) Procedure This procedure processes
individual data points by:

1. Adding the context attribute value to the window.
2. Checking if the current value’s freshness or value surpasses the threshold T'
as per the CMU’s evaluation. If it does:
(a) The oldest value is removed from the window.
(b) If this removed value is no longer present in the current window, the CMU
updates its records to reflect the removal of this context attribute.

Main Loop. For each value in the prioritized list of context attributes, the
algorithm calls the SWA procedure. This ensures all attributes are checked and
the sliding window is adjusted accordingly to maintain context freshness.

This algorithm thereby provides a systematic approach to handle and update
context attributes based on their weights and freshness, ensuring that the most
significant attributes are always up-to-date and maintained.

4 Experimental Evaluation

This section introduces an experimental evaluation designed to ascertain the
efficiency of the caching mechanism in maintaining the context freshness by
monitoring the context attributes identified through the Analytical Hierarchical
Process (AHP). The effectiveness of the CFMS is measured using cache hit and
cache miss ratios as key performance indicators, illuminating the efficiency
of the caching system. Furthermore, a separate metric accounting for expired
items in the cache - cache expired ratio - is introduced to specifically measure
the context freshness aspect. The experimental setup is being tweaked in three
primary ways:

1. Varying the threshold for the Sliding Window Algorithm: This manipulation
allows the determination of the point at which data crosses the line from
being fresh to being “stale”. The identification of this threshold is critical for
context freshness preservation.

2. Varying the volume of entries/contextual information entering the system
from various IoT applications: This variation enables an evaluation of how
effectively the system can handle different levels of demand, and whether or
not this impacts context freshness and scalability.

3. Altering the cache capacity: By adjusting the scaling up or down the context
memory as in [13], the influence of storage capacity on the system’s perfor-
mance and the context freshness as key metric of the cached context was
tested.
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Expanding upon the Analytical Hierarchical Process (AHP) methodology
described in Sect. 3.1, the computed weights are illustrated in Fig.3. These
weights mark the priority of the different criteria related to the context “road
work”, indicating which context attributes are most important and thus guiding
the caching process within the PFPA. This process, coupled with continuous
monitoring, ensures the maintenance of context freshness.
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Fig. 3. Weights of context attributes of context “Road Work” after DSA.

The outputs generated from the DSA are subsequently used as inputs to mon-
itor the context freshness of context attributes(parameters) via the Algorithm 2.
This algorithm primarily focuses on maintaining a sliding window of parameters
and tracking the performance of caching in terms of cache hit-and-miss ratios.

4.1 Varying the Threshold for the Sliding Window Algorithm

In this subsection, the performance of the caching system is evaluated in terms
of cache hit and cache miss ratios, with the key variable being the threshold
value set for the “sliding window algorithm”, which means after the threshold is
reached, the IoT data corresponding to the context attribute will be considered
as stale and evicted from cache. The threshold is systematically varied from
10 min to 25 min, in increments of 5 min, as indicated in Table 1.
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Table 1. Cache hit and cache miss ratios at different thresholds.

Threshold | Value

10 15 20 25
Cache hit |174 |179 184 |186
Cache miss | 26 21 16 14
Ratio 6.7 85| 11.5| 13.3

The results of this variation, visualized in Fig. 4, suggest a trend of increasing
cache hits as the threshold value rises. After analysis, a 20-min threshold has
been selected for the experiments conducted in the subsequent sections. It’s
important to note that post a threshold of 22min, no significant impact or
changes were observed in the system’s performance. This threshold selection
ensures an optimal balance between cached context freshness and computational
efficiency.
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Fig. 4. Comparison of Cache hit with a threshold value of Sliding Window.

4.2 Changing the Size of the Incoming Entries (Contextual Data)

In this subsection, the size of the incoming entries load was systematically varied,
testing with 150, 250, 350, and 500 for each threshold from 10 to 25min in
increments of 5 min as shown in Table 2. The findings reveal a consistent pattern
across all test cases. With an increasing number of entries, both cache hit and
cache miss counts increase, but the cache hit ratio remains relatively consistent
indicating that the “hybrid approach” also supports scalability.
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Table 2. Cache hit and cache miss ratios at different number of entries.

No. of queries | Threshold | Cache Hit | Cache miss | Cache Hit Ratio
150 10 528 72 7.33
15 542 58 9.34
20 555 45 12.33
25 561 39 14.38
250 10 880 120 7.33
15 904 96 9.41
20 925 75 12.33
25 934 66 14.15
350 10 1232 168 7.33
15 1266 134 9.44
20 1296 104 12.46
25 1309 91 14.38
500 10 1761 239 7.36
15 1809 191 9.47
20 1851 149 12.42
25 1870 130 14.38

From the ‘Cache Hit Ratio’ heatmap (Fig.5), we can observe a pattern of
increasing cache hit ratio with an increasing threshold for all entry sets. For
a threshold of 10, the cache hit ratio remains relatively steady around 7.33
to 7.36 across all entries. As the threshold increases to 15, there is a notable
improvement in the ratio, reaching up to 9.47 for 500 entries. When the threshold
is increased further to 20 min, the ratio experiences an additional boost to a
range of approximately 12.33 to 12.46. Interestingly, upon reaching a 25-min
threshold, the ratio increases to around 14.38 for all query sets, except for 250
queries where it marginally drops to 14.15. This discrepancy could be attributed
to various factors including caching policies, size of the cache, or variability in
the access patterns.
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Fig. 5. Comparison of Cache hit ratio with Number of Entries and Thresholds.

These findings, illustrated in the heatmap, affirm the choice of a 20-min
threshold as a suitable point. While the cache hit ratio generally improves with
an increase in threshold, the gains beyond the 20-min mark are relatively minor.
This confirms the trade-off between context freshness and computational effi-
ciency, and indicates the diminishing returns of increasing the threshold beyond
20 min. Therefore, a 20-min threshold appears to be the optimal point for main-
taining an efficient cache system, given the current configuration and workload.

4.3 Modifying the Cache Capacity

In this subsection, the cache capacity is adjusted to varying capacity - 20%,
60%, and 80%. This test keeps the number of incoming entries constant at 500
and sets the threshold at 20 min. The experiment aims to compare the efficiency
of using DSA & PFPA in caching with other caching algorithms, namely LFU
(Least Frequently Used) and RU (Recently Used). The results of this comparison
are displayed in Fig. 6.

A careful analysis of the results reveals that as the cache size increases from
20% to 80%, the use of DSA & PFPA experiences a slight increase in average
cache hits, from 91 to 95. Comparatively, the LFU algorithm exhibits a more
substantial increase in average cache hits, growing from 23 to 76 with the increase
in cache size. Similarly, the RU algorithm demonstrates a significant rise in
average cache hits, from 18 to 78, as the cache size increases.

These results suggest that while increasing cache capacity does enhance aver-
age cache hits for all algorithms, the use of DSA & PFPA appears less sensitive
to changes in cache capacity. This indicates more efficient utilization of cache
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Fig. 6. Comparison of the average number of cache hits for different cache storage
limit.

space by using DSA & PFPA in caching which takes into account for monitoring
context attributes and maintaining the context freshness, thereby reinforcing its
suitability and advantage in real-time IoT applications, where memory resources
may be limited.

4.4 Evaluating the Cache Expired Ratio

Figure 7 provides a comparative view of the cache expired ratio - a measure of
context freshness metric - with two different caching algorithms: DSA & PFPA
used in caching, Recently Used (RU), and First In, First Out (FIFO). An essen-
tial observation from the figure is the distinct capability of the monitoring ability
of DSA & PFPA to perform efficiently even when the cache size is as low as 20.
This significant feature underscores its potential applicability in scenarios like
network edge or fog computing, where memory constraints are prevalent. As
more systems aim to achieve data/process localization and real-time operations,
the DSA & PFPA’s “context freshness” monitoring proficiency at low cache sizes
becomes a vital contribution of this work.

As the cache size increases from 20 to 80, the cache expired ratio calculated
using DSA & PFPA remains consistently low, highlighting its superior ability
to maintain context freshness. Even with increasing cache size, this monitoring
algorithm ensures storage of only the most recent and relevant context, indicating
effective cache management.

Conversely, the RU algorithm, starting with a high cache expired ratio of
0.322 at a cache size of 20, shows a decrease to 0.195 as the cache size expands
to 80. While this indicates some improvement in context freshness with a growing
cache size, it is still less efficient than DSA & PFPA. FIFO, which starts with
a cache expired ratio of 0.2 at a cache size of 20, observes a significant drop to
0.0095 at a cache size of 80. This sharp decrease, however, may not necessarily
signify high context freshness metric, especially given its initially high ratio. DSA
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= AHP_SW Cache Expired Ratio - RU Cache Expired Ratio
= FIFO Cache Expired Ratio
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Fig. 7. Comparison of the cache expired ratio for different cache storage limit.

& PFPA establishes its robustness and efficiency by continuously monitoring
parameters and maintaining the context freshness as a preferred mechanism for
caching algorithm for real-time IoT applications, especially in environments with
memory constraints.

5 Discussion

The evaluation has presented significant findings. Using DSA and PFPA to mon-
itor parameters and maintaining the metric of “context freshness” has improved
context caching. One important observation was made during the threshold
experiment. The cache hit rate increased as the threshold value went up. How-
ever, after reaching the 20-min point, there was only a small improvement.
This highlights the importance of finding a balance between maintaining con-
text freshness and optimizing computational efficiency. It’s essential to choose
a threshold that not only increases hit rates but also preserves context fresh-
ness, especially for real-time IoT applications. Based on the evaluation, a 20-min
threshold appears to provide this balance.

Additionally, altering the amount or number of contextual information entries
into the CFMS demonstrated the strong scalability of the proposed hybrid app-
roach. As the number of entries increases, the proportion of cache hits stayed
steady because increasing the entries didn’t affect the CFMS. The system con-
tinued to monitor the parameters linked to the new entries. This consistency,
even with changing entries, supports the system’s reliability, making it appro-
priate for various IoT applications. Yet, the most notable observation came from
the changes in cache capacity. While all other algorithms (RU, LFU) performed
better with larger cache sizes, but the performance of caching context using DSA
& PFPA maintaining the context freshness was less dependent on increasing the
cache size. This adaptability to size variations can be very useful in time-sensitive
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IoT applications, particularly in edge computing environments where memory
may be limited.

Finally, the cache expired ratio, which monitors the metric “context fresh-
ness”, showed that DSA & PFPA performed notably better. Even with smaller
cache sizes, the CFMS effectively kept the cache expired ratio low. This capabil-
ity is important for real-time IoT applications, especially in environments with
limited memory restrictions. This observation highlights the potential of DSA &
PFPA as a promising approach, suggesting more research and testing in different
IoT environments.

6 Conclusion and Future Work

The study indicates that by monitoring parameters by maintaining metric “con-
text freshness”, which can keep the context fresh can significantly improve the
performance of caching in real-time context-aware IoT applications. The system,
which uses DSA & PFPA, monitors the prioritized parameters to ensure the
context remains fresh, leading to a stable cache hit rate. This hybrid approach
provides a dynamic response to environmental changes, ensuring that both the
freshness of the cached context and the system’s overall efficiency are enhanced.

Looking forward, there are several exciting possibilities for further enhanc-
ing of CFMS. One such improvement could be the integration of fuzzy AHP,
which would provide a more nuanced understanding of the relative importance
of each criterion/parameter. The incorporation of decision trees could further
refine this approach, enabling more complex and layered decision-making. Plans
are also underway to incorporate this enhanced system into a broader context
management platform like CoaaS.
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