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Abstract. Quantum computers pose a significant danger to cyber secu-
rity. If major fault-tolerant, quantum computers are built, the most
extensively used cryptography techniques would fail. The present level of
analysis, in terms of quantum technologies and applications, is still in its
infancy. The researchers have a hazy view of how to prepare for future
quantum computing breakthroughs, particularly in cyber security. The
powerful quantum computers capable of breaching current cryptography
protections are yet a decade or more away. History has demonstrated
that transitioning to quantum-resistant techniques for classical cryptog-
raphy will most likely take a quantifiable amount of time. In this paper,
a comparative analysis of modern cryptographic algorithms concerning
quantum computing is performed and its impact on cyber security has
been reviewed.
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1 Introduction

Quantum computing (QC) is grounded in quantum mechanics. Quantum
mechanics is the theory that regulates how nature operates at the atomic level.
This technology can calculate in all four states at the same time, and this scales
exponentially. Traditional computers will not be sped up by quantum computing
(QQC). Instead, it will give an exponential advantage for some sorts of operations,
such as factoring very large numbers, with substantial implications for cyber
security. Quantum computing (QC) has the potential to revolutionize cyber
security in several ways. Cryptography depends heavily on the generation of
random quantum numbers. The random generator techniques used by conven-
tional random number generators are frequently manipulated since they are not
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truly random. High-tech companies are creating quantum random number gen-
erators (QRNG), which employ quantum optics to produce true unpredictability
[1]. The foundation of QuantumSecure Communications (QKD) is the sharing
of cryptographic keys between two or more entities, enabling them to secretly
exchange information. This secure communication method makes use of quantum
physics for entirely private exchanges of keys and can even detect the existence
of an eavesdropper.

The potential of quantum computing to decrypt public-key encryption,
notably the RSA algorithm, is its most contentious use in cyber security. The
RSA encryption algorithm is the core of the almost $4 trillion e-commerce indus-
try [2]. Conventional computers would take billions of years to crack the RSA
encryption algorithm on the other hand QC with around 4,000 error-free qubits
potentially overcome RSA in seconds. Yet, this would take around 1 million noisy
qubits being used today. Today’s highly sensitive economic and national security
information could be at high risk once a sufficiently strong QC becomes accessi-
ble. The threat of quantum computers to public-key cryptography has prompted
the creation of quantum-resistant algorithms. Machine learning (ML) has simi-
larly altered information security, enabling the discovery and avoidance of new
threats. The cost of training deep ML models rises dramatically as the amount of
data and complexity grows. Quantum machine learning (QML) is a novel arena
that claims to improve ML algorithms tenfold faster, extra energy efficient, and
more time efficient. Consequently, very effective procedures for recognizing and
combating novel assault strategies might develop.

Cryptology is a phenomenon that means to deceive a message. The basic
purpose of cryptology is to achieve the security principles i.e., confidentiality,
integrity, and availability. Quantum computers can affect the existing techniques
in both ways i.e., negatively, and positively. The negative side is that exist-
ing techniques could be broken up by quantum computers [4]. Scientists and
researchers should be aware of these challenges and proper planning is required to
overcome these challenges with timelines when quantum computers will become
a reality [5]. Cryptographic techniques based on quantum computing will be
more secure than existing cryptographic techniques. Symmetric cryptography is
using a single key to encrypt and decrypt the message. Keeping that key secure
is a great challenge, especially over public networks [3]. AES and DES is an
important symmetric technique. Asymmetric cryptography has the advantage
over symmetric cryptography in that it uses two keys instead of one. Encryption
is done with one key, the public key, while decryption is done with the other
key, the private key [5,7]. RCA and ECC are the two important asymmetric
techniques. Quantum computing (QC) has the prospective to overhaul cyber
security, but there are momentous difficulties to overwhelm and fundamental
inventions to achieve.

A survey conducted in 2022 revealed that nearly half (47%) of the partici-
pants worldwide expressed significant worry about security risks associated with
quantum computing. Out of all the countries, Australians were the most appre-
hensive, with 58% expressing concern. Quantum computing, based on the prin-
ciples of quantum mechanics, has the potential to perform virtual experiments
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and solve intricate problems that are currently beyond the capabilities of con-
ventional computers. However, cybersecurity experts are alarmed that this tech-
nology could potentially breach most modern cryptographic systems, making it
a major security threat as shown in Fig. 1.

60% 58%
55%
53% 52% 1%

49%

Australia Hong Kong South Korea Singapore United Arab New Zealand Global
Emirates

Fig. 1. Concerns about security threats of quantum computing worldwide in 2022

2 Motivation

Massive quantum computers will significantly upsurge computing volume, open-
ing new possibilities for cyber defense. Defense in the nuclear age will have the
aptitude to recognize and avert quantum-era threats before they cause any harm
[4,6]. Though, QC might be a double-edged sword, meanwhile it may depict new
vulnerabilities, such as the capability to rapidly respond to complex arithmetic
problems, which are the groundwork of numerous types of encryptions. Industries
and organizations may begin preparing now, while post-quantum cryptography
ethics are still being determined. That’s our motivation to endorse the capabil-
ities and threats of quantum computing toward cyber security.

3 Research Contribution

— Quantum Computing is a new technology and research area that can become
a danger to existing cybersecurity algorithms.

— According to the existing research materials, we have identified the challenges
and dangers that could be faced by existing cryptographic algorithms.

— The possible solutions to safeguard the classical crypto algorithms have also
been taken into consideration and analyzed.
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4 Literature Review

Quantum cryptography is the very latest area with plenty of possibilities for
advancement. There is a lot of work to be done, and so many issues remain
unresolved. The Post Quantum cryptographic solutions are complex due to the
unpredictable nature of their deployment on conventional hardware. The classi-
cal secret sharing suggested in classical cryptography employed traditional com-
putational power to facilitate secret key sharing. With the introduction of quan-
tum systems, computational power may be overturned. To understand the post-
quantum cryptographic situation, it is required to go through the conventional
or classic cryptographic structure and its applications in Quantum cryptography.
Quantum cryptography provides new ways to communicate securely. Unlike tra-
ditional classical cryptography, which uses a variety of mathematical strategies
to prevent eavesdroppers from decrypting encrypted data, quantum cryptogra-
phy is concerned with the physics of information. The transmission and storage
of data is always accomplished by physical methods, such as photons in optical
fibers or electrons in electric current. Eavesdropping may be thought of as tak-
ing measurements on a physical item, in this instance the information carrier.
The principles of physics dictate what the eavesdropper can measure and how
he can measure it. We can develop and construct a communication system that
can always detect eavesdropping using quantum processes. This is because inves-
tigations on the quantum transporter of information perturb it, leaving traces
behind. From classical to quantum ciphers, here’s a quick rundown of the hunt
for unbreakable ciphers.

First, Richard Feynman gives the idea of quantum computing in 1982 which
works on the principles of quantum mechanics. However, the first two-bit quan-
tum computer was physically developed in 1998 [1]. These computers are very
fast and have great computational capability as compared to traditional comput-
ers being used today. Quantum computers are a danger to current cryptosystems
public key cryptosystems and private key cryptosystems used for data security
[5]. Hash-based encryption is also in threat [4].

4.1 Public Key/Asymmetric Cryptography Affected

All of the current public key cryptography methods are based on the factorization
of two big prime integers (RSA) and the computation of discrete (DSA and ECC)
logarithms [3]. Asymmetric encryption now in use is at risk because of Shor’s
technique, which is based on huge prime integer factorization. Shor’s algorithm’s
operation will be illustrated with the aid of an example. Let’s say we're trying
to determine the prime factors that make up the number 15.

This will need to be calculated using a 4-qubit register. Consider the 4-qubit
register as a conventional computer’s 4-bit register. Since 15 is represented by
the binary number 1111, it is simple to determine the prime factors of 15 using
a 4-qubit register. operations for every value (0-15) stored in the register can be
performed which is the needed step required to perform on a quantum computer.
The steps of the algorithm are described below (Table1):-
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Quantum Let n = 15, is the number whose factorization is required.

— x = a random number will be selected such that 1 <z <n —1.

— x power is raised to every value available in the register and divided by n.
The remainder of this operation will be stored in the second 4-qubit register
which is the superposition results. Let’s select = 2 which is greater than 1
and smaller than 14.

— Received remainders as given in Fig. 1. If the = power is increased to every

value in a 4-qubit register, which is a maximum value of 15, and then divided

by 15. In the sequence of four numbers, we see that we receive remainders (1,

2, 4, and 8). We may deduce from these results that f = 4 is the sequence for

x = 2 and n = 15. With the above equation, the value of f may be utilized to

compute a potential factor. Factors to consider:

P=zf/2-1 (1)

— If a result that isn’t a prime number is produced, the process is repeated with
alternative f values [3] (Fig. 2).

N

0 11 12 13 14 15

Register 1 1
4 8 1 2 4 8

Register 2

-l O

7 8 9
8§ 1 2

N =
B
oo W
0| L
IS

Fig. 2. 4 Qubit registers with remainders

4.2 Symmetric Cryptography Affected

Symmetric cryptography is based on one key called a private key which is used
to encrypt the data and its inverse is used to decrypt the data [3]. Grover’s
created an algorithm that is used by quantum computers to break symmetric
cryptography. It works on square root speed-up instead of the classical brute
force algorithm. For example, for a n — bit cipher quantum computer will take
2n/2 time. It searches unsorted databases. This algorithm can search N entries
in unsorted database in v/ Nsearches. 56-bit DES can be decrypted in only 185
searches [3]. Its limitation is that it is slower than Shor’s algorithm.

4.3 Hash-Based Cryptography/Key-Less Cryptography Affected

Hash-based cryptography is also facing the same danger from quantum comput-
ers as asymmetric and symmetric cryptography [3,4]. They contain fixed length
cipher which is easily breakable by Grover’s algorithm. Additionally, it is also
tested that Grover’s algorithm can be used in combination with the birthday
paradox to break hash cryptography [3] (Table 2).
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4.4 Challenges to Quantum Computers

Several challenges are preventing quantum computers to become a reality [2].
These are probabilistic which means that quantum computers can generate thou-
sands of other solutions besides the correct one. Qubits are not error-free, they
can be affected by noise, heat, stray magnetic coupling. Qubits can be affected
with bit-flips and phase errors. Coherence is another issue faced by qubits which
means that qubits cannot maintain their state for a longer period [2,3].

4.5 Alternate Methods for Secure Communication

Different alternate methods are proposed for secure communication which is
based on mathematical problems under the umbrella of post-quantum cryp-
tography which are lattice-based cryptography, code-based cryptography, hash-
based signatures, and Multivariate-based cryptography. Quantum cryptography
is another proposed method which is based on quantum computing principles
i.e., quantum key distribution (QKD) [5].

5 Discussion and Evaluation

RSA is the most important and widely used public key technique which exploits
the difficulty of factorizing the product of two large prime numbers [8] Shore’s
algorithm is a real threat to RSA-2048 because it can factor prime numbers
in polynomial time rather than exponential times [1]. It is tested in 2001 and
successfully factored the prime number 15 using 7 qubits [2]. A Quantum com-
puter with thousands of qubits is required to factorize the RSA-2048. It is the
limitation of Shore’s algorithm. It is not a permanent solution to increase the
key size for securing the algorithms. There is a chance that RSA-2048 has the
1/7 probability to break by 2026 and %until 2031. ECC is another public key
algorithm that is using the elliptic curve technique to encrypt the data. It has
shorter keys to encrypt data which is the disadvantage of this algorithm [1,2].
A modified form of Shore’s algorithm can break ECC easily [3,4].

Symmetric cryptography is based on one key called a private key which is
used to encrypt the data and its inverse are used to decrypt the data [9]. It is
more secure than public cryptography because no public key is involved in it. It
can be broken by brute force attack which is not easy to break even by quan-
tum computers because quantum computers must check each key combination
to match. For a 128-bit cipher, it would take 6 months to check each possibility
[10]. If the key size of symmetric algorithms is increased twice then they will
provide the same level of security as quantum computers [11,12]. Hash functions
also suffer the same threat from quantum computers as asymmetric and symmet-
ric cryptography. To secure hash functions against Grover’s algorithm, a hash
function must provide 3-bit output for a b-bit security level. If the output size
of the hash function is doubled then it will become quantum resistant. SHA-2
and SHA-3 with longer key outputs are safe against quantum computers [14].
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6 Impact on Cyber Security

The technique of managing the risk associated with cyber security has become
more reliable thanks to theories about quantum computing. Current risk man-
agement techniques rely on traditional probability methodologies since current
cyber security risk management models are built around the behavior of cyber
security [15]. Instead of employing human intellect, which is inadequate, these
techniques combine Hilbert space with quantum cognition. From the perspective
of cyber security, a risk is defined as the likelihood that threats to or assaults
on cyber security assets may result in negative outcomes [16]. Although the
foundations of classical probability theories serve as the basis for quantum cog-
nitions, they can be substituted by the axioms of Hilbert space. It might create
brand-new, highly efficient mental models by utilizing quantum cognition.

The technique of managing the risk associated with cyber security has become
more reliable due to theories about quantum computing. Current risk manage-
ment techniques rely on traditional probability methodologies since current cyber
security risk management models are built around the behavior of cyber secu-
rity. Instead of employing human intellect, which is inadequate, these techniques
combine Hilbert space with quantum cognition. From the perspective of cyber
security, a risk is defined as the likelihood that threats to or assaults on cyber
security assets may result in negative outcomes. Although the foundations of
traditional probability theories serve as the basis for quantum cognitions, they
can be substituted by axioms of Hilbert space. It may create brand-new, highly
efficient mental models by using quantum cognition. To better decision-making,
it will aid in the understanding of the object, the detection of enemies, and the
capabilities. Quantum cognition aids in the capacity to recognize superpositions
of likely states that are hard to identify using conventional probability theories.
In certain circumstances, the probability assets can depend on a single state
instead of putting in just one perspective of a problem [17].

As a result of all these factors, quantum computing poses a major threat to
our planet. And every nation competing for the top spot is paying close attention
to this issue. The main issue with quantum computing is its capability to break
practically every type of encryption now in use. Additionally, because of the state
details, unauthorized parties may import information. The confidential data of
other countries would be in jeopardy if state-sponsored hackers, who are being
used in many battles, got their hands on quantum computers. Because, accord-
ing to experts, the strength of quantum computers may easily break current
encryption techniques like RSA, AES, DSA, and ECDSA [18]. Additionally, it
will lead to a rise in uncertainty among nations, and they will all begin to doubt
one another. This will provide the framework for spatial interactions that will
be discouraging. After then, a conflict may even break out. If an unauthorized
party manages to get their hands on a machine like this, not only state data but
also the data of everyone else is at risk.

Another danger is that even if it is not spoken on the ground, combining a
quantum computer with artificial intelligence would be disastrous. While an Al
system might suggest a course of action, it is unable to analyze vast amounts
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of data and select the best option, as quantum computers can [19]. Therefore,
the biggest threat to machines and artificial intelligence would be eliminated
if those two fields ever united. Unfortunately, the largest threat to robots and
the environment is people, therefore with power as previously described, quan-
tum technology and Al might eliminate the whole human species without even
removing the possibility to comprehend problems .

7 Conclusion and Future Direction

Quantum computing (QC) has the prospective to overhaul cyber security, but
there are momentous difficulties to overwhelmed and fundamental inventions to
achieve. Cryptographic techniques based on quantum computing will be more
secure than existing cryptographic techniques. Several alternative approaches
(under the umbrella of post-quantum cryptography) for secure communication-
based on mathematical issues are presented. In the future, Mistrustful Quan-
tum Cryptography (MQC), Position-based quantum cryptography and Device-
independent quantum cryptography roles in quantum communication network
would be analyzed.
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