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Abstract. Internet of Things (IoT) applications have recently signif-
icantly increased, especially in health-related services. This movement
also brings security issues to the applications, especially for those where
the life of patients can be put in risk. This work presents the implemen-
tation of an application with remote monitoring for real respiratory ven-
tilator implementation scenarios. To provide secure communications for
the devices and applications, a custom protocol (Blackwing) was used.
This protocol provides integrity and confidentiality to the application
and also has as an objective to be lightweight and micro-service ori-
ented. Lastly, communications from the ventilators are integrated using
an architecture for IoT based on a mediator that allows the integration
with devices that use other communication protocols.
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1 Introduction

Recently, the interaction between devices and the Internet has increased sig-
nificantly. The Internet of Things (IoT) technologies attempt to answer these
needs by providing various communication designs, methodologies, network tech-
nologies, and others. IoT applications can also answer to health-related services
such as patient health tracking, medication supply management, hospital/billing
records, remote patient health monitoring, etc. [3].

Therefore an area of research that has increasingly been the target of the
research community. In fact, in the literature, we can find several health service-
related IoT solutions and their applications. For instance, wearable health sen-
sors and intelligent medicine packages (iMedBox and iMedPack) application are
proposed by [9]. The work [5] proposed and deployed a health IoT application
(IoTM) monitoring cardiopulmonary functions. Authors of [7] proposed a solu-
tion to optimize the management of medicines for patients or elderly users. In
[2], it is described the mobile health architecture for the IoT technologies and
discussed connectivity, low-power-based devices, and wearable health applica-
tions to monitor ECG, blood sugar level, etc. The work [6] developed an IoT
architecture for remotely monitoring service with the support of efficient soft-
ware engines such as rapid summarization for effective prognosis (RASPRO) and
criticality measure index (CMI), which are deployed at edge IoT services. This
remote monitoring tool is deployed in a hospital to be an alternative clinical
device for remote monitoring. Last but not least, in [1], it used a user-centered
design (UCD) to analyze the users’ requirements and intention of usage for the
m-health approaches.

In this work, it is proposed a solution, based on IoT technologies, to monitor
respiratory ventilators in a medical environment. These ventilators are connected
using a custom protocol that is being tested for this type of applications. This
protocol is named Blackwing. It is based on standard encryption algorithms, and
uses a two phase communication (as we can find in other protocols): in the first
phase asymmetric encryption is used to exchange encryption and authentication
information, and in the second phase, a symmetric key is used to cipher the
information.

To aggregate the information from the ventilators an architecture based on a
Mediator is used. This Mediator architecture will allow the integration of other
medical devices that can be using other protocols. Also, data from the ventilators
are made available for remote access to the medical staff.

This work is organized as follows: Introduction, the current section, sum-
marizes the related works within the motivation of the IoT healthcare services
and presents the motivations and objectives for deployment of a secure remote
respiratory ventilator application. Section 2 summarizes the literature review on
IoT healthcare services architectures and the implementation of remote monitor-
ing tools/applications. Section 3 introduces the main contribution of this paper
by presenting the developed work and the results related to the monitoring
application and the used security protocol. Finally, Sect. 4 concludes this work’s
findings.
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2 Health Applications in the Internet of the Things

Within increasing to Machine-to-Machine communication and devices is leading
to IoT applications to be increased significantly. For instance, healthcare-related
IoT applications cover several implementations such as intelligent health patient
monitoring, vehicular emerging services tracing, healthcare, structural health,
hospital patient records, etc. The health-related applications have the capability
or requires to enable real-time or remote patient monitoring [8].

All health-related applications require service, performance, reliability, and
integrity to maintain available services, access patient information and health-
related platforms or applications.
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Fig. 1. Health IoT structure

Figure 1 illustrates the health IoT system architecture. The system starts by
receiving patient or health data (respiratory ventilator, hospital/patient records,
emergency service tracing, etc.) through IoT devices (sensors). Then, micro-
services granted lightweight protocols to bring health IoT services independent
of other complex architectures. Finally, using communication protocols (HTTP,
NB-IoT, and others), the health IoT data or services are secured and maintained
by cloud providers. Additionally, some cloud providers can support service avail-
ability (e.g. Kubernetes) to maintain the services up and running.

2.1 Design a Mobile Secured Respiratory Monitoring Architecture

The recent movement of IoT architectures brings smart and easy accessibility to
applications. These services can be to tracking the emergency services, monitor-
ing the patient health records, alarming depending on the patient situation, etc.
Because these IoT services are crucial and must be reliable, security and other
related services matter.

In this work, we have created a secured application to monitor real respiratory
ventilator devices remotely. The application supports a user-friendly interface to
analyze patient data. A protocol also secures this architecture for the application
at the application layer, which will be explained next.
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3 Remote Respiratory Ventilator Application

Other works propose several monitoring applications for IoT implementations.
However, secure remote application on the specific m-health IoT implementation
is a lack in the literature.

Fig. 2. Health IoT structure

A remote monitoring service or application is required in hospitals or other
related services. In this work, the application was created to monitor and ana-
lyze the patient parameters in real-time. This health IoT application analyzes
respiratory ventilator devices using Internet Protocol.

Fig. 3. Defining the parameters for the respiratory ventilator machine

Figure 2 illustrates the application dashboard interface. The application
mainly illustrates the following main parameters: - Pressure, Flow, Volume,
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PPeak, PEEP, MVe, TVe, and RR from the respiratory ventilator device, which
is called Atena.

Figures 3 and 4 illustrate the inserting of the auxiliary parameters for
the device (respiratory ventilator). These parameters include the ventilation
modes/settings, Alarms, and Patient details (sex, age, weight, and height).
The PSV backup settings include 1;E, Rate, Positive end expiratory pressure
(PEEP), and inspiratory pressure (Plnsp). Under the setting also ventilator set-
ting includes parameters the Insp/Exp hold, O2, and Flow calibrations.

Fig. 4. Defining the parameters for the respiratory ventilator machine

In device modes, the Fraction of inspired oxygen (FiO2), PEEP, Rate, Tidal
Volume, transpulmonary pressure (TPi), Flow, inspiratory time: expiratory time
(I: E), Pinssp, Slope, Trigger Flow, and other settings for the ventilator.

Figure 5 illustrates the secured application on the remote device. This appli-
cation is synchronized with the Atena respiratory device in real-time. The appli-
cation also supports remotely setting the patients’ data. The remote application
was tested to meet the requirement to be accessed remotely through the Internet.

3.1 Securing the Monitoring Application

This work considers all IoT-related services critical and must be secured to main-
tain the services’ integrity. To do so, we have used a specific security protocol
at the application layer to maintain the application service integrity. This secu-
rity tool is called Blackwing and uses encryption between endpoints. Blackwing
protocol uses both asymmetric and symmetric encryption to secure data trans-
mission. In the initial phase, RSA is used to cipher the initial communication
parameters and to cipher an AES key negotiated between the client and the
server. In all other transactions, communications are encrypted using that key
[4].



Remote Secured Monitoring Application 343

Fig. 5. Application with the Atena Respiratory Ventilator

Blackwing works based on a micro-service architecture. When a client sends
information to the server, it specifies which micro-service will handle that
request. In this work setup, the Blackwing tool is used to secure the data between
Atena (respiratory ventilator device) and Application device micro-services.

The remote secured application we developed supports monitoring/managing
multiple devices in this work. Figure 6 illustrates the real-time application dash-
board for the five ventilator devices. Each ventilator device can be managed
remotely by setting the parameters of the patient, device, and others.

Figure 7 illustrates the application performance with a network analyzing
tool on real Atena ventilator devices. We deployed five respiratory ventilator
devices in this experiment, as presented previously. The results are obtained for
Packets/sec. for the application dashboard. As expected during the application
dashboard, the traffic is increasing, and 150 packets/s are obtained from five
ventilators.

3.2 Integration with an IoT Mediator

Using devices from different IoT manufacturers and applications can be challeng-
ing when integrating devices and applications. Distinctive IoT health brands,
databases, communication protocols, and others can be problematic in commu-
nicating with other health IoT architectures. For example, various data sets,
patient billing, ventilator records, tracing patient information, etc., can increase
the complexity of health-related IoT architectures.
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Fig. 6. Multiple Atena Respiratory Ventilators in the Application

Fig. 7. Application with the Atena Respiratory Ventilator
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The IoT mediator (another definition is “platform”) overcomes the challenges
identified above. IoT platform makes the IoT architecture(s) understandable
and easy to manage between IoT architectures. In addition to the respiratory
ventilator application, this work also proposes an adaption to the IoT mediator.

Fig. 8. Atena Respiratory Ventilator adaption the Mediator

Figure 8 illustrates the proposal of health IoT device adaption to the IoT
Mediator, as also stated for future works. In this mediator adaption architecture,
the Ventilator devices use the Blackwing security protocol to get managed micro-
services (e.g., Ventilator parameters) and then use through the Mediator, which
answers the applications and other ventilator brands.

4 Conclusions and Future Works

This work presented a remote secured monitoring application for a real respira-
tory device called Atena. Preliminary findings with traffic analyzing tools for a
remote monitoring application edge side. Additionally, a security protocol was
adapted to keep the application and device integrity for the edge consumers and
server.

Lastly, to maintain services availability and integrity of the monitoring appli-
cation, an IoT mediator integration is modeled, and this work is stated as a future
work.
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