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Abstract. The “Social Internet of Things (SIoT)” is a combination of the Internet
of Things (IoT) and social networks to form a new paradigm. The SIoT promotes
the development of smart cities, smart transportation, and many other fields. In
SIoT, the openness and mobility of objects are enhanced. However, this tends to
lead to network data sparsity problems. By distinguishing explicit and implicit
social relationships, we introduce an implicit social relationship-based trust man-
agement model (IRTM) for reliable service delivery in SIoT. IRTM establishes
implicit social relationships among nodes by mining their latent characteristics
and trust transitivity. It models SIoT by creating sub-networks for each social
relationship as a way to fuse the impact of different types of social relationships
on trust management. To address the problem of malicious attacks by malicious
nodes in the network to protect their interests, it considers two metrics, node
relationship strength, and recommendation reliability, to filter malicious recom-
mendations. Experiments conducted in the presence of data sparsity and malicious
objects show that IRTM can improve the accuracy and convergence of trust eval-
uation compared to other methods that ignore implicit social relationships when
computing trust. In addition, our scheme can improve resistance to trust-related
attacks.

Keywords: Social Internet of Things - Trust Management - Malicious Attack -
Implicit Social Relationship - Multiple Social Relationships

1 Introduction

Information and intelligence are important features of modern development, and the
realization of “interconnection of all things and intelligent interoperability” is an impor-
tant goal of modern development. To further promote the “Internet of Everything”, a
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new paradigm, the Social Internet of Things, has been proposed. The Social Internet
of Things (SIoT) will further promote the development of health care (telemedicine,
e-health, etc.), smart cities (connected cars, smart weather, etc.), smart homes (home
lighting control systems, home security systems, etc.) and other fields by establishing
social networks among smart devices [1-3]. However, in this environment where fre-
quent interactions occur, some bad nodes can maliciously attack other nodes. The service
request process of good nodes will be disturbed. Therefore, trust plays a crucial role in
ensuring reliable service delivery [4-6]. The concept, metrics, and assessment methods
of trust are not uniform in different fields [7]. For example, in real life, trust represents
the intimacy between people, and trust also indicates recognition of people’s abilities
in some specific scenarios, etc. In SIoT, trust represents the reliability of the services
provided by objects. Therefore, trust management in SIoT is essential for a more reliable
and satisfactory service to the principals.

It is important to note that in traditional 10T, the location of smart objects is relatively
fixed. However, in SIoT, the mobility of smart objects becomes stronger. And mobility
tends to lead to dense nodes in some areas and sparse nodes in others. Objects can build
social relationships autonomously is the characteristic of SIoT. The social relationship
is an important evaluation metric in SIoT trust management. When the data where
the nodes are located is sparse, it means that there is a lack of information about the
social relations of the nodes, which leads to the inability to accurately evaluate trust.
Therefore, we propose an implicit social relationship-based trust management model
(IRTM). The model extends the social relationship network by mining the implicit social
relationships among nodes, making its scheme applicable in sparse networks as well. Two
metrics, node relationship strength, and recommendation reliability are considered to
filter malicious recommendations so that its model is still robust in a hostile environment.
An example diagram for seeking the most reliable service using trust management is
given in Fig. 1. And the detailed part of the IRTM trust management model we will
discuss in detail in Sect. 4.

The remainder of this paper is organized as follows. Section 2 reviews the related
work. Section 3 describes the preparatory work. In Sect. 4, we detail the design of an
implicit social relationship-based trust management model (IRTM) for SIoT. In Sect. 5,
we verify the effectiveness of the model through experimental simulations. Finally, we
summarize the work in this paper and outline future work in Sect. 6.

2 Related Work

This section reviewed and analyzed the related work on trust management of the Social
Internet of Things in recent years.

M. Nitti et al. [8] model subjective trust management based on social network char-
acteristics; an objective trust model was built based on P2P related approach and using
some characteristics of social networks. In Ref [9], multiplicative attribute maps were
used to quantify predefined social relationships and calculate the trust strength between
nodes in the context of SIoT. The Ref [10] considers four attributes of closeness, ser-
vice feedback, sociality, and transaction importance for the trust management of nodes.
Fang-Yu Gai [11] introduced the theory of social networks in in-vehicle networks so that
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they can better serve the trust model. The accuracy of trust assessment models can be
improved by quantifying social relationships. In Ref [12], context-aware trust quantifi-
cation methods based on feature-attribute matching methods were proposed. And ability,
willingness, and social relationship elements were used to measure trust. In Ref [13], a
differentiated perceptual trust management model is proposed. This model introduces
social relations in the computation of trust to better understand some discriminatory
behaviors. However, the above references are more homogeneous in considering social
relationships and only use the social similarity between nodes to represent the strength
of ties. It is not possible to integrate the impact of multiple social relationships on trust
management.

The Ref [14] considers trust attributes such as honesty, collaboration, community
interest, and node energy of trust and calculates trust based on direct observation, indirect
recommendation, the centrality of nodes, and reliability factors. In Ref [15], an adaptive
trust management protocol under SIoT is proposed. In Ref [16], the authors propose a
temporal similarity-based trust model for social IoT that incorporates the impact of three
attributes, namely the community interest attribute, friend attribute, and collaborative
work attribute, on trust assessment. However, the above references only exploit explicit
social relationships and completely ignore implicit social relationships. It is not able to
effectively solve the network sparsity problem.

Therefore, this paper effectively alleviates the network data sparsity problem and the
cold start problem by establishing implicit social relationships. Inspired by the subnet
composite approach in Ref [17] and Ref [18], the multi-subnet composite complex
network idea is used to model the SIoT. In the following, the system model will be
elaborated.

IRTM

Fig. 1. SIoT trust management process Fig. 2. Composite network example
diagram

3 Preliminaries

3.1 Types of Social Relationships

The SIoT enhances the navigability of the network. Each type of social relations has
a different impact on navigability and represents a different level of trust [18, 19].
According to the object-specific socialization model of SIoT defined in Ref [20], objects
create different types of social relationships. The initial trust value of social relationships
is set according to the definition of social relationships and the analysis of the type of
navigability and importance of social relationships in SIoT by Ref [21] and [22].
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In this paper, the trust value range is set within (0, 1), when the higher trust value
indicates that the more reliable the smart object is, the higher the interaction success rate.
When objects such as cell phones and laptops belong to the same owner, they will have a
higher probability of having similar behaviors. Therefore, we set the highest initial trust
value of 0.9 to the Ownership Object Relationship (OOR). There is a higher similarity
between objects produced by the same manufacturer in the same period. Therefore, we
set a higher initial trust value of 0.8 for the Parental Object Relationship (POR). There is
a high probability of interaction and collaboration between objects such as sensors and
actuators used in the same environment such as a smart home or smart city to accomplish
tasks. Therefore, we give a slightly higher initial trust value of 0.7 to Co-Location Object
Relationship (C-LOR). Co-Work Object Relationship (C-WOR) are established between
objects that are far away from each other according to the task type, such as telemedicine.
Since the longer distance makes the objects more likely to suffer from malicious attacks,
we give a low initial trust value of 0.6 to the Co-Work Object Relationship. The initial
trust value between objects without social relations is 0.5.

3.2 Implicit Social Relationship

In most of the previous studies on trust management in SIoT, only explicit social rela-
tionships between nodes have been utilized, and the role of implicit social relation-
ships in trust management has been completely ignored. Explicit social relationships are
explicitly establishable social relationships between nodes. The types of explicit social
relationships in SIoT are described in Sect. 3.1. Implicit social relationships are implicit
social links established through the transferability of trust between two nodes that do not
have social relationships. For example, in real life, people tend to trust their friends and
will trust their friends’ friends. This implies that there may be potential implicit social
links between people who do not have direct social relationships. Therefore, to overcome
the network sparsity and cold start problems and to maximize the use of online social
information, we classify social relationships into explicit and implicit social relation-
ships. Inspired by Ref [24], we mine and establish implicit social relationships between
nodes based on trust transferability and potential features between nodes. Among them,
the type and strength of implicit social relationships are determined by the type of explicit
social relationships that exist between nodes and the number of common neighbors. Thus
many nodes may be related to each other through implicit social relationships.

Based on the explicit social relationship types described in Sect. 3.1, we can establish
implicit parent-object relationships, implicit collaborative location relationships, etc.
Objects have both explicit and implicit social relationships with each other, and there
may be multiple social relationships. And different types of explicit and implicit social
relationships have different impacts on trust evaluation. Considering one type of social
relationship alone will affect the accuracy of the evaluation results. Therefore, we use
the idea of the composite network to build a composite SIoT network with explicit and
implicit social relationships by loading multiple explicit and implicit single-relationship
sub-networks. The composite network is introduced as described in Sect. 3.3.
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3.3 Multi-relationship Composite Network

Smart objects are abstracted as nodes, and the relationships between smart objects are
abstracted as connected edges in SIoT. The SIoT composite network model can be
represented by a quadruplet G = (V, E, R, F), and an example diagram is shown in
Fig. 2.

o V ={vy,v2,v3,...,v,} represents the set of nodes, which is the number of nodes in
the set.

e E = {{vy, vi)|vy, v € V} denotes the set of connected edges between nodes.

e R = {r1,m,rs3, ..., r,} denotes the set of social relations between nodes, and is the

number of types of relations in the set.
F denotes the function to calculate the degree of multiple social relations.

4 The Proposed Trust Management Model

The Implicit Social Relationships (IRTM) based social IoT trust management model
consists of six components: SIoT composite network construction, trust propagation,
trust aggregation, filtering mechanism, outcome processing, and trust evaluation. Hon-
esty, cooperativeness, and community interest are considered to be the most prominent
indicators for characterizing SIoT systems [15]. The trust management model is elab-
orated below using the community interest attribute as an example and describing the
attribute in terms of POR and C-LOR between nodes, as shown in Fig. 3 below.

Multi relation composite network SloT

( Iplici

{(” Trust propagation Trust aggregation

Direct trust Filtering mechanism
o C D
C o D)
( Indirect ) Recommended
reliability
l (U}

9) Trust assessment Result processing

( Directtnst__) (LpdaleDSR)
. ble

Service feedback ®)

Fig. 3. IRTM model

1. Based on the social relationship matrix ES and the corresponding initial trust val-
ues, we obtain the dominant relationship trust matrix E_DSR| and E_DSR,. The
relationship trust values of both social relationships are calculated by Eq. (1), and
the dominant multi-relationship composite network is constructed.

F_DSRg (i, j) = max(E_DSR1 (i, ), E-DSRy (i, )) + |E_DSR1 (i, j) — E-DSRy (i, )" x o (1)

where the parameter o controls the trust value within the range, o = 0.01 in this
paper; The size of the parameter 1 depends on the type of the node social relationship
and takes values in the range (0, 1);
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2. The relational strength of implicit social relationships decays from the strength of
explicit social relationships and evolves according to the type of social relationships
and the number of indirect friends. Thus, the implicit social relationship matrix is
calculated as shown in (2):

IS =ES ® ES - RM (2)

where ® denotes the outer product operation and - denotes the inner product
operation; the regularization matrix RM is used to exclude the node from establishing
an implicit trust relationship with itself; in the implicit social relationship matrix,
the value O indicates that there is no implicit social relationship between two nodes,
and other values indicate the number of times the node appears as an indirect friend;

The calculation of the strength of implicit social relations between nodes is given
in Eq. (4):

I_DSR(i,j) = (1 — r) x E_DSR(, j) — (r x E_DSR(i, j))’S¢" (3)

where IS (i, j) denotes the number of times the node j appears as an indirect friend

of the node 7; the parameter r is the trust decay factor, and the value range is (0, 1);

3. We give the calculation of the relationship trust level with both implicit social
relationships as shown in Eq. (5):

F_DSR;(i,j) = max(I_DSR; (i, j), [_DSR>(i, j)) + [I_DSR; (i, j) — I_DSR, (i, )|" x ¢
“4)
To prevent the establishment of implicit social relationships from leading to
too dense network links, this paper sets the threshold of implicit social relationship
degree as 0.4, that is, when F_DSR; (i, j) > 0.4, the implicit social relationship is
established between node i and node j;
4. Explicit social relationships between nodes are more important than implicit social
relationships, so the strength of relationships with both explicit and implicit social
relationships is calculated by the following Eq. (6):

DSR(i, j) = E_DSR(i, j) + |E_DSR(i, j) — I_DSR(i, j)|" x o (5)

5. Trust management is performed in the composite network. The IRTM forms direct
trust DTUC’ through direct observation and indirect trust RT,g’ through indirect
recommendation.

6. To prevent malicious nodes from making dishonest recommendations, this paper sets
up a filtering mechanism in the IRTM model. The recommendation trust is filtered
according to the degree of social relationship between node i and node k and the
reliability of node k' recommendation values. The relationship degree threshold is set
to 0.5, which means that node i only accepts recommendations from recommenders
whose relationship trust degree is higher than 0.5. We calculated the reliability of the
recommended values by considering the difference between the mean and median
of the recommended values. Assuming that the node i has n recommenders, the
calculation formula is as follows:

2n x RT,g’ — > RT,{?I —2n X RTeq
Yo RT,§’ + 1 X RTpped

RTp(k) =1 — (6)
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7. Based on the results of the filtering mechanism, m reliable recommendation values
are obtained. Thus, a reliable indirect trust can be formed.

8. At the end of the interaction at moment ¢, node i will rate the satisfaction of the
service provided by node j to provide feedback for the next interaction, which is
calculated as follows:

S50) Ti].CI (t — At) x 1, if satisfied o

ij cI . g .

Tij (t — At) x (—1), if dissatisfied

9. The three trust measures of direct trust, indirect referral trust, and service satisfaction
are considered for a comprehensive assessment of trust values, calculated as follows:

X RTSH () + (1= p) x Syt = An), if jl =k ®

cI cI e

17et { (1= ) x DTE (1) + & x RIS (1) + & x Syt — Ap), if j ==

where 1 (0 < w < 1) used to balance the contribution of direct trust, indirect trust, and
service satisfaction to trust.

We will conduct experiments and analyze the accuracy, convergence, and resilience
of the IRTM model in detail in Sect. 5.

5 Experimental Results and Analysis

In this section, we compare the IRTM model in detail with the approaches in Ref [14,
15], and [16]. Experiments show that the IRTM model improves accuracy, convergence,
and resistance to attacks. In this paper, simulations are performed in MATLAB using
the dataset from Ref [22]. This dataset is based on a real IoT dataset provided by the city
of Santan-der. We randomly selected 30 users from this dataset and constructed SIoT
networks for 100 objects owned by their users. The total experimental simulation time
was 100 h.

5.1 Trust Evaluation of Nodes in the Good Condition

To verify that the IRTM model improves the accuracy of trust assessment, multiple groups
of dynamic nodes are randomly selected in a good environment for trust assessment
comparison experiments. The network environment in which half of the nodes are located
exhibits obvious sparse characteristics. Sparse networks are acommon and not negligible
application scenario for SIoT. Therefore, we compare the convergence properties of trust
evaluation algorithms in general non-sparse scenarios and sparse network scenarios. The
evaluated nodes perform well for the first 50 h, after which they are transformed from
good to malicious nodes. Ideally, the good node trust evaluation value tends to be 1 and
the malicious node tends to be 0. The IRTM model is compared with the methods Ref
[14, 15], and [16]. The results are shown in Fig. 4. The dashed line shows the empirical
confidence interval at a 90% confidence level.

In Fig. 4(a), the trust value evaluated by the IRTM model proposed in this paper for
good nodes in the normal network environment is closer to the true valuel than the trust
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Fig. 4. Trust evaluation of a randomly selected malicious node

values evaluated by the methods in Ref [14, 15], and [16]; the trust value evaluated for
malicious nodes is closer to the true value 0 and converges faster. This indicates that the
IRTM model improves the accuracy of node trust assessment. This is because on the one
hand the IRTM model incorporates service feedback trust in the trust evaluation, and on
the other hand the trust between nodes is dynamically updated. When the nodes provide
good services, the trust in the degree of relationship between nodes increases; when the
nodes provide malicious services, the trust between nodes dynamically decreases.

As can be seen in Fig. 4(b), the IRTM model differs significantly from the evaluated
values of the methods in Ref [14] and Ref [15]. This is due to the sparse data of the
network environment in which the nodes are located, which affects the evaluation of the
trust value of the nodes by comparing the methods of Ref [14] and Ref [15]. Compared
with the evaluation results of the three comparative kinds of literature, it can be seen that
the IRTM model is still close to the true value of the node trust value evaluation in the
sparse network environment. This is because this paper solves the problem that the node
trust cannot be evaluated correctly due to network sparsity by establishing implicit social
relationships between nodes to populate the network. In addition, IRTM can converge to
the new true value faster when the node becomes a malicious node. Comparing Fig. 4(a)
and Fig. 4(b), we can see that IRTM improves the convergence speed and accuracy of
trust evaluation regardless of whether the nodes are in the non-sparse or sparse scenario.

5.2 Trust Management in the Dynamic Hostile Change Conditions

To further validate the resilience of the IRTM model to trust attacks in SIoT environments
with different levels of hostility. We consider two different malicious environments with
a high malicious node percentage of 50% and a low malicious node percentage of
20%. In the experiments, the optimal parameter weights are set for the methods of Ref
[14, 15], and [16]. In addition, to verify the importance of the degree of relationship
between nodes in the trust management model, it is also compared with the case where
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malicious recommendations are filtered only by the reliability of the recommendation
value without considering the degree of relationship in the model of this paper. For the
sake of comparison and analysis, the above Case is referred to as “Case 1”. The trust
evaluation results of different models on randomly selected good nodes when malicious
nodes launch attacks under two malicious node percentages, high and low, are shown in
Fig. 5.

Trust value

0.2 0.2 0.2 0.2

0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100
Time Time Time Time

(a) 20% percentage of malicious nodes

Trust value

0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100
Time Time Time Time

(b) 50% percentage of malicious nodes

Fig. 5. Trust evaluation of randomly selected nodes under malicious attacks

From Fig. 5(a), it can be seen that the result curves of trust evaluation of good nodes
at low malicious node percentage for method case 1 in this paper are consistent. It is
closer to the true value than the results of Ref [14, 15], and [16]. This indicates that this
paper’s model filters malicious recommendations and has a better stability. In contrast,
the evaluation results of Ref [14] and Ref [15] differ more from the true value. On the one
hand, it is because these two methods cannot filter malicious recommendations under
defamation attack, which leads to lower trust value; on the other hand, it is because the
network environment in which the nodes are located is more sparse, which makes the
evaluation accuracy lower.

From Fig. 5(b), we can see that the evaluation result curves of this paper’s model and
“Case 1” are above the other three methods and closer to the true value 1. This indicates
that the IRTM model has a strong ability to resist malicious attacks. The evaluation result
curve of Case 1 fluctuates more and is below the curve of this paper’s model. This is
because under the high malicious node percentage, due to the increase in the number
of malicious nodes, filtering malicious recommendations only by recommendation reli-
ability will filter normal recommendations incorrectly as malicious recommendations,
making the evaluation accuracy lower. In contrast, the evaluation result curve of the
model in this paper is still smoother and closer to the true value than the evaluation
result of Case 1. This indicates that introducing the degree of social relationship into
trust management effectively improves the accuracy of evaluation results.
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6 Conclusion

Autonomous social relationships between objects are a characteristic of SIoT. In this
paper, we propose a SIoT trust management model based on implicit relationships,
namely IRTM. Unlike other approaches, this paper introduces implicit social relation-
ships in trust computation to better overcome network sparsity and cold start problems.
It makes the model equally applicable in a sparse network environment. In addition,
we also consider the degree of social relationship and the reliability index of recom-
mendation value in the model to set a filtering mechanism to filter malicious recom-
mendations. According to the results, IRTM can filter dishonest recommendations very
well. The simulations also confirm that the proposed model works well even if the
percentage of malicious objects in the network increases compared to the other three
trust models. In future work, we hope to make IRTM resilient to more sophisticated
attacks through learning studies. In addition, we will consider introducing social rela-
tionships into multidimensional trust management to build a trust management model
that is context-aware.
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