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Abstract. S-boxes are very important nonlinear components in sym-
metric ciphers and have a great role in the security of cryptographic
algorithms. In algorithm design, 4-bit and 8-bit S-boxes are most com-
monly used. The S-box of the AES is the best 8-bit S-box in terms of
nonlinearity and differential uniformity at present. However, other prop-
erties are not the best.

In this paper, we improve and propose a new algebraic structure that
can be used to generate S-boxes with excellent performance. The main
enhanced properties of the new S-boxes are: strict avalanche criterion
(SAC), distance to SAC, the bit independence criterion (BIC), algebraic
complexity, inverse algebraic complexity, and periodicity. After compar-
ing with existing S-boxes, the properties of S-boxes proposed in this
paper are the best.

Keywords: S-box · AES · Affine transformation · Strict avalanche
criterion · Periodicity · Algebraic complexity

1 Introduction

The S-box is a nonlinear function that is widely used in symmetric ciphers. In
block ciphers with substitution-permutation network (SPN) structure, S-boxes
can provide nonlinearity to the encryption algorithm and greatly improve the
difficulty of cryptanalysis. For different cryptanalysis methods, S-boxes have
many performance indicators, such as nonlinearity for resistance to linear anal-
ysis, difference uniformity for resistance to differential analysis, algebraic degree
for resistance to algebraic attacks, and so on. A strong S-box should have good
properties.

In addition to the three properties nonlinearity, difference uniformity and
algebraic degree, the main properties that is needed to be considered in the
design of S-boxes are strict avalanche criterion (SAC), distance to SAC [25], the
bit independence criterion [9], and algebraic complexity, as well as the algebraic
complexity of inverse S-boxes [5], etc. The AES algorithm [8] is the most widely
used cryptographic algorithm with SPN structure, and its S-box reaches the
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current optimum in terms of resistance to differential and linear attacks, but
there are still many properties being not good, such as algebraic complexity is
only 9 and possible periods are 2, 27, 59, 81 and 87.

In order to improve the AES S-box, many people have made attempts. Liu
et al. enhanced the algebraic complexity of AES S-box to 255 [13]. However, the
algebraic complexity of the inverse of improved S-box is 9, and other properties
such as distance to SAC and periodicity are still very poor. Cui et al. made
improvements to the affine transform of the S-box of AES [7] and proved that the
upper bound on the algebraic complexity of the S-box of the AES-like structure
is 9, which is much smaller than the 255 optimum. Cui et al. further improved [6]
on [7] by considering more properties to obtain a better 8-bit S-box. Nitaj et
al. proposed a new structure [17] and searched for a better S-box and analyzed
it. However, Nitaj et al. did not perform a deeper analysis of the structure, and
this novel structure has greater potential for discovery. Based on the [17], Said
Eddahmani et al. improved the distance to SAC of the S-box [10]. However, the
mean of SAC and the maximal BIC of S-box became worse.

In this paper, we propose a new S-box structure and analyze its properties.
Further, we show that they are all affine equivalent to AES S-box. For the
most commonly used 4-bit and 8-bit S-boxes in cryptographic algorithms, we
find many S-boxes with better properties than other existing S-boxes in our new
structure, then compare it with S-boxes in [7] and [17], finally we think it has the
best comprehensive performance. It can be used as a better S-box in encryption
algorithms.

This paper is organized as follows: In Sect. 2, we introduce several types of
S-box generation structures and propose an improved structure in this paper.
In Sect. 3, we analyze affine equivalence of S-boxes. In Sect. 4, we propose a 4-
bit S-box and an 8-bit S-box. Then we analyze their properties and compare
them with existing S-boxes. In Sect. 5, we summary the data in the Table 16 and
Table 17, and then conclude in Sect. 6.

2 Preliminaries

Let A ∈ F
n×n
2 be a matrix and a ∈ F

n
2 be a vector. Let a = (tn−1, tn−2, · · · , t0),

then a can be uniquely represented as a number a ∈ F2n ,

a = 2n−1tn−1 + 2n−2tn−2 + · · · + t0.

For the convenience of understanding, this paper uses a and a directly without
describing their transformation process. In addition, we use a−1 and a−1 to
denote both the inverse of a ∈ F2n and omit the transformation process. In this
paper, all 8-bit S-boxes use the finite field F28 = F2[t]/(t8 + t4 + t3 + t + 1).

2.1 Algebraic Expression of the S-Box

A Boolean function f : Fn
2 → F2 is a function with n input variables and only

one output variable in F2. Let Bn be the set of n-variable Boolean functions.
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Similar to Boolean functions, the S-box F : Fn
2 → F

m
2 is an n-input, m-output

function, and which variables can be seen as Boolean functions:

F = (fm−1, fm−2, . . . , f0),

where fi ∈ Bn (0 ≤ i ≤ m− 1) is the coordinate function of F . In this paper, we
consider only the case where n = m.

Affine equivalent is a really important definition in the study of the properties
of S-box. Two S-boxes F : Fn

2 → F
n
2 and G : Fn

2 → F
n
2 are affine equivalent, if

there exists affine invertible matrices B1 ∈ F
n×n
2 and B2 ∈ F

n×n
2 , s.t.

G = B2(F (B1x + a)) + b

for x ∈ F
n
2 , where a, b ∈ F

n
2 . In the following, we use the symbol G ∼ F to

indicate that G is affine equivalent to F .
In the following, we give three algebraic structures of S-boxes. The algebraic

expression of AES-like S-box consists of two transformations: f : x �−→ x−1 and
g : x �−→ Ax + b, where A is an invertible matrix in F

8×8
2 and b ∈ F

8
2. That is

SAES(x) = g ◦ f(x), then

SAES(x) = Ax−1 + b.

The matrix A in the AES algorithm is a cyclic matrix and b = 0x63 (0x means
it is a hexadecimal number, and similarly, (01100011)2 means a binary number).

SAES(x) = Ax−1 + b =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1
1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

x7

x6

x5

x4

x3

x2

x1

x0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

+

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

0
1
1
0
0
0
1
1

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

.

To overcome the shortcomings of AES S-box, [6] and [7] proposed improved
structure for AES S-box. It consists of three transformations, that is SAPA(x) =
g ◦ f ◦ g(x). Then

SAPA(x) = A(Ax + b)−1 + b,

where A is an invertible matrix in F
8×8
2 and b ∈ F

8
2. The structure named

Affine-Power-Affine S-box in [7]. The properties of S-box in [7] can be found in
Table 17.

Although SAPA(x) is greatly improved compared to AES S-box, many of its
properties are not optimal. [17] presented the structure of a new improved AES
S-box Snew20(x). That is

Snew20(x) =

⎧
⎨
⎩

Ax + α

Ax + β
if x �= A−1β

0x01 if x = A−1β
,
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where A is an invertible matrix in F
8×8
2 and α, β ∈ F

8
2. The properties of S-box

in [17] can be found in Table 17.
Based on the [17], Said Eddahmani et al. improved the distance to SAC of

the S-box [10]. The structure is

Snew21(x) =

⎧
⎪⎨
⎪⎩

aA · x + b

cA · x + d
if x �= A−1 d

c
a

c
if x = A−1 d

c

,

where A is an invertible matrix in F
8×8
2 and a, c ∈ F

8
2/{0}, b, d ∈ F

8
2. Snew21(x)

is a permutation in F2n if ad+ bc �= 0. The properties of Snew21(x) can be found
in Table 17.

2.2 An Improved S-Box Structure

The properties of SAPA(x) and Snew20(x) are greatly enhanced relative to AES-
like S-box. In [17], the authors found an 8-bit S-box with better properties (see
Table 17). However, the structure Snew20(x) has not been further explored. We
propose a new structure as an extension of Snew20(x) and study the properties
of such structures.

Let F : Fn
2 → F

n
2 be an n-bit S-box. For x ∈ F2n , the algebraic expression of

F (x) is

F (x) = (α + β)(Ax + β)−1 + γ, (1)

where α �= β, and α, β, γ ∈ F2n , the matrix A is an invertible matrix in F
n×n
2 ,

the inverse of 0 is 0, that is F (A−1β) = γ.
In the following, the n-bits S-box in Eq. (1) is denoted by Fn

new(x). If γ = 0x01
then F 8

new(x) = Snew20(x), because

Snew20(x) =

⎧
⎨

⎩

Ax + α

Ax + β
=

Ax + β + α + β

Ax + β
= (α + β)(Ax + β)−1 + 1 if x �= A−1β

0x01 if x = A−1β
,

so it is obvious that Snew20(x) is a special case of Fn
new.

3 Affine Invariant Properties of Fn
new

The S-boxes generated by Eq. (1) have the same properties in some respects. In
this section, we study its affine invariants.

The number of invertible matrix [26] in F
n×n
2 is |GL(n,F2)| =

∏n−1
k=0(2n−2k),

then the total number of n-bit S-boxes in Fn
new can be obtained.

Proposition 1 (The number of Fn
new). Let α, β and γ ∈ F2n , then the upper

bound on the number of S-boxes that can be generated by Eq. (1) is

22n(2n − 1)
n−1∏
k=0

(2n − 2k).
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Table 1. Different parameters generate the same S-box.

α 1 2 3 4 5

β 10 7 13 14 4

A (10, 3, 7, 11) (11, 1, 3, 7) (1, 2, 3, 12) (7, 12, 1, 3) (13, 15, 6, 8)

α 6 7 8 9 10

β 9 3 15 5 8

A (12, 13, 2, 4) (6, 14, 5, 15) (3, 4, 12, 1) (9, 7, 11, 10) (8, 5, 15, 6)

α 11 12 13 14 15

β 2 1 11 6 12

A (2, 6, 8, 13) (4, 8, 13, 2) (14, 11, 10, 9) (15, 9, 14, 5) (5, 10, 9, 14)

Remark 1. In fact, for n = 2, 3, 4 and any fixed γ, an S-box generated by Eq. (1)
will be repeated 2n − 1 times for all invertible matrix A ∈ F

n×n
2 , for all α ∈ F2n

and β ∈ F2n in our experiments. We find that the number of different S-boxes
in Fn

new is 22n|GL(n,F2)| for n = 2, 3, 4. So we have a guess: the number of
different S-boxes generated by Eq. (1) is 22n|GL(n,F2)| for n ≥ 2.

Example 1. Let n = 4, γ = 7, the S-box [10,15,9,8,14,5,12,4,1,13,7,2,6,11,0,3]
can be generated by 15 different parameters (A, α, β) in Table 1. It is important
to note that the value of A in Table 1 indicates the four row vectors of matrix
A. For example, A = (1, 2, 3, 12) means the first row of A is [0, 0, 0, 1], the
second row is [0, 0, 1, 0], the third row is [0, 1, 0, 0] and the last row is [1, 1, 0,
0]. This S-box uses the finite field F24 = F2[t]/(t4 + t + 1).

In order to prove the equivalence of Fn
new and x−1 in F2n , we introduce

Lemma 1.

Lemma 1. Let a, b ∈ F2n , then there exists one matrix A, s.t. ab = Ab, where
A is an invertible matrix in F

n×n
2 .

The above result means that the multiplication in the finite field F2n can be
expressed in the form of an affine transformation.

Proposition 2 (Affine Equivalent). All n-bit S-boxes in Fn
new are affine

equivalents.

Proof. Let x ∈ F2n , then

x−1 ∼ A
′
(Ax + a)−1 + b, (2)

where A,A
′
are invertible matrices in F

n×n
2 , a, b ∈ F2n .

It is easy to find that Eq. (2) and Eq. (1) are affine equivalents for the same
irreducible polynomial in F2n , if and only if

⎧
⎪⎨
⎪⎩

a = β

b = γ

A
′
(Ax + a)−1 = (α + β)(Ax + β)−1.

(3)
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Table 2. Representatives of 16 classes of optimal 4-bit S-boxes [16].

Class Distributions of S-boxes

G0 0, 1, 2, 13, 4, 7, 15, 6, 8, 11, 12, 9, 3, 14, 10, 5

G1 0, 1, 2, 13, 4, 7, 15, 6, 8, 11, 14, 3, 5, 9, 10, 12

G2 0, 1, 2, 13, 4, 7, 15, 6, 8, 11, 14, 3, 10, 12, 5, 9

G3 0, 1, 2, 13, 4, 7, 15, 6, 8, 12, 5, 3, 10, 14, 11, 9

G4 0, 1, 2, 13, 4, 7, 15, 6, 8, 12, 9, 11, 10, 14, 5, 3

G5 0, 1, 2, 13, 4, 7, 15, 6, 8, 12, 11, 9, 10, 14, 3, 5

G6 0, 1, 2, 13, 4, 7, 15, 6, 8, 12, 11, 9, 10, 14, 5, 3

G7 0, 1, 2, 13, 4, 7, 15, 6, 8, 12, 14, 11, 10, 9, 3, 5

G8 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 9, 5, 10, 11, 3, 12

G9 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 11, 3, 5, 9, 10, 12

G10 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 11, 5, 10, 9, 3, 12

G11 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 11, 10, 5, 9, 12, 3

G12 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 11, 10, 9, 3, 12, 5

G13 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 12, 9, 5, 11, 10, 3

G14 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 12, 11, 3, 9, 5, 10

G15 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 12, 11, 9, 3, 10, 5

According to Lemma 1, the Eq. (3) always holds. That is

Fn
new(x) ∼ x−1,

then all n-bit S-boxes in Fn
new are affine equivalents. 
�

Remark 2. For n = 4, all S-boxes in F 4
new are affine equivalent to G3 (see in

Table 2). The upper bound on the number of S-boxes that affine equivalent to
G3 is 104, 044, 953, 600 (= 20160 × 20160 × 16 × 16), and the upper bound on
the number of S-boxes of F 4

new is 82, 575, 360 (= 20160 × 212). So F 4
new is a

subset of G3 equivalence class.

Remark 3. For n = 8, all S-boxes in F 8
new are affine equivalent to AES S-box.

In fact, it is easy to find from the proof of Proposition 2 that

F 8
new(x) ∼ Snew20(x) ∼ Snew21(x) ∼ SAPA(x) ∼ SAES(x) ∼ x−1,

where x ∈ F28 .

The nonlinearity [19] represents the degree of correlation between the S-box
and the linear function.

Proposition 3 (Nonlinearity). The nonlinearity of Fn
new is

NL(Fn
new) = 2n−1 − 2

n
2 ,

where n is even.
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Table 3. Proposed 4-bit S-box.

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

F 4
this(x) 13 15 10 6 7 14 9 8 0 5 11 4 3 1 2 12

Differential uniformity [18] describes whether S-boxes can resist differential
attacks.

Proposition 4 (Differential Uniformity). The differential uniformity of
Fn
new satisfies

U(Fn
new) ≤ 4

Proof. The differential uniformity is an affine invariant, and we have proved that
Fn
new ∼ SAPA, then the proof is given in [13]. 
�

Remark 4. In fact, it can be seen from the experiment that

U(Fn
new) =

{
2 if n is odd,
4 if n is even.

In general, the higher the algebraic degree [5] of the S-box, the stronger the
resistance to algebraic attacks.

Proposition 5 (Algebraic degree). The algebraic degree of Fn
new is

Deg(Fn
new) = n − 1.

4 Proposed S-Box Performance Analysis

We will analyze the characteristics of the proposed S-box in this section from
the aspects of Strict Avalanche Criterion (SAC), distance to SAC, periodicity,
algebraic complexity and Bit Independence Criterion (BIC).

In the practical encryption algorithm, 4-bit and 8-bit S-boxes are the most
commonly used S-boxes. In this section, we focus on the properties of a 4-bit
S-box and an 8-bit S-box.

For n = 4, we have tested all parameters (A, α, β, γ). The number of matrices
A is 20160 and there are 5,160,960 different S-boxes in total. Finally, we find
131 S-boxes with good properties. Table 3 is a 4-bit S-box proposed by this paper
denoted by F 4

this, whose parameters are A = (9, 7, 10, 5) and (α, β, γ) = (7, 13, 3).
In addition, F 4

this uses the finite field F24 = F2[t]/(t4 + t + 1).
For n = 8, considering that the number of matrices A is too large to calculate,

we just tested all the cyclic invertible matrices (the number is 128), and find
158 S-boxes with good properties. Table 4 is an 8-bit S-box our proposed denoted
by F 8

this, which parameters are A = (32, 64, 128, 1, 2, 4, 8, 16) and (α, β, γ) =
(34, 251, 1).

F 4
this and F 8

this will be analyzed in the following section.
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Table 4. Proposed 8-bit S-box.

F 8
this 0 1 2 3 4 5 6 7 8 9 A B C D E F

0 9c e5 06 05 be 24 23 1c e1 4b bc 64 21 3b 43 45

1 42 fb 90 78 5c 02 0c a1 28 75 d0 41 7f 89 f6 85

2 b1 61 00 cd 57 dd 94 df 5f 07 32 bb d6 5a ac 1b

3 70 e6 77 fa 76 a9 44 14 c5 0a eb fd 5d 12 50 f4

4 10 d3 8f c2 18 4c 93 c0 8a a2 c4 ad 04 a6 16 30

5 c6 2a 8c 59 97 88 9f 6c ae b7 3a b4 4f 35 c7 40

6 48 80 46 84 b2 47 d7 dc 4e 4a ca ef 7e 2b a5 8b

7 6a d5 af a8 4d e8 3f 66 1e 27 56 b9 34 f0 f2 a3

8 09 39 0f 1d d2 71 20 11 72 9b 9a 33 e4 98 f7 3e

9 cb 65 60 2c 95 2e da e7 58 54 6d 0b 74 63 a4 2f

A f3 5b 38 c3 ee c9 87 8e 25 08 19 36 91 db 62 26

B 81 15 b8 d9 e9 ab 53 b3 1f 69 ea 9d a7 83 f5 96

C 82 9e 03 73 c1 b5 7a fe 51 8d b0 7c 37 a0 de b6

D 6e 6f 67 31 0d 13 bd 49 86 55 f1 ff f9 0e 7b 52

E ec aa ed 68 d4 29 e3 1a ba c8 2d 99 79 cf 3c 7d

F e2 22 ce cc 17 d1 92 3d bf f8 d8 6b e0 5e 01 fc

4.1 Strict Avalanche Criterion

Strict avalanche criterion (SAC) [25] is a indicator that must be considered in
S-box design. In fact, SAC is a diffusion criterion. It requires the S-box satisfy
that the probability that any single bit reversed in the input will result in a
change in each output bits is 0.5. Therefore, SAC can be described as: Let
F = (f0, f1, . . . , fn−1) be an S-box, for any a ∈ F

n
2 , and wt(a) = 1, satisfies∑

x∈F
n
2

fi(x) ⊕ fi(x ⊕ a) = 2n−1, i ∈ {0, 1, · · · , n − 1}. We have tested the SAC
of the two S-boxes F 4

this(x) and F 8
this(x), and the results are shown in Table 5

and Table 6, respectively.

Table 5. SAC of F 4
this.

Reverse Bit 3 Bit 2 Bit 1 Bit 0

0001 8 8 8 8

0010 12 8 8 8

0100 8 8 4 8

1000 8 8 8 8
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Table 6. SAC of F 8
this.

Reverse Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

00000001 132 124 140 128 120 120 128 124

00000010 124 124 124 124 120 120 120 128

00000100 128 132 124 144 132 120 120 120

00001000 124 132 140 128 128 136 136 128

00010000 128 132 132 120 132 128 136 136

00100000 136 124 132 140 124 132 128 136

01000000 136 116 124 128 128 124 132 128

10000000 128 140 116 124 120 128 124 132

Remark 5. For F 4
this, we find that 4 occurs 1 time, 8 occurs 14 times and 12

occurs 1 time. For F 8
this, 116 occurs 2 times, 120 occurs 10 times, 124 occurs 14

times, 128 occurs 15 times, 132 occurs 11 times, 136 occurs 7 times, 140 occurs
4 times and 144 occurs 1 time.

In generally, the mean value of the SAC matrix is often used to represent the
SAC property. However, this expression does not completely account for the
SAC of the S-box. For example, 4 and 12 respectively appear once in Table 5,
and their effects cancel each other out, resulting in the mean value of SAC is 8.

Describing the diffusion properties of the S-box, distance to SAC is bet-
ter than the mean value of SAC. The distance to SAC [25] is the sum of bias
that the elements in the SAC matrix with respect to 2n−1. That is, let F =
(f0, f1, . . . , fn−1) be an S-box, for any vectors x ∈ F

n
2 , a = (an−1, an−2, · · · , a0) ∈

F
n
2 , and wt(a) = 1, then

DSAC(F ) =
n−1∑
j=0

n−1∑
i=0

∣∣∣∣∣∣
∑

x,a∈F2n

fi(x) ⊕ fi(x ⊕ aj) − 2n−1

∣∣∣∣∣∣
.

One S-box F satisfies SAC if and only if DSAC(F ) = 0, that is all elements in
the SAC matrix is 2n−1.

S-boxes with good diffusion criterion should have a small DSAC. The DSAC
values of F 4

this and F 8
this are shown in Table 7 and Table 8, respectively.
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Table 7. DSAC and mean of SAC of 4-bit S-boxes.

Distance to SAC Mean of SAC

Optimal value 0 8

F 4
this (Table 3) 8 8

PRESENT [3] 32 10

Piccolo [20] 44 8.25

TWINE [23] 28 9.25

QARMA [1] 24 6.5

KLEIN [11] 24 9.5

GIFT [2] 40 10

Table 8. DSAC and mean of SAC of 8-bit S-boxes.

Distance to SAC Mean of SAC

Optimal value 0 128

F 8
this (Table 4) 324 128.06

AES [8] 432 129.25

SM4 [22] 492 127.94

FOX [14] 688 130.38

AIRA [15] S1 432 129.25

S2 488 126.88

CLEFIA [21] S1 848 138

S2 488 126.88

SAPA [7] 452 128.19

Snew20 [17] 328 128.25

Snew21 [10] 324 130.44

4.2 Periodicity

The periodicity of the S-box [24] is a property about the distribution. Let F :
F2n → F2n be an S-box. For x ∈ F2n , the period of x is the smallest r such that
F r(x) = x.

A well-distributed S-box should have only one period path, that is the period
of the S-box is 2n. The input x is called a fixed point of S-box if there exist special
period r = 1 for x. An S-box has a poor periodicity, if fixed points exist for it.

The periodicity of AES S-box is not optimal value, which possible periods
are 2, 27, 59, 81 and 87. There is no fixed point in AES S-box, but the minimum
period reaches 2. F 4

this and F 8
this have the largest period 2n (see in Table 9 and

Table 10, respectively).
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Table 9. The periodicity of 4-bit S-boxes.

S-box Periodicity

Optimal value 16

F 4
this (Table 3) 16

PRESENT [3] 2, 3, 4, 7

Piccolo [20] 3, 13

TWINE [23] 1, 3, 6

QARMA [1] 1, 2

KLEIN [11] 2

GIFT [2] 7, 9

Table 10. The periodicity of 8-bit S-boxes.

Periodicity

Optimal value 256

F 8
this (Table 4) 256

AES [8] 2, 27, 59, 81, 87

SM4 [22] 1, 2, 3, 6, 9, 24, 35, 56, 120

FOX [14] 1, 2, 8, 21, 94, 120

AIRA [15] S1 2, 27, 59, 81, 87

S2 2, 3, 9, 21, 36, 64, 121

CLEFIA [21] S1 4, 5, 17, 109, 116

S2 256

SAPA [7] 2, 12, 26, 176

Snew20 [17] 256

Snew21 [10] 256

Proposition 6. Let F : F2n → F2n be an S-box. For x ∈ F2n , a ∈ F2n , the new
S-box G : F2n → F2n has new distribution of periods.

G(x) = InF (x) + a,

where In is an n × n identity matrix.

Example 2. The periods of S-box F1(x) = [12, 5, 6, 11, 9, 0, 10, 13, 3, 14, 15, 8, 4,
7, 1, 2] are 2, 3, 4, 7. If a = 3, then the periods of new S-box I4F1(x) + 3 are 15
and 1. However, the S-box F2(x) = [11, 2, 15, 13, 0, 14, 4, 5, 6, 10, 7, 8, 9, 12, 3, 1]
has periods 3, 5, 8. If a = 6, then the period of I4F2(x) + 6 can reach 16.

From Proposition 6, we know that the parameter γ is used to change the
periodicity of S-boxes in Eq. (1).
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4.3 Algebraic Complexity

An S-box can be uniquely represented as a univariate polynomial. Let F : Fn
2 →

F
n
2 be any n-bit S-box. The univariate polynomial representation of F is

F (X) =
n−1∑
i=0

uiX
i,

where ui ∈ F2n . The number of terms of F (X) is defined as the algebraic com-
plexity [5].

The algebraic complexity of the S-box indicates the resistance to interpola-
tion attacks. If the algebraic complexity of the S-box is too small, it may lead
to efficient interpolation attacks [12].

The univariate polynomial F (X) =
∑n−1

i=0 uiX
i and the algebraic degree

of S-box are related as follows [4]: Deg(S) = max{wt(i), ui �= 0}. This means
that the maximum algebraic complexity is 2n − 1 for an n-bit S-box. The alge-
braic complexity data about F 4

this and F 8
this are shown in Table 11 and Table 12,

respectively.

Table 11. The algebraic complexity of 4-bit S-boxes.

S-box Algebraic complexity Inverse Algebraic complexity

Optimal value 15 15

F4
this (Table 3) 15 15

PRESENT [3] 14 13

Piccolo [20] 15 15

TWINE [23] 15 15

QARMA [1] 14 14

KLEIN [11] 14 14

GIFT [2] 15 12

Table 12. The algebraic complexity of 8-bit S-boxes.

Algebraic complexity Inverse Algebraic complexity

Optimal value 255 255

F8
this (Table 4) 255 255

AES [8] 9 255

SM4 [22] 255 255

FOX [14] 247 246

AIRA [15] S1 9 255

S2 9 254

CLEFIA [21] S1 247 245

S2 253 255

SAPA [7] 254 255

Snew20 [17] 255 254

Snew21 [10] 255 254
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One of the ways to obtain F (X) is using lagrange interpolation in F2n . The
algebraic complexity of AES S-box is 9, which univariate polynomial is

SAES(X) = 05X254 + 09X253 + f9X251 + 25X247 + f4X239

+ 01X223 + b5X191 + 8fX127 + 63.

However, the algebraic complexity of the inverse of AES S-box is 255, so it is
optimal in only one aspect. In fact, the upper bound on the algebraic complexity
of AES-like S-boxes is 9 [7]. The algebraic complexity of F 4

this and F 8
this all reache

the upper bound. The coefficients of univariate polynomial of F 8
this are shown in

Table 13.

Table 13. The coefficients of univariate polynomial of F 8
this.

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 e9 7e 5d 7b 52 7b 96 8e 11 2e 51 5b 43 0f ae 0f

1 51 18 a8 d0 ff 1f be bd b2 fb 5c 68 23 ac 56 2d

2 03 d8 57 be a6 ff eb 35 fc 17 63 87 95 44 45 70

3 34 b5 dc 75 f8 87 9d d8 89 ee 14 68 b5 46 0b 9a

4 05 b4 06 aa cb 66 9b ef af e6 72 4c fb 6c 33 1c

5 16 21 aa e6 fd cb 60 36 6e 05 05 61 ab 9a 0f f2

6 7d b4 01 54 6a e0 14 85 f9 c0 76 32 16 cd a7 53

7 0a 95 c5 79 dd 6b d4 4e 6a a4 93 1d ca 9d df ab

8 f1 f5 64 58 29 91 c9 66 96 5a f7 e7 e6 aa 95 88

9 f5 f7 c8 01 18 11 0e a6 21 f5 66 82 14 bd 7f e5

A bb 85 f2 1c 4a fe a3 f9 2f a4 63 78 82 fb 3e 62

B e6 31 3e 3e 3f ed 5b 43 e3 fd d4 a1 8b 7e 97 a6

C f3 c4 58 1f a5 56 47 c4 a5 84 3c 9d 33 62 a8 a9

D 3f 33 70 14 38 11 4d 03 6b 51 5d d4 67 92 a4 c7

E 7e a1 15 f5 a4 86 b4 56 f8 7a 3a 2b 61 13 46 9c

F e8 1c e0 44 82 a5 fc 15 8f 19 39 cf fa 42 33 00

and the univariate polynomial of F 4
this is

F 4
this(X) = 14X14 + 4X13 + 12X12 + 7X11 + 11X10 + 7X9 + 10X8 + 11X7

+ 13X6 + 13X5 + 11X4 + 5X3 + 15X2 + 15X + 13.

4.4 Bit Independence Criterion

The bit independence criterion (BIC) means that the change in output bits is
statistically independent when the input any bit changed. For a good S-box, the
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correlation between output bits should be as small as possible. According to the
definition of S-box BIC given in [9], we conducted a BIC test on the proposed
S-boxes. The experimental results of F 4

this and F 8
this are shown in Table 14 and

15, respectively.

Table 14. The BIC of S-box F 4
this.

k = 3 k = 2 k = 1 k = 0

j = 3 1.0 0.5 0.5 0.577

j = 2 0.5 1.0 0.5 0.577

j = 1 0.5 0.5 1.0 0.577

j = 0 0.577 0.577 0.577 1.0

Table 15. The BIC of S-box F 8
this.

k = 7 k = 6 k = 5 k = 4 k = 3 k = 2 k = 1 k = 0

j = 7 1.0 0.063 0.126 0.095 0.094 0.096 0.125 0.094

j = 6 0.063 1.0 0.124 0.125 0.095 0.096 0.125 0.126

j = 5 0.126 0.124 1.0 0.097 0.094 0.1 0.1 0.125

j = 4 0.095 0.125 0.097 1.0 0.094 0.065 0.095 0.064

j = 3 0.094 0.095 0.094 0.094 1.0 0.094 0.125 0.096

j = 2 0.096 0.096 0.1 0.065 0.094 1.0 0.094 0.125

j = 1 0.125 0.125 0.1 0.095 0.125 0.094 1.0 0.094

j = 0 0.094 0.126 0.125 0.064 0.096 0.125 0.094 1.0

In Table 14 and 15, j and k denote the output bits of the S-box, the elements
in the table are the maximum value of the correlation coefficient between j and
k, when the input bits a ∈ F2n , wt(a) = 1 are changed.

The BIC of the S-box is generally described by the maximum value of the
BIC matrix for j �= k, and the optimal value is 0. For the S-boxes F 4

this, the
maximum BIC value is 0.577. For F 8

this, the maximum BIC value is 0.126.

5 Comparison with Some Known S-boxes

In Table 16 and Table 17, we list F 4
this and Fthis8 for all properties in this paper,

then compared with the S-boxes in some public algorithms or proposed by other
scholars. After comparison, it is clear that F 4

this and Fthis8 are the best results
at present.

Finally, we check the affine equivalence class of the S-boxes. For 4-bit S-boxes
in Table 16, it can be seen that only the S-box of GIFT is not optimal. For 8-
bit S-boxes in Table 17, it can be seen that the S-boxes with good linear and
differential properties are all affine equivalent to AES S-box.
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Table 16. Comparison of F 4
this with other S-boxes.

PRESENT [3] Piccolo [20] TWINE [23] QARMA [1] KLEIN [11] GIFT [2] F 4
this Optimal

Nonlinearity 4 4 4 4 4 6 4 4

Differential Uniformity 4 4 4 4 4 4 4 4

Algebraic Degree 3 3 3 3 3 3 3 3

Mean of SAC 10 8.25 9.25 6.5 9.5 10 8 8

Distance to SAC 32 44 28 24 24 40 8 0

Possible periods 2, 3, 4, 7 3, 13 1, 3, 6 1, 2 2 7, 9 16 16

Algebraic Complexity 14 15 15 14 14 15 15 15

InverseAlgebraic Complexity 13 15 15 14 14 12 15 15

Maximal BIC 1 0.577 0.577 0.577 0.577 1 0.577 0

Affine equivalent (see in Table 2) G0 G8 G3 G9 G4 NOT Equivalent G3

Table 17. Comparison of F 8
this with other S-boxes.

AES [8] SM4 [22] FOX [14] AIRA [15] CLEFIA [21] SAPA [7] Snew20 [17] Snew20 [10] F 8
this Optimal

S1 S2 S1 S2

Nonlinearity 112 112 96 112 112 100 112 112 112 112 112 120

Differential Uniformity 4 4 16 4 4 10 4 4 4 4 4 4

Algebraic Degree 7 7 6 7 7 6 7 7 7 7 7 7

Mean of SAC 129.25 127.94 130.38 129.25 128.75 138 126.88 128.19 128.25 130.44 128.06 128

Distance to SAC 432 492 688 432 400 848 488 452 328 324 324 0

Possible periods 2, 27, 59
81, 87

1, 2, 3, 6
9, 24, 35
56, 120

1, 2, 8, 21
94, 120

2, 27, 59 81, 87 2, 3, 9, 21
36, 64,
121

4, 5, 17 109, 116 256 2, 12 26, 176 256 256 256 256

Algebraic Complexity 9 255 247 9 9 247 253 254 255 255 255 255

Inverse Algebraic Complexity 255 255 246 255 254 245 255 254 254 254 255 255

Maximal BIC 0.134 0.135 0.377 0.134 0.134 0.333 0.132 0.129 0.126 0.129 0.126 0

Affine equivalence with AES S-box YES YES NO YES YES NO YES YES YES YES YES

6 Conclusion

In this paper, we propose a new S-box structure to improve the existing 4-bit
and 8-bit S-boxes. The new structure gives more possibilities for improving the
Strict avalanche criterion (SAC), distance to SAC, the bit independence criterion
(BIC), algebraic complexity, inverse algebraic complexity, and periodicity while
maintaining good differential and linear properties. By comparing them with
the S-boxes in public algorithms and other improved S-boxes, it can be observed
that F 4

this and F 8
this in this paper have better properties.
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