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Abstract. Data transmission in a high speed is the most requested
by every internet user. Fortunately, the implementation of the fifth-
generation (5G) cellular network was carried out by Verizon in 2019
to ameliorate and overcome some challenges of the 4G cellular networks.
Software-defined networking (SDN) as a good networking prototype of
the hour extremely welcomed the 5G to render the full performance of
itself. Unluckily, the best integration of SDN and 5G is seriously being
confronted the Distributed Denial of Service (DDoS) attacks day in and
day out. The goal of this paper is to analyse the DDoS attacks in the
SDN-based 5G technology. Hence, a proposed VIS (Vulnerable-Infected-
Secured) epidemic model is provided to investigate the security issues
posed by DDoS attacks in SDN-based 5G. In this paper, the mathemati-
cal formulation for the epidemic VIS model was developed. The equilibria
points, DDoS-free equilibrium, basic reproduction number and stabilities
of DDoS-free equilibria were provided in MATLAB.
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1 Introduction

5G telecom is picking up impressive speed from numerous areas like business,
industry, IoT, e-Health, smart cities, scholarly community and academic [1,2]. In
the middle of 2021, the Global Mobile Equipment Suppliers Association (GSA)
reported more than 800 5G devices by May and reach 822 after a month. In
addition, it has reported that about 443 telecom administrators in 70 Nations
invested in 5G [3]. With the spring of 5G, IDC projects the number of connected
IoT tools per minute at 152,200 by 2025 [4]. Likewise, SDN allows network
administrators to handle network services through the abstraction of lower-level
functionality. [5] recognized SDN as an emerges and powerful new technology
that provides global visibility of the network by decoupling the control logic
from the forwarding devices and the abstraction of network services in SDN
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architecture provides more flexibility for network administrators to execute var-
ious applications.

DDoS attack is one of the most dangerous attacks that smashes the indus-
tries, the businesses and the private systems every day. The principal resolution
of the DDoS attacks is to interrupt the services by flooding superfluous massive
traffic over the network. The three major processes using by DDoS to attack are
either on volume based-attack (in bits per second) or on protocol attacks (in
packets per second) or on application layer attacks (in requests per second).

The main goal of this research is to analyse mathematical-based the DDoS
attacks in SDN-enabled 5G. Hence, the infection of nodes behaves in a similar
way as human epidemic such as the novel COVID-19. In SDN-enabled 5G, a
single centralized controller can manage multiples forwarding nodes which could
lead to a faster propagation process of the DDoS attack. Therefore, an epidemic
model could be adapted to the SDN-enabled 5G since the forwarding nodes and
the controllers themselves can be infected in order to become part of a botnet
which later could be used to perform the DDoS attacks.

Consequently, the clear overview on the join area of 5G and SDN will be
presented including the security issues and the damages of the DDoS in SDN-
enabled 5G. Moreover, VIS model will be designed with the mathematical formu-
lations to evaluate the proposed VIS epidemic model. Furthermore, the solutions
and the stabilities of the model will be analysed at the local and global asymp-
totic stabilities. Finally, the results for the numerical simulations of the proposed
model will be carried out using MATLAB.

This manuscript is systematically arranged in seven sections. Section one and
two express clearly the introduction and the state-of-the-art respectively while
the section three presents the mathematical modelling of the VIS model. Section
four is based on the solutions and the stabilities of the system. The VIS model
is simulated in the section five following by the discussions in section six while
the manuscript is concluded in the last section seven.

2 Conceptualization of Related Works

In an Accenture review of 2,600 5G consumers, 35% of them voiced out about
the security of 5G, whereas 62% considered 5G as an open door to more attacks
[6]. The author in [7] presented 5G as a wide area of research. Even though, the
transition from 4G to 5G SA can extraordinarily boost the quantity of mobile
devices and the data rate, at the same time, it can rise up the DDoS treats. The
more devices are connected the more the network is exposed to treats. Besides,
the multitude of links among the devices in 5G can be the significant security
issues [8]. The author in [9] presented a DDoS attacks detection in 5G networks
using statistical and higher-order statistical features while the paper [10] pre-
sented DDoS detection and mitigation mechanisms in 5G Mobile Technologies.

Nevertheless, according to the researchers, DDoS in SDN can be caused by
the centralized control [11], the limited size of flow tables in switches [12], the
separation of planes [13] and even the single point of failure [14].
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Although, the SDN-enabled 5G has modernized wireless networks but with
numerous treats as presented in Fig. 1 required tremendous exploration [15].

Fig. 1. Paradigm of SDN-enabled 5G [15].

Figure 1 illustrates the overall view of the integration of SDN and 5G. Hence-
forth, several opportunities including edge computing, satellite network, health
care, drones, aviation, mobile and many of others are took-off with the achieve-
ment of the SDN-enabled 5G. On the other hand, several challenges such as
threats and attacks had outstretched in the paradigm of 5G and SDN.

The delivery of QoS in the high level of the SDN for 5G networks are more
perplex and represents a genuine issue that should be tended to [16]. Further-
more, the bit error speed caused by the network congestion and latencies in the
SDN-based 5G is raised in [17]. Hence, Researches demonstrated that each of
the layer of the SDN-enabled 5G including the connection between the layers are
all exposed to threats and the DDoS attacks as showed in Fig. 2. [18] proposed a
new method to equalize the processing burden among the dispersed controllers
in SDN-based 5G networks.

In Fig. 2, displays the architectural of the SD-based 5G and the security
issued related to it. The application layer including its services communicates
with the control layer, which is responsible for the management of the entire
traffic flow through the northbound interface (NBI). The southbound interface
(SBI) connects the control layer to the infrastructure layer. In addition, the
figure presents the security issues even at each level of the architecture including
the two interfaces (NBI and SBI).
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Fig. 2. SDN-based 5G: Architecture and Security Issues.

3 Mathematical Modeling of VIS System

3.1 Presentation of VIS Model

The Epidemic model is known as the greatest illustrative mathematical analysis
for investigation on viruses or infections in a static society [19].

The spread of the DDoS attack over time is analysed by a proposed epidemic
model VIS (Vulnerable, Infected, and Secured). The fraction of vulnerable class
of nodes (V) are the class that has never been attacked by DDoS while the
infected class of nodes (I) has been attacked by DDoS and the secured class of
nodes (S) has recovered from the attack. A node can migrate from one compart-
ment to another by different transmission rates (the rate β from V to I, the rate
μ from V to S and the rate ϕ from I to S).

A node in vulnerable class of nodes can move directly to secured class of
nodes without being infected. The proposed VIS epidemic model is built in an
open population rate (α) of free input and output of node into the system where
their will not be the migration of the node from secured to vulnerable.

The rate transition (δ ) for any node to be disconnected from the system in
this VIS model is equal while in infected class, a node can be disconnected with
the rate ω due to the DDoS attack in the system.
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Hence, the illustration of the proposed VIS epidemic model of the DDoS
attack in SDN-based 5G technology is presented in Fig. 3.

Fig. 3. Representation of the Proposed VIS Model.

3.2 Mathematical Model of VIS

The matching ordinary differential equations (ODE) for the proposed VIS epi-
demic model are presented in the system (1).

⎧
⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎩

dV

dt
= α − βV I − μV − δV

dI

dt
= βV I − ϕI − δI − ωI

dS

dt
= ϕI + μV − δS

(1)

In the system (1), (U) represents the viable point for the model VIS. So, (U)
is given by

U = {(V, I, S) ∈ R3 : V > 0, I ≥ 0, S ≥ 0}.

4 Solutions and Stabilities Analysis of the Model

The proposed VIS model will be mathematically analysed at the local and global
equilibrium in this section.
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4.1 Equilibrium Points

Every equation in the system (1) will be equal to zero for proper finding of the
equilibria points (E) of VIS model.

For E = (V, I, S) ∈ Ω and dV
dt = dI

dt = dS
dt = 0 We have:

⎧
⎪⎪⎨

⎪⎪⎩

α − βV I − μV − δV = 0

βV I − ϕI − δI − ωI = 0

ϕI + μV − δS = 0

(2)

4.2 DDoS-Free Equilibrium

At a point where there is no attack in the integration of SDN and 5G, that partic-
ular stage is epidemically called attack-free equilibrium point. Let E◦ represents
the attack-free equilibrium E◦(V ◦, I◦, S◦) in R3.

We initially obtain
⎧
⎪⎪⎨

⎪⎪⎩

α − βV ◦I◦ − μV ◦ − δV ◦ = 0

βV ◦I◦ − ϕI◦ − δI◦ − ωI◦ = 0

ϕI◦ + μV ◦ − δS◦ = 0

(3)

In absence of attack, I◦ = 0.
Consequently, the system (3) become

⎧
⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

V ◦ =
α

μ + δ

I◦ = 0

S◦ =
μα

δ(μ + δ)

(4)

Therefore, the VIS model is free from attack at

E• = (V ◦, I◦, S◦) = (
α

μ + δ
, 0,

μα

δ(μ + δ)
) (5)

4.3 Local Stability of DDoS-Free Equilibrium

In this section, we find out the adequate conditions for the local stability of the
attack-free equilibria of the model.
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We have
⎧
⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎩

dV

dt
= α − βV I − μV − δV = 0

dI

dt
= βV I − ϕI − δI − ωI = 0

dS

dt
= ϕI + μV − δS = 0

(6)

Let J be the Jacobian Matrix of the system (6).

J• =

⎛

⎝
−βI◦ − μ − δ −βV ◦ 0

βI◦ βV ◦ − ϕ − δ − ω 0
μ ϕ −δ

⎞

⎠

By considering the equation (5), we get

J• =

⎛

⎜
⎝

−μ − δ − βα
μ+δ 0

0 βα
μ+δ − ϕ − δ − ω 0

μ ϕ −δ

⎞

⎟
⎠

With the 3 × 3 Jacobian matrix, three eigenvalues will be obtained after
solving the determinant of |J◦ − Iψ| = 0.

Then,
⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

ψ1 = −δ

ψ2 = −μ − δ

ψ3 =
βα − (μ + δ)(ϕ + δ + ω)

μ + δ

(7)

Therefore, the three eigenvalues are
ψ1 = −δ, ψ2 = −μ − δ and ψ3 = βα−(μ+δ)(ϕ+δ+ω)

μ+δ

4.4 Basic Reproduction Number (BRN)

BRN is found from the eigenvalue that is not obviously negative out of the three
eigenvalues (ψ1, ψ2 and ψ3). So, in this case, the BRN will be determined from
ψ3.

We establish

βα − (μ + δ)(ϕ + δ + ω)
μ + δ

< 0 (8)

Then,

βα

(μ + δ)(ϕ + δ + ω)
< 1 (9)
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By definition, the BRN is given by

R0(V, I, S) =
βα

(μ + δ)(ϕ + δ + ω)
, (μ + δ)(ϕ + δ + ω) �= 0 (10)

Remark
The proposed VIS model can be analysed based on the value of the basic

reproduction number as follow.

• The attack decreases and will probably dies out when R0 < 1.
• The attack is stable without any new infectious node in the system when

R0 = 1.
• The attack increases in the system when R0 > 1.

4.5 Global Stability of DDoS-Free Equilibria

Theorem 1
From (E◦) in the system (3), the attack is globally free if R0 � 1 in (Ω).

Proof
Let (R0 < 1), there will be a small (λ0 > 0) such that

β(
α

μ + δ
+ λ0) − (ϕ + δ + ω) < 0 (11)

From the system (1), we get

dV (t)
dt

= α − (μ + δ)V (12)

For (t0 > 0),

V (t) � α

μ + δ
, (∀t � t0) (13)

From the equation (13), and the second equation in the system (1), we obtain

dI(t)
dt

� β(
α

μ + δ
+ λ0)I − (ϕ + δ + ω)I (14)

= [β(
α

μ + δ
+ λ0) − (ϕ + δ + ω)]I(t) (15)

From the Eqs. (11) and (15), we obtained

lim
t→∞ I(t) = 0 (16)

From the equation (16) and the first equation in the system (1), we get

dV (t)
dt

= α − (μ + δ)V (17)
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From Equation (17), we get

lim
t→∞ V (t) =

α

μ + δ
(18)

By considering Eqs. (18), (16) and the third equation in the system (1), it
follows tat S(t) is asymptotic to the following system

dS(t)
dt

= δS
μα

μ + δ
(19)

Then, by the theory for asymptotically autonomous semi flows

lim
t→∞ S(t) =

μα

δ(μ + δ) (20)

By considering all the Eqs. (16), (18) and (20), the prove is concluded.

Fig. 4. General Stability of the VIS Model.

5 VIS Model Simulation

In this section, we evaluate the proposed VIS model to sustain the mathematical
analysis of the DDoS attack in SDN-based 5G. The numerical simulations were
carried out in Matlab.

However, the local stability of the attack free equilibrium as shown in
Fig. 4 is considered over the unit time of 25 min with the following numerical
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values: V0 = 0.1; I0 = 0.1;S0 = 0.1;ω = 0.6; δ = 0.2;ϕ = 0.4;μ = 0.35;β = 0.15
and α = 0.25.

Nevertheless, we analyse each class of nodes (V, I and S) when we assume
five different variations of the open population rate (α = 0.25, α = 0.3, α =
0.4, α = 0.5 and α = 0.7) as shown in Figs. 5, 6, 7 and 8.

The variations of the open population rate (α) are related to the reality of
SDN for 5G in term of Ultra-Reliable Low Latency Communication (URLLC)
services that will increasingly affect the open population rate (α).

6 Discussion

Figure 4 presents the graphical representation of the three classes of nodes (V, I
and S). Hence, the class V following by the class I increased over time while the
class S decreased considerably over time. The gap observed between the three
classes of nodes is significantly demonstrated the state of nodes when the DDoS
attack occurred in any of the SDN-based 5G device.

Fig. 5. General Stability of the Vulnerable Class when α = 0.25, α = 0.3, α = 0.4, α =
0.5, α = 0.7.
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Fig. 6. General Stability of the Infected Class when α = 0.25, α = 0.3, α = 0.4, α =
0.5, α = 0.7.

Fig. 7. General Stability of the Secured Class when α = 0.25, α = 0.3, α = 0.4, α =
0.5, α = 0.7.
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Fig. 8. General Stability of the VIS Model when α = 0.25, α = 0.3, α = 0.5.

The Fig. 5 likewise the Fig. 6 show the gaps in which the number of vulnerable
nodes and infected nodes respectively increases five times as the five different
variations of the open population rate (α = 0.25, α = 0.3, α = 0.4, α = 0.5 and
α = 0.7) were considered over time. Unlike the previous results showed in Figs. 5
and 6, Fig. 7 presents a different result where there is approximatively no gap
between the number of secured nodes even though the five different variations
of the open population rate (α = 0.25, α = 0.3, α = 0.4, α = 0.5 and α = 0.7)
were applied over time.

As well, Fig. 8 presents a general graphical view of the VIS model in three
different variations of the open population rate (α = 0.25, α = 0.3 and α = 0.5)
over time. The result showed in Fig. 8 is the compile results of the Figs. 5, 6
and 7 to confirm the full analysis of the proposed VIS epidemic model in the
paradigm of SDN-based 5G technology.

7 Conclusion

In this research, a VIS epidemic model to analyse the DDoS attacks related
to the great security issues of the DDoS in the SDN-based 5G technology was
proposed. The mathematical formulation of the proposed model was numerically
analysed using MATLAB. Furthermore, it was demonstrated that the DDoS
attacks disrupt atrociously the well being of the targeted SDN-based 5G resource.
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Besides, this manuscript enumerate clearly that the great advantages of SDN-
based 5G technology are as high as the DDoS attacks are over-high in the great
playground opened by the implementation of 5G technology. Consequently, the
proposed VIS epidemic model laid down the problematic of the security issues
of the DDoS attack in an environment where 5G technology is implemented as
we refer to SDN-based 5G.

In the future, the research will look at the global stability of DDoS free
equilibrium, the endemic equilibrium, the global hopf bifurcation and the optimal
control analysis of the delayed VIS model. As well, it will implement the proposed
VIS model in a real Telecom (5G) infrastructure under DDoS attacks.
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