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Abstract. The Web PKI plays a more and more important role in net-
work security, as nowadays TLS and HTTPS are being widely adopted.
The most significant recent advances in the Web PKI include certifi-
cate transparency and push-based revocation, which improve the trust-
worthiness and performance of TLS and HTTPS, respectively. Mean-
while, SCMS is a specialized PKI system designed for V2V communi-
cations. In this paper, we analyze the design principles of certificate
transparency and push-based revocation, study the similar requirements
in V2V communications, and then summarize the technical challenges to
integrate certificate transparency and push-based certificate revocation
into SCMS. From the experiences and lessons in the Web PKI, we do
believe that the current designs of SCMS are still not completely ready
to be deployed in the real world.

Keywords: Public key infrastructure (PKI) · Transport layer
security (TLS) · Certificate · Security credential management system
(SCMS) · Trust management · Vehicle-to-Vehicle (V2V)
communication

1 Introduction

Public key infrastructures (PKIs) [11,28] provide various security services such
as confidentiality, authentication, data integrity, and non-repudiation, through
certificates signed by a trusted certification authority (CA). The Web PKI (or
sometimes called the TLS/HTTPS PKI) is the PKI system that is implemented
and deployed for web security, especially for TLS [13] and HTTPS [46]. In the
Web PKI, a list of accredited root CAs are trusted by the mainstream operating
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systems (OSs) and browsers (e.g., Microsoft Windows, Apple macOS, Google
Android, Mozilla Firefox, etc.) [3,40,43]. These root CAs and their subordinate
CAs are responsible for signing TLS server certificates binding a domain name
(e.g., www.facebook.com or www.gmail.com) to a key pair held by the web-
site. Then, a browser will establish secure TLS sessions with the website, after
verifying the TLS server certificate binding the to-be-visited domain.

As TLS and HTTPS are being widely adopted after the structure of PKI sys-
tems has been proposed for more than thirty years, several technical advances
in the Web PKI are proposed and implemented recently. First of all, certificate
transparency is proposed and deployed [34,50], to detect fraudulent TLS server
certificates and improve the trustworthiness and accountability of CAs. Sev-
eral security incidents indicate that even accredited famous CA systems may be
compromised, deceived or even compelled to issue fraudulent TLS server certifi-
cates [10,16,19,25,41,48,56,59,60], which bind a domain name to a key pair held
by man-in-the-middle (MitM) or impersonation attackers, instead of the legiti-
mate website. Certificate transparency depends on redundant public log servers
to record all CA-signed TLS server certificates, and browsers accept a TLS
server certificate only if it is recorded in multiple independent publicly-visible
logs [2,21,42]. Thus, a fraudulent certificate will be found by the victim website
soon, which acts as a monitor or visits the third-party monitors [9,18,22,45] to
search for certificates of interest in the public log servers.

Meanwhile, another significant technical advance of the Web PKI is push-
based certificate revocation. In the traditional design of the Web PKI, a browser
checks the revocation status of a TLS server certificate, through certificate revo-
cation list (CRL) [11] or online certificate status protocol (OCSP) [44]. That is,
the browser has to download the CRL file or acquire the OCSP response by itself,
through another connection to the PKI system, in addition to the TCP connec-
tions to the visited website. The addition connection delays remarkably impact
the performance of TLS and HTTPS [31,32,39,49]. On the contrary, push-based
revocation requires (a) the certificate holder (i.e., the visited webserver in TLS
and HTTPS) to actively send the OCSP message in TLS negotiations, e.g.,
OCSP stapling [15] and OCSP must-staple [24], or (b) the PKI system to proac-
tively push all or most certificate revocation status data to browsers through the
manufacturers, e.g., CRLSet [52], OneCRL [20] and CRLite [29,33]. Push-based
revocation eliminates the addition connections for revocation status data.

On the other hand, the security credential management system (SCMS) [58],
is a specialized PKI system introduced for vehicle-to-vehicle (V2V) communica-
tions. Compared with traditional PKI systems, short-lived pseudonym certificate,
implicit certificates [7,8], butterfly key expansion, and linkage-based revocation
are designed in SCMS, to balance security, privacy, and efficiency in the V2V
communications. Before SCMS is deployed widely in the real world (except some
pilot projects [53]), the experiences and lessons in the large-scale Web PKI are
very useful for us. However, we find that fraudulent certificates and certificate
revocation are not carefully considered in the designs of SCMS. Therefore, in
this paper, we analyze the possibilities to integrate certificate transparency and
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push-based certificate revocation into SCMS, and then presents the technical
challenges in the integration. These studies help to improve SCMS and also
other PKI systems for V2V communications [6,58].

The remainder of this paper is organized as follows. Section 2 describes cer-
tificate transparency and push-based revocation, and Sect. 3 in details discusses
the technical challenges to integrate certificate transparency and push-based cer-
tificate revocation into SCMS. Finally, we conclude this paper in Sect. 4.

2 Recent Advances in the Web PKI

In the traditional Web PKI, a CA is responsible for signing TLS server certifi-
cates. In TLS negotiations, a browser does not accept a TLS server certificates
until it verifies the CA’s signature on the certificate. Meanwhile, the browser
also needs to check the revocation status of the TLS server certificate. That is,
the browser by itself downloads the CRL file based on the CRL distribution
points extension in the certificate, or acquires the OCSP response based on the
AIA OCSP extension [11,44]. The CA is usually also responsible for signing
CRL files and OCSP responses, or sometimes these functions are implemented
by independent CRL issuers or OCSP servers [11,44].

As TLS and HTTPS are widely adopted in the Internet, the original designs
of the Web PKI are improved recently. The recent advances include certificate
transparency and push-based certificate revocation, which are not included in
the original designs of the Web PKI [11,28].

2.1 Certificate Transparency

In the original design of PKIs, a CA is fully trusted to be responsible for signing
a certificate only after carefully communicating with the applicant. But secu-
rity incidents indicate that CA systems may be compromised, deceived or com-
pelled to issue fraudulent certificates [10,16,19,25,41,48,56,59,60]. Therefore, in
addition to CAs, browsers and websites, certificate transparency introduces the
following PKI components [34].

Log Server. A log server maintains publicly-visible append-only logs that record
certificates. It accepts certificates from CAs. All certificate records in a log are
organized as a Merkle hash tree, and the root node is periodically signed by
the log server, called the signed tree heads (STHs). There are more than one
hundred log servers in the Internet in 2020 [23], and a TLS server certificate is
recorded redundantly in multiple logs [55].

Monitor. Monitors regularly watch for suspicious certificates in the public logs.
A monitor regularly fetches certificates from these logs, decodes the certificates,
and searches for the certificates of interest among them. A website may assume
the monitor role by itself [34] to search for the certificates binding its domain
name, and there are also third-party monitors [9,18,22,45] which process the
records in public logs to provide convenient certificate search services for users.
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Auditor. Auditors ensure the correct behaviors of log servers. An auditor
archives the STHs of a log. Then, by comparing any two STHs and requiring the
consistency proof from the log server, an auditor checks whether a log is strictly
append-only, i.e., any version of the log is a sub-tree of any later version. It also
checks that each recorded certificate corresponds to an entry in the publicly-
visible log [34], by verifying the audit path (i.e., the shortest list of additional
nodes in the Merkle tree to compute the STH). An auditor may be a stand-alone
service, or an internal component of a browser or a monitor.

After signing a TLS server certificate, the CA submits it to some log server.
The log server responds with a signed certificate timestamp (SCT), which is a
promise to append the certificate to the public log within the maximal merge
delay (MMD). Then, SCTs are sent along with the certificate in TLS negoti-
ations. In addition to the CA’s signature and the certificate revocation status
data, a browser also verifies the log servers’ signatures in these SCTs. This
implies that a browser preinstalls the public keys of trusted log servers [2,23] as
well as the self-signed certificates of trusted root CAs.

It is worth noting that during TLS negotiations the browser does not estab-
lish addition connections to log servers, to check whether the TLS server certifi-
cate has been recorded in the public logs or not. The browser only verifies the
log servers’ signatures in the SCTs, and in the future some auditors will checks
whether each SCT (i.e., a recorded certificate) corresponds to an entry in the
log or not.

The above operations of certificate transparency ensure that any certificate
accepted by browsers will be visible to the website (or certificate subject), with
the help of monitors [35,37]. Thus, the website that is aware of all legitimate
certificates issued with its authorization, will find the fraudulent ones among
them if any.

2.2 Push-Based Certificate Revocation

In the original designs of the Web PKI, certificate revocation status data are
obtained by the certificate verifiers (i.e., browsers) [11,28,44]. On the contrary,
push-based certificate revocation eliminates the addition connections to obtain
the certificate revocation status data. Typical approaches are listed as below.

OCSP Stapling. OCSP stapling [15] is a TLS extension that enables the web-
site to send an OCSP response in TLS negotiations, and this OCSP message
proves the validity (or unrevokedness) of its TLS server certificate. Note that the
website acquires the OCSP response from the CA (or OCSP server) in advance.
Thus, the browsers do not need the addition connections to check the certificate
revocation status. Moreover, in order to defend against the downgrade attacks
that exploit revoked TLS server certificates but do not send OCSP stapling
extensions in TLS negotiations, the certificate extension of OCSP must-staple is
defined [24]. A TLS server certificate with an OCSP must-staple extension, must
be sent along with OCSP stapling messages in TLS negotiations; otherwise, it
will be immediately rejected by the browsers. OCSP must-staple prevents the
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downgrade attacks, even when a browser does not download the CRL files or
access the OCSP server by itself.

Proactive CRL. Browser manufacturers propose to proactively (or periodi-
cally) push CRL files to browsers [20,29,52]. Thus, the browsers utilize these
CRL files to check the certificate revocation status in TLS negotiations. The
dilemma of certificate coverage vs. CRL size exists in the solutions of proactive
CRL: in order to cover all (or even the most) of the TLS server certificates,
the proactively-pushed CRL file will be greater than 100 MB [33]; on the other
hand, small-sized CRL will frequently fail in the checking of certificate revoca-
tion status. So CRLite [33] and Let’s Revoke [47] recently propose more efficient
data structures to encode the revocation status data into small-sized messages, to
periodically push the revocation status of all TLS server certificates to browsers.

3 The Technical Challenges in SCMS

This section firstly discusses the V2V PKI system. Then, we present the structure
of SCMS, and the technical challenges to integrate certificate transparency and
push-based certificate revocation into SCMS.

SCMS is designed for V2V communications, as well as other V2V PKI solu-
tions [6,53], especially for the continuous broadcast of basic safety messages
(BSMs) by the on-board equipment (OBE) device in each vehicle. It is esti-
mated that BSMs will prevent most of the roadway crashes through active safety
applications [54].

3.1 The Expected Properties of V2V PKI Systems

We briefly list the expected properties of V2V PKI systems. These properties
shall be considered in certificate signing and certificate verification.

– Trustworthiness. As a security infrastructure for cyber-physical systems,
the V2V PKI services shall be highly trustworthy. Any defects in this system
will cause physical damages and bring direct profits to the attackers, so it
needs to be well-protected.

– User Privacy. The most primary privacy concern is to protect users against
vehicle tracking. That is, it shall be very difficult for the eavesdroppers in
physically distant locations to tell whether two BSMs are sent by the same
vehicle or not. Frequent change of different pseudonym certificates (e.g., every
10 min) is the common design.

– High-Volume. A V2V PKI system shall be able to support hundreds of
millions of vehicles, and this number is increasing. Note that the number of
pseudonym certificates may be several thousands times (i.e., hundreds of bil-
lions), when user privacy is considered and the frequent change of certificates
is adopted.
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– Efficiency. Wireless BSMs are broadcast at least every 100 ms among vehi-
cles, and processed by the embedded OBE devices. Active safety applications
usually do not tolerate any latency greater than 0.2 ms. So the security-related
operations must be efficient, especially certificate verification in the process
of received BSMs.

3.2 SCMS

We list the special features of the certificate services in SCMS as below, while
we skip the steps of common certificate services (e.g., CA hierarchy and enroll-
ment certificate) and some special steps but unrelated to fraudulent certificate
and certificate revocation (e.g., butterfly key expansion and implicit certificate).
More details of SCMS can be found in [58].

In the SCMS PKI, each certified OBE device holds a long-lived enroll-
ment certificate after the device bootstrap. Then, this enrollment certificate is
used to apply for multiple short-lived pseudonym certificates, which are then
used to sign/verify BSMs. Each OBE device holds 20–40 simultaneously-valid
pseudonym certificates for every week, and it applies for pseudonym certificates
for signing the BSMs of 1–3 years (i.e., about 1040–6240 pseudonym certificates)
in a batch [58]. In order to protect user privacy, any pair of these pseudonym
certificates cannot be linked, unless two SCMS internal components collude or
these certificates are revoked.

SCMS depends on CRL to revoke certificates, and CRL files are broadcast
by road side equipments or satellite radio systems to all OBE devices in the
roadway. SCMS does not consider OCSP, because it is impractical for a vehicle
to acquire OCSP responses frequently, either the BSM sender or the verifier.
That is, CRL files are periodically pushed to all OBE devices, so that an OBE
device will locally maintain the identifiers of all revoked certificates. Moreover,
linkage-based revocation is designed to reduce the size of CRL files in SCMS, and
an entry in linkage-based CRL represents all unexpired but revoked pseudonym
certificates for which a certain OBE device applies in a batch [27,58]. With
linkage-based revocation, a revocation identifier (or CRL entry) in the CRL file
represents a batch of pseudonym certificates: if the relationship of the identifier
(i.e., serial number) of a pseudonym certificate and the revocation identifier
satisfies the specified rules, the pseudonym certificate is considered as revoked.

3.3 Technical Challenge #1: Certificate Transparency vs.
Pseudonym Certificate

Certificate transparency is proposed against compromised CAs of the Web
PKI [10,16,19,25,41,56,59,60]. Although SCMS has not been widely deployed
in the real world yet, it is reasonable to assume that some CAs in SCMS
might be compromised or deceived to sign fraudulent pseudonym certificates
for software vulnerabilities and cyber attacks frequently happen. Then, a fraud-
ulent pseudonym certificate enables an attacker (but not the certified OBE
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device embedded in some vehicle) to arbitrarily broadcast BSMs, to imperson-
ate a vehicle in the road. So certificate transparency and/or other countermea-
sures [5,17,30,51,57] are also necessary to enhance the trustworthiness of SCMS
in the future.

Firstly, as mentioned in Sect. 2.1, certificate transparency depends on the
victim website by itself to search for certificates binding its domain name, to
detect fraudulent certificates in the public logs. However, in SCMS a pseudonym
certificate does not bind any meaningful identity or identifier. So no one is
able to search for these certificates to detect fraudulent ones, even when all
SCMS pseudonym certificates are publicly recorded in log servers. Certificate
transparency involves the certificate search based on the identifiers of certificate
holders (e.g., domain names) [34], but pseudonym certificates have to mask these
identifiers. Therefore, the security principle of certificate transparency does not
work well for the pseudonym certificates in SCMS.

Next, we further analyze other solutions which are proposed to tame the
absolute authority of CAs [4,38] against possible fraudulent certificates. The
existing schemes include:

– Public key pinning [17]. A browser locally pins the certificates (or public
keys) of a TLS server for the visited domain, after a successful TLS negoti-
ation. The pinned public key will be compared with the received certificates
in the future TLS negotiations, and then any mismatching is detected imme-
diately by the browser.

– Restricted scopes of services [30,48]. A CA of the Web PKI is restricted
to serve only some scopes of domains, and the restriction rules are enforced
by browsers when verifying the TLS server certificates. A certificate violating
the rules will be rejected by browsers.

– Multi-path verification [1,57]. On receiving a server certificate in TLS
negotiations, a browser compares it with other copies obtained through dif-
ferent network paths (e.g., an extra Tor circuit). The certificate is accepted,
only if they are identical.

– Subject-controlled policies [26,51]. The certificate subject (or website)
specifies its own certificate policies (e.g., a list of authorized CAs), and these
policies are published in a publicly-visible means. Any TLS server certificate
violating these policies (e.g., a certificate signed by an unauthorized CA) is
considered as invalid or fraudulent.

– Multi-authority certification [5,51]. A TLS server certificate is certified
and signed redundantly by multiple independent CAs, and the browser veri-
fies all CAs’ signatures. Only when all signatures are valid, the certificate is
considered as valid.

Let’s analyze the scenarios when these schemes are integrated into SCMS
for V2V communications. Public key pinning requires a certificate verifier (i.e.,
another vehicle or a road side equipment receiving BSMs) to maintain the pubic
keys of communication peers, but it is really unsuitable for SCMS because every
OBE device holds 20–40 simultaneously-valid pseudonym certificates and each
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pseudonym certificate expires in days [58]. That is, a pinning mismatching hap-
pens frequently but normally in the V2V communications. Restricted scopes
of services only mitigate the attack impact of fraudulent certificates but can-
not completely prevent or detect the attacks, so it is not enough for cyber-
physical systems. Multi-path verification introduces addition connections and
greatly degrades the performance, and it brings false alarms when the website
(or vehicle) holds multiple valid certificates simultaneously.

Similar to certificate transparency, subject-controlled policies do not work
for pseudonym certificates, for the subject certificate policies shall be published
by the long-lived enrollment certificate. Thus, in order to validate pseudonym
certificates with such a policy will inevitably break the user privacy. Finally,
multi-authority certification will remarkably increase the delay of certificate ver-
ification due to the expensive public-key cryptographic computation of multiple
signature verifications.

Therefore, it is rather difficult but imperative to design different solutions
to prevent or detect (possible) fraudulent certificates in SCMS, which work
for pseudonym certificates and delay-sensitive communications. Combining (the
security principles of) these existing schemes into a specialized solution may
work for V2V communications, such as Elaphurus [38] for the Web PKI. How-
ever, since the V2V communications do not tolerate high delays, a solution
focuses on the steps of certificate signing but not certificate verification may be
more practical.

3.4 Technical Challenge #2: Push-Based Certificate Revocation vs.
the Great Volume of Pseudonym Certificates

Push-based certificate revocation is proposed to improve the efficiency of cer-
tificate verification. If certificate revocation is possible (e.g., the OBE device is
compromised), such efficiency improvements of revocation status checking are
always required in SCMS. SCMS is designed for V2V communications, which
are very delay-sensitive. The push model has actually been adopted in SCMS
already, and all CRL files are broadcast to OBE devices in the vehicles [58].
Therefore, because the number of certificates in SCMS is much greater than that
in the Web PKI, the dilemma of certificate coverage vs. CRL size also exists in
SCMS (or will become even worse), and the efficient data structures to encode
certificate revocation status data such as CRLite [33] and Let’s Revoke [47] are
more imperative.

Due to the great volume of pseudonym certificates, the size of CRL files may
bring very heavy burdens when SCMS is deployed in the real world. There are
hundreds of millions of vehicles, and hundreds of billions of pseudonym certifi-
cates will be signed in SCMS [58]. These numbers are much greater than those
of the Web PKI, where there are only 24–32 millions unrevoked TLS server cer-
tificates and about 12 millions revoked ones [33]. This implies that the size of
CRL files in SCMS will be at least 10 times that of the Web PKI according to
the number of users, or the size will be even 10,000 times that of the Web PKI
according to the number of pseudonym certificates. For example, Apple signs a
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CRL file over 76 MB [39] in the Web PKI, and it is very expensive or even impos-
sible for an embedded OBE device to receive and store such CRL files (or raw
certificate revocation status data) through wireless communications. Even if the
certificate revocation rates are roughly equal, the CRL file may be about 1 GB
in the case of linkage-based revocation (i.e., the CRL size is estimated according
to the number of users, but not the number of certificates); while if the cer-
tificate revocation rate increases due to some security incidents (e.g., OpenSSL
Heartbleed resulted in an irregular 40-fold increase of revocation rate [14,61]),
the CRL file will be probably expanded to even several GB. In fact, as typical
embedded systems, the OBE devices might be exposed to more physical attack
surfaces than TLS webservers with professional administrators, and then the
certificate revocation rate of SCMS could become greater.

We next study the recently-proposed efficient designs of data structures
for push-based certificate revocation (i.e., CRLite [33] and Let’s Revoke [47]).
CRLite utilizes the Bloom-filter cascade to encode the identities of both all
revoked certificates and all unrevoked ones. This introduces at least two chal-
lenges as follows: (a) CRLite requires certificate transparency to fetch all unre-
voked certificates from the public logs; otherwise, some valid certificates may be
falsely checked as revoked due to the inherent false positive of Bloom filters; and
(b) linkage-based revocation of SCMS cannot work compatibly with CRLite,
because it requires the explicit identifier of a batch of pseudonym certificates
in the revocation status data [58] while CRLite cannot extract or recover the
identifiers of revoked certificates after they have been encoded into the Bloom-
filter cascade. Meanwhile, Let’s Revoke depends on a special rule to generate
deterministic certificate serial numbers (i.e., a sequence of incremental integers
as certificate identifiers, so that only one bit is enough to indicate the revocation
status in CRL), but this rule conflicts with linkage-based revocation in SCMS
where a certificate serial number is computed by XORing two random linkage
values, generated by two independent linkage authorities [58]. If the CA assigns
another field as the certificate identifier for Let’s Revoke, linkage-based revoca-
tion will not work and then the size of revocation status data will become 1,000
times.

Besides, the optimization of proactive CRL distributions utilizing the locality
of reference [12,36] requires a locally-centralized gateway to cache certificate
revocation status data, through either CRL or OCSP. However, such a gateway
does not exist in the dynamic wireless V2V communications.

In summary, neither CRLite nor Let’s Revoke works compatibly in SCMS.
Meanwhile, although linkage-based revocation has been designed in SCMS to
reduce the size of CRL, this size reduction is still not enough based on the
experiences and lessons in the Web PKI. So it still needs a more efficient data
structure to push the revocation status data in SCMS. In the future, we plan
to integrate linkage-based revocation and Let’s Revoke (or other efficient data
structures). For example, Let’s Revoke is utilized to revoke a batch of certificate
signing which results in about 1040–6240 pseudonym certificates for one vehicle,
and linkage-based revocation helps to find all identifiers of these pseudonym
certificates.
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4 Conclusions

Unexpected technical challenges usually appear and then advances are finished,
as a security design is deployed in the real world. Although the structure of PKI
systems has been discussed, analyzed, implemented and evaluated for more than
thirty years, recent advances still happen in the Web PKI as TLS and HTTPS are
being widely adopted in the Internet. In particular, certificate transparency and
push-based revocation are the most significant recent advances in the Web PKI,
to (a) improve the trustworthiness against fraudulent TLS server certificates
and (b) eliminate the addition connections for certificate revocation status data,
respectively.

SCMS is a specialized PKI system for V2V communications. The number of
certificates in SCMS will become much greater than that in the Web PKI, and the
V2V communications for BSM broadcast are very delay-sensitive. Therefore, we
do believe that the problems solved by certificate transparency and push-based
revocation in the Web PKI will appear again when SCMS is deployed in the
real world. In this paper, we study these technical challenges in SCMS and find
that the existing approaches in the Web PKI do not work compatibly for SCMS.
These discussions will be useful references to improve the designs of SCMS in
the future.
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Abstract. Compared to software bugs, code smells are more significant in soft-
ware engineering research. It is not easy to detect code smells through traditional
methods. In this work, we propose a novel code smells detection approach based
on deep learning. The experiments show that our work achieves high scores in
terms of F2 score.

Keywords: Code smells · Deep learning · Convolutional neural network

1 Introduction

Code smells are increasingly generated by modern agile software development. This
is because code changes are much more frequent and occur on a daily basis for large
software companies and dominant open-source communities.

Although there are many more test approaches to detect code smells, these methods
have some defects. Due to the frequent changes, it is increasing probable to generate
code smells overheads. Code smells, like software bugs, are a serious problem inmodern
software.

Nowadays, the code smells are being researched by many practitioners. Software
developers are not aware of what is the code smell, although they are aware of software
bugs, thanks integrated environment development kits that can provide many instant
suggestions and notifications when there are bugs.

The question here is how to detect code smells effectively?Andwhat is themotivation
for detecting code smells? Although there are many more test approaches to detect code
smells, these methods have some defects. There are mainly two categories of deep
learning networks. One is Recurrent Neural Networks, and another is Convolutional
networks.

Convolutional networks have already demonstrated its usage by leveraging hierarchy
features. In this paper, we use fully convolutional networks for code smells detection
based on semantic features. We will use fully convolutional networks for this work.

The original version of this chapter was revised: there is a typo in the chapter title: “leaning” has
been corrected to: “learning”. The correction to this chapter is available at
https://doi.org/10.1007/978-3-030-80851-8_16
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We will define the type of neural network we use, and explain how it is used to detect
code smells. An advantage of using convolutional network is its ability to identify and
use local correspondences.

In recognition andmachine learning, convolutional networks are increasingly signif-
icant. Convolutional network presents the improvement on image recognition. An exam-
ple is using convolutional network on local correspondence. In software engineering,
we definitely can use these kinds of information for code smells detection.

To our knowledge, this is the first work to train a convolutional network for
code smells recognition. The inference is much more improved through convolutional
network.

This work is an extension of the authors previous work [8].
Unlike previous works that needs additional information for code smells detection,

this work does not use any existing information for code smells detection. One of the
major challenges in code smells detection is to find the relationship between code seman-
tics and code location. There is a tradeoff between identifying the correct semantics
compared to identifying the correct location of the smells.

Although there are several success stories from image recognition by using deep net-
works [1]. It is hard to transfer these approaches to software engineering, which is more
deterministic. Fully convolutional network has been used for one-layered computation,
and has a potential to be deployed to multi-layered environments.

2 Code Smells Detection Based on Convolutional Networks

We can define a multi-dimensional array to represent the convolutional network, h * w
* d, where h and w are space dimensions, and d is the channel. The first layer is our
source code inputs.

The second layer is the networks for sequence modeling. For example, the inputs
are x0, x1, x2, x3, x4,… xn, and the outputs are y0, y1, y2, y3, y4,… yn. The second layer
will be y’0, y’1, y’2, y’3, y’4,… y’n.

The outputs will be reshaped to a one-dimensional array, where size will be D *1024.
This output array will be dilation blocks. For the encoder task, we should process noise.
Each layer in the encoder is processed by normalization and liner analysis.

3 High Level Design

With recent development in software engineering, it is easy to find software bugs using
several methods from compiling to running. Our work is based on the state-of-the-art
deep learning methods for detection and recognition task.

Firstly, we transform the software source code to XML file, in order to be processed
by deep learning models [2]. Then there are two steps: code segment proposal and
classification. The code segment proposal leverages the heuristic search to generate
following inputs. These segments are processed by CNN classifier. We try to avoid to
use R-CNN, otherwise. One of the main reasons is that R-CNN uses selective search
algorithm, which is time consuming.
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We use the following equation for segments:

Seg =
(
maxrp2

l/D + minrq

)
∗ (I/D)

Seg is the segments, r is the rule of limits, and p is process variable, q is the next
graph inputs, I is interception, and D is next destination.

3.1 Experiments Results

We use an open-source database published by the authors’ previous work [11].
The experiments results are shown as following table:

Table 1. Experiments results

Precision Recall F-score Kappa

Long method 0.528 0.674 0.754 0.635

Lazy class 0.624 0.678 0.613 0.632

Speculative generality 0.712 0.734 0.689 0.643

Refused bequest 0.698 0.701 0.711 0.677

Duplicated code 0.543 0.568 0.594 0.585

Contrived complexity 0.783 0.792 0.810 0.802

Shotgun surgery 0.597 0.596 0.501 0.601

Uncontrolled side effects 0.801 0.799 0.805 0.810

From Table 1, this work achieves high performance in terms of F2 score, especially
for the category of uncontrolled side effects and contrived complexity.

4 Conclusion

In this work, we conducted a research for code smells detection based on deep learning.
Our solution uses convolutional neural network for training a model to detect several

common code smells problems in software engineering. The solution achieves satisfied
F2 score with the average above 0.75.
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Abstract. This paper proposes a privacy preserving thieves identifi-
cation scheme for prepaid Smart Grid systems. Prepaid systems allow
consumers to buy credentials from an operation center before consump-
tion. According to the credentials, consumers can use the corresponding
amount of electricity. Based on the dynamic k-times anonymous authen-
tication protocol, the scheme can achieve thieves identification and pri-
vacy preservation at the same time without the involvement of a trusted
authority in the system. Finally, we point out the path of our future
work.

Keywords: Smart grid · Anonymity · Privacy · Security

1 Introduction

With the development of public awareness of environmental conservation, more
and more renewable energy come to use. However, the renewable energy sources
are so volatile that the power companies have to employ the Information and
Communication Technologies (ICT) to balance the power production and con-
sumption. The power company aggregates the power usage reports from con-
sumers to calculate the amount of power consumption. The usage reporting
device at each customer site is called as smart meter. The operation center and
smart meters form the Smart Grid. The invention of Smart Grids is a great
plus to the electricity industry. This mechanism can be exploited to improve
energy efficiency and infrastructure reliability. However, trustless data, which
does not represent the real consumption, may damage the electricity grid infras-
tructure [1]. At the same time, the billing information is generated by the usage
data. Greedy thieves are not willing to send the trustworthy data and pay for
their consumption. Hence, it is a serious challenge to resist fake data and detect
power thieves in Smart Grids. On the other hand, privacy is another key require-
ment in Smart Grids. The usage data from the consumer should not result in
finding consumers’ usage information, which could lead to disclosure of the con-
sumer’s living habits or production outputs, and further causes personalized
advertisements or intelligence leakage [2].

To solve the security and privacy preservation challenges, power request
model was proposed for prepaid card system. The prepaid smart card system
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allows consumers buy credentials from the power company in advance. When the
consumer needs power in the existing privacy preserving prepaid card system,
he just sends the usage plan with his transformed credentials to the operation
center. The operation center will send the power back according to the number
of credentials [3]. However, credentials may be collision due to large data base.
Moreover, the scheme [3] cannot identify thieves.

Taking the requirements of privacy preservation and thieves identification
into account, in this paper, we construct a secure and privacy preserving thieves
identification scheme in Smart Grids. There are two important virtues: (1) the
scheme resists credential collisions; (2) energy thieves can be identified in the
prepaid system.

The rest of this paper is organized as follows. Section 2 discusses related
work in the prepaid system domain. Section 3 elaborates and explains necessary
system models. In Sect. 4, we describe our proposed scheme. Finally, the paper
is concluded in Sect. 5.

2 Related Work

To solve the security and privacy preservation challenges, power request models
for smart grid systems have been proposed [3]. In such models, consumers receive
tokens signed with blind signatures from the power provider and authenticate
themselves using blinded tokens. The tokens represent a corresponding denomi-
nation of energy cost. Consequently, the power provider knows the total amount
of customer energy costs but do not know the details of the usage information.
However, this scheme cannot identify power thieves. Dimitriou et al. [4] added a
proof to the blind signature. According to the proof, reused tokens from the same
consumer can be identified. However, the tokens are generated by the consumers,
and token collisions are inevitable. Zhao et al. [5] employed a fully homomorphic
encryption algorithm to aggregate smart meters’ usage data. Based on the homo-
morphism of the ciphers, consumers’ billing can be calculated without knowing
the plaintexts. However, current fully homomorphic encryption algorithms are
less efficient. Xue et al. [6] improved the Paillier encryption algorithm. The expo-
nent on the cipher is also additive homomorphism. Therefore, it can also achieve
dynamic billing management with less computational cost. Li et al. [7] divided
the usage data into multiple parts according to their denominations. In their
study, each smart meter holds a corresponding number of key pairs with respect
to the divided sets. Therefore, smart meters belonging to different sets should
pay their corresponding billings.

Smart Grids cannot ensure improvement in infrastructure reliability with-
out trustworthy information. At the same time, consumers do not wish their
energy usage data to be exposed to the operation center. However, existing
thieves identification approaches cannot make use of a trade-off between privacy
and security. According to prepaid card systems, this paper proposes a privacy-
preserving thieves identification scheme without any trusted authority. In this
scheme, a thief can be traced if sending a used credential.
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3 The Framework

In this section, the assumed network and security requirements in the scheme
are described.

3.1 Network Model

Nowadays, in order to improve energy efficiency and infrastructure reliability, a
prepaid system is proposed [3]. In the scheme, the system model mainly con-
sists of two entities: the operation center (OC) and the smart meter (SM). The
number of smart meters is large enough for each smart meter to cloak its usage
behavior. As depicted in Fig. 1, firstly, SMs join the Smart Grid and obtain their
commitments from the OC. Secondly, each SM buys credentials from the OC.
Thirdly, a SM sends blinded commitments and credentials in an anonymized
form when it needs to purchase electricity.

Fig. 1. Network model.

3.2 Security Requirements

The privacy-preserving thieves identification scheme is expected to exhibit the
following properties:

1. Privacy Preservation: Curious eavesdroppers cannot obtain consumers’
usage profiles from the usage reports from smart meters.

2. Unlinkability: The adversary cannot link different usage reports from the
same smart meter.

3. Authentication: The operation center ensures that the usage reports are
from legitimate smart meters in the Smart Grid.

4. Traceability: Energy thieves can be traced if they attempt to send used
credentials.
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4 Our Proposed Approach

In this section, a privacy-preserving thieves identification scheme is proposed
based on the dynamic k-times anonymous authentication scheme.

4.1 Setup

In the privacy-preserving thieves identification scheme, a concrete region is man-
aged by a single operation center. The operation center runs the setup algorithm
on input of the security size κ to obtain a group public key and a secret key as
follows:

1. Let p be a prime number of size κ, G1,G2 and GT be three cyclic groups of
prime order p. Suppose P1 and P2 are generators of G1 and G2 respectively,
and e is a bilinear map. On input of κ, the bilinear pairing instance generator
returns a tuple (p,G1,G2,GT , Z∗

p, e, P1, P2).
2. Then, the operation center chooses collision-resistant hash functions HZ∗

p
:

{0, 1}∗ → Z
∗
p and HG2 : {0, 1}∗ → (G1,G1), two elements V,Q ∈ G1 and

γ ∈ Z
∗
p, and computes Ppub = γP .

3. Finally, the operation center retains its secret key γ, publishes its public
key (P1, P2, V,Q, Ppub), and builds an empty authentication log LOG that
records the used credentials.

4.2 Joining

The joining protocol is carried out between the operation center and a smart
meter. Each household or company is equipped with a smart meter in the Smart
Grid system. A secure public key signature scheme, including a signing algo-
rithm sig and a verification algorithm ver, is selected for a smart meter. In
this protocol, the smart meter must reveal its unique identity IDj to the oper-
ation center as follows. Firstly, the smart meter generates a secure parame-
ter xj ∈ Z

∗
p, computes a request Cj = xjP1 and generates a signature σ =

sig(Cj‖IDj). The smart meter sends the signature σ with the request Cj and
identity IDj to the operation center. Upon the receipt, the operation center
computes a hash value fj = HZ∗

p
(IDj), grants the request Sj = 1

(fj+γ) (Cj + Q)
and replies Sj . Upon receipt, the smart meter confirms that the equation
e(Sj , fjP2 + Ppub) = e(xjP1 + Q,P2) holds. Finally, the smart meter retains
its secret key xj and publishes its public key (Cj , Sj).

4.3 Power Purchasing

The power-purchasing protocol is carried out between the operation center and
a smart meter. Using this protocol, the smart meters buy credentials from the
operation center and are granted the right to obtain electricity.

Periodically, the operation center publishes the bound number k > 0 and
calculates the set of public credentials {(ti, t̂i) = HG2(i, nT ) | 1 ≤ i ≤ k},
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where nT denotes the timestamp. The public credential (ti, t̂i) is called the ith
credential base of the operation center. If q smart meters want to buy k units of
electricity, represented by k credentials, the smart meters send their identities
to the operation center. The operation center calculates {fj = HZ∗

p
(IDj) | 1 ≤

j ≤ q} and W =
∑n

j=1(γ + fj)V and Vj = 1
γ+fj

W for the jth smart meter. The
operation center publishes {(ti, t̂i) | 1 ≤ i ≤ k} and sends Vj to the smart meter
IDj . The smart meter operates a counter μj , which is initially set to zero.

4.4 Power Requesting

The power-requesting protocol is run by the operation center and a smart meter
to prove knowledge of a smart meter’s key xj and an identity hash value fj . The
smart meter transforms its commitment and credentials, and sends them back
to the operation center. Therefore, the operation center cannot locate the source
of the public parameters even though the credentials generated by itself.

1. Firstly, the smart meter analyzes the usage data and estimates the amount
of energy m. The smart meter increases the counter number by m.

2. If μj > k, the smart meter will jump to the power-purchasing algorithm;
otherwise, the smart meter sets μj = μj + m, chooses m credentials denoted
as (t1, t̂1), ..., (tm, t̂m), and outputs m hash values {ci = HZ∗

p
(ti‖t̂i‖nT ) | 1 ≤

i ≤ m}, where nT denotes the timestamp.
3. After that, the smart meter computes the credentials {(Γi = xjti, Γ̂i = fjti +

cixj t̂i) | 1 ≤ i ≤ m}, and generates a proof using the following non-interactive
zero-knowledge proof:

⎧
⎪⎪⎨

⎪⎪⎩

⎛

⎜
⎜
⎝

Sj

xj

fj

Vj

⎞

⎟
⎟
⎠ :

e(Sj , fjP2 + Ppub) = e(xjP1 + Q,P2)
e(Vj , fjP2 + Ppub) = e(W,P2)
(Γi = xjti, Γ̂i = fjti + xjcit̂i)

The smart meter proves its credentials by sending the proof and transformed
credential to the operation center. Please refer to [8] for the proof.

4. After receiving the proof and credential, the operation center checks the valid-
ity of the timestamp. If it is valid, the operation center compares the credential
(Γi, Γ̂i) with all corresponding credentials in LOG, and checks if it is differ-
ent to the credentials in LOG. Finally, the operation center verifies that the
proof does prove knowledge of its identity information.

4.5 Identification

If the operation center validates the signature σ and discovers that a received
credential has already been used, it will run the identification algorithm. Suppose
there are two credentials (Γi, nT ) and (Γ ′

i , n
′
T ), where Γi = Γ ′

i and nT �= n′
T . The

operation center can confirm that a credential has been used more than once.
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Then, the operation center computes c = HZ∗
p
(ti‖t̂i‖nT ), c′ = HZ∗

p
(ti‖t̂i‖n′

T ) and

β = c′Γ̂i−cΓ̂ ′
i

c−c′ , searches for the IDj which satisfies β = HZ∗
p
(IDj)ti.

The public keys {(ti, t̂i) | 1 ≤ i ≤ k} are produced by a collision-resistant
function, making the transformed credentials {(Γi, Γ̂i) | 1 ≤ i ≤ k} also resistant
to collisions. Therefore, malicious smart meters cannot deny their misbehavior.

5 Conclusion

Energy theft occurs frequently in Smart Grids due to its large amount of con-
sumers. In order to defend against energy theft under prepaid smart grid sys-
tems, this paper proposes a scheme to achieve identification of thieves without
a trusted party. Only an operation center and smart meters are required in the
scheme. The operation center checks the smart meters’ commitments and corre-
sponding credentials. Therefore, the credentials are resistant to collisions. Great
computational capacity is required for operation centers. For the future work, we
will study possible ways and improve k-times anonymous authentication scheme
to reduce the computational cost during power request procedures.
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Abstract. In this paper, we propose a smart contract based search-
able symmetric encryption scheme. The existing searchable symmetric
encryption protocol can resist malicious servers when using the MAC
algorithm; however, it is more effective only under the assumption that
the server is running. If the server receives a user’s money but does not
provide a service to the user (or if the server shuts down after receiving
the user’s money), the user cannot withdraw the money paid. In addition,
if the server wants to reduce computing costs, bandwidth, etc., then it
may reduce the number of documents to be searched or omit part of the
search results. As a result, there is no guarantee that all files have been
searched. We use the Merkle tree to construct search integrity verifica-
tion. Implementing search integrity verification ensures that it is nearly
impossible for searchers to provide integrity verification without search-
ing all documents. Smart contracts use computing resources effectively
and help us better search the blockchain. All information is recorded on
the blockchain and will not be tampered with. In addition, integrity veri-
fication and smart contracts slightly reduce the efficiency but are feasible
in practice. Finally, we have theoretically and experimentally verified the
safety and feasibility of the proposed scheme.

Keywords: Smart contract · Blockchain · Searchable symmetric
encryption · Result integrity · Verifiable · Bloom filter

1 Introduction

A keyword index helps us search for documents containing specified keywords in
a certain period of time. Security indexes are extensions of building data struc-
tures, e.g., indexes provided by unrelated data structures [13] and historically
independent [2,12] data structures. Unfortunately, the standard index structure
using hash tables is not suitable for indexing encrypted documents because they
leak information about the contents of the document. However, data structures
with privacy protection can be used to build secure indexes.
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To improve the efficiency of searchable symmetric encryption (SSE), Goh
et al. proposed using the Bloom filter method to search symmetric encryption
[4]. The Bloom filter proposed by Bloom is a space-saving random data structure
that uses a bit array to represent a collection very concisely. It can determine
whether an element belongs to this collection. The Bloom filter was used in
the early UNIX spell checker [9,11]. The Bloom filter is also used as an index
for each document to search the keywords [4] in each document. In the index,
a keyword is represented by a codeword derived by applying a pseudorandom
function twice, i.e., once using the keyword as input and once using a unique
document identifier as input.

In 2017, Li et al. [8] combined blockchain technology with SSE, where a
blockchain is used as a peer-to-peer network to store user data. This scheme adds
data as blocks to the blockchain, thereby storing the data in the common chain.
However, this scheme only supports single keyword search. Tang et al. [1] pro-
posed two frameworks that support blockchain technology, and these frameworks
can be applied to most existing SSE schemes to achieve fairness while maintain-
ing the original privacy protection. However, these frameworks are inefficient.
Zhang et al. [17] proposed a blockchain based searchable encryption scheme in
multicloud environment. Here, multiple cloud service providers are combined to
share data through an alliance chain. Then, the encrypted document and doc-
ument index are stored in IPFs, and the hash value of the document is stored
in the blockchain. This scheme can provide retrieval of outsourced encrypted
data based on multiple keywords; however, it is based on trusted cloud service
providers, which cannot resist malicious cloud servers.

We employ the Bloom filter to construct a searchable symmetric encryp-
tion scheme and use smart contracts to maintain the fairness of the searchable
symmetric encryption scheme.

The smart contract was originally proposed by Nick Szabo in 1996 [14]. A
smart contract is a computer protocol designed to facilitate, verify, or execute
a contract. Note that a smart contract in the blockchain is traceable and can-
not be tampered with [10]. Many contract clauses can be executed partially or
completely in an independent manner. The purpose of smart contracts is to pro-
vide better security than traditional contracts and reduce other transaction costs
associated with the contract. Various cryptocurrencies are implemented as types
of smart contracts. A smart contract is a set of commitments specified in digital
form, including an agreement for parties to fulfill these commitments [14].

Our Contribution: We exploit computing resources in the blockchain to pro-
pose a searchable symmetric encryption scheme based on smart contracts. To
address incomplete retrieval of all files on the server, we first propose a non-
interactive integrity verification method for search results. The proposed method
uses Merkle trees to construct search integrity verification, which can ensure
that it is nearly impossible for searchers to provide integrity verification without
searching all documents. In addition, using smart contracts, we can use the com-
puting resources in the blockchain effectively to perform ciphertext searches. As a
result, neither the owner nor searcher can cheat. All information (including search
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results, proof of integrity, and commission payment information) is recorded in
the blockchain and cannot be tampered with. By implementing integrity verifi-
cation and smart contracts, the proposed solution does not reduce efficiency sig-
nificantly and ensures that searchers cannot obtain information from encrypted
documents and search keywords. The proposed scheme guarantees the authentic-
ity and completeness of the results, and, through the Merkle root signature, the
proposed scheme ensures that searchers of search results will not be tampered with
by miners after submitting the results.

The remainder of this paper is organized as follows. We define notations used
in this paper in Sect. 2. In Sect. 3, we provide preliminary information about
searchable symmetric encryption and smart contracts. In Sect. 4, we propose
the scheme of the non-interactive integrity verification of search results for the
first time. In Sect. 5, we present our scheme of smart contract based SSE and
discuss the schedule in detail. In Sect. 6, we provide a security definition, security
analysis, and performance analysis. Finally, the paper is concluded in Sect. 7.

2 Notations

We define the notations used in this paper in Table 1.

Table 1. Notations

Notation Description

∧ Bitwise and

H1(), f() Pseudorandom function

n Number of documents

m Assume that each file has m keywords for brevity

r Number of function f() used in Bloom filter

s Key length used in the f function

t Key length of the encrypted file, the key length of the MAC

l Security parameter, number of random numbers generated in the
integrity verification of search results

ntran Transaction size

H() Collision resistant hash function

|| Concatenation

bf(y) Obtain output of Bloom filter according to y

3 Preliminaries

We propose a searchable symmetric encryption scheme called smart contract-
based SSE. The proposed scheme employs a non-interactive result integrity proof
method, the Bloom filter, searchable symmetric encryption, and smart contract
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technology. Here, we introduce the Bloom filter, searchable symmetric encryption
and smart contract technology. Eu-jin Guo introduced a Bloom filter method
to solve the problem of searchable symmetric encryption [4], which was used
to solve the searchable symmetric encryption efficiency problem. We propose an
improved scheme in their framework. Szabo proposed the smart contract in 1994
[15], and the proposed method employs smart contracts as a platform to increase
the availability of computing resources.

3.1 Scheme of Searchable Symmetric Encryption

To improve the efficiency of searchable symmetric encryption, Eu-jin Guo intro-
duced a Bloom filter method for searchable symmetric encryption [4] that
included two participants, i.e., the file owner and the untrusted server. Here,
assume the file owner has n files denoted D1,D2, . . . , Dn. The file owner encrypts
these documents into ciphertexts C = (C1, C2, . . . , Cn) and constructs the corre-
sponding index set of I, and then sends C, I to the server. When the file owner
wants to look up documents including keyword w, he calculates trapdoor Tw for
keyword w and sends Tw to the server. The server searches for result Ci based on
tw, C and I, and then sends Ci to the file owner. Finally, the file owner decrypts
Ci to obtain Di.

Note that search symmetric encryption is considered secure if the server does
not obtain any information about the plaintexts when it only knows ciphertexts
or when it does not know any information about the plaintexts and keywords
except the search results when it executes search algorithms.

Assume file owner U has n encryption files C1, C2, . . . , Cn on server S.
The SSE scheme comprises functions (BuildIndex(·), SearchIndex(·)) and three
phases (setup, search, update). In the setup phase, indexes for C1, C2, . . . , Cn

are built by the search system, the retrieval task is performed in the search
phase, and the update phase updates the index when documents are changed,
added, or deleted. The process of the setup phase is shown in Fig. 1.

Fig. 1. The secure index setup phase
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We introduce the BuildIndex(·) and SearchIndex(·) functions in the
following.

– BuildIndex(C,Ktrapdoor): The function of the input is an encrypted doc-
ument C with unique file ID Cid ∈ {0, 1}n and some keywords w =
(w0, . . . , wt), as well as the corresponding keywords trapdoor Ktrapdoor =
(k1, . . . , kr) ∈ {0, 1}sr, ki ∈ {0, 1}s.
1. For each document Di for i ∈ [0, n], we do the following:

(a) We compute the trapdoor of each keyword wi, i.e. Buildtrapdoor
(Ktrapdoor, wi) = (t1 = f(wi, k1), . . . , tr = f(wi, kr)) ∈ {0, 1}sr.

(b) The corresponding ciphertext ID Cid information is added to get the
codewords e : e1, . . . , er, where (e1 = f(Cid, t1), . . . , er = f(Cid, tr)) ∈
{0, 1}sr.

(c) The codewords e : e1, . . . , er is added to the file Di Bloom filter BFi.
2. Output the index of C: IC = (Cid, BF ).

– SearchIndex(Tw, IC): The function of the input is the key word trapdoor
Tw = (t1, . . . , tr) ∈ {0, 1}sr corresponding to keywords W , and the index
IC = (Cid, BF ) corresponding to encryption file C.
1. Key word w is encoded according to Cid to obtain e, where e : (e1 =

f(Cid, t1), . . . , er = f(Cid, tr)) ∈ {0, 1}sr.
2. To determine if each position in y that contains a 1 corresponds to a 1

in the Bloom filter, we must determine if (bf(e) ∧ BF ) == bf(e) (e =
e1, e2, ..., er) is correct.

3. If the above is correct, 1 is output; otherwise, 0 is output.

The setup, search, and update phases are described as follows.

– Setup phase: The n files are uploaded to the server after the index is con-
structed.
1. First, the proper Bloom filter parameters are derived for each index. In

addition, we define Ktrapdoor = (k1, . . . , kr) ∈ {0, 1}sr, ki ∈ {0, 1}s.
2. Each file is assigned a unique ID, which is an integer represented by

i ∈ [1, n].
3. Each file builds an index as ICi

← BuildIndex(Ci,Ktrapdoor).
4. After each document is compressed and encrypted using standard algo-

rithms, the document and its index can be placed on server S.
– Search phase: When file owner U has a lookup requirement, server S must

be queried for the given keyword w so server S can return the file containing
the given keyword. Then, the following is performed.
1. File owner U calculates the trapdoor of w to obtain Tw ←

Buildtrapdoor(Ktrapdoor, w), and then sends Tw to the server S .
2. For all the indexes of ICi

, server S calls SearchIndex (Tw, ICi
) to test

matches. All matched files are returned to file owner U .
– Update phase: There are three possible scenarios in which an update oper-

ation may be used.
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1. Add file: When a file is added to the system, a unique ID is first assigned
to ciphertext file C, and then index ICi

is created for C.
2. Delete file: When a file is deleted from the system, we must delete both

the file and its index file.
3. Changing the contents of an existing document requires assigning a new

unique ID to the document and rebuilding the index by calling the
BuildIndex function with the new unique ID.

3.2 Smart Contract

Smart contracts are computer programs running on the blockchain. A smart
contract comprises program code, stored files, and an account balance. Any user
can create smart contracts by posting events to the blockchain. When creating
a smart contract, the contract’s program code is fixed and cannot be changed.
As shown in Fig. 2, the contract storage file is stored in the blockchain. The
contract’s program logic is executed by miners who reach consensus on the exe-
cution results and update the blockchain accordingly. The contract code is exe-
cuted when the user or another contract receives the message. When executing
its code, the contract can read or write from its storage file. A contract can have
an account to accept transfers from other accounts or contracts, or it can send
transactions to other accounts or contracts. Conceptually, the contract can be
considered a special “trusted third party.” However, the party is only trusted for
correctness (not privacy). Note that the entire state of the contract is visible to
all nodes. Figure 2 shows a schematic diagram of a smart contract.

Fig. 2. Schematic of a smart contract

4 Scheme of the Integrity Verification of Search Results

Here, we introduce the non-interactive integrity verification scheme for search
results. In this scheme, the Merkle tree is employed to verify the integrity of the
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search results. The non-interactive integrity verification scheme can be verified
on the blockchain. The searcher generates the result integrity certificate after
the search is completed. The smart contract can verify whether the searcher has
searched all the files according to the proof submitted by the searcher. The final
submitted result is complete without any omission.

4.1 Merkle Tree

In cryptography and computer science, the Merkle tree is a tree in which each
leaf node is marked with the hash value of a data block, and each non-leaf
node is marked with the hash value of the label of its child nodes. Merkle trees,
which are generalizations of hash tables and hash chains, allow efficient and safe
verification of the contents of large data structures. To prove that a leaf node is
part of a given binary hash tree, a logarithmic hash calculation of the number of
leaf nodes of the tree is required. Note that this differs from hash lists because
the number of hash lists is proportional to the number of leaf nodes. Figure 3
shows an example of a Merkle tree with four leaf nodes.

Merkle trees can be used to verify any type of data stored, processed, and
transmitted on or between computers. They ensure that the data blocks received
from other nodes in a point-to-point network are undamaged and unchanged,
and can even check whether other peer nodes have tampered with the data or
sent fake data. A Merkle tree is primarily used for data integrity verification
based on a hash. Many systems use Merkle trees for data integrity verification,
e.g., the IPFS, Btrfs, and ZFS file systems [18], as well as the Apache wave
protocol [16].

Fig. 3. Example Merkle tree with four leaf nodes

4.2 Proof of Integrity Verification of Search Results

Assuming there are n documents C, the keywords to be searched are repre-
sented by W . The file owner encrypts the keywords to trapdoor Tw and publishes
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trapdoor Tw and index collections I (I = (C,BF )). The searcher then searches
n encrypted documents according to the trapdoor Tw. The searcher calculates
bf(y) (y = e1, e2, ...er) according to Tw and document identifier Cid, and the
search results are obtained based on bf(y) and BF . To ensure the integrity of
search results (that is, the searchers have searched all documents rather than
only some documents), and can be use on blockchains, we propose the scheme
of the non-interactive integrity verification of search results.

For the search results for the keywords in each document, we obtain the search
results for each document where searchi = (bf(y)∧BFi) (the specific calculation
process is described in Sect. 5.2.). We then use each result searchi (i = 1, 2..., n)
as a leaf node to build a Merkle tree. We obtain the corresponding root node
Root when we finish constructing the Merkle tree. Here, the searcher uses their
public key to sign the Merkle tree root node and obtain sign = signsksearch

(Root).
Then, we use the hash function to generate a random number to construct the
proof of the result’s integrity. We compute H(sign||i) (i = 1, 2, ..., l) to generate
l random numbers, where l denotes the security parameter. Assuming we have
n documents that need to be searched, we create an array to save a proof of
the integrity of the search results, which we refer to as the array result integrity
proof (RIP). We then put the H(sign||i) mod n (i = 1, 2, ..., l) search result that
is H(sign||i) mod n and its path in the Merkle tree into the array RIP. We also
create a Result array to save the search results. When the searcher completes the
search, he outputs Result, RIP, and sign(Root). The algorithm used to search
the document and construct the RIP is given in Algorithm 1.

Algorithm 1. Search document and prove integrity of search results.

Search(Tw, I): When a searcher sees a demand that he wants to help search the
document, then the searcher will use the trapdoor Tw = (t1, . . . , tr) ∈ {0, 1}sr for word
w to test every index ICi in indexed collections I.

1: for every Ci in C do
2: The key word w is encoded according to Cid to get e, and e : (e1 =

f(Cid, t1), . . . , er = f(Cid, tr)) ∈ {0, 1}sr.
3: To see if each position in y that contains a 1 corresponds to a 1 in the bloom

filter, we need to detect (bf(e) ∧ BF ) == bf(e) (e = e1, e2, ..., er) is correct, and
add (bf(y) ∧ BFi) to the array search that searchH(sign||i) mod n (i = 1, 2, ..., l).

4: If so, add Ci to the array Result.
5: end for
6: Use array search to build a Merkle tree and get a Merkle tree root Root.
7: Searcher use his public key to sign the Merkle tree root Root and get sign =

signPKsearcher (Root)
8: Compute H(sign||i) (i = 1, 2, ..., l), the l denote the security parameter, then add

the searchH(sign||i) mod n (i = 1, 2, ..., l) and the Merkle tree path into the array
result integrity proof RIP.

9: Output Result, RIP and sign(Root).
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When verifying the integrity of the search results, first we verify that the
signature of the Merkle tree root. We then verify that the results in the array
Result are correct. Here, according to the root of the Merkle tree, we compute
H(sign||i) (i = 1, 2, ..., l) to generate l random numbers, based on the gen-
erated random numbers and the document to compute searchH(sign||i) mod n

(i = 1, 2, ..., l). Then, we verify that the path which would be provided in the
array RIP of the Merkle tree of searchH(sign||i) mod n (i = 1, 2, ..., l) is correct.
The algorithm used to verify results and the integrity of the results is given in
Algorithm 2.

Algorithm 2. Verification of results and result integrity proof
Verify(searcher, Result, RIP, sign(Root)): This function is used to verify the
result and result integrity.

1: Verify that the signature of the Merkle tree root Root is signed by the searcher.
2: Verify that the results in the array Result are correct, if correct then continues,

else incorrect return error 0.
3: According to the root of the Merkle tree to compute searchH(sign||i) mod n (i =

1, 2, ..., l).
4: Verify that the path which be given in the array RIP of the Merkle tree of

searchH(sign||i) mod n (i = 1, 2, ..., l) is correct, if correct then continues, else incor-
rect return error 0.

5: According to the compute process given in the SearchIndex function, the result of
the array RIP is correct, if correct return 1, else the error returns 0.

In the following, we discuss an example (Fig. 4) to illustrate the proposed
scheme. Here, assume there are four documents. Thus, when the search is
complete, we obtain four search results: search0, search1, search2, search3.
For each search result, search0 = (bf(y) ∧ BF0), search1 = (bf(y) ∧ BF1),
search2 = (bf(y) ∧ BF2), search3 = (bf(y) ∧ BF3). By using these four search
results as a leaf node to build the Merkle tree, we obtain the corresponding root
node. Assume Alice is searching for the result; thus, Alice signs the root with
her private key. The signature and i are joined together. We set i to 1 and 2.
Thus, we obtain two values: (sign||1) and (sign||2). After hash and modulus,
we obtain two random numbers between 0 and 3. Here, assume that H(sign||1)
is equal to 0, and H(sign||2)) is equal to 2. We save search0, search2 and the
corresponding Merkle tree path into to the RIP array. The search0, search2

and the corresponding Merkle tree path are used for subsequent result integrity
verification. In addition, we assume that search1 is the result of the search cri-
teria. We save the search1 in the array Result. If Bob is the verifier, Bob first
verifies that root is Alice’s signature. Then, Bob verifies that the results in the
array Result are correct; thus, Bob verifies that search1 is correct. Then, Bob
according to compute H(sign||1) mod 4 and H(sign||2) mod 4 to generate two
random numbers. Here, Bob obtains the two random numbers 0 and 2. Then,
Bob verifies that search0, search2 and the corresponding Merkle tree path are
correct, which completes the validation.
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Assume the search is complete with p (0 ≤ p ≤ 1), there are n documents
that need to be searched, and l(l ≤ n) random numbers need to be generated. If
the searcher does not fully search the entire document, only p ∗n documents are
searched. When validation of the Merkle tree is set up, the probability that the
searcher build a Merkle tree will be able to verify at once is pl. The larger the l
option, the lower the probability that the searcher will be able to pass validation
(when the searcher does not search the entire document), and the greater the
cost of not fully searching the entire document and provide correct Result, RIP,
and sign(Root). Here larger l results in more complete search results.

In the following, we examine an intuitive example; we see that a searcher
searches 99% of the files, l is set to 100, and the probability that the searchers
are successful in building the Merkle tree is 0.366. From the above mentioned
findings, it is obvious that the proposed method is extremely effective in ensuring
the integrity of the search results.

Fig. 4. Example of the proposed search result integrity verification of search results
(here, assume four files to be searched and l to 2)

5 Smart Contract Based Searchable Symmetric
Encryption

In this section, we propose the smart contract-based SSE scheme. The proposed
scheme includes search result integrity verification algorithm, an index genera-
tion algorithms, a ciphertext search algorithm, and a demand smart contract.
First, we describe the overall architecture of the proposed scheme. We then
explain the proposed scheme in greater detail.
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5.1 Scheme of Smart Contract Based SSE

Here, we introduce the smart contract-based SSE scheme and provide a secu-
rity proof. There are three roles in the proposed scheme: file owner, searcher,
and miner. The file owner has n documents denoted D = (D1,D2, ...,Dn). The
searcher’s task is to search the corresponding document based on the keywords
and indexes provided by the file owner. The miner’s task is to verify that the
search results are correct and pack the transactions into the blockchain. The
owner of the file first inputs the keywords to search and provides commission d.
When searcher finds searching demand then he searches the file according to the
keywords and index directory, and searcher will submit search results and results
integrity prove to the miners; if the verification through, miner will packaged the
results and integrity proof to block chain.

Our scheme has two phases. In series phase 1, the file owner creates a smart
contract for search demand. In phase 2, for a smart contract, the searcher can
submit the results, and the miner can verify the results. The specific process is
shown in Fig. 5, and we introduce our scheme below.

Fig. 5. Smart contract based SSE scheme

The proposed scheme involves two phases. In phase 1, the file owner creates
a smart contract for the search demand. In phase 2, for a smart contract, the
searcher can submit the results, and the miner can verify the results. The process
is shown in Fig. 5.

In phase 1, the file owner wants to search keyword w, and he encrypts the
keyword using the key Ktrapdoor to obtain the search trapdoor Tw = (t1 =
f(wi, k1), . . . , tr = f(wi, kr)) (Ktrapdoor = (k1, k2, ..., kr)), Then, the file owner
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Algorithm 3. Demand smart contract
1: variable Tw, I, d, owner \\trapdoor Tw index I = (C,BF ), commissions d
2:
3: function Demand(Tw input, I input, d input)
4: Tw=Tw input
5: I = I input
6: d = d input
7: owner=msg.sender
8: end function
9:

10: function Verify(searcher, Result, RIP, sign(Root))
11: if sign(R) is signed by searcher then
12: if Result are correct then
13: if the path of elements in the RIP is correct then
14: count=0
15: for i = 1; i <= l; i + + do
16: if search[H(sign||i)] == RIP [i] then
17: count++
18: end if
19: end for
20: if count==l then
21: return 1
22: end if
23: end if
24: end if
25: end if
26: return
27: end function
28:
29: function PayCommissions(searcher, Result, RIP, sign(Root))
30: if Verify(searcher, Result, RIP, sign(R))==1 then
31: Sent(owner, searcher, amount, Result)
32: Selfdestruct()
33: else
34: return
35: end if
36: end function
37:
38: function Destroy
39: if msg.sender == owner then
40: Selfdestruct()
41: else
42: return
43: end if
44: end function
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creates a smart contract that contains trapdoor Tw, index I = (C,BF ) and
commissions d.

Algorithm 3 presents a pseudocode framework for a file owner to publish a
trapdoor that needs to be looked up. Here, when creating a contract, the file
owner inputs trapdoor Tw, index I = (C,BF ), the corresponding commission d,
and the verification function.

In phase 2, when the searcher sees the search demand, he begins to search
trapdoor Tw. When the searcher finishes searching the documents, he calls func-
tion V erify(·) of the demand smart contracts and uses the results, results
integrity proof as parameters. If the verification is conducted through smart
contract, the commissions will be sent from the file owner to the searcher, and
the demand smart contract calls the function Destroy(·) to destroy itself. Oth-
erwise, authentication failure is returned.

If the file owner does not want to search the document, he calls the function
Destroy(·) to destroy the smart contract.

Search keywords can be single or multiple words. For simplicity, we only
consider the single keyword case. The proposed smart contract-based SSE scheme
is defined as follows:

Definition 1 (Smart Contract based Searchable Symmetric Encryption). A
smart contract based SSE is a set of six polynomial time algorithms SSE =
(Gen, Enc, Build, Buildtrapdoor, Search, Demand smart contract):

– K ← Gen(t, s, r): This probabilistic algorithm takes security parameters
t, s, r and outputs array key K.

– C ← Enc(Kfile,D): This algorithms takes file key Kfile, data file collection
D, and keyword collection W as input, and the file owner outputs encrypted
files C.

– I ← Build(C,W ): This algorithms takes encrypt file C and keywords W as
input, and the file owner outputs index I.

– Tw ← Buildtrapdoor(Ktrapdoor, w): This is the keyword trapdoor generation
algorithm. The file owner takes search keyword w, and trapdoor key Ktrapdoor

as input, and obtains trapdoor Tw as the output.
– (result, RIP ) ← Search(Tw, I): The searcher searches the encrypted files

according to the file owner’s requirements in the smart contract (keyword
trapdoor Tw and index I). The search results are returned to the array Result
and result integrity proof array RIP.

– Demand smart contract: This is created by the file owner and placed in
the blockchain. The file owner initializes the contract and calls the con-
structor function Demand(·) to initialize the parameter trapdoor Tw, index
I = (C,BF ), and commissions d parameters. The searcher calls the function
PayCommissions(·) to submit the result and the RIP. The miner uses the
function Verify(·) to verify the result and the RIP. The file owner calls the
function Destroy(·) to destroy the smart contract.
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5.2 Details of Smart Contract Based SSE Scheme

In the proposed smart contract-based SSE scheme, there are three participants,
i.e., the file owner, the searcher, and the miner. The file owner has n files denoted
D = (D1,D2, ...,Dn) that need to be uploaded to the network. Prior to upload-
ing, the file owner selects the secure function. Here, f : {0, 1}∗×{0, 1}s → {0, 1}s

and H1 : {0, 1}∗ × {0, 1}t → {0, 1}t are secure pseudorandom functions. Note
that H : {0, 1}∗ → {0, 1}t is a collision-resistant hash function, and c = t+ t+sr
denotes the security parameter. The main steps of the algorithm are described
as follows.

– Gen(t, s, r). The data owner takes security parameters t, s, r as input,
and it outputs secret key array K = (Kfile,Ktrapdoor,KMAC), where
(Kfile,Ktrapdoor,KMAC) ← {0, 1}t+t+sr, Kfile ← {0, 1}t,Ktrapdoor ←
{0, 1}t,KMAC ← {0, 1}sr. Kfile is used to encrypt the data documents, and
Ktrapdoor is used to generate the search trapdoor Tw for the keyword w.
KMAC is used to generate a MAC for Ci.

– Enc(Kfile, D): There are two steps in this function. First, the data owner
uses key Kfile to encrypt the documents collection D = (D1,D2, ...,Dn):
Ci = EncKfile

(Di)(1 ≤ i ≤ n), MACCi
= H1(KMAC , Ci) then set C ←

((C1,MACC1), (C2,MACC2), . . . , (Cn,MACCn
)). Then, the data owner gen-

erates an index to optimize the search time complexity for future searches.
First, the data owner extracts keywords collection W = (w1, w2, . . . , wr) from
each Di and obtains a total of nr keywords for n documents.

– Build(C,W). Before the n documents are encrypted, the indexes are built as
follows. Here, the input is document C comprising a unique identifier Cid ∈
{0, 1}n (each encrypted file Ci has a unique identifier Ciid), and a list of
keywords (w1, w2, . . . , wm) ∈ {0, 1}∗ (assume each file has m keywords). Here
Ktrapdoor = (k1, . . . , kr) ∈ {0, 1}sr.
I. The following is performed for each document Ci in C.

1. For each different keyword wj for j ∈ [0,m], perform the following.
(a) Compute the trapdoor of each keyword: (t1 = f(wj , k1), . . . , tr =

f(wj , kr)) ∈ {0, 1}sr.
(b) The corresponding ciphertext ID Cid information is added to get

the codeword e : e1, . . . , er, where (e1 = f(Cid, t1), . . . , er =
f(Cid, tr)) ∈ {0, 1}sr.

(c) codeword e : e1, . . . , er is added to the file Di Bloom filter BFi.
2. The output secure index of C is IC = (Cid, BF ).

II. Output I = {IC1 , . . . , ICn
}

– Buildtrapdoor(Ktrapdoor, w): Given trapdoor key Ktrapdoor = (k1, ..., kr) ∈
{0, 1}sr and keyword w, Tw = (f(w, k1), ..., f(w, kr)) ∈ {0, 1}sr is output as
the trapdoor.

– Search(Tw, I). When a searcher observes a demand, he wants to help search
the file. Then, the searcher uses trapdoor Tw = (t1, . . . , tr) ∈ {0, 1}sr for
keyword w to test each index ICi

in indexed collections I.
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1. The following is performed for Ci in C.
a. Keyword w is encoded according to Cid to obtain e, where e : (e1 =

f(Cid, t1), . . . , er = f(Cid, tr)) ∈ {0, 1}sr.
b. To determine if each position in y that contains a 1 corresponds to a 1

in the Bloom filter, we must determine whether (bf(e)∧BF ) == bf(e)
(e = e1, e2, ..., er) is correct, and then add (bf(y) ∧ BFi) to the array
search that searchH(sign||i) mod n (i = 1, 2, ..., l).

c. If this is correct, Ci is added the array Result.
2. An array search is employed to build a Merkle tree and obtain the Merkle

tree root Root.
3. The searcher uses their private key to sign the Merkle tree root Root and

obtains sign = signPKsearcher
(Root).

4. Compute H(sign||i) (i = 1, 2, ..., l) and add searchH(sign||i) mod n (i =
1, 2, ..., l) and the Merkle tree path to the array RIP, where l denotes the
security parameter.

5. Output Result, RIP, and sign(Root).
– Demand smart contract. This contract is described in Algorithm 3. This

contract contains four functions: Demand(·), Verify(·), PayCommissions(·),
and Destroy(·), which are described as follows.

– Demand(Tw, I = (C,BF ), d). This function is used by the file owner to
initialize the smart contract. The file owner initializes trapdoor Tw, index
I = (C,BF ), commissions d and the initial contract owner.

– Verify(searcher, Result, RIP, sign(Root)). This function is used to
verify the result and RIP.
1. Verify that the signature of the Merkle tree root Root is signed by

the searcher.
2. Check that the results in the array Result are correct. If the results

are correct, continues; otherwise, return error 0.
3. Compute searchH(sign||i) mod n (i = 1, 2, ..., l) according to the root

of the Merkle tree.
4. Verify that the path given in array RIP of the Merkle tree of

searchH(sign||i) mod n (i = 1, 2, ..., l) is correct. If this is correct, then
continues; otherwise, return error 0.

5. According to the compute process given in the SearchIndex function,
the result of the array RIP is correct. If this is correct, return 1;
otherwise, return error 0.

– PayCommissions(searcher, Result, RIP, sign(Root)). This func-
tion is used by the searcher to submit the lookup result and result integrity
proof. If the result of the submission is verified, the smart contract
transfers the commission from the file owner’s account to the searcher’s
account. Then, the smart contract is destroyed. Here, if validation fails,
a validation error is returned.

– Destroy(). This function is used by the file owner to cancel the demand
and destroy the smart contract. The function first determines whether
the calling function is from the file owner. If so, the destroy operation is
performed; otherwise, a call error is returned.
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6 Security and Performance Analyses

In this section, we apply a simulation paradigm [4] to define the security of the
proposed scheme. We also present a security analysis and security proof. Finally,
we analyze the performance of the proposed scheme.

6.1 Security Analysis

The proposed scheme can guarantee the correctness of search data and the
integrity of search results. We apply SSE based on the smart contract, and
file owners can publish demands through the smart contracts. When a searcher
observes the file owner’s the file search demand through smart contracts, he
starts to search. When the searcher finishes searching, he sends the results to
the smart contracts for accuracy and integrity verification. If verification is suc-
cessful, the searcher obtains the commissions. When the searcher completes the
search, a Merkle tree is constructed for each file’s search results, and the root
of the Merkle tree is signed with the searcher’s private key. Then, according to
the root of the signature and i, to compute a hash, modulo the number of the
files n, H(sign||i) mod n, and then give the search result of the corresponding
searchH(sign||i) mod n (i = 1, 2, ..., l) and the path of the result in the Merkle
tree. The purpose of the root signature is to ensure that when the result is sub-
mitted, the miner will not tamper with the searcher while verifying the result,
and that the commission will be sent to the searcher. When the results are sub-
mitted, the searcher needs to give the results integrity proof, that are a partial
search result random given by hash value and the corresponding Merkle tree
path, so our scheme can avoid searcher deliberately omitting the search results
to save computational cost or other reasons. The fairness of the proposed scheme
is based on the fact that the blockchain cannot be tampered with. Search files
on smart contracts are encrypted; thus, when only a ciphertext is retrieved, the
searcher cannot learn anything about the plaintext. The search keywords in the
smart contract are also encrypted; thus, the server cannot view any information
about the plaintext and keywords other than the search results when executing
the search algorithm. The information uploaded to the blockchain and smart
contract only includes the encrypted keywords (trapdoor Tw), encrypted cipher-
text, and Bloom filter; thus, no one (searchers, miners, etc.) can obtain any
information related to the keywords and search plaintext through block data
and the smart contract. The smart contract-based SSE follows the above two
properties; thus, it provides secure SSE.

We present a theorem to prove that the proposed scheme is secure. Here,
we used a real/ideal simulation model to prove security, which is fully described
in the paper [4]. A number of SSE-related papers [5–7] have used this security
model to prove security.

Definition 2 (IND-CKA2 Security). If a smart contract based SSE protocol is
secure, the adversary should not distinguish the real game RealΠA (c) and the
simulation game IdealΠA,B,S(c).
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Here, let Π be a smart contract based SSE scheme, where Π =
(Gen,Enc,Build,Buildtrapdoor, Search,Demand smart contract), and c =
t + t + sr is the security parameter. A represents the attacker, B represents the
environment that can simulate the Ethereum system, C represents the challenger,
and S represents the simulator.

RealΠA (c): Challenger S can obtain key array K by performing operation
K ← Gen(j, s, r). After S obtains K, he will give the signature to be verified by
the public key to Adversary A. A gives challenger C a set of randomly selected
files D = (D1,D2, ...,Dn). Then, challenger C can obtain (I, C) by performing
operation Build(Enc(K,D),W ). After challenger C obtains (I, C), they send
(I, C) to A. Challenger C returns (commissions, Tw) to attacker A to perform a
polynomial query based on the different keyword wi selected by the attacker A.
Then, attacker A queries Result and RIP by asking the C. Finally, A produces
a bit b that is returned by the experiment.

IdealΠA (c): Attacker A randomly selects D to satisfy condition |DIdeal| =
|DReal|, where D ← {0, 1}∗. Here, simulator S obtains (I, C) by performing
operation ← S(L(D)) (L(D) is defined in [3]). When the simulator calculates
(I, C), it sends (I, C) to attacker A. The challenger C returns Result and RIP
to attacker A to perform a polynomial query in the B environment based on the
different keyword wi selected by attacker A. Finally, A produces a bit b that is
returned by the experiment.

If we can find a PPT S for all PPT A, that makes D,
|Pr[D(viewreal) = 1] − Pr[D(viewideal) = 1]| ≤ negl(c) distinguishable for all
polynomial sizes. Then, we can prove that Π is IND-CKA2 secure.

Theorem 1. If the proposed SSE based smart contract scheme is an adap-
tive IND-CKA2 scheme, then the conditions to be met are H1, f should be
a pseudorandom function, H should be an anti-collision hash function, and
ε = (Enc,Dec) should be an IND-CPA [4] symmetric encryption scheme.

Proof. We can build a PPT simulator S = S0,S1, . . . ,Sq for attackers, which
allows A = A0,A1, . . . ,Aq to output two results V iewreal and V iewideal. How-
ever these two results are indistinguishable during computation. Here, through
the trace of a given history L, simulator S can be generated (I∗, C∗, tw, Result,
RIP) using the following methods.

– First, we discuss simulation I∗. Here, if q = 0, all files sizes are available to
the simulator from L. S could set I∗ to a random string of size |I| by taking
advantage of that information. S sets C∗

i ← {0, 1}|Di| first, and then sets the
state of I∗ to stS . Note that state stA0 has no key value for Ktrapdoor; thus,
S will do a uniform random selection of w for each keyword.
If q ≥ 1, attacker stA first select (stA0 , t

∗
w∗

0
) ← {0, 1}∗ and Macw∗

0

∗ ← {0, 1}∗

randomly and evenly for each keyword w∗
0 . Then, S select w∗

i (q ≥ i ≥ 1)
based on (w∗

i−1, stAi−1). S then randomly selects (stAi
, t∗w∗

i
) ← {0, 1}∗ and

Macw∗
i

∗ for each keyword w∗
i .

We know that I∗ and I are indistinguishable because H1 and {0, 1}∗ ×{0, 1}t

are indistinguishable. In the same manner, ε = (Enc,Dec) is IND-CPA; thus,
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we can also know that C∗ is indistinguishable from the real ciphertext c. In
the absence of key KMAC in state stA0 , there is no way for an attacker to
distinguish between the MACCi

∗ and MACCi
generated in the Enc(·) step.

This MACCi

∗ is selected randomly and uniformly from {0, 1}t.
– Now, we simulate T ∗

w. If t∗w,K∗
tonke and tw,Ktrapdoor (generated by func-

tion Build(·)) are indistinguishable, the conclusion is good. If q = 0, S
will randomly and evenly select t∗w,K∗

tonke from {0, 1}k. If q ≥ 1, calculate
(t∗w∗

i
,K∗

trapdoor) ← {0, 1}∗ and select w∗
i , q ≥ i ≥ 1 based on stAi−1 , w

∗
i−1, i ≥

1. Here, the pseudorandom functions H1 and {0, 1}∗ × {0, 1}t are indistin-
guishable; thus, we can say that T ∗

w and true Tw are indistinguishable.
– Simulate RIP ∗. The pseudorandom function f is indistinguishable; thus, e

and e∗ generated in the search step are indistinguishable. The anti-collision
hash function h is indistinguishable, the resulting RIP and the simulated
RIP ∗ are indistinguishable.

Definition 3. If the scheme is fair to both searchers and file owners, we say
that the scheme satisfies fairness.

Theorem 2. If the blockchain is irreversible and the smart contract runs in the
blockchain, the proposed scheme will satisfy fairness.

– When the search task is generated, the commission is stored in the smart
contract account. If the searcher fails to find the correct result, they will
not obtain the commission. When the searcher finds the correct result, the
file owner cannot refuse to pay the commission, and the smart contract will
automatically transfer the commission to the searcher.

– The smart contract runs in the blockchain; thus, the file owner cannot change
the task after publishing the search task, and the searcher cannot change the
correct search result after receiving the commission.

– If both parties execute the agreement honestly, the user can obtain the correct
results from the smart contract, and the searcher can obtain a commission.

Definition 4. If we can verify whether the search results are complete and with-
out omission, we say that the SSE scheme satisfies result integrity verification.

Theorem 3. If the smart contract can correctly execute our result integrity
proof, then the scheme satisfies result integrity verifiable.

Proof. After the searcher submits the results, the smart contract will implement
the result integrity verification algorithm (Sect. 4.2). If the result is correct and
there is no omission, the smart contract will pass verification. If the submitted
result is correct but missing, it cannot pass the result integrity verification of
the smart contract. 	
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6.2 Performance Analysis

Here, we analyze the efficiency and security of the proposed scheme and compare
it to related schemes.

For users, search time determines the practicability and feasibility of the SSE
scheme; thus, we primarily consider calculation and communication costs during
the search stage. Table 2 shows how the proposed scheme performs in the search
phase compared to related schemes. As shown in Table 2, the search time of the
scheme proposed Kamara et al. [5] is the fastest because this scheme is designed
to run parallel. However, this scheme does not satisfy fairness does not provide
an integrity proof of the result. Thus, if the searcher returns incorrect results
or if the searcher disappears after receiving a commission from the user, the
user will lose both money and the search results. Therein lies the unfairness.
To achieve fairness, another scheme [7] requires at least six transactions and
three communications, which may prolong the time required for users to obtain
results. The proposed scheme only requires two transactions and two rounds
communication.

Table 2. Comparison of results of different schemes

Different

scheme

Search time

complexity

Communication

complexity

Verifiable Attacker Fairness Result

integrity

verifiable

Parallel [5] O(mlog(n)) 1 Yes Server is

honest-but-curious

No No

Uc-secure [6] O(n) m Yes Server is malicious No No

BC [7] O(n) 6 Yes Server is malicious

and user is malicious

Yes No

Our scheme O(n) 2 Yes Server is malicious

and user is malicious

Yes Yes

6.3 Experimental Analysis

We develop an encrypted file search system. Here, we conduct relevant experi-
ments on the number of different files and number of keywords, and we compare
the time of completeness of the generated results and search time. The experi-
mental data are shown in Table 3.
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Table 3. Time required to search for encrypted files and obtain the result integrity
verification

Number of
documents

Number of
keywords

Search time(s) Result integrity
verification(s)

2000 4 3.745 3.747

4000 4 3.912 3.902

6000 4 4.049 4.053

8000 4 4.282 4.286

10000 4 4.459 4.467

12000 4 4.576 4.571

2000 6 3.754 3.736

4000 6 3.909 3.913

6000 6 4.045 4.049

8000 6 4.283 4.287

10000 6 4.461 4.468

12000 6 4.567 4.573

2000 8 3.761 3.765

4000 8 3.908 3.917

6000 8 4.054 4.053

8000 8 4.291 4.292

10000 8 4.473 4.474

12000 8 4.577 4.581

2000 10 3.777 3.781

4000 10 3.931 3.928

6000 10 4.074 4.069

8000 10 4.296 4.293

10000 10 4.485 4.481

12000 10 4.596 4.594

From the experimental data, we conclude that, after adding the result
integrity verification, the overall time is doubled, which is still within the accept-
able range; thus, we consider that the proposed system provides sufficient avail-
ability.

We run our smart contract on the test network of Ethereum. Running our
smart contract will burn 72000 gas per time on average, while the normal transfer
on Ethereum test network will burn 20000 gas; therefore, our scheme is practical.



Using Smart Contracts to Improve Searchable Symmetric Encryption 201

7 Conclusion

In this paper, we have proposed smart contract based SSE. Existing SSE pro-
tocols can resist malicious servers using MAC algorithms, but only if the server
is actively running. If the server receives a user’s money but does not provide
service to the user or the server is closed after receiving the user’s money, the
user cannot withdraw the money. In addition, if the server wants to reduce com-
putational costs and bandwidth, it will reduce the number of documents to be
searched and omit a part of the search results; thus, there is no guarantee that all
files will be searched. The proposed scheme solves this problem effectively using
an integrity proof of search results and a smart contract. The proposed scheme
guarantees the authenticity and integrity of the search results, and through the
signature of the Merkle tree root that the searcher who searches the results will
not be tampering by the miners after the submission of the results.
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Abstract. Different kinds of Internet-of-Things (IoT) devices have been
widely deployed in recent years, bringing great convenience as well as
security threats. Given the grim situation of IoT security, various traffic-
based security management systems specially designed for IoT systems
have also been developed, such as device identification systems and
anomaly detection systems. A lot of such systems are trained and evalu-
ated on datasets collected only in short time periods and lack long-term
evaluation. Intuitively, the communication behaviors and traffic profile
of IoT devices may keep evolving due to factors like software or firmware
update and the changes of user habits. It remains to be evaluated whether
these IoT security management systems can adapt well to the device
behavior evolutions, which matters a lot to the real-world performance.
In this paper, we give a systematic discussion about the adaptability of
IoT security management systems. We summarize the factors that may
cause changes on the traffic profiles of IoT devices and how they can
influence the long-term performance of IoT security management sys-
tems. We hope our work can serve as a base for further study on the
building of adaptive systems for the security of IoT devices.

Keywords: Internet-of-Things · Security management · Adaptability ·
Device behavior evolutions

1 Introduction

The proliferation of different kinds of Internet-of-Things (IoT) devices has facil-
itated many aspects of people’s daily life, such as smart home, smart city and
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industrial control. However, the deployment of these mini devices also poses new
challenges to cyber security. For example, Mirai, a large-scale botnet which is
mainly composed of compromised IoT devices, caused great damages by launch-
ing powerful distributed denial-of-service (DDoS) attacks [2]. It is also demon-
strated that such IoT-based botnets are becoming more and more resilient and
can even bring down the power grid [7,13]. Given the severe security threats
brought by IoT devices, many systems to perform identification [6,9,10,12],
monitor [5,8,14,16] and anomaly detection [11,15] to IoT devices by traffic
modeling and analysis have been developed to help network managers ensure
that the deployed IoT devices are functioning as expected. We refer to these sys-
tems as IoT security management systems. Considering IoT devices usually have
only very simple functionalities and constrained communication and computing
capacities, many IoT security management systems depend on the characteri-
zation of traffic generated by IoT devices and the construction of models that
depict the normal traffic profiles of IoT devices. Such IoT security management
systems are shown to achieve excellent performance and can realize the expected
security management purposes.

However, for the evaluations of these IoT security management systems, both
of the training and test processes are usually based on the traffic datasets col-
lected in short time periods. Because it is impractical to collect traffic traces
spanning long time periods for the training and test of these IoT security man-
agement systems in both laboratory and real-world environments. Nevertheless,
many IoT devices interact with changing environments. The changes of weather
or seasons will also influence the user activities and then change the way they
use IoT devices. Moreover, technical issues like software or firmware updates and
configurable properties may also make the traffic profiles of IoT devices change
dramaticly. Thus, a problem of adaptability, whether existing IoT security man-
agement systems can keep their high performance in the long-term running,
arises because the characteristics of traffic generated by the same IoT devices
may keep evolving in the process of uses.

Adaptability is of great importance for practical IoT security management
systems to be deployed in real-world scenarios, without which, the systems will
be very fragile and the behavior evolutions of IoT devices can easily jeopardize
their performance and then compromise the network management. However, it
seems that previous works on IoT security have ignored the evaluation of the
system adaptability to the device behavior evolutions and this property needs
more attention in the future development of IoT security management systems.
In this paper, we try to give a prelimilary but systematic investigation about the
problem of adaptability by discussion on the following research questions (RQ):

– RQ1: How device behavior evolutions caused by different factors will affect
the traffic profiles of IoT devices?

– RQ2: Can current IoT security management systems based on the traffic
profiles adapt well to the device behavior evolutions?

– RQ3: What are the possible solutions to improve the adaptability of IoT
security management systems or build self-adaptive systems?
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We hope our work can serve as a base for further studies on the building of
adaptive systems for the security of IoT devices. The remainder of this paper
is organized as follows: Sect. 2 gives a review about the existing IoT security
management systems based on the traffic features or profiles; Sect. 3 summarizes
and categorizes different factors that may cause evolutions on the generated
traffic of IoT devices; Sect. 4 discusses the possible solutions to build adaptive
security management systems for IoT devices; Sect. 5 concludes the work.

2 IoT Security Management Systems

Existing IoT security management systems based on the traffic characteristics
can be divided into 3 classes: device identification, event fingerprinting and intru-
sion detection. We will review these 3 classes of works and the traffic features
they tend to use respectively.

Device Identification: A single IoT device has only very simple functionality
and there are usually various different types of IoT devices in the environments
equipped with IoT systems. Thus, knowing what IoT devices are connecting
to the network is the first step to enable further management policies towards
the IoT devices. Besides, device identification systems can also help with the
discovery of unauthorized or vulnerable devices. Some works utilize identifiable
fields in the traffic to recognize IoT devices, such as destination IP addresses,
domain name queries and certificates [6]. Others leverage features in different
resolutions, including packet level, flow level and session level, with machine
learning models to classify traffic generated by different IoT devices [9,10,12].
Many device identification methods extract feature vectors in terms of traffic
traces collected in short durations, ranging from minutes to hours. Both of the
selected features and the durations of instances to be classified may influence
the adaptability of the device identification methods. What’s more, in the eval-
uations of these works, the training and test datasets are usually derived from
traffic generated by the same devices in different periods, completely ignoring
the impact of the deployment environment and user habits, which may matter
much to the real-world scenarios, especially in long terms.

Event Fingerprinting: It is presented that the events happening on IoT
devices that trigger the changes of their working status (trigger events) often
correspond to some fixed traffic patterns, based on which, event fingerprinting
systems can be developed to help network managers monitor the working status
of deployed IoT devices [8,14]. With the persistent awareness of the working
status of all the IoT devices, network managers can even monitor the seman-
tic contexts of the IoT devices and detect context-relevant anomalies like event
spoofing and device failure [5,16]. Unlike device identification, event fingerprint-
ing systems tend to use very simple features, short sequences of packet lengths
and directions, to detect the events happening on IoT devices by pattern match-
ing [5,8,14,16]. Intuitively, although such simple signatures can be very precise,
they are also very fragile at the same time, because the most minor update of
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the firmware or changes on distinct device configuration parameters (e.g., cre-
dentials and device IDs) could destroy the signatures and it will take much effort
to maintain the signatures if the changes are frequent.

Intrusion Detection: Intrusion detection systems (IDS) aim to detect all kinds
of attack traffic sent by malicious attackers to compromise IoT devices. Consid-
ering the simple functionalities of IoT devices, anomaly-based IDSes, which build
the profile of the normal traffic generated by IoT devices and regard any traffic
deviated from the profile as intrusions, become popular in the networks serving
IoT devices [11,15]. However, the traffic generated by some IoT devices may
change dramaticly according to the user activities. For example, surveillance
cameras are silent when users are at home and generate much large-volume traf-
fic when the users leave their houses; the using frequency of air-conditioners can
vary a lot in different seasons, which means that the communication behaviors
of IoT devices can drift to deviate from the known normal profiles by them-
selves, not just intrusions. Without taking these factors into consideration, the
long-term performance of IDSes for IoT devices may be quite questionable.

3 IoT Device Behavior Evolutions

In this section, we summarize the factors that may incur evolutions in the traffic
generated by IoT devices and their possible implications on the IoT security
management systems. Technical issues are the most common reasons that cause
IoT devices to behave differently. Regular software or firmware updates are the
most common issues that change the communication patterns of IoT devices.
The IP addresses of cloud servers and domain names queried by the devices,
coming from content delivery networks (CDN), can change frequently with the
updates and then compromise device identification systems based on these fields.
In addition, many IoT devices support multiple users, configurable credentials
or parameters and user-defined trigger-action rules, which can all be reflected in
the traffic characteristics. And the impact of these changes on systems based on
only simple traffic features, like exact packet lengths, will be catastrophic.

Besides technical issues, the ways in which users interact with the IoT devices
will also often bring evolutions to device behaviors. The functionalities of most
IoT devices are closely tied with people’s living and producing activities, which
naturally change with the seasons. The evolutions caused by human activities,
such as daily routines, lifestyles and producing plans, are mainly reflected in
the using frequencies and durations of different IoT devices, which can reshape
many spatial-temporal characteristics of traffic generated by the devices. For
intrusion or anomaly detection systems, the changes of user habits must be taken
into consideration, otherwise, by regarding traffic traces collected only in some
periods as the whole normal profiles, a storm of false alerts will be generated
once immense changes of user habits take place.

Having said the behavior evolutions of IoT devices, there may also exist some
stable traffic features, like protocols and ports used by the devices, because
the hardware and core functionalities of IoT devices can hardly change after
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coming into uses. However, intuitively, these relatively stable features are not
distinguishable enough to achieve the goals of IoT security management. Thus,
the adaptability of IoT security management systems to the device behavior
evolutions should get more attention. Both of the empirical evaluations and the
enhancement of the adaptability of IoT security management systems are in
highly demand in the future works.

4 Possible Solutions

In this section, we briefly discuss the possible solutions to cope with the IoT
device behavior evolutions. A prelimilary method is to enrich the training
datasets so that the datasets can cover all the possible traffic patterns that IoT
devices may exhibit as much as possible. However, on one hand, this increases the
overhead to prepare the data and makes the performance of systems sensitive to
the training datasets. On the other hand, this method may only apply to the evo-
lutions caused by user activities and the changes incurred by device software or
firmware updates are usually unpredictable and remain unsolved. What’s more,
for anomaly detection systems, current user habits are also important factors to
determine whether the ongoing device behavior is abnormal. It may hinder the
system performance to simply add the training data without proper contexts.

Another possible solution is to enable lifelong learning and detection for
the systems, which is a hot topic in current anomaly detection community [3].
Lifelong learning means that when the system makes some mistakes, it can be
trained increamentally by directly learning from the administrators’ feedback
to avoid making the same mistakes again. This method is a kind of remedy
afterwards with lots of human intervention and cannot eliminate the performance
loss caused by evolutions proactively. Additionally, it is also challenging to make
the system get aware of the different contexts between the newly coming feedback
and the previously learned model that should perhaps be forgotten sometimes.

Machine learning methods are widely used in existing IoT security manage-
ment systems. Nevertheless, similar problems, called concept drift, have already
been investigated in machine learning community [1,4]. Concept drift means
that the statistical properties of the target variable, which the model is trying to
predict, change over time in unforeseen ways. While in IoT scenarios, many secu-
rity management systems are trying to fit some mapping relationships with the
traffic features, which also keep changing over time due to the device behavior
evolutions. Therefore, adaptive learning methods that update predictive models
online during their operation to react to concept drifts, may provide inspirations
to deal with the IoT device behavior evolutions. However, a lot of future work
is still needed to dive deep into the regularities of IoT device behavior evolu-
tions and combine general adaptive learning algorithms with the IoT security
management objectives.
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5 Conclusion

In this paper, we focus on the adaptability of IoT security management sys-
tems to device behavior evolutions. We give systematic summary and analyses
on the existing IoT security management systems, different kinds of evolutions
happening on IoT devices and the possible solutions to build adaptive systems
for the security of IoT devices. We find that the adaptability of IoT security
management systems did not get enough attention despite its great importance
and we hope our work can serve as the base of further study on adaptive IoT
security management systems.
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