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Abstract. Governments offer civil services to their citizens if the citizen
can identify themselves using a government-issued identification docu-
ment. Several documents are often required, such as a national ID and
driving license. These identification documents do not share data, or
even validity, between different civil entities. Organizations like Sovrin,
SecureKey, and ShoCard have presented solutions to ease identification
using digital identification based on blockchain technology because of
the benefits of immutability, transparency, reliability, and secure shar-
ing of identity data. The solutions, however, all require the use of
Internet-enabled devices to access the solution. To accommodate devel-
oping countries where smartphones and computers are not prevalent, we
designed a proof of concept digital national identification based on the
Ethereum blockchain that utilizes Unstructured Supplementary Service
Data (USSD) for end-user communications. The solution gives govern-
ments control over lawfully required data while allowing the citizen to
retain sovereignty over personal data using trust zones. Consequently, a
citizen can use a single identity across multiple civil service providers,
even with a feature phone.

Keywords: Digital identity - National identity * Blockchain 2.0 -
Smart contract -+ Ethereum - Digital assets + E-infrastructure -
E-government

1 Introduction

The ISO/IEC 24760-1 specification for IT Security and Privacy defines identity
as a set of attributes related to an entity [1]. A digital identity is an identity
in an online or networked environment that represents a real-world entity like a
person or business.

A digital identity enables institutions like governments, banks, and telecom-
munication service providers to incorporate secure digital services into their
operations. In the digital realm, any assertion we make about ourselves, the
identity owner, is called a claim. Claims can be anything from the name of the
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identity owner to the school from which they graduated. These claims can be
nearly impossible to verify, unlike in the physical world, where possession of an
acceptable document is considered sufficient proof of identity. For this reason,
organizations like the Sovrin Foundation have embarked on digital identification
implementations using blockchain technology, as explained in the Sovrin white
paper [2].

A blockchain is a distributed, decentralized, public ledger. Private or per-
missioned versions are also possible. It is a record-keeping technology with a
distributed network of participating nodes that maintain a majority-consensus
of the state of the entries in the ledger. Records kept in the ledger are considered
immutable due to the infeasibility of altering records across a large number of
independently distributed nodes. These properties make a blockchain a desirable
technology for the implementation of digital identity due to the transparency,
immutability, and global nature of a blockchain network.

Here, the term government is used to collectively refer to the executive,
legislative and judiciary branches including ministries, local governments, public
sector offices, etc.

1.1 Background

A national identification document or card is a government-issued portable doc-
ument given to each citizen or resident in some countries that serves as legal
proof, for government and many other services, that the person is whom they
claim to be. Taking the case of the country of Rwanda, for instance, the first
Rwandan national ID was issued during the Belgian colonial period starting in
1930 and was paper-based and written by hand. A new plastic laminated national
identity card system was implemented in 2008, improving both durability and
the system for issuing identity documents [3].

To get a national identity card in Rwanda, the citizen must be above the age
of 15. Rwanda has an online platform called IREMBO that helps citizens access
different e-government services such as national identity document issuance,
birth certificates, insurance payments, and police declarations.

To get the national identity card in Rwanda, a citizen needs to get both an
application number from their residential sector office and a biometric data form
with information such as fingerprints. They then apply online [4]. The application
cost is 500 Rwandan Francs (about $0.53 US at the time of this writing), and
a card is issued within one month and sent to the applicant’s sector office for
them to pick up.

Each Rwandan identity card has a National Identity Number (NIN) that can
serve as a unified interface between a unique individual and any civil service
availed by the government. The card is also legal identification for hospitals that
keep patient details, banks, school registration, and when accessing government
services like birth certification, driving permits, and land permutation [5].
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1.2 Problem Statement

Despite holding the national identity card, for a Rwandan to access different
forms of civil services, they may require different forms of identification. For
example, a citizen needs to show a driver’s permit to access traffic control ser-
vices, despite having a national ID that duplicates much of the same information.
Despite being “national”, the current physical identity card system is challenged
by a lack of interoperability amongst civil service providers. Even in cases where
integration is attempted, this is done in silos for different services as opposed
to a single integration platform with a unified interface to ease and accelerate
integration. The physical card is also subject to loss or damage, forgery, and
fraud. A physical document does not interface well with an increasingly digital
world and the proliferation of e-government and online services.

In this paper, we demonstrate a technical approach to implementing a secure
digital identity system using the Ethereum blockchain. This system is appro-
priate for Africa because it requires little in the way of new infrastructure and
builds upon a well-accepted blockchain platform. We also address a problem not
well explored in other papers: implementation in the context of a country with a
prevalence of feature phones over smartphones or computers. While we use the
case of Rwanda in our examples, our approach is appropriate for many African
countries or developing nations where citizens rely primarily on feature phones
to access the Internet or digital services. We focus on demonstrating the tech-
nology without attempting to address the myriad of policy and socio-economic
challenges that come with a blockchain-based national identity scheme. It is not
our intent to minimize the non-technical challenges. Instead, they exist outside
of the scope of this paper.

1.3 Objectives

Considering the digital identity problems mentioned in the prior section, we
define the following objectives for our solution:

1. Build a robust and resilient platform that is sufficiently reliable to be used
nationally.

2. The solution must be distributed for robustness and flexible enough to be

deployed despite civil service providers’ heterogeneity.

The solution should be usable by citizens who own only a feature phone.

4. As a national identity, the solution should be under the control of the gov-
ernment.

@

2 Literature Review

There are several approaches to providing digital identity for individuals using
a blockchain. The Sovrin Foundation is an open-source project working toward
creating a digital identity that is entirely controlled by the user, a concept called
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self-sovereignty. Here, the user chooses which attributes to share. The architec-
ture, however, requires trusted and authorized organisations called stewards to
provide resources towards the network and intermediaries like trust anchors that
control how you acquire your identity [2]. The concept of self-sovereign identity
would present challenges in a government setting where a user is mandated
by law to share identification information. For a national identity, the govern-
ment should retain control over the identity attributes and issuing or revoking
a national ID [2,6].

Another project that does not utilize the self-sovereignty principle is called
ShoCard. A citizen takes a picture of an existing verified credential, like a pass-
port, in a process called bootstrapping [7]. The credential is then bound to a
cryptographic identity, and this forms their digital ID. ShoCard then acts as
a trusted third party that stores the credentials and interactions with a party
requesting a user’s ID. This system’s reliance on a third party voids certain ben-
efits of decentralization, such as the resiliency of a distributed network, should
the company go out of business. Dunphy and Petitcolas compare Sovrin and
ShoCard against the Facebook Connect digital identity solution, which does not
utilize blockchain technology [8]. Their work concluded that the blockchain-based
digital identity systems suffered from poor user experience, which is a barrier
to uptake because users have to understand cryptographic key management in
both cases.

Mudliar et al. proposed a framework to integrate an existing national identity
system in India, the Aadhar number, into the blockchain [9]. They explore the
benefits of migrating to a decentralized national ID, such as voting or healthcare,
where one simply scans a barcode to be identified. Under this system, officials
have access to all information, and a record of all actions performed with the
identity is kept on a public ledger.

Other work, using the country of Columbia as an example, suggested using
three aspects to identify a citizen [10]. The proposed model introduces a digital
identity that provides strong authentication comprising something the user has,
like a physical smart card, something the user knows, like a personal identifica-
tion number (PIN), and something the user is, like a fingerprint.

A paper by Wolfond discusses how Canada has used a digital ID to improve
their service delivery in both the public and private sectors in a completely decen-
tralised model [11]. Current systems of identification are either too cumbersome,
like passwords, or less secure and harder to validate, like driving licenses. Another
drawback of traditional systems is the inherent vulnerability of relying on a cen-
tralized system with a single point of failure and audit. Centralization affects
both the system’s resilience and user privacy, since all user transactions may
be tracked through one application if compromised. The author concludes with
the perceived benefits of using a blockchain, such as reduced wait times, quick
verifiability of third party documents, and improved citizen privacy protection
when delivering government services.

Some of the previous work mentioned relies on physically issued identification
or does not lend itself to solving the interoperability challenge. Other work builds
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upon the self-sovereignty principal, which is inappropriate for a government-
controlled identification. Finally, because many developing countries have a low
prevalence of smartphones, for instance, about 15% of the population in a coun-
try like Rwanda, most of the solutions mentioned would be infeasible due to
the need for a smartphone or computer. In a developing nation context, these
solutions would exclude the majority of the population from using them [12].

In this work, we present a proof of concept digital national identity based
on the Ethereum blockchain. It serves as a single personal data and identifica-
tion store to ease government service providers’ interoperability while reaping
the benefits of a robust decentralized database. We utilize an Unstructured Sup-
plementary Service Data (USSD) interface accessible on both feature phones
and smartphones. Using this combination of platforms enables a solution that
requires little in the way of new infrastructure and is appropriate for a govern-
ment identity solution in developing countries.

3 Methodology

We develop our identity application using the Ethereum blockchain platform.
Ethereum is a decentralized computing resource that allows users to develop
applications and then deploy them on the Ethereum network. Ethereum employs
smart contracts, which are programs stored on the networked computing resource
that can perform defined functions based on specific inputs. Smart contracts
store user data and provide the logic for modifying that data. In our case, the
citizen’s biometric data. Guided by the earlier objectives, the goal is to create a
decentralized platform that citizens can use to procure civil services seamlessly
with a single identity.

3.1 Developing the Prototype

For our prototype application, we focus on government and hospital services,
demonstrating how a national digital ID is used with both services without
carrying a physical ID.

3.2 Identity Trust Zones

An essential contribution of our system is the inclusion of trust zones in the ID.
We define trust zones as predefined boundaries that group entities wishing to
access a citizen’s attributes. More highly trusted entities are closer to the center
zone. This model enables using a single national ID for heterogeneous use cases.

The different trust zones are shown in Fig. 1. In the first trust zone lies the
citizen, who has access to all the data represented by, or linked to, the national
ID. The second trust zone will have the government and its trusted third parties,
like document issuing agencies. Second zone entities have limited access to the
citizen’s data, but the citizen will be mandated to declare data required for civic
service delivery. In the third and fourth zones, the citizen has full control over
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the data that they declare. The fourth zone may be made more restrictive or
limited to particular data to provide greater security and privacy.

A health care center would belong to the third trust zone. A citizen would
retain the right to share information that they agree is necessary. Of course, this
could affect the level of service they would be able to receive, given the individual
health center’s policies.

Trust zones are implemented in the logic of the smart contract. Entities are
placed in trust zones by the government institutions at the point of registration.
Citizens decide what data to share with entities in trust zones three and four
through the USSD interface.

Internet

%&

Government
-

Trusted Third parties

Fig. 1. Identity trust zones for citizen national ID.

3.3 Test Prototype

After building the code base for the smart contracts, we tested their functionality
offline. We used a combination of the MetaMask Ethereum account manager and
Rinkeby test network, a free public network for testing smart contracts before
deployment to the Ethereum network [13,14].

3.4 Smart Contract Deployment

In the final step, we deploy the smart contract to the test Ethereum network.
Our front end interacts with the smart contract using the Web3.js API. The
deployment includes running an end to end demonstration of the healthcare use
case to prove interoperability.
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4 Implementation

Following our methodology, in this section, we describe the implementation of
our system. First, we explain the proposed architecture and compare it with the
setup used in the testing phase. Finally, we describe the process flow between the
entities of the system. Our prototype’s codebase is hosted in a GitHub repository
at https://github.com/patrickdushimimana/national ID.

4.1 Architecture

Communication between the different systems is shown in Fig. 2. Civil service
providers interact with a web browser-based user interface that communicates
with a government-owned server. The server hosts the logic to communicate
with a mobile network operator (MNO), which communicates with the citizen’s
feature phone via a USSD API. The USSD protocol can take up to 182 characters
which is enough to list a menu of queries [15]. The server, which also houses
the application and database backend, also communicates with the Ethereum
blockchain network where the smart contract and a hashed reference to the
citizen registration data are stored. Here, the term server is used as a stand-in
for a secure, reliable and scalable application and database infrastructure.

Smart contract

(Ethereum)

&

A

Government Server

O—gl—

UI (HTML, CSS & JS)

£
)

Blockchain
records

D>)<—> @

Feature phone MNO USSD API

Fig. 2. Architecture for the national ID system.
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4.2 Test Setup
The following tools were utilized to create and test the application.

— Ganache is a personal blockchain for Ethereum development that is used to
deploy contracts, develop the applications, and run tests [16].

— Truffle is “a development environment, testing framework and asset pipeline
for blockchains using the Ethereum Virtual Machine (EVM)” [17].

— MetaMask allows running Ethereum distributed applications (dApps) in a
browser without running a full Ethereum node [13].

— Node.js is a server-side platform built on the Google Chrome JavaScript
Engine [18].

— Web3.js is a collection of libraries to interact with a local or remote Ethereum
node using a HT'TP or IPC connection [19].

— Ethereum is a distributed public blockchain network that focuses on running
programming code of any decentralized application [20].

— HTML is the HyperText Markup Language for creating web pages [21].

The blockchain technology, Ethereum, on which our solution is based, has
been tested for performance and scalability in previous works. Therefore, we
focus on the proof of concept within our test environment [22].

4.3 Process Flow

The proposed system considers three actors, all of whom may interact directly
with one another or indirectly through the logic of Ethereum smart contracts.
We consider a citizen as the identity owner, a government institution as the
trusted identity verifier, and a public hospital as the civil service provider. For
this work, we demonstrate the feasibility of our solution in the context of only
one civil service provider, a health care center.

Hospital Smart contract Gover:lment
5 L 88 2
» e ]
8.

fa=aN

Person

Fig. 3. Process flow diagram for the national ID system.
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Unlike Fig.2, which details interactions between the system components,
Fig.3 depicts the logical flow of interactions between the different actors,
abstracting away the system. The flow is described as follows:

1. A citizen physically registers with an official government institution, for exam-
ple Rwanda’s National ID Agency (NIDA).

2. The institution verifies the citizen’s information and registers the citizen’s
data to the blockchain. This is done through a portal interfacing with our
Ethereum smart contract.

3. The citizen receives a prompt to input a four digit personal identification
number (PIN). This prompt is received through a USSD application interfac-
ing with our smart contract. Entering the PIN will confirm the registration
process.

4. The citizen requests a service from a health care center.

5. The health care center requires the identifying information of the citizen. The
health care center will also require national insurance information. The health
care center requests the citizen’s phone number, and through a portal, sends
a request for the required data to the smart contract.

6. The citizen receives a prompt to input their PIN and authorize the release of
their insurance, biometric, and medical history data to the health care cen-
ter specified. USSD enables menu functions that would allow the aggregated
authorization to all data requested by the health care center, or allow the
citizen to approve only certain pieces or subsets of the requested data.

7. Upon authorization, the health care center can then confirm the identity of
the citizen and proceed to offer the requested services.

In addition to requesting a citizen’s information to authorize the provision
of health care services, a health worker can then record the citizen’s health data
and link it to their identification. This data can then be stored privately on the
blockchain. When the citizen visits the same or a different health care center,
they can opt to share previously stored medical information, effectively having
an immutable and readily available medical history that is not dependent on the
health care center’s information system.

In the case where a citizen does not posses their phone, they can still be
identified with their National ID number. This benefits from the fact that devel-
oping countries like Rwanda have established National ID frameworks that can
be extended. The National ID number will act as a reference to one’s biograph-
ical and biometric data that the government and related trusted third parties
have access to anyway. Verification then proceeds with biometric data like facial
images, fingerprint, or voice-print identification.

4.4 Implementation Overview

This section shows some of the primary functions of the implemented project.
Individuals already registered for the national ID are shown in Fig.4. They
can access available services.
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Identity Management

# Name Telephone
1 Patrick DUSHIMIMANA 078786690
2 Andrew Musoke 078844789

Select details

Fig. 4. Sample list of individuals registered for the national ID.

Individuals who have provided their insurance information as requested by
the health center, are shown in Fig. 5. The document registration is recorded as
a transaction in Ethereum.

The cost, in Ether, Ethereum’s native cryptocurrency, charged for transac-
tions related to registering insurance, is shown in Fig.6. The account balance
prior to a series of transactions is 100 Ether and 99.80 after.

5 Discussion

We implemented a proof of concept system that can serve as a foundation for a
more sophisticated digital national identification platform in a developing coun-
try with low smartphone technology penetration. The system has two user inter-
faces, a web-based one for a government entity or civil service provider inter-
action, and another USSD-based one for a citizen. Compared to the current
alternative, where citizens have to carry multiple forms of physical identities
which can be lost or damaged, our system requires them to carry nothing but
a phone to receive civil services from many different providers. Even without
a phone, having a national ID or national ID number is sufficient to begin the
verification process. Civil service providers can be held accountable for the use
or misuse of citizen personal data since each request and use of this data is
recorded as an immutable and transparent transaction on the blockchain. This
can expedite audits of government entities and authorized third parties against
data protection policies. It can also significantly reduce the cases of fraudulent
identification claims.

5.1 The Issue of Cost

The system contains two levels of charges: (1) the Ethereum gas fee, in Ether,
which is the cost of making a transaction on the Ethereum network, and (2) the
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Available Persons

# Name Telephone Insurance
1 Patrick DUSHIMIMANA 078786690 UAP

2 Andrew Musoke 078844789 MITUELLE
3 blaise 078980934 MEDIPLAN

Select details

Your Account: 0x294¢72ec656dfd79c8b706bae54320df2b89be33

Fig. 5. List of individuals and their insurance providers.

PETERSBURG 5777

HTTP:/127.0.0.1:7545 AUTOMINING QUICKSTART

MNEMONIC HD PATH
february trap middle acquire disorder genuine equip ordinary oval unique victory add m/44" /60" /0" /0/account_index
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Fig. 6. Ether (cost) charged for the transactions.

USSD cost, paid to the MNO per USSD session. Our tests show that registering
one citizen on the Ethereum network costs approximately 19 USD at the time
of writing. The cost per USSD session is estimated through the pricing of an
integrator like Africa’s Talking, with charges of approximately 0.014 USD [23].
The USSD cost is low enough to be of minimal concern, but the Ethereum cost
would be prohibitive in most applications. However, our implementation assumes
on-chain storage of citizen data. Storing a hash of the off-chain data on-chain
and keeping the actual data itself off-chain would reduce the majority of the
Ethereum cost. Data storage alternatives are also under active development by
the Ethereum Foundation, as this is a general problem for all applications.
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5.2 The Issue of Centralization

The architecture proposed introduces some aspects of centralization, where the
government is seen as the single point of contact. We worked under the assump-
tion that the country has a government whose majority membership is trusted to
offer its citizens civil services. The system, however, makes no assumption about
the trustworthiness of any one individual. From this perspective, the system can
still be viewed as decentralised because no one person can control the blockchain
network without consensus from the majority of the trusted government.

An authorized individual can still perform malicious activity, like unau-
thorized access of citizen data. Without the ability to control the blockchain
network, however, and given the immutable and transparent nature of the
blockchain, such malicious actors will be deterred when faced with inevitable
discovery by the trusted government.

5.3 Adoption of the Solution

The proposed solution does not require the invention or engineering and testing
of a scalable and reliable framework that includes auditing and integration. The
Ethereum blockchain is a tested platform that provides these features by default,
reducing the cost of development and maintenance. Our proposal also utilizes
existing infrastructure that is already familiar to citizens, the USSD interface.
As a precursor for the move to a Smart Government, Rwanda has invested
heavily in the provision of Internet, with 4G coverage available in 95% of the
entire country [24]. Indeed, the International Telecommunication Union reports
that in 2019, 97% of the world’s population lived within range of a mobile phone
signal [25]. Rwanda has also automated and delivered selected civil services
online through a platform called Irembo for several years [26]. Those who cannot
get online directly can do so at a government service center in most villages.

5.4 Tradeoffs

Our system is not a genuinely decentralized application, as is typically charac-
teristic of applications built using the blockchain. Our system trades decentral-
ization for ease of governance. We assumed that a government using the system
would require centralized control over the process of acquiring a digital national
identity. As a result, the system introduces centralization, since the citizen must
appear in person before an appropriate government entity for verification and
then registration.

For usability reasons, we traded the security of the public-private key pair
typically used for interacting with a blockchain application. Due to the introduc-
tion of a PIN, citizens have an easier method of authenticating to the application
that is consistent with other USSD applications. However, a four-digit PIN is less
secure than the cryptographically secure keys typically used by blockchain apps.
In the event of a mismanaged identity, such as a PIN that is lost or stolen, our
system allows the issuer to block access as soon as it is reported. Rwanda’s major
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telecom service provider, MTN, established precedent by requiring their users
to secure their mobile money wallets with PIN authentication, so this approach
to securing sensitive data in a developing country is not untested [27]. Work is
underway to enable more novel forms of two-factor authentication, like voice-
print technology, which is already being offered by companies like Phonexia [28§]
and implemented by organizations like Chase Bank [29].

Finally, we traded self-sovereignty, also for ease of governance. Citizens own
their identities, but do not have full control over what portions of the data they
can share with different entities, as explained in the methodology section. If
citizens had full control over their data, they could deny government entities
and related trusted third parties legally required information. As a compromise,
we introduced the concept of trust zones, so that different categories of entities
have different levels of access to citizen’s information.

6 Conclusion

Citizens in countries with national identification systems require multiple forms
of identification to access different civil services like police records or national
healthcare. We proposed a blockchain-based national identification that would
ensure interoperability among the different government entities and trusted third
parties when providing civil services to citizens. Although a significant amount
of work has been completed in the area of digital IDs, they do not address
the nuances of a digital national identity in a country with low adoption of
smartphone technology. We developed and described a proof of concept national
ID system appropriate to the context of government service while using the
concept of trust zones to retain a measure of self-sovereignty for the citizen.

For the future, we suggest further work on ways of reducing the cost of
operating the system, such as off-blockchain storage of data and use of private
blockchain networks. Future work could also include improving authentication
methods, for example, by using fingerprint or voice-print scanners. Developing
further use cases in more detail or a test deployment in a real-world setting
would also be logical next steps.
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